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Chapter

1

About This Guide

uDeploy™ automates software deployment. This guide describes how to
install, use, and administor uDeploy.

This guide consists of the following sections.

Introduction

* Overview

« Concepts

e Architecture and Technology
« Conventions

Hands-On

e Introduction

* Handson

» Using uDeploy
* Adminstration
» Reference

Using uDeploy
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Overview

uDeploy is an application release automation tool that enables you to dramatically reduce deployment times. With
its easy to use drag-and-drop interface, you can efficiently model N-tiered applications and create transparent
deployment processes for any environment—regardless of the build tools you use.

uDeploy helps you rapidly adapt to ever-changing market conditions by providing:

« continuous deployment using automated triggers

» scheduled deployments

» self-service deployments with per-environment access control
» automatic deployments synchronized with source control tools
e auto-trigger smoke tests

e automatic deployment roll-back

 integration with authentication systems such as LDAP

« artifact repository

» tight SCM integration

« build tool integration with such tools as Ant, and Maven

uDeploy-managed applications are usually deployed into N-tiered environments that consist of many machines,
systems, and networks. Typically, the deployable artifacts for each tier are logically combined into what UrbanCode
calls a component. Components are then combined into applications that coordinate and perform the deployment.
Complex deployments can contain numerous components. Components can aso remain independent of one another,
which enables incremental or targeted deployments. uDeploy is flexible and works the way you work.

Of course, you can model your components as you see fit. uDeploy provides the tools to manage components for any
type of environment, such as:

e QA—automated test environment

« User Acceptance Testing—business requirements testing

e Stage—final testing environment

* Production—Iive environment with customer access

» Disaster Recovery—production clone used for application failure

uDeploy Software Elements

e Server. Theserver provides critical services such as the user interface, component configuration tools, work flow
engine, and security service, among others. See Xxxx.

* Agent. An agent isalightweight process that communicates with the uDeploy server. Because agents perform the
actual deployment work, each machine participating in a deployment should have its own agent installed on it.
When not performing a deployment, agents run in the background with minimal overhead. See xxxx.

* Repository. The artifact repository—CodeStation-- provides secure and tamper-proof artifact storage. The
repository uses content-addressable storage to maximize efficiency. It tracks artifact versions as they occur, and
maintains an artifact archive. See xxxx.

Important Terms

« Component. Components contain the content that gets deployed, such as: application code, file system files,
database updates, middle ware configurations, etc. The deployable artifacts are combined with processes that
define deployments, rollbacks, or run book processes. See xxxx.

* Resource. A resource represents a deployment target along with its configuration and security information.

While most resources are configured for a single machine/environment, they can be configured for multiple
environments. Resources are created and managed through the user interface. See xxxx.

» Application. An application is a user-defined model that coordinates multi-component deployments. Coordination

is achieved by defining the components, processes, and environments used by the deployment. See xxxx.
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uDeploy Server

The uDeploy server provides critical services such asthe user interface, component and application configuration
tools, work flow engine, security service, and artifact repository, among others. The server also providestoolsto
determine whether a deployment succeeds or fails, as well as the information needed to correct the problem or roll it
back.

See XXXX.



| Introduction | 12

uDeploy Server
Services

Workflow Engine

o
D

Figure 1: uDeploy Server Services



| Introduction | 13

Agents

An agent is alightweight process that communi cates with the uDeploy server. Each machine that participatesin a
deployment usually has an agent deployed on it. Sometimes a deployment will involve alarge number of agents. A
deployment requires at least one agent.

Agents are unobtrusive and secure. Agent communications use SSL encryption and mutual key-based authentication.
For added security, the agent process does not listen for connections on any ports: instead it opens a connection to the
server.

An agent has minimal impact on the performance of the host machine. When not performing a deployment, the agent
process runsin the background with almost no CPU or memory usage.

See XXXX.
Relay Servers

Many deployments involve multiple networks or data centers. uDeploy supports cross-network deployments with
relay servers. Relay servers enable network-to-network communications by using only asingle hole in the firewall on
each network. Relay servers simplify setup, configuration, maintenance, and security. See XXXxXx.

Components
Components model the content—the artifacts--that get deployed, such as:

» application code

 static content

e database updates

* middleware configurations

A web application, for example, might consist of aweb component containing static content served by the HTTP
server (perhaps alarge number of files and images); a middleware component containing an EAR file that gets
deployed to a J2EE container; and a database component that contains database changes.

As acomponent changes, it is assigned a unique version ID. Every time a component isimported, it is assigned a new
version ID. Versions can be full or incremental. A full version contains all component files; an incremental version
only contains the files modified since the previous version.

The actual artifacts modeled by a component are stored in a repository, such as CodeStation or Maven. The
component contains references to the artifacts.

Component Processes

Asused by uDeploy, aprocessis aseries of user-configured steps that instruct uDeploy's automation (or workflow)
engine to perform some action. Processes are modeled with uDeploy’ s drag-and-drop editor and can be as complex as
needed--steps can run sequentially or in parallel. Components are versioned during configuration.

Process steps are either manual or automatic. Manual steps are managed by the server's work-item list service.
Automated steps are provided by plug-ins. Plug-ins provide integration with external systems such as middieware,
databases, and other systems that receive deployments, or uDeploy interacts with in some manner. See XXXXx.

For example, deploying a J2EE EAR file to WebSphere typically consists of the following automated steps: .

1. transfer the EAR file to the target machine

2. stop the WebSphere server instance

3. invoke wsAdmin with deployment properties

4. start the WebSphere instance

5. verify that the deployment succeeded by accessing a specified URL

In uDeploy, each item is an automated, transparent, and easily configurable step.
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Repository

The uDeploy artifact repository—CodeStation-- provides secure and tamper-proof artifact storage. The repository
uses content-addressable storage to maximize efficiency. It tracks artifact versions as they change and maintains an
archive for each artifact. Associations between repository files and componentsis built-in and automatic.

How It IsPopulated
The artifact repository can be populated in a number of ways, including but not limited to:

* middleware code taken automatically from a build tool
» database updates pulled directly from a source control tool
« front-end web content retrieved from a network drop-box

Resources

A resource represents an agent along with its configuration and security information. While most agents are
configured for a single machine/environment, agents can be configured for multiple environments. Resources are
created and managed through the user interface.

Resour ce Groups

A resource group isalogical collection of resources. Resource groups are used to manage agentsinstalled in different
environments.

Proxy Resour ces

A proxy resourceis aresource effected by an agent on a machine other than the one where the resource is located. If
a deployment does not require direct interaction with the file system or with process management on the resource's
machine, a proxy resource can be used. When a deployment needs to interact with a service exposed on the network
(adatabase or J2EE server, for instance), the interaction can happen from any machine that has access to the
networked service.

See XXXX.

Applications

An application is a user-defined process that coordinates multi-component deployments. Coordination is achieved by
defining the components, resources, processes, and environments used by the deployment.

Applications run deployments.
Rollbacks

Application deployments, especially production deployments, require built-in rollback support. Applications can be
configured with an automatic rollback step.

Environments

An environment is a collection of resources that host an application. Environments typically include host machines
and uDeploy agents. A deployment always runs in an environment. While environments are collections of resources,
resources can vary per environment.

Snapshots

A snapshot is a collection of specific components versions, usually versions that are known to work together. A
snapshot represents the current state of an application in the environment.

Deployments

Deployments are run by applications. Deployments can be run manually through the uDeploy user interface,
automatically by some trigger condition, or on a predetermined schedule.

Complex Deployments
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Deployments supporting hundreds of agents without the need for high availability or load balancing can be performed
with asingle server. uDeploy supports robust deployments that require both high availability and load balancing. This
requires distributing the server services onto multiple processes and machines.

Plug-in System

A plug-in provides automatic process-steps and integration with third-party applications. The plug-in system enables
you to download and install any of our numerous process and integration tools. Hundreds of out-of-the-box plug-ins
are available. See xxxx.

Plug-in Development

The plug-in system enables anyone to easily create their own plug-in. Plug-ins can be developed in alanguage of
choice (including scripting languages such as perl, python, and Ruby). The UrbanCode community has a Plug-in
Exchange where third-party plug-ins can be found.

Security

In uDeploy’ s role-based security, users are assigned roles, and role-permissions are assigned to things such as
projects, build configurations, and other resources. For example, a devel oper may be permitted to build a project, but
only view non-project related material. See XxXxx.

Configuration Engine
TBD See XXXX.

Package Engine
TBD See xxxx.

Important Concepts

deployment is the process of moving software from various testing and preproduction stages to final deployment
easily visual9ze and model and automate current workflow--big picture; architectural big picture planning and design

visibility into the entire release process and all environments; logical view of your applications, components, and
environments

collaboration

coordinate change tickets, approval, manual, tasks, and user-defined scripts
reporting performance metrics helps resolve conflicts

calendar

templates

developer self-service and rapid problem detection

track the configurations of QA, pre-production, and production systems in one place
tracks history too

full, end-to-end picture of application release status

coordinate the interaction of automated processes

captures, logs, and reports al activities of the release process

snapshot capture configuration state

virtulazition has exacerbated challenges due to proliferation of images across data center environment



| Introduction | 16

troubleshooting a deployment is just as much a part of the process as any other step
deployments are dynamic with growing and unpredictable life-cycle

deployments are inherently dynamic because each environment can be different and in flux
each deployment is different and tool must be flexible

also, might develop in one environment and deploy in another

understand changes per environment

points of control with optional or manual processes

support virtual, physical, cloud-based environments

flexible extension points

Big picture

*  WHAT payload, artifact, binaries, along with configuration information. Abstracted from and independent of
target multiple items delivered at the same time)

* HOW application that deploys artifacts (payload) to target and generate artifacts from the target; configure and
abstracted target model

«  WHERE environment-specific target to higher-criticality environment (dev to QA to production)

«  VALIDATE ensure success and compliance

modeling enables straightforward config and models but generates artifacts (payloads) from targets
deployment from development to QA to preproduction to production

at deploy time payload of binaries are XML config are feed to deploy process which on the fly translates environment
config info for the different target environments; mechanism then interrogates the target server and only makes
changes necessary to match the abstract model--any point the process can be interrupted and rolled back

quickly troubleshoot and compare from known good version

create inventory of existing configuration

service-based solution

messaging middleware, applications servers, web servers, databases, authorization services

each component must be configured to work with the current version of every other component

model-driven configuration management

role-based access

configuration data model captures a snapshot of an application's environment with its details and interdependencies

automated discovery moddl existing infrastructure

UrbanDeploy is a complete, extensible platform for deployment automation and management. To accomplish this,
UrbanDeploy's conceptual model allows you to easily gather, organize, and store the files that you need to deploy.
Thisisdone using what is called a Component. In addition, the Component associates the containing files with
the configuration (such as versions and automation processes) necessary to move the files from environment to
environment.

In turn, UrbanDeploy uses what are called Applications that are used to assemble the different Componentsinto a
group. At the Application level, UrbanDeploy allows you to map your deployments to existing environments, as well
as provides away for you to run a deployment.

Both Components and A pplications utilize Processes, which can be thought of as the basic units of automation. At
the Component level, the processiis responsible for carrying out the tasks needed to move the components from one
environment. For Applications, the Process generally consists of assembling the components and performing other,
higher-level activities.
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All deployments and rollbacks activities are carried out on agents, called Resources. Each resource is uniquely
identified based on information you give.

Components

A component represents the artifacts that uDeploy deploys. A component wraps and combines artifacts that have
some relationship to one another. For example, a component might represent all the artifacts that are deployed to a
web application.

Also processes.

Components map to the existing tiers of an Application. They contain the "content” that is to be deployed, which

can be asingle file, images, adatabase, etc.: the contents of a Component are called artifacts. Components can
represent configurations, not just code or infrastructure. For example, a Component may hold the application-specific
configuration for WebSphere.

Components are used to import the artifacts you want to deploy. For example, an Application may consist of a WEB
component containing the static content served by the HTTP server for your application; aMID component for

your EAR file deployed to your J2EE container; and a DB component that contains database changes. In this case,
UrbanDeploy treats the contents of each Component as grouping of artifacts.

Components are the point of contact between UrbanDeploy and your build artifacts: the Component is responsible
for pulling in the artifacts that make up an Application. To keep track of changes in the artifacts, Components

are assigned a Version, based on your current versioning scheme. Components also have a second role: they are
responsible for deploying the artifacts that have been imported into UrbanDeploy. Thisis done viathe Process.

Versions. Components change over time: as devel opment continues on the Application, new builds are created and
made ready for deployment. When you import the Components into UrbanDeploy, aVersion is created. Versions are
unigue and never change. For example, Version 1.0 will include the exact same artifacts as the Component moves
through the production pipeline. Every time anew build isimported into UrbanDeploy, anew Version is created. It is
possible for the Component files to come from sources other than a build: they can come from some other system or
from a user manually uploading files into the repository. UrbanDeploy ships with its own Artifact Repository as well
aswith integrations to all leading open-source and commercial repositories.

Versions come in two flavors: Full and Incremental. A Full Version contains al files for a Component, while
Incremental Components contain only the files that have been modified since the previous Version was created.

Processes. Processes are composed of a series of automated Steps that are run when deploying a Component.
Authoring of Processesis performed using avisual drag-n-drop editor, using standard Steps that implement
functionality. The Steps within the Process are designed to replace what is typically performed manually or viaa
series of scripts. Deploying a J2EE EAR file to WebSphere typically consists of the following automated steps: (a.)
Transfer the EAR file to the target machine; (b.) stop the WebSphere server instance; (c.) invoke wsAdmin with the
location of the EAR file and appropriate deployment properties; (d.) start the WebSphere instance and verify that the
deployment succeeded by hitting a specified URL. Thisis aplain-vanilla, out-of-box deployment Process.

In addition to running deployments, Processes can also be used to rollback an Application. The system keeps track of
the history of each Versionsit has deployed, so when you create a uninstall Process you typically reverse the order of
a deployment.

Applications

Applications are responsible for bringing together all the Components that need to be deployed together. Thisis done
by defining the different versions of each component as well as defining the different Environments the Components
must go through on the way to production. In addition, Applications also map the constituent hosts and machines
(called Resources) a Component needs within every Environment.
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Applications also implement automated deployments, rollbacks, etc. These are called Processes; however, at the
Application level Processes are only concerned with the Components and Resources necessary for deployment, etc. --
differentiating Application-processes from those of Components (which are concerned with running commands, etc.).

Applications also introduce Snapshots to manage the different versions of each Component. A Snapshot represents
the current state of an Application in the Environment. Typically, the Snapshot is generated in an Environment that
has no Approval gates -- called an uncontrolled Environment. For most users, the Snapshot is pushed through the
pipeline.

Environments. An Environment is a collection of Resources that host the Application. Environments typically include
host machines and UrbanDeploy agents. When a deployment is run, it is always done so in an Environment. While
Environments are collections of Resources, Resources can vary per Environment.

For example, Environment 1 may have a single web server, a single middleware server, and a single database
server, that must be deployed to; UrbanDeploy represents these as three, separate Resources running in Environment
1. Environment 2, however, may have a cluster of Resources that the same Application must be deployed to.
UrbanDeploy compensates for these differences with Resource Groups (more at Resources by keeping an Inventory
of everything that is deployed to each Environment: UrbanDeploy knows exactly the Environment and Server(s)
where the Application was deployed to: and tracks the differences between the Environments.

Processes. Processes play a coordination role. They are authored using a visual drag-n-drop editor, and composed of
Steps that call the Component Processes. For example, to deploy the Application you may invoke a Process called
Deploy. This Deploy Process would in turn call out to the requisite Components and execute the deployment.

Snapshots. Snapshots specify what combination of Component versions you deploy together. They are models
you create before deploying the Application. A Snapshot specifies the exact version for each Component in the
Application. When a Snapshot is created, UrbanDeploy gathers together information about the Application, including
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the Component versions, for a given Environment. Typically, the Snapshot is generated in an Environment that has no
Approval gates-- called an uncontrolled Environment. For most users, the Snapshot is pushed through the pipeline.
Typically, one of the Environment will always remain uncontrolled to allow for Snapshots. When a successful
deployment has been run in the uncontrolled Environment, a Snapshot is created based on the Application's state
within the Environment: thus capturing the different versions of the Components at that time. As the Application
moves through various testing Environments, for example, UrbanDeploy ensures that the exact versions (bit for

bit) are used in every Environment. Once all the appropriate stages and Approvals for a Snapshot are complete, the
Snapshot is pushed to Production.

Plugins

integrations are provided as Plugins. The Plugin framework allows custom integrations, the loading an unloading
of integrations and updates to one integration without impacting others. Unlike other vendors, UrbanCode does not
charge additional feesfor each Plugin. Plugins are atechnical solution to the integration problem, not a sales ploy.

Typically, an external tool exposes more than one type of behavior. For this reason, a single integration between The
DevOps Platform and an external tool is made up of one or more Step Types where each Step Type knows how to
invoke a single specific behavior in the external tool and/or extract specific data from the tool or inject specific data
into the tool. For example, an integration with source control tool Subversion would have one Step Type that can
extract source code from Subversion; a second Step Type that can apply alabel to Subversion; athird Step Type that
can extract a change log from Subversion; as well as other Step Types. The The DevOps Platform integration with
Subversion is consists of all the Step Types that interact with Subversion.

Every mature process automation tool allows a user to enter the command line to execute and the expected exit code
or tokens within the output that signal success and failure. This functionality exists within The DevOps Platform as
well, but we do not consider this an integration since it does not embody any built-in relationship between the tools.

Command line integrations have a number of clear limitations. They have are restricted to command line work;
wrapper scripts must be used in cases where the integration calls aweb service or COM API. Command line
integrations al so typically have very limited abilities to capture data from the external tool. The automation tool may
be able to capture areport and make it available for download, but it will be unable to parse that.

a Control Integration prompts the user for information that is required in order to interact with the external tool.
Using that user supplied information, the DevOps Platform knows will how to invoke behavior in the external
tool. Knowing how to determine success or failure of the invocation of the external tool is aso part of the Control
Integration and does not have to be configured by the user.

In a Data I ntegration, The DevOps Platform and the target application exchange data. The DevOps Platform retrieves
data from that application’s data silo, or passes information to the target application. Data integrations seem to be
relatively uncommon amongst enterprise automation tools, despite being extremely powerful.

Data integrations require a database designed to store information from extracted from the externalstool viathe
integrations. The DevOps Platform includes a data warehouse where this type of datais stored. Data integrations help
the team assemble datain a single place and boost communication in the enterprise.

Source Control Tools

Most of our source control integrations leverage the existing command line clients provided by the SCM vendor.
We've found that the error messages from the command line are more easily understood than those from the APIs.
Easier error messages keep things easier for everyone. Some of our Source Control Integrations utilize the APIs or
direct database access for complex queries.

Creating Custom Plugins
Web Services API

Architecture and Technology

network; these are the distributed agents, or Resources. The Plug-in Integrations provide what are called Steps: which
istypically adiscrete series of commands, etc., that drive functionality of athird-party tool. It is at this level that
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UrbanDeploy replaces scripts with hard-coded steps. The artifact repository (CodeStation) guarantees that the bits
that were deployed to Production are identical to the bits that were tested and approved in alower Environment. The
package management system simplifies the deployment process: UrbanDeploy stores and provides the knowledge

of how to perform a specific deployment, freeing up team members to perform other tasks. UrbanDeploy is
operating-system agnostic, and will run on any system that supports Java 5. The server also runs on top of a database
(MySQL or Oracle). UrbanDeploy also includes its own artifact repository, called CodeStation, to track deployable
Components across Environments. The repository provides artifact security and is the basis of the traceability across
environments.

Distributed Server and Agent Architecture. The server provides services such as the user interface to configure
application deployments; the configuration store; the work-flow engine; security service; the artifact repository; and
many other services. To run adeployment on a machine, UrbanDeploy requires an agent (also called a Resource).
The agent isa small application that runs on the machine and communicates with the server. When not performing
adeployment, the agent process runs in the background with almost no CPU or memory usage. Since an agent may
need to perform work on an external network, UrbanDeploy provides away to perform remote deployments and other
tasks while maintaining security:

* Proxy agents. Technically, not every machine to which UrbanDeploy deploys an application or component
reguires an agent. Whether a target machine requires an agent or not really depends on the type of deployments
that needs to be performed. If the deployment involves direct interaction with the file system (placing new or
modified files on the file system or moving files or deleting them) on the target machine, then an agent on the
target machine isthe easiest way to accomplish this goal. Also, if the deployment involves direct interaction with
process management on the target machine (such as starting or stopping processes), then an agent on the target
machine provides the simplest path to accomplish this. If the deployment neither requires direct interaction with
the file system (or with process management on the target machine) but instead interacts with a network service,
then a proxy agent can be used. A proxy agent is located on a machine other than the target machine. When the
deployment needs to interact with a service exposed on the network (such as a database, J2EE server, or another
service with anetwork API), then the interaction with the networked service can happen from any machine on the
network that has access to the networked service. For this reason, the proxy agent may reside on any machine on
the network that can access the target networked service.

* Rollouts. Smaller rollouts supporting up to hundreds of agents and without the need for high availability or load
balancing can be accomplished with a single UrbanDeploy server. But, UrbanDeploy architecture also allows for
more robust rollouts that provide high availability and load balancing. Accomplishing this requires distributing the
services provided by the UrbanDeploy server into multiple processes and multiple machines.

Plug-in Integrations. Plug-in Integrations automate common tasks. Plug-ins provide deployment capabilities with
many of the common tools used for deployments, as well as application servers, etc. Each integration has at |east

one "step," which can be thought of as a distinct piece of automation. By stringing these individual steps together,
you create a fully automated Process that replaces many of your existing deployment scripts and manual deployment
processes. The integration steps are added to a deploy Process at the Component level (i.e., when setting up a
Component Process). As you create a deployment, you start out with the basic deployment configuration (the
Download Artifacts By Label step first; the Add Inventory Status last) and then add the integration steps between

the steps. In theillustration, the process shows configuration for deploying an application. The Process (a.) stops a
running instance of the application; (b.) removes the application from the machine; (c.) installs the new version of the
application; and (d.) restarts the application to finish the deployment.

Artifact Repository (CodeStation). The artifact repository, called CodeStation, isan integra part of UrbanDeploy.

It is the piece that guarantees the bits that were deployed to Production are identical to the bits that were tested and
approved in alower environment. CodeStation provides a secure and temper-proof storage for the binary artifacts that
are deployed. (UrbanDeploy can integrate with an external repository, effectively bypassing CodeStation, and pull
deployment artifact out of there; however, this reduces visibility and tracking.)

The artifact repository uses content addressabl e storage to minimize the amount of disk space utilized. CodeStation
tracks Versions of files as they change and also holds afull history of all file versions for each component (a
component includes the files that are deployed as well as the deployment process configuration; for more, see
Components). Maximizing efficiency isimportant, since the artifact repository stores files that are much larger
than source files. Association of files with Components is built into the system. Without any configuration, each
Component getsits own area of the repository for itsfiles. Thereis no chance of confusion or mix-up of filesto
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Components. And, each Component is mapped to a specific set of files and versions corresponding to the Component.
The artifact repository has built-in security that limits the users that can access an area of the repository and what
actions the users can take. Areas of the repository correspond to Components and use the security settings on the
components. The artifact repository stores cryptographic hashes of all content in the repository and verifies that the
stored files have not been tampered with (by recomputing the cryptographic hashes and comparing the cal culated
hash against the expected value that was stored when the file was added to the repository). The storage of the original,
or base value, cryptographic hash takes place at the time that afile is added to the repository. The verification of

the file content against the expected cryptographic hash value takes place every time thefile is requested from the
repository.

Configuration Engine. The Configuration Engine allows configuration changes to be made in a declarative manner.
This means that the changes have to be described, but the logic used to apply the change is provided by the
underlying Configuration Engine. This enables you to forego deployment and other configuration scripts. Changes
are declaratively described using XML in awell-documented format defined by the Configuration Engine. Under the
covers, the Configuration Engine provides the following features:

» Deploying/applying configuration changes. A configuration can be deployed to atarget server or cluster. The
deployment of a configuration change will examine the existing configuration on the target server/cluster and
make the required changes. The required changes may be deleting configuration items (such as Data Sources) that
are no longer required, creating new configuration items, or making changes to the configuration of existing items
(e.g., changing the database host name in a Data Source).

» Parameterization for different environments. Configurations can be easily parameterized so that they can be used
across multiple environments, even if the environments have different deployment topol ogies (some environments
may have a single server while others may contain a cluster of servers). When the configuration is deployed to an
environment, it is supplied with the parameter values that are to be used when deploying the configuration to that
environment.

Databases

uDeploy stores configuration and run-time datain arelational database. At deployment time, uDeploy interrogates the
database for changes and applies updates.

uDeploy supports the most commonly used relational databases. DB2, Oracle, SQL Server, and MySQL.
uDeploy provides the easy to use and configure database, Derby. This database is only recommended for evaluations.

Conventions

UrbanDeploy automates deployments of Applications -- most typically web applications. The server also provides
tracking and management for every deployment it runs: providing complete visibility back to the point the
Application was imported into UrbanDeploy.

To accomplish this, UrbanDeploy provides a secure, tamper-proof mechanism for fetching the different parts

of an Application and storing them. These "different parts" are called Components (you may know them as
application tiers, etc.), and represent the first point where UrbanDeploy interacts with the Applicationsit deploys.
Once UrbanDeploy is up and running, the first step is to create what is called a Version. To do this, UrbanDeploy
need to know where to pick up the contents of the Component (called the Artifacts). Typically, the source for a
Component is located under source control or resides on afile share, etc. The Version (sometimes called Component
Version or simply Component) is created by pointing UrbanDeploy to the base directory. When the configuration is
complete, UrbanDeploy imports the artifacts and creates the first Version. Until removed from UrbanDeploy by an
administrator, the Version never changes: the artifacts contained in the Version will be pushed, or deployed, through
the various Environments as the Version is assembled, along with other Component Versions, into an Application.

After aVersion is created, an automated deployment is designed. Thisis called a Process. Processes are composed
of aseries of automated Steps that are run when deploying a Component. Authoring of Processesis performed using
avisua drag-n-drop editor, using standard Steps that implement functionality. The Steps within the Process are
designed to replace what is typically performed manually or via a series of scripts.
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Applications are responsible for bringing together all the Components that need to be deployed together. Thisis done
by defining the different versions of each component as well as defining the different Environments the Components
must go through on the way to production. In addition, Applications also map the constituent hosts and machines
(called Resources) a Component needs within every Environment. Applications also implement Processes concerned
with the Components and Resources necessary for deployment, etc. Applications also introduce Snapshots to manage
the different versions of each Component. For most users, the Snapshot is pushed through the pipeline.

These elements make up the UrbanDeploy system. The system is designed to provide pure automation for Application
deployments, as well as managing the resources they rely on. In addition, UrbanDeploy was designed with aflexible
security and approvals system that can map to your requirements and processes.

With UrbanDeploy you can:

» Deploy multi-tier and service oriented applications. Many modern applications are multi-tiered and thus require
a coordinated deployment of different components to corresponding tier servers. Service-oriented application
deployment requires the coordination of different versions of services, which are modeled as Component in
UrbanDeploy.

» Perform incremental deployments. Application deployments may be incremental, where only the changed files or
configuration changes are deployed. Supporting incremental deployments allows deployments to be performed
quickly and efficiently.

* Rollback applications. Application deployments, especially production deployments, require built-in rollback
support. Unlike lower environments that can be rebuilt and even reimaged, production environments require less
invasive and faster fixes.

« Simplify configuration changes. Application deployments typically include configuration as a significant aspect
of the deployments. Whether the configuration adds new DataSources, message queues, or just changes settings
in aflat file, these types of changes are typically part of application deployments. Built-in integrations, along
with support for declarative configurations, mean you don't have to spend time writing and maintaining complex
deployment scripts.

* Promote across multiple environments. With application deployments, multiple environments are typically
involved. When deploying application changes, it isimportant that exactly the same bits and configuration
changes get deployed to each environment while taking into account environment specific configurations.
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Getting Started

Welcome to uDeploy! This section gets you started by providing immediate hands-on experience using uDeploy.
Thehel | o_wor | d walk-through shows you how to create a simple deployment using out-of-the-box features. The
second walk-through, hel | o_wor | dWS5, shows you how to install afreely-available plug-in (for the WebSphere
server in thisinstance) and create a basic deployment using it.

Note: This section assumes you have installed the uDeploy server and at least one agent. For the walk-
[ through, the agent can be installed on the same machine where the server isinstalled. If the agent or server
have not been installed, see Installation on page 64 for information about installation.

Quick Overview
Generally, the following steps are performed when creating a deployment:
1. Configure Resources

Resources are agents and agent groupings. Typically, at least one agent isinstalled in every environment used by
the deployment. As mentioned, Quick Sart assumes that at least one agent has already been installed and so we
will not cover agent creation here. See Resources on page 49 for more information about agents.

2. Define Components

Components represent the source items that will be installed and managed by the deployment. When you create a

component, you tell uDeploy where the items are found--a file system or source code repository, for example--and
what processes should be performed on them. The source items and processes together define the component. See
Components on page 46 for more information about creating components.

3. Define Application

An application brings together all the components used by the deployment. When you create an application,
you identify the components and define the processes required to move the components through all required
environments. See Applications on page 52 for more information about creating applications.

Creating Components

Components are the artifacts--files, images, databases, etc.--that UrbanDeploy manages and deploys. When creating a
component, one good approach is:

1. Create aversion.

After you identify where the component's artifacts are stored on your system, you assign aversion identifier to
it. UrbanDeploy can use existing version schemes, such as the numbers assigned by your build server or artifact
management server.

2. Define processes.

The process is where you tell UrbanDeploy what to do with the component. A process is designed by assembling
basic units of automation, called steps. Steps replace most deployment scripts and/or manual processes. Processes
are designed using a drag-and-drop tool.

hel | o_wor| d Deployment

Thehel | o_wor | d deployment moves some files on the local file system to another location on the file system,
presumably alocation used by an application server. hel | o_wor | d isavery simple deployment but it has several
advantages: it uses many of UrbanDeploy's key features--features you will use every day, and it does not require the
installation of additional plug-ins.

UrbanDeploy plug-ins provide integration with many common deployment tools and application servers. Each
integration has at least one step, which can be thought of as a distinct piece of automation. By stringing individual
steps together, you create a fully automated process that can replace many of your existing scripts and manual
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processes. Plug-ins are available for Subversion, Maven, Tomcat, WebSphere (which we demonstrate later), and
many others.

A Note Before You Begin

Y ou can read the walk-through without actually performing the steps, or you can perform them as you read along. If
you want to actually perform the steps as we go, do the following before starting:

Create adirectory somewhere on your system named hel | oWor | d.

Within hel | oWbr | d create a sub-directory named 1. 0.

Within 1. O place several--say 5--files. For speed, text-type files should be used.

Create another directory somewhere on your file system.

Within the directory just created, create a sub-directory. This sub-directory will be the target for our deployment. |
created C. \ UAT\ appUAT on my system.

arwbdheE

hel I o_worl d COomponent Version

To configure the Hello World Component Version:

1. Onthe Navigation bar, click the Components tab.

urban{deploy]}

Home » Compoanents

Components

Create New Component

Mdrme Description

w

2. On the Components pane, click Create New Component.

Components are defined with the Create New Component dialog box. The first four and last two fields displayed
are the same for every source type; the remaining fields depend on the value selected in the Sour ce Config Type
field.
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Create Mew Component

Name * same for each type

Description

Status Plugin ® | pefaylt

Source Config Type ® | 4 tilero

Anthill URL * depends on type
User *
Password © |ssss
Project *
Workflow *
Status *

Import Versions
Automatically same for each type
Copy to CodeStation .

Save Cancel

. Enter hel | o_wor | d inthe Namefield.

The name is used when assembling the application. If the component will be used by more than one application,
the name should be generic rather than project-specific. For components that are project-specific, a name that
conveys something meaningful about the project should be used.

. Enter adescription in the Description field.

The optional description can be used to convey additional information about the component. If the component

is used by more than one application, for example, entering "Used in applications A and B" can help identify
how the component is used. If you are unsure about what to enter, leave the field blank. Y ou can always return to
the component and edit the description at any time. In an attempt to appear hip, | entered Eur o st or e for my
component.

. Accept the default value in the Status Plug-in field--Def aul t .

Experienced users can use this field to customize plug-ins designed to monitor the component's status. See [TBD].
. Select Fi | e Syst emfrom the Source Config Typefield.
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Create New Component

Mame * | hello_World
Description  gyrg Store

Status Plugin * | pefauit

Source Config Type * File System

Base Path * | c:\helloWorld

Import Versions |2
Automatically

Copy to CodeStation .

Save Cancel

Selecting a value changes several fields to those required by the selected value. The type-dependent fields are used
to identify where the artifacts comprising the component are stored. See [TBD] for a description of the supported

types.

Fi | e Syst emisused when the artifacts are on afile share or the local file system. Thisisthe simplest
configuration option and can be used to quickly set up a component for evaluation purposes, as we do here.

7. Complete this option by entering the path to the artifacts.

In our example, the artifacts are stored in C: \ hel | oWor | d. Inside the base-directory, artifacts are stored in

numbered directories; the numbers represent distinct versions. C: \ hel | oWor | d has only one version and

so only one sub-directory--1. 0. When automatically polling the base directory, or manually requesting a new

version, uDeploy will compare the current version in the base-directory with the one stored in CodeStation

(uDeploy's artifact repository). If changes are found, a new version, using the name/number found, will be created.
8. Check the Import Versions Automatically check box.

uDeploy will automatically poll the source location for new versions when this option is selected. If new material
isfound, anew version will be created, based on the new version number. Y ou can manually create versions by
using the Versionstab. If thisoption is not selected, you will have to manually create a new version every time
one becomes available.

9. Ensurethe Copy to CodeStation check box is selected.

This option, which is recommended by UrbanCode and selected by default, creates a tamper-proof copy of the
specified component and stores it in the embedded artifact management system--CodeStation. If this optionis
not selected, only meta data about the component version will be imported. The only advantage to bypassing
CodeStation is the avoidance of storing the filesin two places. In most situations this advantage is far outweighed
by the reduced visibility into the artifacts.

10. Click the Save button to save the component.

11. To verify that the correct files are imported into UrbanCode, click the Versions tab.

The Versions pane displays all versions for the selected component. If all went well, the material in the specified
base-path was imported automatically.
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Component: hello_World

Description Euro Store

History | Edit [ Inventory [ Calendar | Properties | Templates RESZLEY Py

Versions

1.0 Full
10 per page

Show Inactive Yersions

Import New Versions

Figure 2: Version Pane

The base-path, as you will recall, isC: \ hel | oWor d. Within hel | oWbr | d isthe single sub-directory, 1. 0, as
shown in the following illustration.

4 | helloWorld i~ Mame .
;1.0

|| mod_wrapper.php

m

T h

|Z| mod_wrapper.xml

The 1. 0 directory contains the artifacts that comprise the version. To see the artifacts, click on the version name
in the Version pane.
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TERY it [ properties
Statuses

Status Description Created By Actions

Mo statuses have been assigned to this version. - Refresh

Add a Status
Artifacts

Name Last Modified Version | Actions
B default.php 0.8KB 62010 7:58 AM 1 Download
B helper.php L4KB 6/20/10 7:53 AM 1 Download
B index.html 44 by tes 6/20/10 7:58 AM 1 Download
B mod_wrapper.php 1.0KB 62010 7:58 AM 1 Download
@ mod_wrapper.xml 2.5KB 62010 7:58 AM 1 Download

Figure 3: Component Artifacts

Hello World Component Process

Once a component has been created and a version imported, a process to deploy the artifacts--called a component
process--must be defined.

To Configure the hel | o_wor | d Component Process:

1. On the Navigation bar, click the Components tab.

2. On the Components pane, click the on the name of the component--hel | o_wor | d on my machine.
3. Onthe Component: Name _of selected_component pane, click the Processes tab.

4. Click the Create New Process button.

urban{deploy]

Dashboard EMdudoiliue-® Applications  Configuration Resources

Home » Components » hello_World

Component: hello_World

Description Euro Store
[ History | Edit [ Inventory | Calendar | Properties | Templates | Versions JEEEEECRY 1
Processes

Process Description

Mo processes have been added to this component. - Refresh

Shaow Inactive Processes

Create New Process
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5. Inthe Create New Process dialog, enter anamein the Namefield.

Create Mew Process

Mame *  hello_worldInstal
Description  hello_world remote install
Default Working Siperesource fwork. dir}/${p:comp
Directory =
Requires a Version |-

Required Component Role Mane

Inventory Action Type  , 1. Inventory

Inventory Status * | ptive

Save Cancel

The name and description typically reflect the component's content and process type.
6. Enter ameaningful description in the Description field.

If the process will be used by several applications, you can specify that here.
7. Accept the default value in the Default Working Directory field.

Thisisthe location where the process steps will be executed. The default value enables the process to work in
different environments, and for our exercise (and for most processes), the default value isfine. If you change the
default value, the process might not work in every environment visited by the component.

8. Check the Requiresa Version check box.

When checked, the version will be passed to the process at run-time.
9. Accept the default value (None) in the Required Component Rolefield.

This option enables you to restrict who can run this process. The available options are derived from the uDeploy
Security System. For information about security roles, see Security on page 72.

10. Select Add | nvent ory inthelnventory Action Typefield.

Thisfield isdisplayed if the Requi res a Ver si on check box is selected. For information about inventory,
see Inventory on page 124.

11. Accept the default value of Act i ve inthe Inventory Statusfield.

Thisfield isdisplayed if the Add | nvent ory or Renove | nvent ory values are selected in the I nventory
Action Typefield. The St aged statusis used when performing arolling deployment.
12. Use the Save button to save your work.

hel 1 o_wor I d Component Process Design

To complete the process, you must defineitsindividual steps. A component process must have at least one step. The
steps are defined with the Process Design pane, see Figure 4: Process Design Pane on page 31. Y ou define the
steps by dragging-and-dropping them onto the design area and arranging them in the order they are to be executed.

To Define the hel | o_wor | d Process Steps

1. Onthe Component: hello_world pane, click the Processes tab.
2. Click the name of the process you created in the previous section--hel | o_wor | dl nst al | inmy case.
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urban{deploy}

|} 7
Dashboard EMduebhE:lae-d Applications  Configuration  Resources

Home » Components » hello_world

Component: hello_world

Description Euro store
History | Edit | Inventory | Calendar | Properties | Templates | versions JgLESEly 1.
Processes
Process Description
|I'|EII|:| worldInstall | hello_world remote install Edit Copy
10 peEr page 1lrecord - Refresh

.| Show Inactive Processes

Create New Process

The Process Design pane is where the individual steps are defined.

Process: hello_worldInstall

Description hello_waorld remote install
Version 4 of 4
o e

SO o | proverties | Chanaelog
Tools

Qe L2k X —
Add Steps %/

Available Plugin Steps
Finish
Tz Manual Task

Tz Add Inventory Status

L

T:: Remove Inventory Status
- = Artifacts
T+ Download Artifacts
T+ Download Artifacts By Label
T+ Upload Artifacts
T= Verify Local Artifacts
+| 1 Seripting

+ 3 Urban Deploy

Figure 4: Process Design Pane

The steps are listed in the Available Plug-in Steps list-box. Take a moment to expand the listings and review the
available steps. Out-of-the-box, uDeploy comes the listed plug-in steps. In the next walk-through (hello_worldWS)
you will learn how to add additional plug-ins.
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3. Inthe Available Plug-in Stepsbox, expandthe Art i f act s item.
4. DragtheDownl oad Artifacts by Label itemintothe design areaand releaseit on the anchor point as
shown in the following illustration.

urban{deploy}

] b 74

DECGLIEIGE Components QEYalecial R a1y

Home » Components » hello_world » Processes » Process: hello_worldInstal

Process: hello_worldInstall

Description hello_world remote install
Version Bofg
-«
PSR e | propertes | chanaelog
Tools

A}y 2l X

Add Steps |

Available Plugin Steps

= Manual Task

= Add Inventory Status
T:: Remove Inventory Status
- (= Artifacts

= Download Artifacts /

| = Download Artifacts By Label |

= Upload Artifacts
= verify Local Artifacts
+] & Scripting

+ [ UrbanDeploy

Figure 5: Adding a Step to an Anchor Point

Note: Most deployments should start with this step.

7

Releasing the mouse-pointer on the anchor point displays the Edit Properties dialog. The fields on this dialog are
always tailored for the selected step.
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= Edit Properties X b

Name * | Download Artifacts By Label
Repository URL * | &{p:server,url}jvfs
Prompt for a value on use
Repository ID ® | §{p:component/code_station/rep
Prompt for a value on use
Label ® | §{p:version.name}
Prompt for a value on use
Directory Offset ®
Prompt for a value on use

Includes * ===

Prompt for a value on use
Excludes

Prompt for a value on use
Sync Mode
Prompt for a value on use
Allow Failure
Working Directory . 'n,UAT'»pppUAﬂ

Precondition | \.ne (Always Runs)
Use Impersonation

Save Cancel

These fields, along with the fields for the other steps, are described in Plug-in Integration on page 106. For this
exercise, we can achieve our goal by changing one field--Working Directory.

Recall that the goal for this deployment isto move the source files in the base-directory to another location.
Asyou might guess, uDeploy provides several methods for accomplishing this goal; changing the Working
Directory field here is one of the simplest.

. Enter the path to the target directory you created at the beginning of the exercise, as we discussed in Creating
Components on page 24.

If the field is|eft blank, the process will use the working directory defined earlier. Entering the path overrides the
previous value and causes UrbanCode to place the source files in the specified location.

. Usethe Save button to save the step and close the dialog.

We can accept the default values for the other fields. If you need to edit the step properties, click the Edit tool on
the step graphic.
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Start Edit tool
—

e

= Download Artifacts By Label
L{.,‘g' Urbancode Versioned File St e

Finish I

Figure 6: Edit tool
7. Savethe component by using the Save tool on the Tools menu.

Typically, we would define additional steps by dragging them onto the design area and defining them as we did
here, but for this simple deployment the single step--Downl oad Artifacts by Label --accomplishesthe
goal.

Once the process steps are defined, the final task is to define an application that uses the component.

Hello World Application

Deployments are performed by applications. Applications bring together the component versions, environments, and
application processes required to perform the deployment.

An environment is a collection of resources that host the application. Environments typically include host machines
and uDeploy agents.

Application processes play a coordinating role in a deployment. Application processes are authored in a manner
similar to component processes (see Hello World Component Process on page 29).

After creating an application, you perform the deployment by running the application.

Creating an Application

1. Onthe Navigation bar, click the Applications tab.
2. Onthe Applications pane, click Create New Application.

Components are defined with the Create New Application dialog.
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urban{deploys} -
Applications

Home » Applications

Applications

Create New Application

dofoie fad a4 s g

_ o Create Mew Application X
helloWorkingApp Name *  hello_world
10 per page Description  Halls world app
Show Inactive Applications Notification Scheme m
Create New Application None
Default Motification Scheme -

w

Enter a name in the Name field.
Enter adescription in the Description field.
5. Select the default value of None from the Notification Scheme drop-down list box.

e

uDeploy integrates with LDAP and e-mail servers which enables it to send event-based notifications. For
example, the default notification scheme will send an e-mail when a deployment finishes. Notifications can also
play arolein deployment approvals. See Security on page 72 for information about security roles.

6. Usethe Save button when you are finished.

The Application: name paneis displayed. If you need to change your work, use the Edit tab.

Adding a Component to the Application

After the application is saved, the components it requires must be identified. We will add the hello_world component
we created earlier.

1. Onthe Application: name pane, click the Components tab.
2. Click the Add Component button.

An application must have at least one component.
3. If you created the hello_world component described earlier (see hello_world Component Version on page 25),
select hel | o_wor | d from the Select a Component list box.
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w ‘ ‘ Applications ‘

Home » Applications » hello_world

Application: hello_world

Description Hello world app
Environments | istory ] Edit | Properties Kot et tl Snapshots ] Processes |
Components
Component Description
Add a Component x plion.
Add Component
Select a Component * |helln_wurld| | - | 7

Figure 7: Adding a component to an application
4. Click the Save button.

The Application: name paneis redisplayed.

Adding an Environment to the Application

1. Onthe Environmentstab, click the Create New Environment button.

Create New Environment X
Name * || |
Description | |
Require Approvals |:| (3 I
Color D ]
W a =N

Before an application can run, it must have at least one environment created for it. An environment defines the
resources (agents and machines) used by the application.

2. Usethe Create New Environment dialog to define the environment.
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The value in the Name field will be used in the deployment.

If you check the Require Approvals check box, uDeploy will enforce an approvals process. Thisis our first
deployment so an uncontrolled environment will do fine--leave the box unchecked.

Selecting a color provides avisual identifier for the environment. Typically, every environment will be assigned
its own color.

After saving your work, the Environment: name paneis displayed.

3. Click the Component M appings tab.
Thehel | o_wor | d component we added earlier to the application islisted in the Component Mappings list
box.

4. Click the Add a Resour ce button. The Add a Resource dialog is displayed.

5. Inthe Add a Resource list box, select the agent that was created when uDeploy was installed on your system.

urban{deploy}

Applications

Environment: hello world env for hello_world

Description
Component Mappings
Component Mappings

hello_world
- Resource Groups

Mo Data Found.

Add a Resource Add a Resource Group

Add a Resource

Select a Resource ® | tph-agent|

Save  Cancel

Figure 8: Adding a resource to an environment

While our example uses but a single resource, deployments can use many resources and resource groups.
Resource groups provide away to combine resources, which can be useful when multiple deployments use
overlapping resources. See Resources on page 49 for information about resource groups.

Adding a Process to the Application

Now that our application has an environment, we are ready to create an application-level process that we can use to
perform the deployment.

1. Click the breadcrumb trail to redisplay the Application: name pane.



2.
3.

4,
5,

6.

| Hands-On | 38

Helloadmin | Help | Logout

urban{deploy}

s

Dashboard Components EEidulelOEN Configuration Resources  Deployment Calendar Work Items  Settings

Home » Applications » hello_world

Application: hello_world

Description Hello world app
Environments

Drag environments by their label boxes to order them.

Actions Latest Inventory

Request Process Component Version Snapshot Properties Status Compliancy Actions
hello world Show Filters
env

Mo companents have been installed to this environment. - Refresh

Show Inactive Environments
Create New Environment

Figure 9: Environments Tab

. Note: You might be wondering why you need to create an application-level process when the process you

[:f created for the component should be able to perform the deployment by itself. For a single-component
deployment like hello_world, an application-level process might not be required. Y ou might also want
to skip an application-level process when you are testing or patching a component. But for non-trivial
deployments, especially deployments that have more than one component, you will want to create one or
more application-level processes. Application-level processes enable you to combine componentsinto a
single deployment.

Click the Processes tab.

Click the Create New Process button. The Create an Application Process dialog is displayed.

Application: hello_world
Description Hello world app

Processes

Processes

Create a Application Process

w [nactive Processes
Create New Process Name *
Description

Required Application Role Nane

Inventory Management * Automatic

Save  Cancel

Figure 10: Create an Application Process dialog
Enter aname in the Name field.
In the Required Application Role drop-down list box, accept the None default value.

This option enables you to restrict who can run this process. The available options are derived from the uDeploy
Security System. For information about security roles, see Security on page 72.

In the Inventory Management drop-down list box, accept the default value of Aut omat i c.
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Automatic inventory management is sufficient for most applications. If you need to manually control inventory,
select the Advanced option. See Inventory on page 124 for information about inventory management.

7. Usethe Save button when you are finished.

Designing the Process Steps

To create an application-level process, you define the individual steps as you did earlier (Hello World Component
Process on page 29) when you used the Process Design pane to create the hello_world component process.

1. Onthe Application: hello_word pane, click the Processes tab.
2. Click the name of the application you defined earlier to display the Process Design pane.

Home » Applications » hello_waorld » Processes » Process: hello

Process: hello

Description hello_world app process
Version 1ofl

Design m Inventory Changes Changelog
Tools
QY LEHEX

Add a Component Process Start
Component / Procass anchor point

¢ Manual Application Task

Finish
2 Install Component...

. Uninstall Component...

2 Rollback Component...
2 Run Process for Each Version...

* = hello_waorld

Figure 11: Process Design Pane

The out-of-box process steps are listed in the Add a Component Process list box.
3. Dragthel nstal |l Conponent step onto the design area and release the mouse pointer on the anchor point.

The step graphic isinserted into the design area and the Edit Properties dialog is displayed, as shown in the
following illustration.



Process: hello

Description
Version

Design

hello_world app process

1ofl

Tools

1 A

Add a Component Process

Manual Application Task

Install Component...

Unins tall Compeonent. ..

Rollback Component...

Run Process for Each Version...

hello_world

Run a Component Process

Start

Versions Not Installed

Finish

Edit Properties

Component *
Limit to Resource Role
Run on First Online

Resource Only
Precondition

hello_world

No selections found

None {(Always Runs)

Save  (Cancel

Figure 12: Edit Properties Dialog

uDeploy will walk you through the three steps required to configure | nst al |
component; second, select the version; finally, name the process. At each point, the Edit Propertiesdialogis
updated with the required fields.

. Select a component from the Component drop-down list box.

If you followed the Quick Sart Guide, thehel | o_wor | d component will be listed.
. Accept the default values for the other fields (see Applications on page 52 for information about the other

fields), and click Save.
The Edit Propertiesdialog is refreshed--the Run for Versions Without I nventory Status drop-down list box is

displayed.

Start

Al Resources for hello_world

For Any V

fersions Not Installed

.0

Run a Component Process

Edit Properties

Component hello_world

Run for Versions Without n

Inventory Status *
Save  Cancel

Figure 13: Run for Versions Without Inventory Status field

Conponent : first, select the
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6. Accept the default value Act i ve (see Applications on page 52 for information about the other fields), and
click Save.

Act i ve means uDeploy will deploy any version not previously deployed and part of the inventory system. The
St aged valueis used when performing arolling deployment. See Applications on page 52 for information
about rolling deployments.

The dialog box is refreshed, as shown in the following illustration.

Start

Edit Properties

Name *
Allow Failure

Component Process * | hello_worldInstall | «

Save  Cancel

7. Enter aprocess namein the Namefield.

8. Leavethe Allow Failure check box unchecked. If checked, processes that perform several actionswill continue
processing even if one component fails. See Applications on page 52 for information about this option.

9. Select acomponent process from the Component Process list box, then use the Save button to save the process
step.
Components can have several processes defined for them.

The three steps are nested in the step graphic, as you can see from the following illustration. The first step isthe
outermost one. If you need to edit a step, click on the corresponding edit tool.

Bl
All Resources for hello_world
For Any hello_waorld Versions Mot 4

g helloWorld
‘ %5 hello_world - hello_

\/
Finish I

Figure 14: Nested parameters
10. Finally, save the process by clicking the Save tool on the Tools bar.

Running the Application

Now that the component, environment, and application are complete, you are ready to perform the deployment by
running the application.

1. Onthe Application pane, click the Request Process button for the environment you created earlier.
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Home » Applications » hello_world

Application: hello_world

Description Hello world app
Environments

Drag environments by their label boxes to order them.

Actions
hello world
om| re L]
env = L
Inactivate

Show Inactive Environments
Create New Environment

The Run Process dialog is displayed.

2. Leavethe Only Changed Versions check box checked. For this deployment, we only want to run the application
on changed (new) versions.

Environments
Drag environments by their label boxes to order them.
Actions
Request Process
Compare Copy

Inactivate

Inactive Environments Run Process on hello world env

Create New Environment
Only Changed Versions |/

=
Process hello | =

Snapshot

i1

i
2
1

Version for hello_world Nane
Schedule Deployment?

Submit  Cancel

3. Select the process you created from the Process drop-down list box. Applications can have more than one process
defined for them.

Because we did not create a snapshot of the application, the Snapshot field isinactive. See Applications on page
52 for information about snapshots.

4. SelectLat est Ver si on fromthe Version drop-down list box. This option ensures that the latest (or first and
only) version is affected by the application.

Leave the Schedule Deployment? check box unselected. Selecting this option displays fields you can use to
schedule the deployment.

5. Click the Submit button to run the application.
The Application Process paneis displayed.
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Application Process Request: hello_world

Process hello (Version 2)
Environment hello world env
Date Requested 1/9/12 5:31 PM
Requested By admin
Scheduled For 1/9/12 5:31 PM

View Deployment Request

PO oo pertics | anitet

Component Process / Resource

Duration Status Actions
P All Available Resources for hello world 1/9/12 5:31:45 PM 0:00:04 Success
S iph-agent 1/9/12 5:31:45 FM 0:00:03 Success
helloworld (1.4) 1/9/12 5:31:45 PM 0:00:03

Success Details

Take afew moments to examine the information on this pane. Hopefully, you will see several Success

messages in the Statusfield. To see additional information about the process, click the Det ai | s link in the
Actionsfield.
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Components

Components map to the existing tiers of an Application. They contain the "content” that is to be deployed, which can
be asinglefile, images, a database, etc.: the contents of a Component are called artifacts.

Note: Components can represent configurations, not just code or infrastructure. For example, a Component
0. may hold the application-specific configuration for WebSphere.

Components are used to import the artifacts you want to deploy. For example, an Application may consist of a WEB
component containing the static content served by the HTTP server for your application; aMID component for

your EAR file deployed to your J2EE container; and a DB component that contains database changes. In this case,
UrbanDeploy treats the contents of each Component as grouping of artifacts.

0 Component Model
Component
V1.0 Deploy
Process
V1 1 IIimlllnaa ck
rmoess
Restart
Va0 Process
\ y,
- ,f

Figure 15: New Promotion Page

Processes. Processes are composed of a series of automated Steps that are run when deploying a Component.
Authoring of Processesis performed using avisual drag-n-drop editor, using standard Steps that implement
functionality. The Steps within the Process are designed to replace what is typically performed manually or viaa
series of scripts.

Note: Deploying a J2EE EAR file to WebSphere typically consists of the following automated steps: (a.)

L. Transfer the EAR fileto the target machine; (b.) stop the WebSphere server instance; (c.) invoke wsAdmin
with the location of the EAR file and appropriate deployment properties; (d.) start the WebSphere instance
and verify that the deployment succeeded by hitting a specified URL. Thisis a plain-vanilla, out-of-box
deployment Process.

In addition to running deployments, Processes can also be used to rollback an Application. The system keeps track of
the history of each Versionsit has deployed, so when you create a uninstall Process you typically reverse the order of
adeployment.

Note: Many UrbanDeploy users have found that setting up only one component at atime is the quickest way

- to success: it makes troubleshooti ng problems much easier when running the first deployment. For example,
configuring a component that only contains static content can be used. Once the first component has been
successfully configured and deployed, the same general workflow can be used for other, more complex
components.
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Creating Components

Components map to the existing tiers of an Application. They contain the "content” that is to be deployed, which can
be asinglefile, images, a database, etc.: the contents of a Component are called artifacts.

Note: Components can represent configurations, not just code or infrastructure. For example, a Component
0. may hold the application-specific configuration for WebSphere.

Components are used to import the artifacts you want to deploy. For example, an Application may consist of a WEB
component containing the static content served by the HTTP server for your application; aMID component for

your EAR file deployed to your J2EE container; and a DB component that contains database changes. In this case,
UrbanDeploy treats the contents of each Component as grouping of artifacts.

' Ty

Component Model
Component
V1.0 Deploy
Process
V11 Iliullba ck
Mcess
Restart
veo Process
. v
- /

Figure 16: New Promotion Page

Components are the point of contact between uDeploy and your build artifacts: the component is responsible
for pulling in the artifacts that make up an Application. To keep track of changesin the artifacts, Components
are assigned a Version, based on your current versioning scheme. Components also have a second role: they are
responsible for deploying the artifacts that have been imported into UrbanDeploy. This is done via the Process.

Versions

Components change over time: as development continues on the Application, new builds are created and made ready
for deployment. When you import the Components into UrbanDeploy, a Version is created. Versions are unique and
never change. For example, Version 1.0 will include the exact same artifacts as the Component moves through the
production pipeline. Every time a new build isimported into UrbanDeploy, anew Version is created. It is possible
for the Component files to come from sources other than a build: they can come from some other system or from a
user manually uploading filesinto the repository. UrbanDeploy ships with its own Artifact Repository as well aswith
integrationsto al leading open-source and commercial repositories.

Versions comein two flavors: Full and Incremental. A Full Version contains all files for a Component, while
Incremental Components contain only the files that have been modified since the previous Version was created.

Processes

Processes are composed of a series of automated Steps that are run when deploying a Component. Authoring of
Processes is performed using avisua drag-n-drop editor, using standard Steps that implement functionality. The
Steps within the Process are designed to replace what is typically performed manually or via a series of scripts.
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Note: Deploying a J2EE EAR file to WebSphere typically consists of the following automated steps: (a.)

I Transfer the EARfileto the target machine; (b.) stop the WebSphere server instance; (c.) invoke wsAdmin
with the location of the EAR file and appropriate deployment properties; (d.) start the WebSphere instance
and verify that the deployment succeeded by hitting a specified URL. Thisis a plain-vanilla, out-of-box
deployment Process.

In addition to running deployments, Processes can also be used to rollback an Application. The system keeps track of
the history of each Versionsit has deployed, so when you create a uninstall Process you typically reverse the order of
a deployment.

Component Best Practice
1. CreateaVersion.

Before you can run a deployment, UrbanDeploy will need to know where the artifacts (or different tiers) are
stored on your network. Currently, UrbanDeploy includes integrations that allow you to fetch the artifacts

from a number of different sources. When determining the Component source, you also assign aversion to the
component. Thisis accomplished in one of two ways: Either by using the "import version automatically" option or
by manually creating versions. UrbanDeploy can use existing version schemes; for example, the numbers assigned
by your build server or artifact management server. See Create Component Version for more.

2. Design Deployment.

The Process is designed by assembling basic units of automation, called Steps. These steps will typically replace
most of your deployment scripts and/or manual processes. When designing the Process, you drag-and-drop the
steps in the order that they are to be executed by UrbanDeploy. See Design Component Deployment Process.

Creating a Version

Component creation is similar for all component types. For most web application, a separate component will be
created for each tier. For example, atypical 3-tier web application will have three components: database (DB),
middleware code (MID), and aweb component (WEB). In addition, a middleware configuration component can aso
be configured.

Note: When configuring a new component, keep in mind that a single component can be used by multiple
" projects. For example, if you have two applications that run on the same version of WebSphere, you

need only fetch the WebSphere component once. Later on, when you are setting up your applications

in UrbanDeploy, you are able to select the exact same version of WebSphere for each application. If a

component is to be shared, the name you give should reflect this.

Component configuration differs dightly, based on the source UrbanDeploy will use asthe artifact source. Before
you can create a deployment process, UrbanDeploy needs to know where the artifacts (or different tiers of your
application) are stored within your network. Currently, UrbanDeploy enables you to pick up the artifacts afile share;
Maven, Subversion; or TeamCity.

To create aversion:

1. Name the Component and give a description. Then name given here will be used when assembling the application.
If the component isto be used by more than one application, the name should not be project specific. For example,
the name of the component can correspond to a shared tier (WEB, etc.) that is used by different applications.

For components that are application specific, a name that conveys thisinformation can be helpful (e.g., My
Applications DB).

2. Description. The optional description can be used to convey additional information about the component. For
example, if the same component is used by more than one application, giving something like "Used in applications
A, B, C, etc." can help others easily identify how the component is used. If you are unsure about what applications
will use this component, you can leave thisfield blank; you can always return to the component and edit the
description (go to Components > select component > Edit) at any time.

3. Source config type. Select the location where the artifacts are stored. UrbanDeploy will fetch the artifacts from
their location and then store them in CodeStation (the embedded artifact repository). UrbanDeploy supports
artifact fetching from afile share or local file system; Maven; Subversion; or Team City. See Plug-in Integration
on page 106 for information about configuration types (plug-ins).
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Resources

To run adeployment UrbanDeploy requires an agent, or Resource, on the target machine. Typically, at |east one agent
isinstalled in every Environment the Application must pass through on its way to production. A typical production
pipeline may be SIT, UAT, PROD (the Application must pass through two testing Environments and then can be
pushed to Production). In this scenario, at least three agents need to be installed: one per Environment.

. Note: When configuring Resources for a Production instance of UrbanDeploy, you will need to take the
B~ Environmental differencesinto considerati on, which may require gathering some information in order to fully
roll out UrbanDeploy. The Getting Started section includes some general guidelines for setting up and using
UrbanDeploy.

Hello admin

P

Components Applications RSV Deployment Calendar  Work Items  Settin
Home » Resources

NG oups | Roles |
Resources

Mame Description Actions

Show Filters

Master Onling Edit Restart
Deploy SIT Onling Edit Restart
Deploy UAT Onling Edit Restart
Deploy PROD Onling Edit Restart
per page 4records - Refresh 1]f1

Create New Resource

Figure 17: Resources Pane

To successfully deploy the Application to the different Environments, at |east one agent needsto beinstalled in every
Environment; however, many userswill install multiple agents per Environment: thisis usually the case where the
different Components run on different machines within a given Environment.
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Groups

Resource Groups

To view and select groups:
Click a group name to select it or view its contents in the detail pane.
Hold CTRL {or Command on a Mac) and didk on additional groups to select or deselect them,

To move or Copy Qroups:
Drag a group (or multiple selected groups) into another group to move them into that aroup.
Hold CTRL (or Command on a Mac) before dropping to copy groups instead of moving them,

Name size @ | Actions
Al Resource (hpups 1{0) (!

o g0
LG g o =
L C g

Figure 18: Resource Groups Pane

Whether you need one or multiple Resources per Environment is determined by your current infrastructure,
deployment procedures, and other requirements: Many UrbanDeploy users have differences among the different
Environments; e.g., in SIT they need only to deploy a Component to one machine; however, for UAT, they must
deploy the Component to multiple machines. Under this scenario, you would configure Sub-groups for the single
agent in the SIT Environment and then set up individual Resources for each agent in the UAT Environment.

Groups [RTR

Resource Groups

To view and select groups:
Click a group name to select it or view its contents in the detail pane.
Hold CTRL (or Command on a Mac) and dick on additional groups to select or deselect them,

To move or copy groups:
Drag a group {or multiple selected groups) into another group to move them into that group
Hold CTRL {or Command on a Mac) before dropping to copy groups instead of moving them,

Name size @ Actions

-| All Resource Groups 1(0) 3
1y & 303
10 & Qg
1y 303
1y & 303
10 ¢ g3

Figure 19: Sub-Groups
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Resource Groups

uDeploy uses the concept of Resource Groups to help you organize and manage the agentsinstalled in different
Environment throughout the network. Y ou need to create at least one Resource Group per installed agent, as when
configuring your Processes you will need to select the appropriate Group. What Groups you create and how you
organize the Groups, e.g., using Subgroups, depends on your existing organizational processes and infrastructure.

. Note: Before continuing, ensure that at |east one agent has been installed in a target Environment (for
.~ evaluation purposes, the agent can be on the same machine as the server).

Creating a Resource Group

1. Go to Resources > Groups. and click on the folder icon.

Home » Resources

Resourves

Resour ps

To view and select groups:
Click a group name to select it or view its contents in the detail pane.
Hold CTRL {or Command on a Mac) and dick on additional aroups to select or deselect them.

To move or copy groups:
Drag a group (or multiple selected groups) into another group to move them into that group.
Hold CTRL {or Command on a Mac) before dropping to copy groups instead of moving them.

Mame size @ | Actions

+ All Resource Groups 1(0)

Figure 20: Action Tool
2. For the Type, most often Static is used.
Name and description. Typically, the name will correspond to either the Environment the Resource participates

in, the Component that uses the Resource Group, or a combination of both (e.g., SIT, DB, or SIT-DB). What
description you give depends on how you intend to use the Resource that this Group is assigned to, etc.

Create a Resource Group

Dynamic | =

Static

De: Dynamic

with ™ are required.

Save Cancel

Figure 21: Create a Resource Group Dialog
3. Once the Resource has been created, select the pencil icon to edit the Group.
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Resource Group: /QA

Add a Resource

Select a Resource f""‘-\ -

 Denloy PROD
Deploy SIT
Deploy UAT
Master

Add Resource

Figure 22: Add a Resource Dialog

4. Onceyou assign a Group to a Resource, you add Subresources. Subresources enable you to apply logical
identifiers, or categories, within any given Group. During deployment configuration, you can Select a given
Subresource that the Process will run on. To create a Subresource, select the New Resource icon for the Group.
Configuration is similar to Resource Group crestion.

Name size @  Actions

~ All Resource Groups 1(0) =3
PROD 0(0) &
QA 10 & Eieg

Figure 23: Sub-resources

Setting Roles

Roles enable you to further refine how a Resource is utilized, and are similar to Subresources. For most Deployments,
you will not need to define a Role. During Process configuration, you select a specific role when determining the
resource. A role can be used to set up UrbanDeploy for rolling deployments, balancing, etc. For example, you can

set up your Process to only deploy to a percentage of targets first; add a manual task in the middle of the Process

that requires a user to execute (e.g., after they have tested the partial deployment); and then once the manual task has
completed the rest of the Process is assigned a second role responsible for deploying to the rest of the target machines.

Next Steps

With the Resources configured, it is now possible to configure a deployment. To get started, you will need to first set
up a Component Version, which corresponds to the artifacts you want to deploy. See Components for more.

Applications

Typically, you will need to perform the following, in order:

1. Gather Information

2. Configure Resources

3. Configure Components

4. Configure Applications and Snapshots
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Gather Information

Deployments

tbd
thd:

Gather Information

Configure Resources

Configure Components

Configure Applications and Snapshots

AW

tbd

Advanced Deployments

uDeploy includes integrations with the most common tools used for web applications. To go beyond a basic
deployment, you can configure UrbanDepl oy to run tool-specific commands on the target machine. For example, if
you are deploying the Application tire to aweb server, your Deploy Process could be designed to do the following (all
integrations include similar steps):

1. Download Artifacts By Label.

2. Stop Application. Based on the configuration, this step will stop your application prior to deploying it.

3. Undeploy Application. This step is responsible for removing the application from the target machine. This can
help ensure a clean install when oneis desired.

4. Deploy Application. Sends the exact Component Version to the target server and installs the artifactsin the
appropriate location.

5. Start Application. Once the artifacts have been transferred, UrbanDeploy will automatically restate the application
server.

6. Add Inventory Status.
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Process: Deploy Application

Description Deploys my Web Application
paaz-Lll Edit | Properties |
Tools
[ 2l X

Add Steps

Available Plugin Steps

= Manual Task

T Add Inventory Status

.E: Remove Inventory Status
+ [ Artifacts

m

+| [0 Urbancode Package Manager
+| 0 webSphere

+| 0 wiDeploy
+/ [0 Files L4
+ 3 Scripting
+ 20 sqL -
« [oom v g

Figure 24: Deploy Application

Aside from the first and last steps of the Deploy Process, UrbanDeploy allows you to introduce as much automation
asis needed for a deployment. For adiscussion on the individual integrations, and what each step does, please see the
individual integrations listed in the Plugins section.

Note: You can set up UrbanDeploy to use the exact same Component Deployment Process for every
[:? Application Environment that the Component moves through on its way to Production. For more, see
Applications.
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Process: Deploy Application

Description Deploys my Web Application
paaz-Lll Edit | Properties |
Tools
[ 2l X

Add Steps

Available Plugin Steps

= Manual Task

T Add Inventory Status

.E: Remove Inventory Status
+ [ Artifacts

m

+| [0 Urbancode Package Manager
+| 0 webSphere

+| 0 wiDeploy
+/ [0 Files L4
+ 3 Scripting
+ 20 sqL -
« [oom v g

Figure 25: thd

In addition to deploying content and interacting with the applications, a Deployment Process can also perform other
tasks, including running a SQL script as part of the process, for example when upgrading the database.

Execute SQ. Script as Part of Database Update

UrbanDeploy includes an integration that enables you to run a database SQL script when you are deploying a
Database Component. Y ou can either use the standard SQL step or, if you are using Oracle, you can use the tool -
specific step.



Process: Deploy Application

Description Deploys my Web Application

RSN Edit | Properties |
ools

T

Ay ueHX

Add Steps

Available Plugin Steps

= Manual Task

T Add Inventory Status

h Remove Inventory Status
+ [ Artifacts

+ 0 Tomcat

+| [0 Urbancode Package Manager
+| 0 webSphere
+| 0 wiDeploy

+/ 20 Files

+ 3 Scripting

+ 20 sqL

i i | 3

Fe

m
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To configure a Deployment Process:

1. Go to the Components, select the Component and then select the Processes tab.

2. Create the Deploy Process.

we
Fetch the Artifacts

w0
-4 Stop Applicatiol
x
: l

Undeploy Applica

wo

- Deploy Appﬁcatva
e
o4 Start AppﬁcatioF
we
ve

e 4 Add Inventory Status:

Lo |
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Name the Process and give it an optional description. The name and description will typically reflect the contents
of the Component (e.g., database, application, etc.) as well as the process type (in this case Deploy or Instal).
If the Process, and the underlying Component, is to be used by numerous Applications, you can include that

information in the description.

Default working directory. Thisis the location that UrbanDeploy will use when executing the stepsin the Deploy
Process. For most processes, accepting the default value is advisable. The default, which uses a property to
determine the directory, enables this process to work in different environments. If you change the default, and
add an absolute path, etc., you may not be able to use the same Process as the Component moves through the

production pipeline.

Requires a version. Check this box if you want the user to enter the version number when running the process. If
checked, the version will be passed to the process during runtime.

Required component role. This option enables you to restrict who can run this Component Process. The available
options are derived from the UrbanDeploy Security System. For example, if you select "Admin" from the drop-
down, only users that have been assigned that role in the Security System are able to run this Deployment Process.
This can help you enforce who can do what in UrbanDeploy.
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3. Onceyou save the new Process, select it from the table. Thiswill take you to the Process design tool. To set up
your process, grab the appropriate steps on the left and drag them onto the canvas.

4. Addthe Download Artifacts By Label step. This step is responsible for fetching the artifacts from the
UrbanDeploy artifact repository (CodeStation) and should always be the very first step included in a Deployment
Process.

Name. Y ou can either accept the default name or give anew name.

Repository URL. You MUST change this value. Y ou will need to give the URL used to access UrbanDeploy. This
value was set during installation and is the one used to log into the server. When changing the URL, ensure that
thetrailing /vfsisincluded: this specifies the location of CodeStation, where the Artifacts are being fetched from.
For example: http://urbandeploy.yourcompany.com:8080/vfs.

Repository 1D. For most configurations, you should accept the default value, which is a property automatically set
by UrbanDeploy. This property tells the system where the Component is stored in the repository.

Label. The default property set here references the Label that was applied to the artifacts when the were uploaded
into CodeStation. It is advisable to accept the default value.

Directory offset. Thisis directory UrbanDeploy will use when executing the command. Using the default
value (signified by the period) means use the current directory. If you would like to change the directory, for
exampleif ascript islooking for filesin a specific directory, etc. When changing, the value you giveisrelative
to the working directory. giving "offset/directory" (without the quotes) will switch the working directory to the
"directory" folder within the "offset" folder.

Include and Exclude. Y ou can tell UrbanDeploy to include or exclude any files stored in CodeStation when the
fetch-artifact step isrun. The following wild cards are used in addition to specifying a specific file (enter each
statement on anew line):

e ** Indicatesinclude every directory within the base directory.
« * Usedtoinclude every file. So, if you use *.zip, the files matching this pattern will be included.
« **[* Tells UrbanDeploy to retrieve the entire file tree underneath the base directory.

Allow failure. Check the box if you would like the step to continue even if afailure is detected.

Working Directory. If using the default directory, leave this blank. Other, you will need to specify an absolute
path (e.g., C:\path\to\working\directory).

Use Impersonation. If the step must run as a different user (as the one UrbanDeploy uses) give the credentials.

5. Add Inventory Status step. This step, which should always come at the end of any Deployment Process, is
responsible for updating the Inventory. Thiswill allow UrbanDeploy to track where and when the artifacts have
been deployed. Without this step it will be difficult to tell if what isin a desired Application Environment is what
you actually intend to be there. Selecting the hard-coded Status of Active will ensure that the Component Deploy
Processis correctly identified.
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Process: Deploy Application

Description Deploys my Web Application

RSN Edit | Properties |
ools

T

Qe X Start

Add Steps

Available Plugin Steps | Fetch the Artifacts

=
= Manual Task |
T Add Inventory Status -

o

h Remove Inventory Status

-
-4 Stop Applicatiol
o ¥
:

Undeploy Applica

(x]

(

m

5
+ 0 Tomcat Lo
+| [0 Urbancode Package Manager
+| 0 webSphere

-
- Deploy AppﬁcﬂtbF
+| 0 wiDeploy [/ g
+ 0 Files i o'y Start Appﬁcat_lo
+ 3 Scripting
-8
+ 0 501 N Q_',
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4 i | [ e 4 Add Inventory Status:

1

Lo |

Figure 26: Edit Properties Dialog

6. Add additional automation to your deployment by inserting the appropriate steps BETWEEN the beginning and
ending steps. Please see the Plugin section for the specific steps, if any, you can include in your Component
Deploy Process. By adding additional steps, in the order that they must be executed, you can build afully
automated deployment.

. Note: You have the option of configuring multiple Components (including versions an processes) before
[ assembling the application. Many users have found that configuring a single Component and then adding it
to the Application isthe simplest process. This makes it easier to track down errors, etc., when testing the
Component Deployment Process. Once the initial component has been successfully deployed throughout
the application lifecycle, you can come back and configure the other components and then add them to the
application.

If you want to prove out your Deployment Process, you can now configure an Application that uses the Component
Deployment Process. Many users have found that configuring a single Component and then adding it to the
Application isthe simplest process. This makes it easier to track down errors, etc., when testing the Component
Deployment Process. Once theinitial component has been successfully deployed throughout the application lifecycle,
you can come back and configure the other components and then add them to the application. Y ou can always come
back and set additional Components at a later time.
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Next Steps

Resources. Once you have configured a Component, you will need to ensure that at least one agent has been installed
in the target environment and that the agent has been associated with a Resource Group. Go to Resources > Groups.
If you do not see anything under the "All Resource Groups' folder, you will need to add at least one Resource Group
before configuring an Application. See Resources to continue. If the agent has been associated with a Resource
Group, you can configure an Application.

Add additional automation. UrbanDeploy integrates with numerous tool s used for web applications. These
integrations enable you to add tool-specific automation steps to any Component Process. For example, the Plugin
system has built-in steps that enable UrbanDeploy to automatically stop, undeploy, deploy, and run servers such as
Tomcat, JBoss, and WebSphere. For more, see Plugins.

Schedule Deployments

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.

Applications

Application: hello_worid

Description Hello world app

Components

Components

Add a Component x ption.

Add Component
Select a Component *  hello_world|

Save  Cancel

Figure 27: thd
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Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.

urban{deploy} p—
pplications

Home » Applications » hello_world

Application: hello_world

Description Hello world app
| Environments | History | Edit | Properties EZRTSLILEN snapshots | Processes | |
Components
Add a Component x ption.
Add Component
Select a Component * |hellu_wurld| | - | 7

Figure 28: thd

Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.
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urban{deploy}

'Dashboard Components [RUIlelGE

Home » Applications » hello_world

Application: hello_world

Description Hello world app
| Environments | History | Edit | Properties EZRTSLILEN snapshots | Processes | |
Components
Component Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wurld| | - | [ 7]

Figure 29: thd

Work Items

Typically, you will need to perform the following, in order:

1. Gather Information

Configure Resources

Configure Components

Configure Applications and Snapshots

AwD

Gather Information



| Using uDeploy | 62



Part

1V

Administration

Topics:

Installation
Security
Settings



| Administration | 64

Installation

An installation of uDeploy consists of the uDeploy server (with a supporting database), and at |east one agent.
Typically, the server, database, and agents are installed on separate machines. For a simple evaluation they can all be
installed on the same machine. In addition, Java must be installed on all agent and server machines.

Note: For evaluation purposes, the supplied Derby database should be adequate and can be installed on the

-  machine where the server islocated. If you are installing uDeploy in a production environment, UrbanCode
recommends the use one of the supported databases--Oracle Database (all versions), SQL Server, DB2, or
MySQL.

Installation Steps

1. Review the system requirements. See System Requirements on page 64.

2. Ensurethat Javaisinstalled on both the server and agent machines. Server and agent machines require Java JRE
5 or greater. Set the JAVA_HOME environment variable to point to the directory you intend to use. Y ou can also
usethe JDK.

3. Download both the uDeploy server and agent installation files. If you are installing an evaluation version, the
license isincluded with the downloaded files.

4. If you are not installing an evaluation version, install one of the supported databases. The database should be
installed before the server and on a separate machine. See Database Installation on page 66

5. Complete database installation by configuring the appropriate JDBC driver (typically supplied by the database
vendor).

6. Create an empty database for uDeploy and at |east one dedicated user account.
7. Install the server. See Server Installation on page 68.
8. Findly, install at least one agent. See Agent Installation on page 70.

System Requirements

uDeploy will run on Windows and UNIX-based systems. While the minimum requirements provided below are
sufficient for an evaluation, you will want server-class machines for production deployments.

Server Minimum Installation Requirements

*  Windows: Windows 2000 Server (SP4) or later.

» Processor: Single core, 1.5 GHz or better.

» Disk Space: 300 MB or more.

e Memory: 2 GB, with 256 MB available to uDeploy.
« Javaversion: JRE 5 or greater.

Recommended Server Installation
e Two server-class machines

UrbanCode recommends two machines for the server: a primary machine and a standby for fail-over. In addition,
the database should be hosted on a separate machine.

e Separate machinefor the database
e Processor

2 CPUs, 2+ cores for each.

« RAM
8GB
e Storage

Individua requirements depend on usage, retention policies, and application types. In general, the larger number
of artifacts kept in uDeploy's artifact repository (CodeStation), the more storage needed.
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Note: CodeStation isinstalled when the uDeploy server isinstalled.
For production environments, use the following guidelines to determine storage requirements:

« 10-20 GB of database storage should be sufficient for most environments.
» To calculate CodeStation storage requirements:

average build artifact size * nunber of builds per day * average nunber of
days before cl eanup

For further assistance in determining storage requirements, contact UrbanCode support.
e Network

Gigabit (1000) Ethernet with low-latency to the database.

Agent Minimum Requirements

Designed to be minimally intrusive, agents require 64-256 MB of memory and 100 MB of disk space. Additional
reguirements are determined by the processes the agent will run. For a simple evaluation, the agent can be installed
on the same physical machine as the server. In production environments, agents should be installed on separate
machines.

32- and 64-bit JVM Support

The uDeploy server must use the 32-bit JDK for the Windows 2003 64-bit server; the 64-bit JDK can be used for
agents. Because uDeploy does not require a multi-gigabyte heap, there islittle advantage to using a 64-bit VM. For
64-bit Windows installations, uDeploy uses a 32-bit IVM; for other 64-bit platforms, uDeploy uses a 64-bit VM, as
the following tableillustrates:

Operating JVM 32-bit JVM 64-bit
System

Windows 32-bit | yes NA
Windows 64-bit | yes no
Non-Windows yes NA

32-bit

Non-Windows yes yes

64-bit

Performance Recommendations

Since the uDeploy agent performs most of the processing, optimal agent configuration is important. Except when
evaluating uDeploy, an agent should not be installed on the same machine where the server is located.

By following these recommendations, you should avoid most performance-related issues:

« Install theserver asadedicated user account. The server should be installed as a dedicated system account
whenever possible. However, uDeploy runs well as aroot user (or local system user on Windows), and running
thisway is the easiest method to avoid permission errors.

« Ingtall the agent as dedicated system account. Ideally, the account used should be dedicated to uDeploy.
Because uDeploy agents are remote command-execution engines, it is best to create a user just for the agent and
grant it only the appropriate privileges.

» Donot install an agent on the uDeploy server machine. Because the agent is resource intensive, installing one
on the server machine will degrade server performance whenever alarge deployment runs.

» Install one agent per machine. Several agents on the same machine can result in significant performance
reduction, especially when they are running at the same time.
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Download UrbanDeploy

Theinstallation package is available from the UrbanCode support portal--Supportal. If you are evaluating uDeploy,
the Supportal account where you download uDeploy also enables you to create support tickets.

1. Navigateto the UrbanCode Support Portal support . ur bancode. conf t asks/ | ogi n/ Logi nTasks/
| ogi n.

If you do not have an account, please create one.

Note: You must have alicensein order to downalod the product. For an evaluatin license, go to
€. urbancode. com htni/ product s/ depl oy/ defaul t. htm .

2. Click the Productstab and select the uDeploy version you want to download.
3. Select the appropriate package for your environment for both the server and agent. The contents of the zip and tar
packages are the same.

uDeploy enables you to install agents on any supported platform, regardless of the operating system where the
server isinstalled.

4. Download the license. If you do not see alicense, ensure that you are the Supportal account administrator.
Licenses are not available to all Supportal users.

Database Installation
Currently, uDeploy supports Derby, Oracle, SQL Server, DB2, and MySQL.

Installing Oracle

Before installing the uDeploy server, install an Oracle database. If you are evaluating uDeploy, you can install the
database on the same machine where the uDeploy server will be installed.

When you install uDeploy, you will need the Oracle connection information, and a user account with table creation
privileges.

uDeploy supportsthe following editions:

e Oracle Database Enterprise

» Oracle Database Standard

* Oracle Database Standard One
» Oracle Database Express

Version 10g or later is supported for each edition.
Toinstall the database

1. Obtain the Oracle JDBC driver. The JDBC jar file isincluded among the Oracle installation files. The driver is
unique to the edition you are using.
2. Copy the IDBC jar file to uDeploy _installer_directory\lib\ext.

3. Begin server installation, see Server Installation on page 68. When you are prompted for the database type,
enter or acl e.

4. Provide the IDBC driver class uDeploy will use to connect to the database.

The default valueisor acl e. j dbc. dri ver. Oracl eDri ver.
5. Provide the IDBC connection string. The format depends on the JDBC driver.

Typicaly, it issimilar to:
jdbc:oracle:thin: @DB_URL]: [ DB_PORT]
For example:

j dbc: oracl e: thin: @ocal host: 1521.
Finish by entering the database user name and password.

o
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Installing MySQL

Before installing the uDeploy server, install MySQL. If you are evaluating uDeploy, you can install the database on
the same machine where the uDeploy server will beinstalled.

When you install uDeploy, you will need the MySQL connection information, and a user account with table creation
privileges.

Toinstall the database
1. Creste adatabase:
CREATE DATABASE ur bandepl oy;
GRANT ALL ON urbandepl oy * TO 'urbandepl oy' @ %

| DENTI FI ED BY ' password' W TH GRANT OPTI ON;

2. Obtain the MySQL JDBC driver. The JDBC jar file isincluded among the installation files. The driver is unique
to the edition you are using.

3. Copy the IDBC jar fileto uDeploy_installer_directory\lib\ext.

4. Begin server installation, see Server Installation on page 68. When you are prompted for the database type,
enter mysql .

5. Provide the JDBC driver class uDeploy will use to connect to the database.

The default valueiscom nysql . Dri ver.
6. Next, provide the JIDBC connection string.

Typically, it is similar to:
j dbc: nysql [ DB_URL] : [ DB_PORT] : [ DB_NAME]
For example:

j dbc: mysql :/ /1 ocal host: 3306/ ur bandepl oy.
7. Finish by entering the database user name and password.

Installing Microsoft SQL Server

Before installing the uDeploy server, install a SQL Server database. If you are evaluating uDeploy, you can install the
database on the same machine where the uDeploy server will be installed.

When you install uDeploy, you will need the SQL Server connection information, and a user account with table
creation privileges.

Before installing the uDeploy server, install an SQL Server database. If you are evaluating uDeploy, you can install
the database on the same machine where the uDeploy server will be installed:

CREATE DATABASE udepl oy;

USE udepl oy;

CREATE LOG N udepl oy W TH PASSWORD = ' password' ;

CREATE USER udepl oy FOR LOG N udepl oy W TH DEFAULT_SCHEMA = udepl oy;
CREATE SCHENMA udepl oy AUTHORI ZATI ON udepl oy;

GRANT ALL TO udepl oy;

1. Obtain the SQL Server JDBC driver. The JDBC jar fileisincluded among the installation files.

Copy the JDBC jar fileto uDeploy_installer_directory\lib\ext.

3. Begin server installation, see Server Installation on page 68. When you are prompted for the database type,
enter sql server.

N
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4. Provide the JDBC driver class uDeploy will use to connect to the database.

The default valueiscom ni cr osof t. sql server.jdbc. SQLServerDri ver.
5. Next, provide the JIDBC connection string. The format depends on the JDBC driver.

Typicaly, itissimilar to:
j dbc:sql server://[DB_URL]: [ DB_PORT] ; dat abaseNane=[ DB_NAME]
For example:

jdbc: sql server:/ /1 ocal host: 1433; dat abaseNanme=udepl oy.
6. Finish by entering the database user name and password.

Installing DB2

Before installing the uDeploy server, install a DB2 database. When you install uDeploy, you will need the DB2
connection information, and a user account with table creation privileges.

1. Obtainthe DB2 JDBC driver from your vendor.

2. Copy the IDBC jar file to uDeploy_installer_directorylib\ext.

3. Begin server installation, see Server Installation on page 68. When you are prompted for the database type,
enter db2.

4. Provide the JDBC driver class uDeploy will use to connect to the database.

The default valueiscom i bm db2. j cc. DB2Dri ver.
5. Next, provide the JIDBC connection string. The format depends on the JDBC driver.

Typicaly, it issimilar to:

j dbc: db2://1 ocal host: 48665/ udepl oy.
6. Finish by entering the database user name and password.

Server Installation

The server provides services such as the user interface used to configure application deployments, the work flow
engine, the security service, and the artifact repository, among others

Note: If you areinstalling the server in a production environment, install and configure the database you
" intend to use before installing the server. See Database Installation on page 66.

Windows Server Installation

1. Download and unpack the installation filesto the installer _directory.
2. Fromtheinstaller_directory, runi nst al | - server. bat.

Note: Depending on your Windows version, you might need to run the batch file as the administrator.
The uDeploy Installer is displayed and prompts you to provide the following information:
3. Enter thedirectory wherethe uDeploy Server will beinstalled.

Enter the directory where you want the server located. If the directory does not exist, enter Y to instruct the
Installer to create it for you. The default valueis'Y.

Note: Whenever the uDeploy Installer suggests a default value, you can press ENTER to accept the value.

==

4. Please enter the homedirectory of the JRE/JDK used to run the server.

If Java has been previoudly installed, uDeploy will suggest the Java location as the default value. To accept the
default value, press ENTER, otherwise override the default value and enter the correct path.
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5. Enter thelP address on which the Web Ul should listen. UrbanCode suggests accepting the default value al |
avail able to this machine.
6. Do you want the Web Ul to always use secur e connections using SSL ?

Default valueisY.

If you use SSL, turn it on for agents too, or the agents will not be able to connect to the server. This also applies
if using mutual authentication. If you change the port numbers for agent communication, you need to provide the
port numbers when installing the agents.

7. Enter theport where uDeploy should listen for secure HTTPSrequests.

The default valueis 8443.
8. Enter theport on which the uDeploy should redirect unsecured HTTP requests.

The default value is 8080.
9. Enter the URL for external accessto theweb Ul.
10. Enter the port to use for agent communication.

The default valueis 7918.
11. Do you want the Server and Agent communication to require mutual authentication?

If you select Y, amanual key must be exchanged between the server and each agent. The default valueis N.
12. Enter the database type UrbanDeploy should use.

The default valueis the supplied database Der by. The other supported databases are: nysql , oracl e,
db2, and sql server.

If you enter avalue other than der by, the uDeploy Installer will prompt you for connection information, which
was defined when you installed the database. See Database Installation on page 66.
13. Enter the database user name.. The default value isur bandepl oy.

Enter the user name you created during database installation.
14. Enter the database password.. The default valueis passwor d.
15. Do you want to install the Server as Windows service?. The default valueis N.

Note: When installed as a service, uDeploy only captures the value for the PATH variable. Values
0. captured during installation will always be used, even if you make changes later. For recent Windows
versions, you will need to execute the command as Administrator.

UNIX/LINUX Installation
1. Download and unpack the installation filesto the installer_directory.
Note: If you areinstalling uDeploy on Solaris, UrbanCode recommends the Korn shell (ksh).

2. Fromtheinstaller_directoryruni nst al | - server. sh.

The uDeploy Installer is displayed and prompts you to provide the following information:
3. Enter thedirectory wherethe uDeploy Server will beinstalled.

If the directory does not exist, enter Y to instruct the Installer to create it for you. The default valueis Y.

Note: Whenever the uDeploy Installer suggests a default value, you can press ENTER to accept the value.

4. Please enter the homedirectory of the JRE/JDK used to run the server.

If Java has been previously installed, uDeploy will suggest the Javalocation as the default value. To accept the
default value, press ENTER, otherwise override the default value and enter the correct path.

5. Enter the|P address on which the Web Ul should listen. UrbanCode suggests accepting the default value al |
avail able to this machine.

6. Do you want the Web Ul to always use secur e connections using SSL ?
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Default valueisY.

If you use SSL, turn it on for agents too, or the agents will not be able to connect to the server. This also applies
if using mutual authentication. If you change the port numbers for agent communication, you need to provide the
port numbers when installing the agents.

7. Enter the port where uDeploy should listen for secure HTTPSrequests.

The default valueis 8443.
8. Enter the port on which the uDeploy should redirect unsecured HTTP requests.

The default value is 8080.
9. Enter the URL for external accesstotheweb UI.
10. Enter the port to use for agent communication.

The default valueis 7918.
11. Do you want the Server and Agent communication to require mutual authentication?

If you select Y, amanual key must be exchanged between the server and each agent. The default valueis N.
12. Enter the database type UrbanDeploy should use.

The default valueis the supplied database Der by . The other supported databases are: nysql , oracl e,
db2, and sql server.

If you enter avalue other than der by, the uDeploy Installer will prompt you for connection information, which
was defined when you installed the database. See Database Installation on page 66.

13. Enter the database user name.. The default value isur bandepl oy.

Enter the user name you created when you installed the database.
14. Enter the database password.. The default valueis passwor d.

Agent Installation

For production environments, UrbanCode recommends creating a user account dedicated to running the agent on the
machine where the agent is installed.

For simple evaluations, the administrative user can run the agent on the machine where the server islocated. But
if you plan to run deployments on several machines, a separate agent should be installed on each machine. If,
for example, your testing environment consists of three machines, install an agent on each one. Follow the same
procedure for each environment the application uses.

Each agent needs the appropriate rights to communicate with the uDeploy server.
At aminimum, each agent should have permission to:

» Createa cache. By default, the cache islocated in the home directory of the user running the agent. The cache
can be moved or disabled.

* Open a TCP connection. The agent uses a TCP connection to communicate with the server's IM S port.

e Open aHTTP(S) connection. The agent must be able to connect to the uDeploy user interface in order to
download artifacts from the CodeStation repository.

« Accessthefile system. Many agents need read/write permissions to items on the file system.

Installing an Agent
After downloading and expanding the installation package, open the installer_directory.

Fromtheinstaller_directoryruni nst al | - server . bat (Windows) ori nstal | - server. sh (UNIX-
LINUX).

Note: If you are installing Windows, you might need to run the batch file as the administrator.

==

The uDeploy Installer is displayed and prompts you to provide the following information:
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1. Enter thedirectory where agent should beinstalled.. For example: C:\Program Files\urban-depl oy\agent
(Windows) or /opt/urban-deploy/agent (UNIX).

If the directory does not exist, enter Y to instruct the Installer to createit for you. The default valueis Y.

Note: Whenever the uDeploy Installer suggests a default value, you can press ENTER to accept the value.

=

2. Please enter the homedirectory of the JRE/JDK used to run the agent.

If Java has been previously installed, uDeploy will suggest the Java location as the default value. To accept the
default value, press ENTER, otherwise override the default value and enter the correct path.

3. Will the agent connect to a agent relay instead of directly to the server?

The default valueis N.
4. Enter the host name or address of the server the agent will connect to. The default valueisl ocal host .
5. Enter theagent communication port for the server.

The default valueis 7918.
6. Doestheserver agent communication use mutual authentication with SSL?.

Default valueis'.

If you use SSL, turn it on for server too or the agent will not be able to connect to the server. This also applies if
using mutual authentication. If you change the port numbers for agent communication, you need to provide them
when installing the agents.

7. Enter the namefor this Agent. Enter a unique name; the name will be used by uDeploy to identify this agent.

8. Doyou want toinstall the Agent as Windows service? (Windows only).

The default value is N. When installed as a service, uDeploy only captures the value for the PATH variable.
Values captured during installation will always be used, even if you make changes later. For recent Windows
versions, you will need to execute the command as Administrator.

Running uDeploy

Both UNIX-based and Windows installation require the uDeploy server and at lest one agent. Before you continuing,
ensure that you have the correct IVM/JDK for the server. If you are using a Oracle or MySQL database, make sure
you have installed and configured the appropriate driver, see Database Installation on page 66.

Running the Server

1. Navigateto the server_installation_directory\bin directory
2. Runtherun_server. cnd batch file (Windows), or st art _ser ver. cnd (UNIX/LINUX).

Running an Agent
After the server has successfully started:

1. Navigateto the agent_installation_directory\bin directory

2. Runtherun_udagent . cnd batch file (Windows), or st art _udagent . cnd (UNIX/LINUX).

3. Oncetheinstaller isdone, start the agent. Go to the UrbanDeploy agent directory created during installation. For
example, C:\Program Files\urban-deploy\agent. (Windows) or /opt/urban-deploy/agent (UNIX-like system). Enter
the bin directory. Run: run_udagent.cmd (WIndows) or "udagent run" (UNIX-like systems, without the quotes).

4. When the agent has finished starting up, go to the UrbanDeploy Ul and select the Resources tab. Y ou should see
the agent in the list. If the agent is not visible, ensure that you used the correct connection ports; if using SSL,
ensure it isturned on for both the server and the agent; that there is no firewall blocking communication; and that
the license is activated. If the agent still can't establish a connection to the server, please contact support.

5. Toinstall another agent, repeat the previous steps. Note that you can use the same agent installer for both
Windows and UNIX-like systems.
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Accessing uDeploy

1. Open aweb browser and navigate to the external URL you entered during installation.
2. Log onto the server by using the default credentials.

User name; adm n admin
Password: adni n admin

Y ou can change these later by using the Settings pane, see Database Installation on page 66

3. Activatelicense. A licenseis required for the agents to connect to the server. Without a license, UrbanDeploy
will be unable to run deployments, etc. If not already done so, go to Supportal and retrieve the license. Go to the
Setting tab and either upload or past the license to activate it.

4. Toinstal an agent, see Agent Installation.

Security

In UrbanDeploy, you have detailed control over what users can see and do. The Security System maps to your
organizational structure by teams, activities, etc. For example, you can set up UrbanDeploy so that team members
only see the Applications or Components they work with; or if a manager just needs to approve a deployment, etc.,
you can set up UrbanDeploy so all they see are the assigned Work Items.

UrbanDeploy includes both an internal database to store Security information as well as an integration with
LDAP. Theinternal security database enables you to set up who can access a resource (Component, Application,
Environment, etc.) viathe Ul aswell as who can approve a deployment or other Process. If you arerolling out a
production instance of UrbanDeploy, it is recommended to use the LDAP integration.

) Note: If you are evaluating UrbanDeploy, it is not necessary to set up the LDAP integration: full security is
0. configured and enforced by the server. However, if you want to send out notifications you will need to set up
the LDAP integration.

When setting up Security in UrbanDeploy, you can either use the default configurations or create your own Security
setting (unless you are configuring the LDAP integration, both options use the internal database for storage).

Hello admin 1 Logout

1GEPIOY; =
Components Applications Resources Deployment Calendar Work ML@

Home » Settings

m Propertiu@h otifications

Authentication

Figure 30: Security Pane

For both the LDAP integration and the standard security system, Security configuration is performed on the Settings
> Security page, and consists of the following:

« Authorization. Authorization Realms are used by Authentication Realms to associate Users with Roles and to
determine user access to UrbanDeploy. There are two basic Authorization Realmsin UrbanDeploy: the default
Realm and the LDAP realm. When setting up Security, the first step is to configure Authorization.

« Authentication. The Authentication Realm is used to determine a users identity within an Authorization Realm.
The User authentication is determined following the hierarchy of realms displayed on the Authentication Reams.
When a User attemptsto log in, UrbanDeploy will poll all the configured Authentication Realms for matching
credentials.

» Schemas. The Security Schemas are visual representations of the different parts of UrbanDeploy that may
be secured. Each Schema interacts with Users indirectly, through the Role. To configure security for any of
the schemas, you configure what are called Roles. In UrbanDeploy, a Role is used to determine the type of
permissions a user is assigned (execute, read, security, write). For example, if auser is assigned the "admin"
Role, and the "admin" role has compl ete access to view, configure, and run Application Processes, that User will
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have access to that page. In addition, the Role will also need to be assigned to additional schemas so the User can
configure Applications, etc.

Typically, you will need to add new Roles to a schemaon initial setup, and then occasionally as need dictates.

» Dynamic Roles. These give you a quick way to grant al users a specific set of permissions at once, regardless of
the User's assigned Group or Role, corresponding to the selected Schema. For example, creating a Dynamic Role
for Applications grants the selected permissions to every user in the system.

« Ul security. Corresponding to the Roles created in the Ul Security Schema, use this section to quickly assign a
user permissions to the different areas of UrbanDeploy. For those with the Security permission (i.e., they seethe
Security tab in the Ul) you can easily add an individual user or a Group of usersto any resource. |n the example
below, an "admin" user is assigning new users, based on the Group they have been assigned, to an Application.

Application: Hello World

Description A

Securit|Here, a new Role was created on
the Settings » Security page that
grants permissions to execute
Admin tasks, view the application, mgke
Evecute |Changes, as well as set security.

Approve

My New Role

add R X b

When adding the Role Member, you

Role Member * . S
can either select an individual user or

=] a Group of users. For example,
Admin Group selecting "Configuration Group" will
approve grant the permissions to this

mve Grons Application.
config
Configuration Group

Deploy Group
My New Group
My New Internal Database Storage User

Figure 31: Security Pane

Authentication

The LDAP integration enables you to map UrbanDeploy Groups and Roles to your existing infrastructure. Once
theintegration is configured, when a user logsinto UrbanDeploy using their LDAP credentials, the system will
automatically add them as a user.

Y ou will need to first set up a dedicated Authorization Realm for LDAP. The LDAP Authorization Realm uses an
external LDAP server for authorization. If User Roles are defined in LDAP as an attribute of the User, the LDAP
Role Attribute configuration must be used. If User Roles are defined elsewhere in LDAP and reference the Users that
belong to them, a LDAP Role Search needs to be performed. Once you have the Authorization set up, configure the
Authentication Realm, which enables UrbanDeploy to determine a User's identity as defined by LDAP.

Configuring LDAP Integration
1. Go to Settings > Security > Create New Authorization Realm
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Authorization

Authorization Realm

LDAP

Security Server Test

10 REpage
Create Authorization Realm

Figure 32: Create Authorization Realm

2. Now, provide UrbanDeploy with information about your LDAP set up. Y ou can either use the User Group
Attribute, Group Search Base, or a combination of settings to import. Once configured, and you set up the
Authentication Realm (covered in the next section) UrbanDeploy will import your LDAP information.

Authentication Realm: LDAP

Description
7Y yers |

Name *

Description

Authorization Realm *
Type *

Context Factory *
LDAP URL *

User DN Pattern
User Search Base
User Search Filter

Search User Subtree

LDAP

LDAP
LDAP

com.sun.jndi.ldap.LdapChFactor
Idap:/idap. yourcompany.com Ida

ou=employees,dc=yourcompany
uid={0}

¥

Search Connection DN

Search Connection
Password

Name Attribute | GivenName
Email Attribute | 5
All fields marked with * are required.

Save Cancel

Figure 33: Authorization Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real. M the
Authorization Realm.

Type. Select LDAP from the drop down.

User Group Attribute. Give the name of the attribute that contains role names in the user directory entry. If User
Groups are defined in LDAP as an attribute of the User, the Group Attribute configuration must be used.

Group Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=groups,dc=mydomain,dc=com). The will determine the Group that Urban Deploy will add any new usersto.

Group Search Filter. Provide the LDAP filter expression to use when searching for user Group entries. The
user name will be put in place of {1} in the search pattern and the full user DN will be put in place of {0} (e.g.,
member={0}). The will determine the Group that Urban Deploy will add any new usersto.

Group Name. Give the name of the entry that contains the user's Group namesin the directory entries returned by
the Group Search. If |eft blank, no search will take place.

Search Group Subtree. Check the box to have UrbanDeploy search the Group Subtree for the Users. Leave blank
to not search the Subtree.

3. Next, you need to configure an Authentication Realm. The Authentication Realm is used to determine a users
identity within an Authorization Realm, based on LDAP. The User authentication is determined following the
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hierarchy of realms displayed on the Authentication Realms. When a Users attemptsto log in, UrbanDeploy will
poll all the configured Authentication Realms for matching credentials.

[ Plugins | Properties IRCCLAY Notifications

Authentication

Authentication Realm
Security Server Test Ini

LDAP

o per page
Create Authentication Realm

Figure 34: Create Authentication Realm

When configuring the LDAP Authentication Realm, you need to give UrbanDeploy the location of your LDAP
server, aswell as provide information similar that given for the Authentication Realm.

Authentication Realm: LDAP

Description

o users |

Name *

Description
Authorization Realm *
Type *

Context Factory *
LDAP URL *

User DN Pattern

User Search Base

LDAP

LDAP
LDAP

com.sun.jndi.ldap.LdapChFactor
Idap:/idap. yourcompany.com Ida

ou=employees,dc=yourcompany

User Search Filter | ig={n}

Search User Subtree [/
Search Connection DN

Search Connection
Password

Name Attribute | givenhame

Email Attribute | 5
All fields marked with * are required.

Save Cancel

Figure 35: Authentication Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real.
Authorization Realm. Select the Real created in the previous step.
Type. Select LDAP from the drop down.

Context Factory. Give the context factory class used to connect. This may vary depending upon your specific Java
implementation. The default for Sun Java implementations: com.sun.jndi.ldap.L dapCtxFactory

LDAP URL. Provide the full URL to the LDAP server, beginning with |dap:// (e.g., dap://
Idap.mydomain.com:389)

User DN Pattern. Give the user directory entry pattern. The user name will be put in place of {0} in the pattern
(e.g., cn={ 0} ,ou=empl oyees,dc=yourcompany,dc=com).

User Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=enployees,dc=mydomain,dc=com).

User Search Filter. Provide the LDAP filter expression to use when searching for user entries (e.g., uid={0}).
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Search User Subtree. Check the box to have UrbanDeploy search the User Subtree for the entries. Leave blank to
not search the Subtree.

Search Connection DN. Give the directory name to use when binding to the LDAP for searches (e.g.,
cn=Manager,dc=mycompany,dc=com). If not specified, an anonymous connection will be made. Connection
Nameisrequired if the LDAP server cannot be anonymously accessed.

Search Connection Password. Give the password UrbanDeploy should use when connecting to LDAP to perform
searches.

Name Attribute. Give the attribute that contains the user's name, as set in LDAP.
Email Attribute. Give the attribute that contains the user's email address, as set in LDAP.

Once the configuration is complete, when anew user logs into UrbanDeploy using their LDAP credentials, they
will be listed on the Authentication Realm User tab. Since UrbanDeploy relies on LDAP for authentication, it
is best practice not to manage user passwords nor remove users from the list. If an active user isremoved from
UrbanDeploy, they will still be ableto log onto the server aslong astheir LDAP credentials are valid. If this
happens, you may also need to set up Ul and other permissions for the user.

4. Assign Group to Role. When a User has logged into UrbanDeploy using LDAP credentials, UrbanDeploy
automatically assigns the new User to a Group, based on the information pulled from LDAP. In the example
below, when "New LDAP User" logged on to UrbanDeploy, they were automatically added to the LDAP Default
group. If auser logs on to UrbanDeploy and they are part of a mapping that is not currently associated with a
Group, UrbanDeploy will create a new Group based on the information fetched from LDAP. Conversely, if auser
logs onto UrbanDeploy and their LDAP credentials map to an existing Group, they will be automatically added to
that Group.

2T vsers

Users

Name
Reset Password Remove
Reset Password Remove

10 per page 2records - Refresh

Figure 36: Edit Users

Once the new user has been successfully added to a Group, you may need to configure additional permissions.
This may happen when the new User is mapped to a Group that has limited permissions (e.g., the User has Ul
permissions but not accessto view any Components, Applications; the user was added to a Group that can only
access the Work Items and they need to be able to deploy an application, etc.). When thisis the case, you will
need to set up security for the user, as outlined in the previous section.

Group: LDAP Default

ET Members
Members
New LDAP User
10 per page
Add Member

Figure 37: Group Dialog

Authorization

When setting up Security, thereis no optimal process to follow; however using the following order presented below
can help you find your way. For most evaluations, starting out with the default Security settings should be adequate
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and require minimal configuration. What is presented below assumes you are setting up a custom Security System
from scratch. In all likelihood.

. Note: If you are using the LDAP integration set that up first before continuing. See Configure LDAP
J~  Integration.

1. Go to Settings > Security > Create New Authorization Realm. Y ou will select this Authorization Realm in the
next step. This Realm is used to ensure people attempting to log on to the server are allowed to.

I. g e e Hello admin 1 Legmit
urban{deploy} —
Components Applications Resources Deployment Calendar Work Item@

Horme » Settings

m Propertics hotifications

Authentication

Figure 38: thd

2. Next, configure an Authentication Realm and add Users. The Authentication Realm is used to determine a
users identity within an Authorization Realm. The User authentication is determined following the hierarchy of
realms displayed on the Authentication Realms. When a Users attempts to log in, UrbanDeploy will poll al the
configured Authentication Realms for matching credentials.

B R e

t Tl sl ransl Hello admin ~ 1 Legout
urban{deploy} E
Components Applications Resources Deployment Calendar Work Item@

Horme » Settings

m Propertics N otifications

Authentication

Figure 39: thd

When adding a new user, the Username and password is what the individual will use when logging into
UrbanDeploy. The Username will also be displayed when setting up additional Security. Unless you are using the
LDAP Integration, UrbanDeploy, which does not have its own e-mail server, will not be able to send notifications
to the e-mail address.

Hello admin =1 Logout
urban{deploy} -
Components Applications Resources Deployment Calendar Work Item@
Home » Settings
m Propertics I otifications

Authentication

Figure 40: thd

3. Add new Group and assign a User (member) to the Group. A Group isalogical identifier for that similar Users are
identified with. It is at the Group level that individual Users are manually added to UrbanDeploy. Once the Group
container is created, select it from the list and then manually enter the new User.

I. [ e Hello admin 1 Legout
urban{deploy} i
Components Applications Resources Deployment Calendar Work Item@

Home » Settings

m Propertius kotifications

Authentication

Figure 41: thd

4. Next, create anew Role. The purpose of the Role isto assign permission that allows Users with that Role to use
UrbanDeploy. For example, if you are setting up a new user that must access every page in UrbanDeploy, you
must add a new Role to each Schema. Most users will only be required to add Roles on initial set up, and then
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occasionally as needs arise. Since the Schemas work independently of each other, you will need to create a new
Rolefor each, defining the permissions that you want the role to have for the individual Schema.

Role: Test Role

Description

Mame *  TestRole

®I fields marked with ™ are reguired.

Save Cancel

Figure 42: Role Pane

5. Finaly, go to the specific Applications, Components, Environments, etc., and add either individual Users or the
Group they participate in. If you have many different individuals that must access a resource, say an Application,
the most efficient way to give them accessis to add the Group that they are assigned to. If thisis done, when
future users are added to UrbanDeploy, you will not need to manually add them to the resources they need access
to.

Hello admin 1 Legmut

urbaniaepio y) .
Components Applications Resources Deployment Calendar Work Items@

Home » Settings

m Propertics hotifications

Authentication

Figure 43: thd

Default Permissions

The LDAP integration enables you to map UrbanDeploy Groups and Roles to your existing infrastructure. Once
the integration is configured, when a user logs into UrbanDeploy using their LDAP credentials, the system will
automatically add them as a user.

Y ou will need to first set up a dedicated Authorization Realm for LDAP. The LDAP Authorization Realm uses an
external LDAP server for authorization. If User Roles are defined in LDAP as an attribute of the User, the LDAP
Role Attribute configuration must be used. If User Roles are defined elsewhere in LDAP and reference the Users that
belong to them, a LDAP Role Search needs to be performed. Once you have the Authorization set up, configure the
Authentication Realm, which enables UrbanDepl oy to determine a User's identity as defined by LDAP.

Configuring LDAP Integration
1. Goto Settings > Security > Create New Authorization Realm

Authorization

Authorization Realm

LDAP

Security Server Test

10 REEEage
Create Authorization Realm

Figure 44: Create Authorization Realm
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2. Now, provide UrbanDeploy with information about your LDAP set up. Y ou can either use the User Group
Attribute, Group Search Base, or a combination of settings to import. Once configured, and you set up the
Authentication Realm (covered in the next section) UrbanDeploy will import your LDAP information.

Authentication Realm: LDAP

Description
caie (2

Name *

Description
Authorization Realm *
Type *

Context Factory *
LDAP URL *

User DN Pattern
User Search Base
User Search Filter

Search User Subtree

LDAP

LDAP
LDAP

com.sun.jndi.ldap.LdapChdFactor

ldap:/ldap. yourcompany.com Ida

ou=employees,dc=yourcompany.
uid={0}
¥

Search Connection DN

Search Connection
Password

Name Attribute | givenName
Email Attribute | ;5
All fields marked with ™ are required.

Save Cancel

Figure 45: Authorization Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real. M the
Authorization Realm.

Type. Select LDAP from the drop down.

User Group Attribute. Give the name of the attribute that contains role namesin the user directory entry. If User
Groups are defined in LDAP as an attribute of the User, the Group Attribute configuration must be used.

Group Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=groups,dc=mydomain,dc=com). The will determine the Group that Urban Deploy will add any new users to.

Group Search Filter. Provide the LDAP filter expression to use when searching for user Group entries. The
user name will be put in place of {1} in the search pattern and the full user DN will be put in place of {0} (e.g.,
member={0} ). The will determine the Group that Urban Deploy will add any new usersto.

Group Name. Give the name of the entry that contains the user's Group namesin the directory entries returned by
the Group Search. If left blank, no search will take place.

Search Group Subtree. Check the box to have UrbanDeploy search the Group Subtree for the Users. Leave blank
to not search the Subtree.

3. Next, you need to configure an Authentication Realm. The Authentication Realm is used to determine a users
identity within an Authorization Realm, based on LDAP. The User authentication is determined following the
hierarchy of realms displayed on the Authentication Realms. When a Users attempts to log in, UrbanDeploy will
poll al the configured Authentication Realms for matching credentials.
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Figure 46: Create Authentication Realm

When configuring the LDAP Authentication Realm, you need to give UrbanDeploy the location of your LDAP
server, aswell as provide information similar that given for the Authentication Realm.

Authentication Realm: LDAP

Description
7Y yers |

Name * ||DAP

Description

Authorization Realm * LDAP
Type ™ [|pap

Context Factory * | com.sun.jndi.ldap.LdapCtxFactor

LDAP URL * | ldap://ldap. yourcompany.com lda
User DN Pattern

User Search Base | g =employees,dc=yourcompany

User Search Filter | ig={n}

Search User Subtree [/
Search Connection DN

Search Connection
Password

Name Attribute | givenhame
Email Attribute | 5
All fields marked with * are required.

Save Cancel

Figure 47: Authentication Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real.
Authorization Realm. Select the Real created in the previous step.
Type. Select LDAP from the drop down.

Context Factory. Give the context factory class used to connect. This may vary depending upon your specific Java
implementation. The default for Sun Java implementations: com.sun.jndi.ldap.L dapCtxFactory

LDAP URL. Provide the full URL to the LDAP server, beginning with |dap:// (e.g., |dap://
Idap.mydomain.com:389)

User DN Pattern. Give the user directory entry pattern. The user name will be put in place of {0} in the pattern
(e.g., cn={ 0} ,ou=empl oyees,dc=yourcompany,dc=com).

User Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=enployees,dc=mydomain,dc=com).

User Search Filter. Provide the LDAP filter expression to use when searching for user entries (e.g., uid={0}).
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Search User Subtree. Check the box to have UrbanDeploy search the User Subtree for the entries. Leave blank to
not search the Subtree.

Search Connection DN. Give the directory name to use when binding to the LDAP for searches (e.g.,
cn=Manager,dc=mycompany,dc=com). If not specified, an anonymous connection will be made. Connection
Nameisrequired if the LDAP server cannot be anonymously accessed.

Search Connection Password. Give the password UrbanDeploy should use when connecting to LDAP to perform
searches.

Name Attribute. Give the attribute that contains the user's name, as set in LDAP.
Email Attribute. Give the attribute that contains the user's email address, as set in LDAP.

Once the configuration is complete, when anew user logs into UrbanDeploy using their LDAP credentials, they
will be listed on the Authentication Realm User tab. Since UrbanDeploy relies on LDAP for authentication, it

is best practice not to manage user passwords nor remove users from the list. If an active user isremoved from
UrbanDeploy, they will still be ableto log onto the server aslong astheir LDAP credentials are valid. If this
happens, you may also need to set up Ul and other permissions for the user.

. Assign Group to Role. When a User has logged into UrbanDeploy using LDAP credentials, UrbanDeploy
automatically assigns the new User to a Group, based on the information pulled from LDAP. In the example
below, when "New LDAP User" logged on to UrbanDeploy, they were automatically added to the LDAP Default
group. If auser logs on to UrbanDeploy and they are part of a mapping that is not currently associated with a
Group, UrbanDeploy will create a new Group based on the information fetched from LDAP. Conversely, if auser
logs onto UrbanDeploy and their LDAP credentials map to an existing Group, they will be automatically added to
that Group.
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Figure 48: Edit Users

Once the new user has been successfully added to a Group, you may need to configure additional permissions.
This may happen when the new User is mapped to a Group that has limited permissions (e.g., the User has Ul
permissions but not accessto view any Components, Applications; the user was added to a Group that can only
access the Work Items and they need to be able to deploy an application, etc.). When thisis the case, you will
need to set up security for the user, as outlined in the previous section.

Group: LDAP Default

ET Members
Members
New LDAP User
10 per page
Add Member

Figure 49: Group Dialog
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Role Configuration

The LDAP integration enables you to map UrbanDeploy Groups and Roles to your existing infrastructure. Once
the integration is configured, when a user logs into UrbanDeploy using their LDAP credentials, the system will
automatically add them as a user.

Y ou will need to first set up a dedicated Authorization Realm for LDAP. The LDAP Authorization Realm uses an
external LDAP server for authorization. If User Roles are defined in LDAP as an attribute of the User, the LDAP
Role Attribute configuration must be used. If User Roles are defined elsewhere in LDAP and reference the Users that
belong to them, a LDAP Role Search needs to be performed. Once you have the Authorization set up, configure the
Authentication Realm, which enables UrbanDeploy to determine a User'sidentity as defined by LDAP.

Configuring LDAP Integration
1. Go to Settings > Security > Create New Authorization Realm

Authorization

Authorization Realm

LDAP

Security Server Test

10 e
Create Authorization Realm

Figure 50: Create Authorization Realm
2. Now, provide UrbanDeploy with information about your LDAP set up. Y ou can either use the User Group
Attribute, Group Search Base, or a combination of settings to import. Once configured, and you set up the
Authentication Realm (covered in the next section) UrbanDeploy will import your LDAP information.
Authentication Realm: LDAP

Description
care [

Name * ||DAP

Description

Authorization Realm * LDAP

Type *

Context Factory *
LDAP URL *

User DN Pattern
User Search Base
User Search Filter

Search User Subtree
Search Connection DN

Search Connection
Password

Name Attribute
Email Attribute

LDAP

com.sun.jndi.ldap.LdapCtxFactor

ldap:/idap. yourcompany.com |da

ou=employees,dc=yourcompany.
uid={0}
A

givenName
mail
All fields marked with ™ are required.

Save Cancel

Figure 51: Authorization Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real. M the

Authorization Realm.

Type. Select LDAP from the drop down.
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User Group Attribute. Give the name of the attribute that contains role namesin the user directory entry. If User
Groups are defined in LDAP as an attribute of the User, the Group Attribute configuration must be used.

Group Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=groups,dc=mydomain,dc=com). The will determine the Group that Urban Deploy will add any new usersto.

Group Search Filter. Provide the LDAP filter expression to use when searching for user Group entries. The
user name will be put in place of {1} in the search pattern and the full user DN will be put in place of {0} (e.g.,
member={0} ). The will determine the Group that Urban Deploy will add any new usersto.

Group Name. Give the name of the entry that contains the user's Group namesin the directory entries returned by
the Group Search. If |eft blank, no search will take place.

Search Group Subtree. Check the box to have UrbanDeploy search the Group Subtree for the Users. Leave blank
to not search the Subtree.

. Next, you need to configure an Authentication Realm. The Authentication Realm is used to determine a users
identity within an Authorization Realm, based on LDAP. The User authentication is determined following the
hierarchy of realms displayed on the Authentication Realms. When a Users attemptsto log in, UrbanDeploy will
poll al the configured Authentication Realms for matching credentials.

[ Plugins | Properties IRCCLAl Notifications
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Figure 52: Create Authentication Realm

When configuring the LDAP Authentication Realm, you need to give UrbanDeploy the location of your LDAP
server, aswell as provide information similar that given for the Authentication Realm.

Authentication Realm: LDAP

Description
7Y yors |

Name * ||DAP

Description

Authorization Realm * LDAP
Type ®  [Lpap

Context Factory * | com.sun.jndi.ldap.LdapCheFactor
LDAP URL * | ldap://ldap. yourcompany. com lda
User DN Pattern
User Search Base | gy =employees,dc=yourcompany
User Search Filter | jd={n}

Search User Subtree |4

Search Connection DN

Search Connection
Password

Name Attribute | givenName
Email Attribute | ;5
All fields marked with ™ are required.

Save Cancel

Figure 53: Authentication Realm Dialog
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Name and description. The name you give here will be used when configuring the Authentication Real.
Authorization Realm. Select the Real created in the previous step.
Type. Select LDAP from the drop down.

Context Factory. Give the context factory class used to connect. This may vary depending upon your specific Java
implementation. The default for Sun Java implementations: com.sun.jndi.ldap.L dapCtxFactory

LDAP URL. Provide the full URL to the LDAP server, beginning with |dap:// (e.g., |dap://
|dap.mydomain.com:389)

User DN Pattern. Give the user directory entry pattern. The user name will be put in place of {0} in the pattern
(e.g., cn={ 0} ,ou=empl oyees,dc=yourcompany,dc=com).

User Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=enployees,dc=mydomain,dc=com).

User Search Filter. Provide the LDAP filter expression to use when searching for user entries (e.g., uid={0}).

Search User Subtree. Check the box to have UrbanDeploy search the User Subtree for the entries. Leave blank to
not search the Subtree.

Search Connection DN. Give the directory name to use when binding to the LDAP for searches (e.g.,
cn=Manager,dc=mycompany,dc=com). If not specified, an anonymous connection will be made. Connection
Nameisrequired if the LDAP server cannot be anonymously accessed.

Search Connection Password. Give the password UrbanDeploy should use when connecting to LDAP to perform
searches.

Name Attribute. Give the attribute that contains the user's name, as set in LDAP.
Email Attribute. Give the attribute that contains the user's email address, as set in LDAP.

Once the configuration is complete, when anew user logs into UrbanDeploy using their LDAP credentials, they
will be listed on the Authentication Realm User tab. Since UrbanDeploy relies on LDAP for authentication, it

is best practice not to manage user passwords nor remove users from the list. If an active user isremoved from
UrbanDeploy, they will still be ableto log onto the server aslong astheir LDAP credentials are valid. If this
happens, you may also need to set up Ul and other permissions for the user.

. Assign Group to Role. When a User has logged into UrbanDeploy using LDAP credentials, UrbanDeploy
automatically assigns the new User to a Group, based on the information pulled from LDAP. In the example
below, when "New LDAP User" logged on to UrbanDeploy, they were automatically added to the LDAP Default
group. If auser logs on to UrbanDeploy and they are part of a mapping that is not currently associated with a
Group, UrbanDeploy will create a new Group based on the information fetched from LDAP. Conversely, if auser
logs onto UrbanDeploy and their LDAP credentials map to an existing Group, they will be automatically added to
that Group.
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Figure 54: Edit Users

Once the new user has been successfully added to a Group, you may need to configure additional permissions.
This may happen when the new User is mapped to a Group that has limited permissions (e.g., the User has Ul
permissions but not accessto view any Components, Applications; the user was added to a Group that can only
access the Work Items and they need to be able to deploy an application, etc.). When thisis the case, you will
need to set up security for the user, as outlined in the previous section.
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Group: LDAP Default
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Figure 55: Group Dialog

User Interface Security

The LDAP integration enables you to map UrbanDeploy Groups and Roles to your existing infrastructure. Once

the integration is configured, when a user logs into UrbanDeploy using their LDAP credentials, the system will
automatically add them as a user.

Y ou will need to first set up a dedicated Authorization Realm for LDAP. The LDAP Authorization Realm uses an
external LDAP server for authorization. If User Roles are defined in LDAP as an attribute of the User, the LDAP
Role Attribute configuration must be used. If User Roles are defined elsewhere in LDAP and reference the Users that
belong to them, a LDAP Role Search needs to be performed. Once you have the Authorization set up, configure the
Authentication Realm, which enables UrbanDeploy to determine a User'sidentity as defined by LDAP.

Configuring LDAP Integration
1. Go to Settings > Security > Create New Authorization Realm

Authorization
Authorization Realm

LDAP

Security Server Test

10 REEEage
Create Authorization Realm

Figure 56: Create Authorization Realm

2. Now, provide UrbanDeploy with information about your LDAP set up. Y ou can either use the User Group
Attribute, Group Search Base, or a combination of settings to import. Once configured, and you set up the
Authentication Realm (covered in the next section) UrbanDeploy will import your LDAP information.



Authentication Realm: LDAP

Description
caie (2

Name *

Description
Authorization Realm *
Type *

Context Factory *
LDAP URL *

LDAP

LDAP
LDAP

com.sun.jndi.ldap.LdapChdFactor

ldap:/ldap. yourcompany.com Ida
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User DN Pattern

User Search Base | gu=employees,dc=yourcompany

User Search Filter | id={0}

Search User Subtree [/
Search Connection DN

Search Connection
Password

Name Attribute | givenName
Email Attribute | ;5
All fields marked with ™ are required.

Save Cancel

Figure 57: Authorization Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real. M the
Authorization Realm.

Type. Select LDAP from the drop down.

User Group Attribute. Give the name of the attribute that contains role namesin the user directory entry. If User
Groups are defined in LDAP as an attribute of the User, the Group Attribute configuration must be used.

Group Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=groups,dc=mydomain,dc=com). The will determine the Group that Urban Deploy will add any new usersto.

Group Search Filter. Provide the LDAP filter expression to use when searching for user Group entries. The
user name will be put in place of {1} in the search pattern and the full user DN will be put in place of {0} (e.g.,
member={0} ). The will determine the Group that Urban Deploy will add any new usersto.

Group Name. Give the name of the entry that contains the user's Group namesin the directory entries returned by
the Group Search. If left blank, no search will take place.

Search Group Subtree. Check the box to have UrbanDeploy search the Group Subtree for the Users. Leave blank
to not search the Subtree.

. Next, you need to configure an Authentication Realm. The Authentication Realm is used to determine a users
identity within an Authorization Realm, based on LDAP. The User authentication is determined following the
hierarchy of realms displayed on the Authentication Realms. When a Users attemptsto log in, UrbanDeploy will
poll al the configured Authentication Realms for matching credentials.
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Figure 58: Create Authentication Realm
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When configuring the LDAP Authentication Realm, you need to give UrbanDeploy the location of your LDAP
server, aswell as provide information similar that given for the Authentication Realm.

Authentication Realm: LDAP

Description
caie (2

Name * ||DAP

Description

Authorization Realm * LDAP
Type *  [Ipap

Context Factory * | com.sun.jndi.ldap.LdapCteFactor

LDAP URL * | |dap:/ldap. yourcompany.com Ida
User DN Pattern

User Search Base | gu=employees,dc=yourcompany
User Search Filter | id={0}

Search User Subtree [/
Search Connection DN

Search Connection
Password

Name Attribute | givenName
Email Attribute | ;5
All fields marked with ™ are required.

Save Cancel

Figure 59: Authentication Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real.
Authorization Realm. Select the Real created in the previous step.
Type. Select LDAP from the drop down.

Context Factory. Give the context factory class used to connect. This may vary depending upon your specific Java
implementation. The default for Sun Java implementations: com.sun.jndi.ldap.L dapCtxFactory

LDAP URL. Provide the full URL to the LDAP server, beginning with |dap:// (e.g., |dap://
|dap.mydomain.com:389)

User DN Pattern. Give the user directory entry pattern. The user name will be put in place of {0} in the pattern
(e.g., cn={ 0} ,ou=empl oyees,dc=yourcompany,dc=com).

User Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=enployees,dc=mydomain,dc=com).

User Search Filter. Provide the LDAP filter expression to use when searching for user entries (e.g., uid={0}).

Search User Subtree. Check the box to have UrbanDeploy search the User Subtree for the entries. Leave blank to
not search the Subtree.

Search Connection DN. Give the directory name to use when binding to the LDAP for searches (e.g.,
cn=Manager,dc=mycompany,dc=com). If not specified, an anonymous connection will be made. Connection
Nameisrequired if the LDAP server cannot be anonymously accessed.

Search Connection Password. Give the password UrbanDeploy should use when connecting to LDAP to perform
searches.

Name Attribute. Give the attribute that contains the user's name, as set in LDAP.

Email Attribute. Give the attribute that contains the user's email address, as set in LDAP.
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Once the configuration is complete, when anew user logs into UrbanDeploy using their LDAP credentials, they
will be listed on the Authentication Realm User tab. Since UrbanDeploy relies on LDAP for authentication, it
is best practice not to manage user passwords nor remove users from the list. If an active user isremoved from
UrbanDeploy, they will still be ableto log onto the server aslong astheir LDAP credentials are valid. If this
happens, you may also need to set up Ul and other permissions for the user.

4. Assign Group to Role. When a User has logged into UrbanDeploy using LDAP credentials, UrbanDeploy
automatically assigns the new User to a Group, based on the information pulled from LDAP. In the example
below, when "New LDAP User" logged on to UrbanDeploy, they were automatically added to the LDAP Default
group. If auser logs on to UrbanDeploy and they are part of a mapping that is not currently associated with a
Group, UrbanDeploy will create a new Group based on the information fetched from LDAP. Conversely, if auser
logs onto UrbanDeploy and their LDAP credentials map to an existing Group, they will be automatically added to
that Group.
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Figure 60: Edit Users

Once the new user has been successfully added to a Group, you may need to configure additional permissions.
This may happen when the new User is mapped to a Group that has limited permissions (e.g., the User has Ul
permissions but not accessto view any Components, Applications; the user was added to a Group that can only
access the Work Items and they need to be able to deploy an application, etc.). When thisis the case, you will
need to set up security for the user, as outlined in the previous section.

Group: LDAP Default

ET Members
Members
New LDAP User
10 per page
Add Member

Figure 61: Group Dialog

System Security

The LDAP integration enables you to map UrbanDeploy Groups and Roles to your existing infrastructure. Once
the integration is configured, when a user logs into UrbanDeploy using their LDAP credentials, the system will
automatically add them as a user.

Y ou will need to first set up adedicated Authorization Realm for LDAP. The LDAP Authorization Realm uses an
external LDAP server for authorization. If User Roles are defined in LDAP as an attribute of the User, the LDAP
Role Attribute configuration must be used. If User Roles are defined elsewhere in LDAP and reference the Users that
belong to them, a LDAP Role Search needs to be performed. Once you have the Authorization set up, configure the
Authentication Realm, which enables UrbanDeploy to determine a User's identity as defined by LDAP.

Configuring LDAP Integration
1. Go to Settings > Security > Create New Authorization Realm
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Figure 62: Create Authorization Realm

2. Now, provide UrbanDeploy with information about your LDAP set up. Y ou can either use the User Group
Attribute, Group Search Base, or a combination of settings to import. Once configured, and you set up the
Authentication Realm (covered in the next section) UrbanDeploy will import your LDAP information.

Authentication Realm: LDAP

Description
7Y yers |

Name *

Description

Authorization Realm *
Type *

Context Factory *
LDAP URL *

User DN Pattern
User Search Base
User Search Filter

Search User Subtree

LDAP

LDAP
LDAP

com.sun.jndi.ldap.LdapChFactor
Idap:/idap. yourcompany.com Ida

ou=employees,dc=yourcompany
uid={0}

¥

Search Connection DN

Search Connection
Password

Name Attribute | GivenName
Email Attribute | 5
All fields marked with * are required.

Save Cancel

Figure 63: Authorization Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real. M the
Authorization Realm.

Type. Select LDAP from the drop down.

User Group Attribute. Give the name of the attribute that contains role names in the user directory entry. If User
Groups are defined in LDAP as an attribute of the User, the Group Attribute configuration must be used.

Group Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=groups,dc=mydomain,dc=com). The will determine the Group that Urban Deploy will add any new usersto.

Group Search Filter. Provide the LDAP filter expression to use when searching for user Group entries. The
user name will be put in place of {1} in the search pattern and the full user DN will be put in place of {0} (e.g.,
member={0}). The will determine the Group that Urban Deploy will add any new usersto.

Group Name. Give the name of the entry that contains the user's Group namesin the directory entries returned by
the Group Search. If |eft blank, no search will take place.

Search Group Subtree. Check the box to have UrbanDeploy search the Group Subtree for the Users. Leave blank
to not search the Subtree.

3. Next, you need to configure an Authentication Realm. The Authentication Realm is used to determine a users
identity within an Authorization Realm, based on LDAP. The User authentication is determined following the
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hierarchy of realms displayed on the Authentication Realms. When a Users attemptsto log in, UrbanDeploy will
poll all the configured Authentication Realms for matching credentials.
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Figure 64: Create Authentication Realm

When configuring the LDAP Authentication Realm, you need to give UrbanDeploy the location of your LDAP
server, aswell as provide information similar that given for the Authentication Realm.

Authentication Realm: LDAP

Description

o users |

Name *

Description
Authorization Realm *
Type *

Context Factory *
LDAP URL *

User DN Pattern

User Search Base

LDAP

LDAP
LDAP

com.sun.jndi.ldap.LdapChFactor
Idap:/idap. yourcompany.com Ida

ou=employees,dc=yourcompany

User Search Filter | ig={n}

Search User Subtree [/
Search Connection DN

Search Connection
Password

Name Attribute | givenhame

Email Attribute | 5
All fields marked with * are required.

Save Cancel

Figure 65: Authentication Realm Dialog

Name and description. The name you give here will be used when configuring the Authentication Real.
Authorization Realm. Select the Real created in the previous step.
Type. Select LDAP from the drop down.

Context Factory. Give the context factory class used to connect. This may vary depending upon your specific Java
implementation. The default for Sun Java implementations: com.sun.jndi.ldap.L dapCtxFactory

LDAP URL. Provide the full URL to the LDAP server, beginning with |dap:// (e.g., dap://
Idap.mydomain.com:389)

User DN Pattern. Give the user directory entry pattern. The user name will be put in place of {0} in the pattern
(e.g., cn={ 0} ,ou=empl oyees,dc=yourcompany,dc=com).

User Search Base. Give the base directory to execute Group searchesin (e.g.,
ou=enployees,dc=mydomain,dc=com).

User Search Filter. Provide the LDAP filter expression to use when searching for user entries (e.g., uid={0}).
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Search User Subtree. Check the box to have UrbanDeploy search the User Subtree for the entries. Leave blank to
not search the Subtree.

Search Connection DN. Give the directory name to use when binding to the LDAP for searches (e.g.,
cn=Manager,dc=mycompany,dc=com). If not specified, an anonymous connection will be made. Connection
Nameisrequired if the LDAP server cannot be anonymously accessed.

Search Connection Password. Give the password UrbanDeploy should use when connecting to LDAP to perform
searches.

Name Attribute. Give the attribute that contains the user's name, as set in LDAP.
Email Attribute. Give the attribute that contains the user's email address, as set in LDAP.

Once the configuration is complete, when anew user logs into UrbanDeploy using their LDAP credentials, they
will be listed on the Authentication Realm User tab. Since UrbanDeploy relies on LDAP for authentication, it

is best practice not to manage user passwords nor remove users from the list. If an active user isremoved from
UrbanDeploy, they will still be ableto log onto the server aslong astheir LDAP credentials are valid. If this
happens, you may also need to set up Ul and other permissions for the user.

. Assign Group to Role. When a User has logged into UrbanDeploy using LDAP credentials, UrbanDeploy
automatically assigns the new User to a Group, based on the information pulled from LDAP. In the example
below, when "New LDAP User" logged on to UrbanDeploy, they were automatically added to the LDAP Default
group. If auser logs on to UrbanDeploy and they are part of a mapping that is not currently associated with a
Group, UrbanDeploy will create a new Group based on the information fetched from LDAP. Conversely, if auser
logs onto UrbanDeploy and their LDAP credentials map to an existing Group, they will be automatically added to
that Group.
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Figure 66: Edit Users

Once the new user has been successfully added to a Group, you may need to configure additional permissions.
This may happen when the new User is mapped to a Group that has limited permissions (e.g., the User has Ul
permissions but not accessto view any Components, Applications; the user was added to a Group that can only
access the Work Items and they need to be able to deploy an application, etc.). When thisis the case, you will
need to set up security for the user, as outlined in the previous section.

Group: LDAP Default
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Figure 67: Group Dialog
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Settings

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.

urban{deploy} -
Applications

Home » Applications » hello_world

Application: hello_worid

Description Hello world app
| Environments | History | Edit | Properties [NLISIILN Snapshots | Processes |
Components
Add a Component X% ption.
Add Component
Select a Component *  hello_world| b

Figure 68: thd

Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.
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w ‘ ‘ Applications ‘

Home » Applications » hello_world

Application: hello_world

Description Hello world app
| Environments | History | Edit | Properties EZRTSLILEN snapshots | Processes | |
Components
Component Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wurld| | - | 7

Figure 69: thd

Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.
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urban{deploy}

Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app
| Environments | History | Edit | Properties EZRTSLILEN snapshots | Processes | |
Components
Add a Component x ption.
Add Component
Select a Component * hellu_wnrld| -

Figure 70: thd

Licenses

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.
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urban{deploy}

DEHLE RS Bl Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Component Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 71: thd

Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.

urban{deploy]}
Dashboard Components EJuieWLLER Configu

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit [ properties [BUESIEUEY snapshots | Processes |

Components

Compaonent Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 72: thd
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Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.

urban{deploy} -
Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Btion,

Add a Component X

Add Component
Select a Component * hellu_wnrld| -

Figure 73: thd

Network Settings

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.
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urban{deploy}

DEHLE RS Bl Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Component Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 74: thd

Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.

urban{deploy]}
Dashboard Components EJuieWLLER Configu

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit [ properties [BUESIEUEY snapshots | Processes |

Components

Compaonent Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 75: thd
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Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.

urban{deploy} -
Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Btion,

Add a Component X

Add Component
Select a Component * hellu_wnrld| -

Figure 76: thd

Notification Schemes

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.
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Component Description
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Figure 77: thd

Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.

urban{deploy]}
Dashboard Components EJuieWLLER Configu

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit [ properties [BUESIEUEY snapshots | Processes |

Components

Compaonent Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 78: thd
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Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.

urban{deploy} -
Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Btion,

Add a Component X

Add Component
Select a Component * hellu_wnrld| -

Figure 79: thd

Properties

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.
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Figure 80: thd

Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.

urban{deploy]}
Dashboard Components EJuieWLLER Configu

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit [ properties [BUESIEUEY snapshots | Processes |

Components

Compaonent Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 81: thd
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Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.

urban{deploy} -
Applications

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Btion,

Add a Component X

Add Component
Select a Component * hellu_wnrld| -

Figure 82: thd

System Settings

uDeploy has a built-in deployment scheduling system for setting regular deployments, or even black-out dates,
for your Deployments. Deployments for an individual Application are scheduled on a per-environment basis, set
when you run a deployment of a Snapshot or Deployment Process. Black-out dates are set within the individual
Environments.

Creating a Schedule

To set up a Scheduled Deployment, go to Application > Environment > Run Process. If you are scheduling a
Snapshot deployment, you would go to Application > Snapshots > Run Process instead. Regardless of the type of
deployment you are scheduling, configuration is the same.

After you check the Schedule Deployment box, UrbanDeploy will prompt you to give the date and time you want the
deployment to run. The Make Recurring setting will deploy the Application on aregular schedule. For example, if
you are practicing Continuous Delivery, the Daily option will deploy the Application to the target Environment every

day.
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Once you have scheduled the deployment, it will be added to the Calendar. There, if you click on the Scheduled
Deployment, you can edit, delete, or investigate the deployment.

urban{deploy]}
Dashboard Components EJuieWLLER Configu

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit [ properties [BUESIEUEY snapshots | Processes |

Components

Compaonent Description
Add a Component x ption.
Add Component
Select a Component * |hellu_wor1d| | - | 7]

Figure 84: thd
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Set Blackouts

Blackouts are set per-environment, per-application. Once set, no deployments (nor Snapshots) can be scheduled to
occur in that Environment. Any previously scheduled deployments to the Environment will fail if they fall within the
blackout date you set. To set up ablackout, go to Application > Environments > Calendar > Add Blackout. If you
need to set blackouts for more than one Environment, you must do this for each individual one. UrbanDeploy will
prompt you to give the dates and times for the blackout.

w ‘ ‘ Applications ‘

Home » Applications » hello_world

Application: hello_world

Description Hello world app

Environments | History | Edit | Properties [l Snapshots | Processes ||

Components

Component Description

Add a Component x ption.

Add Component

Select a Component * |hellu_wurld| | - | 7

Figure 85: thd
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Plug-in Integration

uDeploy plugi-ns provide deployment capabilities with many of the common tools used for deployments, as well
as application servers, etc. Each integration has at least one "step," which can be thought of as a distinct piece of
automation. By stringing these individual steps together, you create a fully automated Process that replaces many
of your existing deployment scripts and manual deployment processes. For example, the integrations with Tomcat,
WebSphere, etc., are able to start and stop servers, install and uninstall applications, as well as perform other tool-
specific tasks.

. Note: Beforeusing one of the integrations, it is recommended that you understand what a Component
I:f Processis and how a deployment is actually run in uDeploy. If not already done so, you can review the
Components section to see how a deployment is set up; then, the Applications section takes you through the
steps necessary to actually run a deployment.

The integration steps, which automate distinct deployment tasks, are added to a deploy Process at the Component

level (i.e., when setting up a Component Process). Asyou create a deployment, you start out with the basic
deployment configuration (the Download Artifacts By Label step first; the Add Inventory Status last) and then add the
integration steps between the steps. In the illustration, the process shows configuration for deploying an application.
The Process (a.) stops arunning instance of the application; (b.) removes the application from the machine; (c.)
installs the new version of the application; and (d.) restarts the application to finish the deployment.

Process: Deploy Application

Description Deploys my Web Application

Design
Is

Tool

e Xx Start

Add Steps

: _ - U
Available Plugin Steps L Fetch the Artifacts

=
=
T Add Inventory Status -
U

T:: Remove Inventory Status

-
< Stop Applicatio
Ecfmrms ;\\‘
< i Undeploy Appl‘mﬁ'
()

m

+|CJ Tomcat

F Deploy Applicatbv
+ 0 Urbancode Package Manager i
+ 0 webSphere
UO

+ 0 wiDeploy

Start Application
+ 0 Files i c ppicati
+/ L0 Seripting
+03 sq - Lo
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Y our deploy jobs will vary, depending on your existing processes. Most users can will end up with a process similar
to the one in theillustration, regardless of the integration they use. Because there is no way to predict how your
processes are set up, you may need to mix and match steps from each scenario.

uDeploy also includes a number of tools for automating other processes that don't fit neatly into the integration steps,
or when it isimpossible to completely replace an existing script. For example, your deployment may require running
aAnt task, a Groovy script, or even execute SQL statements.

Plug-in Integrations at Runtime

Because the integrations drive other tools, you will need to ensure that, when you run a deployment, uDeploy is
actually able to execute the steps you configured.

Typically thiswill require you to install agents (Resources) on particular machinesin the target Environments. Unless
otherwise stated, the following guidelines appliesto al the integrations:

1. The agents (Resources) selected to run an integration step must be installed on the same physical machine as
the Application. For example, if your deploy jobsincludes the step " Stop WebSphere Application,” the agent
(Resource) must be on the target server to run the command.

2. The Resources running the step must be installed as a user with appropriate permissions to both execute
commands as well as access the tool. Thistypically entails granting permissions on the machine if the external
tool isinstalled as adifferent user; installing the agent as a service; or, in some cases, installing the agent as
ROOQOT (which should be avoided is possible).

3. Therequired minimum version of the external tool must be used. If stated, some of integrations require a
minimum version of athird-party tool (e.g., WebSphere 5.1 or above). While it may be possible to use the
integrations with older versions of the third-party tool, UrbanCode can't guarantee that it will work.

If you need to install new agents of modify Resources, or need to gather more information before using one of the
integrations, the Resources and Getting Started section may be helpful.

Ant Plug-in

The Ant integration consists of a single step that you can include in any deployment process or other process. The
most common use case is running Ant Tasks on the target machine. If the step is used within alarger process, ensure
that you set the order correctly. For example, if you have to run an Ant script prior to executing another process, you
will need to add the Ant step above the other step.

Groovy Plug-in

The Groovy integration consists of a single step that you can include in any deployment process or other process. The
most common use case is running a Groovy script on the target machine. If the step is used within alarger process,
ensure that you set the order correctly. For example, if you have to run Groovy prior to executing another process,
you will need to add the Groovy step above the other step.

IIS_AppCmd Plug-in

Use the integration to add 11S to your deploy processes and run deployments using M SDeploy. The integration
enables uDeploy to run a M SDeploy command; start, stop and recycle applicationsin I1S; aswell delete and
synchronize 11S objects.

Please note that you will need to select the appropriate Resource: i.e., ensure that you use the agent installed on
the same machine as the application/configuration you are syncing. Y ou will also need to provide the path to the
msdeploy.exe.
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Add Steps
= Deploy
== 115 AppCmd
t= AppCmd
= Create Application
= Create Application Pool
b Create Site
e Create Virtual Directory
e Delete Application
= Delete Application Pool
b Delete Site
= Delete Virtual Directory
t; Recycle Application Pool
= Start Application Pool
I Start Site
= Stop Application Pool
1= Stop Site

JBOSS Plug-in

Use the integration to add JBoss to your deploy processes. The integration enables uDeploy to run commandsto start,
stop, deploy and undeploy an application on JBoss. To start using the integration, you will need to configure a deploy
process that uses the JBoss steps. How you configure your deploy job will depend on your existing JBoss processes.
Generally, you will need to order the job stepsto:

1. Stop the application

2. Undeploy the application
3. Deploy the application
4, Start the application

Before setting up the integration, ensure the Resource has access to the deploy directory the JBoss manages.

SQL/JDBC Plug-in

The SQL-JDBCI integration consists of a single step that you can include in any deployment process or other process.
The most common use case opening and running a SQL statement when updating a database. If the step is used within
alarger process, ensure that you set the order correctly. For example, if you have to run a SQL statement prior to
executing another process, you will need to add the step above the other step.

SQLPLUS Plug-in

The Oracle SQL-Plus integration consists of a single step that you can include in any deployment process or other
process. The most common use case opening and running a SQL statement when updating a database. If the step is
used within alarger process, ensure that you set the order correctly. For example, if you have to run a SQL statement
prior to executing another process, you will need to add the step above the other step.

Tomcat Plug-in

Use the integration to add Tomcat to your deployment processes. The integration enables uDeploy to run commands
to start, stop, deploy and undeploy an application on Tomcat. To start using the integration, you will need to configure
adeploy process that uses the Tomcat steps. How you configure your deploy process will depend on your existing
Tomcat processes. Generally, you will need to order the job steps to:

1. Stop the application
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2. Undeploy the application
3. Deploy the application
4. Start the application

Add Steps

= Deploy

= Tomcat
= Deploy Application
= Start Application
e Start Tomeat
= Stop Application
b Stop Tomcat
= Undeploy Application

When running the process, ensure that the Resource running the step has access to the Tomcat fill client jar, that
uDeploy has a user and password to log to connect with, and that the full path to the Tomcat full client jar is available.

WebSphere Plug-in

Use the integration to run commands that start and stop your WebSphere server and applications; install a new
application; update an application; aswell as execute awsadmin script. To start using the integration, in your
WebSphere properties files you need to add the user name and password uDeploy will use when connecting. Once
thisis done, you can then set up your WebSphere deploy jobs. How you configure your deploy job will depend on
your existing WebSphere processes. Generally, you will need to order the job steps to:

1. Resolve artifacts

2. Stop the application/sever

3. Update/uninstall the application
4. Start the application/server

Add Steps

T TUIeat

+! [ Urbancode Package Manager
= WebSphere

e Chedk Application is not runnin
T+ Chedk Application is running on
te Chedk Status
s Execute wsadmin Script
= Export Application
T+ Generate Plugin
= Install Application
T+ Install Or Update Application
T+ Restart Application
T+ Restart Server
T+ Start Application
Ts Start Server
= Stop Application
T+ Stop Server
= Uninstall Application
= Update Application
T= Wait for Application
T= Wait for server/duster
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When setting up your deployment, you select one of the pre-defined steps and add it to your process. Step
configuration is straightforward: you generally need to give connection information as well as the location to any
executables.

WLDeploy Plug-in

Use the integration to add WL Deploy to your deployment processes. The integration enables uDeploy to run
commands to start, stop, deploy and undeploy an application on Tomcat. To start using the integration, you will need
to configure a deploy process that uses the Tomcat steps. How you configure your deploy process will depend on
your existing Tomcat processes. Generally, you will need to order the job steps to:

1. Stop the application

2. Undeploy the application
3. Deploy the application
4. Start the application

Add Steps

Available Plugin Steps

=" Deploy
= WLDeploy

't: Check Application on targets
ts Check Targets
= Run WLDeploy
ts Start Targets
t= Stop Targets
't: Wait for Application on targets

When running the process, ensure that the Resource running the step has access to the Tomcat fill client jar, that
uDeploy has a user and password to log to connect with, and that the full path to the Tomcat full client jar is available.

Advanced Automation Steps

uDeploy aso includes a standard set of automation steps that can be used to add additional automation to any process.
These will typically be used for advanced processes or where there is no standard integration step available from one
of the integrations.

Shell

The Shell integration consists of asingle step that you can include in any deployment process or other process. The
most common use case opening and running a shell script on the target machine. If the step is used within alarger
process, ensure that you set the order correctly. For example, if you have to run a shell script prior to executing
another process, you will need to add the Shell step above the other step.

UrbanCode Package Manager

Thisisfor advanced usage. The steps work in conjunction with uDeploy to create and manage application packages
for deployments. These steps will not generally be used as part of aregular deployment.

uDeploy

These advanced automation steps will retrieve properties and environments from uDeploy.

Plug-in Automation

Use the integration to add Tomcat to your deployment processes. The integration enables uDeploy to run commands
to start, stop, deploy and undeploy an application on Tomcat. To start using the integration, you will need to configure
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adeploy process that uses the Tomcat steps. How you configure your deploy process will depend on your existing
Tomcat processes. Generally, you will need to order the job steps to:

1. Stop the application

2. Undeploy the application
3. Deploy the application
4. Start the application

Add Steps
= Deploy

= Tomcat
= Deploy Application
= Start Application
e Start Tomeat
= Stop Application
te Stop Tomcat

= Undeploy Application

When running the process, ensure that the Resource running the step has access to the Tomcat fill client jar, that
uDeploy has a user and password to log to connect with, and that the full path to the Tomcat full client jar is available.

Source Configuration Reference

Typically, you will need to perform the following, in order:

1. Gather Information

2. Configure Resources

3. Configure Components

4. Configure Applications and Snapshots

Gather Information
AntHillPro

Typically, you will need to perform the following, in order:

1. Gather Information

2. Configure Resources

3. Configure Components

4, Configure Applications and Snapshots

Gather Information
PVCS Version Manager

Typically, you will need to perform the following, in order:

1. Gather Information

2. Configure Resources

3. Configure Components

4, Configure Applications and Snapshots



Gather Information

Perforce

Typically, you will need to perform the following, in order:

1

2
3.
4

Gather Information

. Configure Resources

Configure Components

. Configure Applications and Snapshots

Gather Information

Luntbuild

Typically, you will need to perform the following, in order:

1

2.
3.
4,

Gather Information

Configure Resources

Configure Components

Configure Applications and Snapshots

Gather Information

Maven

Typically, you will need to perform the following, in order:

1

2
3.
4

Gather Information

. Configure Resources

Configure Components

. Configure Applications and Snapshots

Gather Information

Jenkins

Typically, you will need to perform the following, in order:

1
2.
3.
4,

Gather Information

Configure Resources

Configure Components

Configure Applications and Snapshots

Gather Information

File System

Typically, you will need to perform the following, in order:

1

2
3.
4

Gather Information

. Configure Resources

Configure Components

. Configure Applications and Snapshots
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Gather Information

Team Forge

Typically, you will need to perform the following, in order:

1

2
3.
4

Gather Information

. Configure Resources

Configure Components

. Configure Applications and Snapshots

Gather Information

Team City

Typically, you will need to perform the following, in order:

1

2.
3.
4,

Gather Information

Configure Resources

Configure Components

Configure Applications and Snapshots

Gather Information

Subversion

Typically, you will need to perform the following, in order:

1

2
3.
4

Gather Information

. Configure Resources

Configure Components

. Configure Applications and Snapshots

Gather Information

Team Foundation Server (TFS)

Typically, you will need to perform the following, in order:

1

2
3.
4

Gather Information

. Configure Resources

Configure Components

. Configure Applications and Snapshots

Gather Information

Notifacations
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UrbanDeploy can send notifications to users based on a number of events that occur. Most commonly, UrbanDeploy

is configured to send an e-mail regarding the state of a deployment (success or failure) or when an Approval is

required. Therecipient list of these notifications must be tied to the LDAP integration, etc., (see Security for more),
allowing you an easy way to integrate UrbanDeploy with your existing infrastructure. If you have not aready done

S0, set up UrbanDeploy with LDAP prior to configuring Notifications: UrbanDeploy relies on LDAP, and the

associated e-mail server, to send notifications. When setting up notifications, you select both the events and the Role,
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which isinherited from the Security System, to determine which users will be notified and when. For example, it

is common for an administrator or environment owner to be notified when a Work Item (as part of the Approvals
Process) has been generated. The Default Notification Scheme, which sends out notifications to the Application and
Admin default Roles (see Security for more), can edited or you can create your own Naotification Scheme.

. Note: OnceaNotification Scheme is created, it will be used when setting up your Applications (see here for
[ example).

To set up your own notifications, go to Settings > Notifications > Create New Natification Scheme page.

Hello admin -1 Logout:
urban{deploy}
Components Applications Resources Deployment Calendar ka[ten.sw

Home » Settings
L' Notifications

| Plugins | Properties | Securi

Notification Schemes

Motification Scheme Description Actions

Default Motification Scheme

My Notification Scheme
2records - Refresh 1[f1

Create New Notification Scheme

Figure 86: Notifacation Schemes

Configure the new Scheme. Here, you will be setting up the who/when for notifications. Once configured, you can
come back add additional Entriesto the Scheme or edit existing one.

Notification Type. The process type is determined mainly by the type of recipient. For example, a deployment
engineer would be interested in being notified about a failed deployment.

Add Motification Entry

Process Success | =

Target * Process Success
Role * Process Failure

Approval Completed

Template Name * ure
Approval Failed

Allfields marked with — are required.

Save Cancel

Figure 87: Notifacation Type

Notification Target. When setting the target, the application option will only send out notifications when the event
selected above corresponds to an Application. For example, the "Process Success' event, when pared with the
"Application" Target would trigger a notification when a Process (an application deployment) is successful. Similarly,
the same event type, when used with the "Environment" target would instigate a notification when a successful
deployment has been run in an Environment (e.g., SIT, PROD).
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Add Motification Enfry

e

Application | =

Role * Application

Environment
Template Name * — —rhentFailure

All fields marked with = are reguired.

Save Cancel

Figure 88: Notifacation Target

Notification Role. The Role corresponds to those set in the Security System. Any individual assigned the Role you
select will receive an e-mail.

Add Motification Enfry

Type * Process Success
Target * Application
Admin | =
Template Name * Admin @

Approve

JII

* are reguired.
My New Raole

Test Role

Figure 89: Notifacation Role

Template Name. The available templates are provided by default and should suffice for all your needs; they format
the e-mail being sent. Which template you use is based on why you want to set up a notification and the recipients of
the notification.

Add Motification Enfry

tyee
Target ® Application
<

Template Name * } | ApplicationDeploymentFailure | - |

ApplicationDeploymentFailure
TaskReadied

TaskCreated |

DeploymentReadied
ApplicationDeploymentSuccess

TaskCompleted

Figure 90: Template

Application deployment failure / success. Sends out notifications about a specific Application deployment to the
specified users, based on the Role setting above.

Task readied / created / completed. Thistemplate is used to report back on the state of manual tasks.
Deployment readied. A specialized e-mail template for |etting people know a deployment has been prepared.

Once you have the Entry done, add other Entries to the Scheme following the same process. Note that if you want to
use the new Notification Scheme with existing Applications, you will need to modify the Application settings.
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Add Motification Enfry

Target ® Application
-

Template Name * } | ApplicationDeploymentFailure |

ApplicationDeploymentFailure

TaskReadied

TaskCreated |

DeploymentReadied

ApplicationDeploymentSuccess

TaskCompleted

Figure 91: thd

Configuration

The Urban Deploy Configuration tool enables you to manipulate configuration data, such as Tomcat or JBoss
property files.

Configuration data is manipulated at the application, component, and environment levels:
¢ Component

A component refersto any file that you want to include in the build process, components are associated with the
configuration data required to deploy them.
e Application
Applications represent a group of components deployed together by component version and environment.
Applications also map the hosts and machines (called resources) components require within every environment.
* Environment

An environment is a collection of resources that host an Urban Deploy application.
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urban[fln:-.l.“.'l Hello admin | Help | Logout

74

Dashboard | Components = Applications [KEUMeICUN Resources | Deployment Calendar  Work Items  Settings

Home » Configuration

ADPICAUON / LOMPONENT / ENVIFONMEnNT i

-| JPetStore application | Application: stressTestNov1
= JPetStore-APP component i}
: Properties
ST environment
. Add Property
UAT environment
= Name Value Description Actions
Francel ~ €Nvironment Show Filters
= JPetStore-DB c0r|"1pc'r|er|t No properties found. - Refresh
s Add Property
UAT 1

Francel

= JPetStore-WEB component
sIT
AT

Francel

stressTestMov 1 app”cat]on | &

Figure 92: Configuration Tab

Access the Configuration Tool by clicking on the Configuration tab.

Application Configuration
Y ou attach properties to an application by using the Configuration Tool's Application: Add Property button.

Typical application-level propertiesinclude items that are the same in all environments, such as base-install paths.



urban{deploy}

73

| Reference | 118

Hello admin | Help | Logout

Home » Configuration

Dashboard  Components Applications [[EiilsNeidsh]

Resources Deployment Calendar Work Items Settings

Application / Component / Environment |~

JPetStore

-/ JPetStore-APP Properties
sIT Add Property

Application: JPetStore

UAT Name Value

Francel someProp

= JPetStore-DB 10 per page

m

SIT Add Property
UAT

Francel
=/ JPetStore-WEB
SIT

UAT

Francel

stressTestNov 1 i

Description
Show Filters

irecord - Refresh

Actions

Edit Delete

« 4| 1(/1Pr M

Figure 93: Application Properties panel

Access the Configuration Tool Application pandl by clicking on an application in the Application/Component/

Environment list box.

Adding Application Configuration Properties
To add a property to the selected application:
1. Usethe Add Property button.

The Edit Property pop-up is displayed.
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Configuration
Home » Configura
— Application: JPetStore

JPetStore-APP Properties
a7 Add Property Edit Property x
UAT Name * ||
P! someProp Description

JPetStore-DB 10 per page Secure 1|/1
T F Value
UAT Save Cancel
Francel

JPetS tore-WEB
SIT
UAT
Francel

stressTesthow 1

Figure 94: Edit Property pop-up
2. Enter the property's namein the Name field.

While component fields can be of any size, configuration properties are restricted to 4,000 characters.
3. Enter adescription of the property in the Description field.
4. Specify whether the property is secure by using the Secur e check box.

Secure properties are stored encrypted and displayed obscured in UrbanDeploy's user interface.
5. Enter avaluefor the property in the Value field.
Save the property by using the Save button.
7. Todiscard your work, use the Cancel button.

o

Modifying Application Configuration Properties
To modify a previously created property, use the Edit link in the Action column to display the Edit Property pop-up.

Deleting Application Configuration Properties

To delete a property, use the Delete link in the Action column.

Component Configuration

The Urban Deploy Configuration tab enables you to configure applications and their components from asingle
location.

Configuration data is manipulated at the application, component, and environment levels:
¢ component

A component refersto any file that you want to include in the build process; components are associated with the
configuration data required to deploy them.

» application

Applications represent a group of components deployed together by component version and environment.
Applications also map the hosts and machines (called resources) components require within every environment.
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e environment

An environment is a collection of resources that host an Urban Deploy application.
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bl e

Dashboard Components Applicatio

Home » Configuration

Component: JPetStor
—! JPetStore
Properties
SIT Add Property
Francel
aIT 3
st Environment Property
Define properties here to be given values
Francel T e——
~ JPetStore-WEB Name Label Requi
SIT
UAT Add Property
Francel 5 -
Configuration Templat
stressTestMov 1 T
Create New Configuration Templat

Figure 95: Configuration Tab

Access the Configuration Tool by clicking on the Configuration tab.
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Environment Configuration

The Urban Deploy Configuration tab enables you to configure applications and their components from a single
location.

Configuration data is manipulated at the application, component, and environment levels:

component

A component refersto any file that you want to include in the build process;, components are associated with the
configuration data required to deploy them.

application

Applications represent a group of components deployed together by component version and environment.
Applications also map the hosts and machines (called resources) components require within every environment.
environment

An environment is a collection of resources that host an Urban Deploy application.
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i ettt A

Dashboard Components Applica

Home » Configuration

| Application / Component / Environment i i
Configuration of JPet
—! JPetStore
= JPetStore-APP
=m e Resources and Groups
@ Resource ,|" Group
*| [sIT/APP
AT
urbandeploy-agent
Francel
Add a Resource Add a Resourc
~— JPetStore-DE
SIT Environment Propertie
UAT Mo environment properties have bee
Francel
= JPetStore-WEE
SIT
UAT
Francel
stressTestMov 1 -

Figure 96: Configuration Tab

Access the Configuration Tool by clicking on the Configuration tab.
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Inventory

The Inventory shows what Applications and Components have been deployed, including the current Versions that
are running on the Resource within an Environment. The inventory provides complete visibility into the different
Versions of your Applications which can be tracked back to the original artifacts imported into UrbanDeploy. There
different views of the current inventory, depending on where in UrbanDeploy you are. Inventory information is
available on the individual Components, for every Application Environment, as well as for each Resource (agent).

Resources Inventory

If you want to see what Components are sitting on the SIT Environment, go to Resources and select the agent
that is running in the Environment. From here, selecting either the Component or its Version will take you to the
Component's page if you need more information.

'IJ.I

o

urban{deplo

Components Applicatiins Ju3dlg

Home » Resources » SIT Environment

Resource: SIT Environment
Description Agent installed in SIT.

Current Inventory

Component Version
My Application (WEB}) 8/18/11 10:43 AM
1y Application (APP) 8/18/11 10:43 AM
My 1.0 8/18/11 10:36 AM
10 pEr page Jrecords - Refresh

Figure 97: Resource inventory

Component Inventory

Unlike the Resource Inventory, the Component Inventory tells you what Version of the Component isrunning on a
Resource. For example, if the Component is currently deployed to multiple machines, they would all be displayed.
For here, you can go navigate to the Resource.
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urban{deploy]}
Components RN
Home » Components » My Application (WEB)

Component: My Application (WEB)

Description The web tier of My Application.

 Properties | Versions | P!

Resources With This Component

( alendar

1.0 8/18/11 10:43

SIT Environment

lrecord - |

Figure 98: Component inventory

Environment Inventory

For any given Application Environment, the Inventory tells you both what version of any given Component is
running on a particular Resource. If multiple Versions are running on different Resources, they will all be listed.
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urban{deploy]} ==
Component s ERUHIEEIGEN | Reso
Environment: 5

Home » Applications » Hello World » Environments

Environment: SIT for Hello World
Description Unrestricted testing environment

| Component Mappings | Edit | Security |
ntory By Version - View By Resource

valendar

Component [/ Resource Version

—| My Application (APP) 1.0

SIT Environment 8/18/11 10:43 AM

Figure 99: Environment Inventory

CLI Reference

addActionToRoleForApplications
Add action to arole for applications.

Format

udclient [global-args...] [global-flags...]
addAct i onToRol eFor Applications [args...]

Options

-role, --role
Required. Nanme of the role

-action, --action
Requi red. Nane of the action

addActionToRoleForComponents

Add action to arole for components
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Format

udclient [global-args...] [global-flags...]
addAct i onToRol eFor Conponents [args...]

Options

-role, --role
Required. Nane of the role

-action, --action
Requi red. Nane of the action

addActionToRoleForEnvironments
Add action to arole for environments

Format

udclient [global-args...] [global-flags...]
addAct i onToRol eFor Envi ronnents [args...]

Options

-role, --role
Required. Nanme of the role

-action, --action
Requi red. Nanme of the action

addActionToRoleForResources
Add action to arole for resources

Format

udclient [global-args...] [global-flags...]
addAct i onToRol eFor Resources [args. . .|

Options

-role, --role
Required. Nanme of the role

-action, --action



Requi red. Nanme of the action

addActionToRoleForUl
Add action to arole for the Ul

Format

udclient [global-args...] [global-flags
[args...]

Options

-role, --role
Requi red. Nanme of the role

-action, --action
Requi red. Nane of the action

addComponentToApplication
Add acomponent to an Application.

Format

udclient [global-args...] [global-flags
[args...]

Options

- conmponent, --conponent
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...] addActi onToRol eFor Ul

...] addConponent ToAppl i cation

Requi red. Nanme of the component to add

-application, --application
Required. Nanme of the application

addGroupToRoleForApplication
Add agroup to arole for an application

Format

udclient [global-args...] [global-flags
addG oupToRol eFor Application [args...]

to add it to.

.



Options

-group, --group
Required. Nanme of the group

-role, --role
Required. Nane of the role

-application, --application
Required. Nanme of the application

addGroupToRoleForComponent
Add agroup to arole for acomponent

Format

udclient [global-args...] [global-flags

[args...]
Options
-group, --group
Requi red. Nanme of the group
-role, --role
Requi red. Nanme of the role
-conponent, --conponent

Requi red. Nane of the conponent

addGroupToRoleForEnvironment
Add agroup to arole for an environment

Format

udclient [global-args...]
addG oupToRol eFor Envi ronnment [args. . .]

Options

-group, --group
Requi red. Nanme of the group

-role, --role
Required. Nanme of the role

[gl obal -fl ags. ..
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...] addG oupToRol eFor Conponent



-application, --application
Required. Nanme of the application

-envi ronnent, --environnment
Requi red. Nane of the environnent

addGroupToRoleForResource
Add agroup to arole for aresource

Format

udclient [global-args...] [global-flags
[args...]

Options

-group, --group
Requi red. Nanme of the group

-role, --role
Required. Nane of the role

-resource, --resource
Requi red. Nane of the resource

addGroupToRoleForUl
Add agroup to arole for the Ul

Format
udclient [global-args...] [global-flags
[args...]
Options
-group, --group
Requi red. Nanme of the group
-role, --role
Requi red. Nanme of the role
addLicense

Add alicense to the server.
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...] addG oupToRol eFor Resour ce

...] addG oupToRol eFor Ul
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Format
udclient [global-args...] [global-flags...] addLicense [args...]

Options

No options for this command.

addNameConditionToGroup
Add a name condition to a resource group. Only works with dynamic groups.

Format

udclient [global-args...] [global-flags...] addNaneConditi onToG oup
[args...]

Options

-conpari son, --conparison
Required. Type of the conparison

-val ue, --value
Requi red. Value of the conparison

-group, --group
Required. Path of the parent resource group

addPropertyConditionToGroup
Add a property condition to a resource group. Only works with dynamic groups.

Format

udclient [global-args...] [global-flags...]
addPr opertyCondi ti onToG oup [args...]

Options

-property, --property
Requi red. Nane of the property

-conpari son, --conparison
Required. Type of the conparison

-val ue, --value
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Requi red. Val ue of the conparison

-group, --group
Required. Path of the parent resource group

addResourceToGroup
Add aresource to aresource group. Only works with static groups.
Format
udclient [global-args...] [global-flags...] addResourceToG oup
[args...]
Options

-resource, --resource
Requi red. Nane of the resource to add

-group, --group
Required. Path of the resource group to add to

addRoleToResource
Add arole to aresource.

Format

udclient [global-args...] [global-flags...] addRol eToResource
[args...]

Options

-resource, --resource
Requi red. Nanme of the parent resource.

-role, --role
Requi red. Nane of the new resource.

addRoleToResourceWithProperties

Add aroleto aresource. This command takes a JSON request body. Use the -t flag to view the template for the data
required for this command.

Format
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udclient [global-args...] [global-flags...]
addRol eToResourceWt hProperties [args...] [-] [filenang]

Read JSON i nput fromthe stdin. See command for requirenents.

fil ename
Read JSON input froma file with the given fil enane. See command
for
requirenents.
Options
No options for this conmmand.
addUserToGroup
Add auser to agroup
Format
udclient [global-args...] [global-flags...] addUser ToG oup [args...]
Options

-user, --user
Requi red. Nane of the user

-group, --group
Requi red. Name of the group

addUserToRoleForApplication
Add auser to arole for an application

Format

udclient [global-args...] [global-flags...]
addUser ToRol eFor Appl i cation [args...]

Options

-user, --user
Requi red. Nane of the user

-role, --role
Required. Nane of the role



-application, --application
Required. Nanme of the application

addUserToRoleForComponent
Add a user to arole for acomponent

Format

udclient [global-args...] [global-flags
[args...]

Options

-user, --user
Requi red. Nane of the user

-role, --role
Required. Nanme of the role

-conponent, --conponent
Requi red. Nane of the conponent

addUserToRoleForEnvironment
Add auser to arole for an environment

Format

udclient [global-args...] [global-flags..

addUser ToRol eFor Envi ronment [args. . .|

Options

-user, --user
Requi red. Nane of the user

-role, --role
Required. Nane of the role

-application, --application
Requi red. Nanme of the application

-envi ronnent, --environnment
Requi red. Nane of the environnent

...] addUser ToRol eFor Conponent
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addUserToRoleForResource
Add auser to arole for aresource

Format

udclient [global-args...] [global-flags...] addUser ToRol eFor Resour ce
[args...]

Options

-user, --user
Requi red. Nane of the user

-role, --role
Requi red. Nanme of the role

-resource, --resource
Requi red. Nane of the resource

addUserToRoleForUl
Add auser to arole for the Ul

Format

udclient [global-args...] [global-flags...] addUser ToRol eFor Ul
[args...]

Options

-user, --user
Requi red. Nanme of the user

-role, --role
Required. Nanme of the role

addVersionFiles
Upload filesto aversion

Format

udclient [global-args...] [global-flags...] addVersionFiles [args...]
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Options

- conponent, --conponent
Optional. Nane/ID of the conponent (Only required if not using
version 1D

-version, --version
Requi red. Nane/ID of the version

- base, --base
Requi red. Local base directory for upload. Al files inside this
will be sent.

-of fset, --offset
Optional. Target path offset (the directory in the version files

to

whi ch these files should be added)

addVersionStatus
Add astatusto aversion

Format

udclient [global-args...] [global-flags...] addVersionStatus [args...]

Options

-conponent, --conponent
Optional. Name/ 1D of the conponent (Only required if not using
versi on | D)

-version, --version
Requi red. Nane/|ID of the version

-status, --status
Required. Nanme of the status to apply

createApplication

Create a new application. This command takes a JSON request body. Use the -t flag to view the template for the data
required for this command.

Format

udclient [global-args...] [global-flags...] createApplication
[args...] [-] [filenane]

Read JSON i nput fromthe stdin. See command for requirenents.
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fil ename
Read JSON input froma file with the given fil enane. See command
for
requirenents.
Options

No options for this command.

createApplicationProcess

Create anew application process. This command takes a JSON request body. Use the -t flag to view the template for
the data required for this command.

Format

udclient [global-args...] [global-flags...] createApplicationProcess
[args...] [-] [filenane]

Read JSON i nput fromthe stdin. See command for requirenents.

fil ename
Read JSON input froma file with the given fil enane. See comrmand
for
requirenents.
Options
No options for this command.
createComponent

Create anew component. This command takes a JSON request body. Use the -t flag to view the template for the data
required for this command.

Format

udclient [global-args...] [global-flags...] createConponent [args...]
[-1 [fil enane]

Read JSON input fromthe stdin. See command for requirenments.

fil ename
Read JSON input froma file with the given fil enane. See comand
for
requirenents.
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Options

No options for this conmand.

createComponentProcess

Create anew component process. This command takes a JSON request body. Use the -t flag to view the template for
the data required for this command.

Format

udclient [global-args...] [global-flags...] createConponentProcess
[args...] [-] [filenane]

Read JSON i nput fromthe stdin. See command for requirenents.

fil enane
Read JSON input froma file with the given fil enanme. See comand
for
requirenents.
Options

No options for this command.

createDynamicResourceGroup

Create anew static resource group.

Format
udclient [global-args...] [global-flags...] createDynam cResourceG oup
[args...]
Options
-path, --path
Required. Path to add the resource group to (parent resource
group
pat h) .
- name, --name

Requi red. Nane of the new resource group.
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createEnvironment

Create a new environment.

Format
udclient [global-args...] [global-flags...] createEnvironnent
[args...]
Options
-application, --application
Required. Application to add the environnment to.
-name, --name
Requi red. Nane of the new environnent.
-description, --description
Optional. Description of the new environment.
-color, --color
Optional. Color of the new environment.
-requi reApproval s, --requireApprovals
Optional. Does the environnent require approval s?
createGroup
Add anew group
Format
udclient [global-args...] [global-flags...] createGoup [args...]
Options

-group, --group
Requi red. Nane of the group

createMapping
Create a new mapping.

Format

udclient [global-args...] [global-flags...] createMapping [args...]
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Options
-environment, --environnent
Requi red. The environnent for the nmapping.
- conponent, --conponent
Requi red. The conponent for the nmapping.
-resourceG oupPath, --resourceG oupPath
Required. The resource group for the mapping.
-application, --application
Optional. The application for the mapping. Only necesary if
speci fyi ng env nane instead of id.
createResourceGroup

Create a new static resource group.

Format
udclient [global-args...] [global-flags...] createResourceG oup
[args...]
Options
-path, --path
Required. Path to add the resource group to (parent resource
group
pat h) .
-name, --name

Requi red. Nane of the new resource group

createRoleForApplications
Create arole for applications

Format

udclient [global-args...] [global-flags...] createRol eForApplications
[args...]

Options

-role, --role
Required. Nanme of the role
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createRoleForComponents
Create arole for components

Format

udclient [global-args...] [global-flags...] createRol eFor Conponents
[args...]

Options

-role, --role
Required. Nanme of the role

createRoleForEnvironments
Create arole for environments

Format

udclient [global-args...] [global-flags...] createRol eForEnvironnments
[args...]

Options

-role, --role
Required. Nane of the role

createRoleForResources
Create arole for resources

Format

udclient [global-args...] [global-flags...] createRol eFor Resources
[args...]

Options

-role, --role
Requi red. Name of the role



createRoleForUl
Create arole for the Ul

Format

udclient [global-args...] [global-flags...] createRol eForU [args...

Options

-role, --role
Required. Nane of the role

createSubresource

Create anew subresource.

Format
udclient [global-args...] [global-flags...] createSubresource
[args...]
Options
-parent, --parent
Requi red. Nanme of the parent resource.
-nane, --nane
Requi red. Nane of the new resource.
-description, --description
Optional. Description of the resource.
createUser
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Add anew user This command takes a JSON request body. Use the -t flag to view the template for the data required

for this command.

Format

udclient [global-args...] [global-flags...] createUser [args...]
[fil enane]

Read JSON input fromthe stdin. See comrand for requirenments.



filenane

Read JSON input froma file with the given fil enane. See command

for
requirenents.

Options

No options for this command.

createVersion
Create anew version for a component

Format

udclient [global-args...] [global-flags...] createVersion [args...]

Options

- conmponent, --conponent
Required. Nane/| D of the conponent

-nane, --nane
Requi red. Nane of the new version

deleteGroup
Delete agroup

Format

udclient [global-args...] [global-flags...] deleteGoup [args...]

Options

-group, --group
Requi red. Nanme of the group

deleteResourceGroup
null

Format
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udclient [global-args...] [global-flags...] del eteResourceG oup
[args...]

Options

-group, --group
Required. Path of the resource group to delete

deleteResourceProperty

Remove a custom property from a resource

Format
udclient [global-args...] [global-flags...] del eteResourceProperty
[args...]
Options
-resource, --resource
Requi red. Nane of the resource to configure
- name, --name
Requi red. Nane of the property
deleteUser
Delete auser
Format
udclient [global-args...] [global-flags...] deleteUser [args...]
Options
-user, --user
Requi red. Nanme of the user
exportGroup

Add anew group
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Format

udclient [global-args...] [global-flags...] exportGoup [args...]

Options

-group, --group
Requi red. Name of the group

getApplication
Get a JSON representation of an application

Format

udclient [global-args...] [global-flags...] getApplication [args...]

Options

-application, --application
Required. Nane of the application to | ook up

getApplicationProcess
Get a JSON representation of an Application Process

Format

udclient [global-args...] [global-flags...] getApplicationProcess

[args...]
Options
-application, --application
Requi red. Nane of the application
-appl i cationProcess, --applicationProcess

Requi red. Nane of the process

getApplicationProcessRequestStatus
Repeat an application process request.
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Format

udclient [global-args...] [global-flags...]
get Appl i cati onProcessRequest Status [args. .. ]

Options

-request, --request
Required. I D of the application process request to view

getApplications
Get a JSONArray representation of all applications

Format

udclient [global-args...] [global-flags...] getApplications [args...]

Options

No options for this conmand.

getComponent
Get a JSON representation of a component

Format

udclient [global-args...] [global-flags...] getConponent [args...]

Options
- conmponent, --conponent
Requi red. Nanme of the conponent to | ook up
getComponentProcess

Get a JSON representation of a componentProcess

Format
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udclient [global-args...] [global-flags...] getConponentProcess

[args...]
Options
-conponent, --conponent
Requi red. Nane of the conponent
- conponent Process, --conponent Process
Requi red. Nanme of the conponent
getComponents

Get a JSONArray representation of all components

Format

udclient [global-args...] [global-flags...] getConmponents [args...]

Options

No options for this command.

getComponentsinApplication
Get al componentsin an application

Format

udclient [global-args...] [global-flags...] getConponentslnApplication
[args...]

Options

-application, --application
Required. Nanme of the application to get conponents for

getEnvironment
Get a JSON representation of an environment

Format

udclient [global-args...] [global-flags...] getEnvironment [args...]



Options

-environment, --environnent
Requi red. Nane of the environnent to | ook up

getEnvironmentsinApplication
Get al environments in an application

Format

udclient [global-args...] [global-flags...]
get Envi ronnment sl nApplication [args...]

Options

-application, --application

Required. Nane of the application to get environnments for

getMapping
Get a JSON representation of a mapping

Format

udclient [global-args...] [global-flags...] getMpping [args...]

Options

- mappi ng, - - mappi ng
Required. ID of the mapping to | ook up

getResource
Get a JSON representation of aresource

Format

udclient [global-args...] [global-flags...] getResource [args...]
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Options
-resource, --resource
Required. Nanme of the resource to | ook up
getResourceGroup
Get a JSON representation of aresource group
Format
udclient [global-args...] [global-flags...] getResourceGoup [args...]
Options
-group, --group
Required. Path of the resource group to show
getResourceGroups

Get a JSONArray representation of all resource groups

Format
udclient [global-args...] [global-flags...] getResourceG oups
[args...]
Options
No options for this conmand.
getResourceProperty

Get the value of a custom property on aresource

Format

udclient [global-args...] [global-flags...] getResourceProperty
[args...]

Options
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-resource, --resource
Requi red. Nane of the resource

-name, --name
Requi red. Nanme of the property

getResources
Get a JSONArray representation of all resources
Format
udclient [global-args...] [global-flags...] getResources [args...]
Options

No options for this conmmand.

getResourcesInGroup
Get a JSONArray representation of all resourcesin a group

Format

udclient [global-args...] [global-flags...] getResourceslnG oup
[args...]

Options

-group, --group
Required. Path of the resource group

getRoleForApplications
Get a JSON representation of arole

Format

udclient [global-args...] [global-flags...] getRol eForApplications
[args...]

Options
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-role, --role
Required. Nane of the role

getRoleForComponents
Get a JSON representation of arole

Format

udclient [global-args...] [global-flags...] getRol eFor Conponents
[args...]

Options

-role, --role
Requi red. Name of the role

getRoleForEnvironments
Get a JSON representation of arole

Format

udclient [global-args...] [global-flags...] getRol eForEnvironnments
[args...]

Options

-role, --role
Required. Nanme of the role

getRoleForResources
Get a JSON representation of arole

Format

udclient [global-args...] [global-flags...] getRol eFor Resources
[args...]

Options

-role, --role
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Required. Nane of the role

getRoleForUl
Get a JSON representation of arole

Format
udclient [global-args...] [global-flags...] getRol eForU [args...]

Options

-role, --role
Required. Nanme of the role

getUser
Get a JSON representation of a user

Format
udclient [global-args...] [global-flags...] getUser [args...]

Options

-user, --user
Requi red. Nane of the user

importGroup

Add anew group This command takes a JSON request body. Use the -t flag to view the template for the data required
for this command.

Format

udclient [global-args...] [global-flags...] inportGoup [args...] [-]
[fil enane]

Read JSON i nput fromthe stdin. See command for requirenents.

fil ename
Read JSON input froma file with the given fil enane. See command
for
requirenents.
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Options

No options for this conmand.

importVersions

Run the source config integration for a component This command takes a JSON request body. Use the -t flag to view
the template for the data required for this command.

Format

udclient [global-args...] [global-flags...] inportVersions [args...]
[-] [filenane]

Read JSON i nput fromthe stdin. See command for requirenents.

fil ename
Read JSON input froma file with the given fil enane. See command
for
requirenents.
Options

No options for this conmmand.

login
Login for further requests

Format
udclient [global-args...] [global-flags...] login [args...]
Options
No options for this conmand.
logout
L ogout

Format



udclient [global-args...] [global-flags...] logout [args...

Options

No options for this command.

removeActionFromRoleForApplications
Add action to arole for applications

Format

udclient [global-args...] [global-flags...]
renoveAct i onFr onRol eFor Appl i cations [args...]

Options

-role, --role
Required. Nane of the role

-action, --action
Requi red. Nane of the action

removeActionFromRoleForComponents
Add action to arole for components

Format

udclient [global-args...] [global-flags...]
r enoveAct i onFr onRol eFor Conponents [args. . .]

Options

-role, --role
Required. Nanme of the role

-action, --action
Requi red. Nanme of the action

removeActionFromRoleForEnvironments

Add action to arole for environments
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Format

udclient [global-args...] [global-flags...]
renoveAct i onFr onRol eFor Envi ronnments [args. .. ]

Options

-role, --role
Required. Nane of the role

-action, --action
Requi red. Nane of the action

removeActionFromRoleForResources
Add action to arole for resources

Format

udclient [global-args...] [global-flags...]
renoveAct i onFr onRol eFor Resources [args. .. ]

Options

-role, --role
Required. Nanme of the role

-action, --action
Requi red. Nanme of the action

removeActionFromRoleForUl
Add action to arole for the Ul

Format

udclient [global-args...] [global-flags...] renoveActi onFronRol eFor Ul
[args...]

Options

-role, --role
Required. Nanme of the role

-action, --action



Requi red. Nanme of the action

removeGroupFromRoleForApplication
Remove a group to arole for an application

Format

udclient [global-args...] [global-flags...

r enove& oupFr onRol eFor Appl i cation [args...]

Options

-group, --group
Requi red. Nane of the group

-role, --role
Required. Nane of the role

-application, --application
Requi red. Nanme of the application

removeGroupFromRoleForComponent
Remove agroup to arole for acomponent

Format

udclient [global-args...] [global-flags...

r enove& oupFr onRol eFor Conponent [args. ..]

Options

-group, --group
Requi red. Nanme of the group

-role, --role
Requi red. Nanme of the role

- component, --conponent
Requi red. Name of the conponent

removeGroupFromRoleForEnvironment

Remove agroup to arole for an environment
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Format

udclient [global-args...] [global-flags...]

r enove& oupFr onRol eFor Envi ronnment [args. . .|

Options

-group, --group
Requi red. Nanme of the group

-role, --role
Requi red. Nanme of the role

-application, --application
Requi red. Nane of the application

-environnent, --environnment
Requi red. Nane of the environnent

removeGroupFromRoleForResource
Remove agroup to arole for aresource

Format

udclient [global-args...] [global-flags..

r enove& oupFr onRol eFor Resource [args.. .|

Options

-group, --group
Requi red. Nanme of the group

-role, --role
Requi red. Nanme of the role

-resource, --resource
Requi red. Nane of the resource

removeGroupFromRoleForUl
Remove agroup to arole for the Ul

Format

udclient [global-args...] [global-flags...]

[args...]

r enove& oupFr onRol eFor U
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Options

-group, --group
Required. Nanme of the group

-role, --role
Required. Nane of the role

removeResourceFromGroup
Remove aresource from aresource group. Only works with static groups.

Format

udclient [global-args...] [global-flags...] renpveResourceFrona oup
[args...]

Options

-resource, --resource
Requi red. Nane of the resource to renove

-group, --group
Required. Path of the resource group to renove from

removeRoleForApplications
Create arole for applications

Format

udclient [global-args...] [global-flags...] renoveRol eForApplications
[args...]

Options

-role, --role
Requi red. Nanme of the role

removeRoleForComponents

Create arole for components
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Format

udclient [global-args...] [global-flags...] renoveRol eFor Conponent s
[args...]

Options

-role, --role
Required. Nane of the role

removeRoleForEnvironments
Create arole for environments

Format

udclient [global-args...] [global-flags...] renoveRol eForEnvironments
[args...]

Options

-role, --role
Requi red. Name of the role

removeRoleForResources
Create arole for resources

Format

udclient [global-args...] [global-flags...] renoveRol eFor Resources
[args...]

Options

-role, --role
Required. Nanme of the role

removeRoleForUl
Create arole for the Ul



Format

udclient [global-args...] [global-flags..

Options

-role, --role
Required. Nane of the role

removeRoleFromResource

Remove arole from aresource.

Format
udclient [global-args...] [global-flags..
[args...]
Options
-resource, --resource
Requi red. Nane of the parent resource.
-role, --role
Requi red. Nane of the new resource.
removeUserFromGroup

Remove a user from a group

Format

udclient [global-args...] [global-flags..

[args...]

Options

-user, --user
Requi red. Nanme of the user

-group, --group
Requi red. Nanme of the group

-]

-]

-]

removeRol eFor Ul [args. . .]

renoveRol eFr onResour ce

r emoveUser Fr onr oup
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removeUserFromRoleForApplication
Remove a user to arole for an application

Format

udclient [global-args...] [global-flags...

r enoveUser Fr onRol eFor Application [args...]

Options

-user, --user
Requi red. Nane of the user

-role, --role
Requi red. Nanme of the role

-application, --application
Requi red. Nane of the application

removeUserFromRoleForComponent
Remove a user to arole for acomponent

Format

udclient [global-args...] [global-flags...

r emoveUser Fr onRol eFor Conponent [args. . . ]

Options

-user, --user
Requi red. Nanme of the user

-role, --role
Required. Nanme of the role

- conmponent, --conponent
Requi red. Nanme of the conponent

removeUserFromRoleForEnvironment
Remove auser to arole for an environment

Format

udclient [global-args...] [global-flags...

r enoveUser Fr onRol eFor Envi ronnent [args. .. ]
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Options

-user, --user
Requi red. Nane of the user

-role, --role
Required. Nane of the role

-application, --application
Requi red. Nane of the application

-envi ronnent, --environnment
Requi red. Nane of the environnent

removeUserFromRoleForResource
Remove auser to arolefor aresource

Format

udclient [global-args...] [global-flags..

removeUser Fr onRol eFor Resource [args. . .]

Options

-user, --user
Requi red. Nanme of the user

-role, --role
Required. Narme of the role

-resource, --resource
Requi red. Nanme of the resource

removeUserFromRoleForUl
Remove auser to arole for the Ul

Format

udclient [global-args...] [global-flags...]

[args...]

Options

renoveUser Fr onRol eFor U
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-user, --user
Requi red. Nane of the user

-role, --role
Requi red. Nanme of the role

repeatApplicationProcessRequest
Repeat an application process request.

Format

udclient [global-args...] [global-flags...]
r epeat Appl i cati onProcessRequest [args...]

Options

-request, --request
Required. ID of the application process request to repeat

requestApplicationProcess

Submit an application process request to run immediately. This command takes a JSON request body. Use the -t flag
to view the template for the data required for this command.

Format

udclient [global-args...] [global-flags...] requestApplicationProcess
[args...] [-] [filenane]

Read JSON i nput fromthe stdin. See command for requirenents.

fil ename
Read JSON input froma file with the given fil enane. See command
for
requirenents.
Options

No options for this conmmand.

setComponentEnvironmentProperty

Set property on component/environment mapping



| Reference | 164

Format

udclient [global-args...] [global-flags...]
set Conponent Envi ronnment Property [args...]

Options

- propNanme, --propNanme

Required. Nanme of the property to set
- propVal ue, --propVal ue

Requi red. Value of the property to set
-conponent, --conponent

Requi red. Nanme of the conponent to | ook up
-environment, --environnent

Required. Nane or id of the environment to | ook up
-application, --application

Optional. Nane of the application to | ook up

setComponentProperty

Set property on component

Format
udclient [global-args...] [global-flags...] setConponentProperty
[args...]
Options
- propName, --propNane
Requi red. Name of the property to set
- propVal ue, --propVal ue
Required. Value of the property to set
- conmponent, --conponent
Requi red. Nanme of the conponent to | ook up
setResourceProperty

Set a custom property on aresource

Format
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udclient [global-args...] [global-flags...] setResourceProperty

[args...]
Options

-resource, --resource
Required. Nane of the resource to configure

-name, --name
Requi red. Nane of the property

-val ue, --value
Optional. New value for the property

updateUser

Add anew user This command takes a JSON request body. Use the -t flag to view the template for the data required
for this command.

Format

udclient [global-args...] [global-flags...] updateUser [args...] [-]
[fil enane]

Read JSON i nput fromthe stdin. See command for requirenents.

fil ename
Read JSON input froma file with the given fil enane. See command
for
requirenents.
Options

-user, --user
Requi red. Nane of the user
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