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Chapter 1. About IBM Rational Build Forge

This section describes product editions and basic concepts.

Build Forge product editions

The following editions of the product are available:
* IBM Rational Build Forge Standard Edition

+ IBM Rational Build Forge Enterprise Edition
 IBM Rational Build Forge Enterprise Plus Edition

The table lists the distinct components or features for the editions.

Component or

Enterprise Plus

operating systems

operating systems

Function Standard Edition Enterprise Edition Edition

Management Microsoft Windows, Windows, UNIX or Windows, UNIX or

Console UNIX or Linux Linux Linux

Database All supported All supported All supported
databases databases databases

Agents All supported All supported All supported

operating systems

License Server

required (25
concurrent users)

required (150
concurrent users)

not required (250
concurrent logins)

management

Adaptor Toolkit |Supported Supported Supported
Quick Report Supported Supported Supported
APIs (Perl, Java) |Supported Supported Supported
Dynamic server | Not supported Supported Supported

Process automation

Process automation enables businesses to choreograph processes across disparate
applications, people, and systems to remove inefficiencies, optimize costs, ensure
compliance, and boost productivity.

Build Forge automates, orchestrates, manages, and tracks processes within the
assembly line of product development. It is commonly used to automate software

build and package processes.

This section describes a human model for processes and maps to Build Forge
features.

Human model

These roles make up a human-based model of process automation.

* Work: the available work to be done is a set of documented processes. Each
process is made up of tasks.

© Copyright IBM Corp. 2003, 2013



* Coordinator: the coordinator "runs" the work. The coordinator selects a process to
run, and then examines the tasks in order. For each task, the process defines
which worker should perform it. The coordinator hands the task to the worker
and waits for the result.

* Workers: the worker performs the task defined in the process.

Work Coordinator Workers

il

Build Forge model

The human-based model maps to the Build Forge model as follows:

* Work: a work process is defined in a Build Forge project object. Each project
contains one or more step objects. Steps in a project correspond to tasks in a
process in the human model.

* Coordinator: the coordinator is the running Build Forge software. It contains a
component called the process engine. When you start a project in Build Forge,
the process engine runs it as a job object. A job is simply a running project.

* Workers: workers are host computers. They are represented in Build Forge by
server objects. The host must have an agent installed on it.

This is a very simplified model.

* Build Forge contains many other object types to support process automation.
Users, authorizations, and other objects that support servers and projects are all
stored in the database. Parts of Build Forge are also stored in the database, for
example UI widgets. The database must be running for Build Forge to run.

* Projects and steps can be configured to run in many different ways to support
complex processes with complex dependencies and workflow. Projects can run
other projects, and steps themselves can run projects.

* Steps and projects can dynamically select servers, based on criteria data that is
part of the server definition. For example, a step could choose which server to
run on based on whether it was running Windows or UNIX/Linux. Servers can
also be configured as a pooled resource, so a step would choose a server based
on its current availability or load.

Build Forge components to install

To use Build Forge, these components must be installed:
* Database: Build Forge uses the database to store all of the objects that it uses.

* Build Forge: a set of technologies that govern access to the database, run Ul
code, and perform the work of running jobs.

* Agents: you install agent software on each host that will perform work.
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* Web Browser: users typically access Build Forge through a console presented in
a web browser.

Build Forge concepts and objects

Build Forge uses a simple set of objects to construct descriptions of process
automation.

This section gives you an overview of key concepts and objects and how they are
related. Links to more detailed explanations are included for convenience.

Users and roles

To access Build Forge, users need to have a user object set up for them. In
production systems this is done by configuring Build Forge to access an identity
management system, LDAP.

Build Forge uses an authorization system to control user access to all objects.
objects contain lists of permissions. Abelongs to one or more
access groups.

You can create your own access groups or modify the ones provided. The access
groups defined in the system are:

* Build Engineer - defines processes (creates projects and steps)

* System Manager - administers servers and other system-wide features
* Security - administers users, access, and security

* Developer - helps develop processes, runs jobs, views results

* Operator - copies projects, runs jobs, views results

* Guest - copies projects, runs jobs, views results
Servers

Aobject defines a place where projects and steps can run. Projects and steps
can use the same server or select one independently.

Server objects represent hosts where work is performed. The host must be running
a Build Forge agent to receive the work from the system and return results.

Other objects are related to servers and need to be set up before defining projects
and steps:

* Server Authentications: a|server authentication| stores login information for the
server to use to access the host specified by the server. A server authentication
must be created before creating the server that uses it. In the server definition,
you choose the server authentication from the list of all server authentications
defined in the system.

* Collectors: object gathers specified properties of a server. The data is

stored in a Servers have a default set of properties assigned. These
built-in properties include information about the host architecture, network
connections, and resources (CPU, memory, load). You can add other properties
by defining collector objects. A collector must be created before adding it to the
server. In the server definition, you choose the collector from the list of all
collectors defined in the system.
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* Selectors: a object defines how a server is selected for use by a project or
step. A selector must be created before adding it to the project that uses it. In the
project definition, you choose the selector from the list of all selectors defined in
the system.

* Environments: an object is a set of variables that can be used by a
step. During a job, the variables are set on the server host before the step is run.
Environments can be associated with server objects, project objects, and step
objects. When the same variable is set to different values in different
environments, an scheme determines which value is used. An
environment must be created before adding it to a server, project, or step. In
those object definitions, you choose the environment from the list of all
environments defined in the system.

Environments

An environment is a set of variables. Environments can be specified for server,
project, and step objects. When a step runs, environments set at each of those
objects are combined to provide variables for the step to use. See
fenvironments” on page 269.|

Variables can be changed as a step runs. (See [“Changing variable values during|
lstep execution” on page 277.) The scope of the change can be local to the step,
local to the project, or permanent (the variable is changed in the stored
environment).

Predefined [system variabled are available as well as variables you define.

Projects

A defines work to be done in a process. When a project is started, it runs as
a job.

The work to be done is contained in the list of steps.

Other objects are related to projects:

* Selectors: a determines where the project will be started. If a selector is
not specified for the project, then it cannot run independently and is called a
The selector must already be defined to assign it to a job.

¢ Environments: an object is a set of variables that can be used by a
step. During a job, the variables are set on the server host before the step is run.
Environments can be associated with server objects, project objects, and step
objects. An scheme determines which values are used if the same
variable is set to different values. An environment must be created before
creating the server, project, or step that uses it. In those object definitions, you
choose the environment from the list of all environments defined in the system.

* Notification templates: a [notification template|defines how to send out
notifications about job activity (job start, job pass, job fail, others). A notification
object defines who to notify through access groups. You specify the location of
your SMTP server in a system setting.

* Classes: a object is used to group projects for maintenance purposes.
Typically classes are used to purge or archive completed jobs periodically. All
jobs that have run using the project are affected by the class.
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e Adaptors: an defines an integration with an external system, typically a
source code management system. Several sample templates|are provided as a
starting point. You need to configure them further to manage the connection and
perform specified actions in the system.

* Adaptor links: an defines the relationship between an adaptor and
the project that uses it.

Steps

A step defines the smallest unit of work to be done. (See [“About steps” on page
333) Its key component is its Command property, which includes a command to
be run on the selected server.

The Command property can also be used to run Dot commands

are commands that run on the process engine and provide additional functionality.

Other objects are related to projects:

* Selectors: a step can have its own If not specified it uses the selector of
its project.

* Environments: a step can have its own The environments provided
by the server, the project, and the step are combined. By default they are applied
in that order, so that any variables defined by the step's environment take
precedence over definitions of the same variable. Precedence can be controlled in
system settings.

* Log Filters: a step can be assigned a log filter in its Result property. A
object is used to specify conditions that indicate whether the step passes or fails.
You use Perl expressions to scan the log for a particular pattern. Normally the
exit status of the command is used, but log filters provide an alternate means. A
log filter must be created before specifying it in a step. In the Result property for
the step, you choose the log filter from the list of all log filters defined in the
system.

* Notification templates: a |notification templateldefines how to send out
notifications about step activity (step start, step pass, step fail, others). A
notification object defines who to notify through access groups. You specify the
location of your SMTP server in a system setting.

* Build Catalyst: a step can run rafmake, the key utility in [Build Catalyst Build

Catalyst provides the means to accelerate make-based builds. Build Catalyst
must be installed on the same host where the make builds are run, in addition
to a Build Forge agent.

Jobs

A is a running project. When the job is the process engine queues it
and then runs it. You can check its status in the Jobs panel. When it completes, the

following information is available:

* Results: you can review the of all steps by opening the job. You can also
open a running job to monitor its progress.

* Step log: the step log records extensive information about how a step was run,
including information about the manifest and environment settings as well as
execution results. Click the step results link in the Results page to view the log.

* Bill of Materials: the [Bill of Materials| (BOM) contains information about job
steps and step manifests. You can use the |.bom| dot command to format
additional information for the BOM and write data to it. You can use the
dot command to add baselines and checkpoints to the BOM.
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You can cancel and restart jobs. You can add projects to the to have them
run at scheduled times.
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Chapter 2. Getting started with Build Forge®

These topics provide a quick introduction to the system.

Installation

To begin, install the system if you have not already. You can install the system
(Management Console and an agent) on a single host to simplify getting started.

1.

2.

Check requirements

“Database requirements” on page 19|

Complete the following steps:

a. [Chapter 5, “Planning the installation,” on page 29 (stand-alone, normal
production, distributed, and so on)

b. [Chapter 6, “Pre-installation setup,” on page 33| (international data, database,
and security)

c. [Chapter 7, “Installing the Management Console,” on page 55|

d. |Chapter 10, “Installing agents,” on page 133|

Accessing and using the console

This topic provides basic information about using system menus and tabs.

Accessing the console

To access the console, do the following;:

1.
2.

© Copyright IBM Corp. 2003, 2013

Open a browser window.
Enter the URL for the console.
http://host:port/

Host is the fully qualified network name or IP address of the host running the
console.

Port is required only if the HTTP default port is not used. The default port is 80
unless SSL is enabled. The default HTTPS port is 443. HTTPS is used only if the
console is configured to use SSL.

Examples:

* http://localhost/ or http://127.0.0.1: can be used if you are running a
browser on the host where the console is installed.

* http://my.company.com/

* http://my.company.com:81: the port number must be specified because the
console is installed to use port 81.

Log in. Provide the following information, then click Login:
e User name

* Password

* Domain

By default you are redirected to another URL to enter your credentials, then
redirected back after you successfully log in. The URL is for the services
component. It provides a secure servlet for authentication. Its use is



configurable and is not used if it is turned off or if LDAP is used for user
authentication. For more information, see [“About default login security” on|

If you log in as root or another user that is defined only in Build Forge, then
you are not prompted for Domain. The best practice is to configure Build Forge
to use LDAP to authenticate users. When that is set up, the Domain field is
presented. It refers to the LDAP domain that is used to authenticate users.

See also[“LDAP integration” on page 207

User sessions

A user session is tracked by a session ID that is initially generated in a cookie.
Once generated, the session ID is stored in the database. Every user interaction is
checked against the session ID.

In general, you can have multiple browser windows open using the same login,
but they must be on the same host and use the same type of browser (FireFox,
Internet Explorer).

A session closes under any of the following conditions:
¢ The same user account is used to log in from another host.

* The same user account is used to log in from the same host but uses a different
type of browser.

e The user closes the browser window or tab that contains the Management
Console session.

* The session time limit is reached. The time limit is set in the Auto-Logoff system
setting. By default it is set to 0, which means there is no time limit.

Constraints and tips

Be aware of the following constraints and tips for use:

* Set your display no lower than 1024 x 768. For best results, use 1280 x 1024 or
higher.

* Do not shrink the browser window smaller than 1024 x 768.

* Use browser settings to control font size, color, and other accessibility features.
You may need to refresh the page to properly display new browser settings.

* The Management Console (MC) will not display at the Job > Start page in
Microsoft Internet Explorer, if the font is too large or you shrink the browser.
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Click a tab in the upper right to view an application. You can click Dashboard (the
default),UI Config, Console, or Reports. The system remembers the tab you are on
when you log out and presents it the next time you log in.

Navigate in the Console application as follows:

* A menu is shown on the left, and a main viewing panel is shown on the right.

* Click a menu item to see a panel or open a submenu of panels.

* For panels that are longer than the viewing area, use the paging controls at the
upper right: % |4/ Page 1of 4 [2] [=

* Use the Filter field when viewing lists. When you enter a string and click Filter,
the list is updated. It shows only items that have the string in their names.

¢ Drag the right edge of the menu to resize it.
* Panels that allow you to create or edit data typically have these controls:
— The upper part of the panel lets you view and select items. Click an item

name to see its contents. Click the Edit icon @ to edit the item.
— The lower part of the panel shows the contents of a selected item.

* In some cases, when you select an item in a list, additional information is shown
below the menu on the left. Example:

1. Open Administration > Users
2. Click on a user.

The permissions for that user appear below the menu on the left.

Filtering and sorting lists

You can quickly filter or sort lists.

To filter a list, do the following:
1. Enter text in the Filter text box. The entry is case-sensitive.
2. Click Filter.

3. View results. You can choose to view all results or paginate them.

Tips:
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 Filters work on all columns where the entries are links (blue and underlined).
You cannot filter on columns whose values are displayed in plain black text.

* To filter only on a single column, enter the column name before the filtering
string. For example, if you have a Selector column, you can enter Selector:
Select All.

* The system retains the filter strings that you enter. Click the arrow beside the
Filter box to display a list of filters you or others have entered. To delete a filter
string, highlight the string and click the trash can icon to the right of the string.

* A Display All choice always appears in the list of filter strings.
 If you enter filter text and no entry matches the filter, no entries are shown.

To sort a list, do the following:
1. Click on the double arrows next to the column label.

2. View results. You can choose to view all results or paginate them.

Tip:
* Click the double arrows again to reverse the order of the sort.

Creating a hello world project

This topic describes how to create and run a simple project to verify that the build
system is set up properly.

The following items provide an overview of the tasks needed to create a "Hello
World" project.

1. Set up a server:

a. Create a server authentication (login name and password) so that Rational
Build Forge can access and run commands on a server

b. Create the server definition to indicate the server with an agent installed

c. Create a selector for the HelloWorld project to use to determine the server
on which to run

d. Test the server connection to ensure the Master Console and the agent on
the server can communicate with each other

2. Define a project:

a. Name the project HelloWorld and use the selector to specify the server on
which to run the project

b. Create a step to run the command that displays the Hello World message
3. Run the job:

a. Start an instance of the project, also known as a job

b. Click the Jobs item in the left panel to check job status
4. View the job results:

a. In the completed jobs list, click the job tag to display a list of the job's steps
(or single step in the case of the HelloWorld example)

b. Click the job's step to display the step log
c. Find in the step log the command's Hello World output

Setting up a server

This topic describes how to set up a server to use in a “Hello World" exercise to
verify that the build system is set up properly.
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Creating a server authentication
Rational Build Forge uses a server authentication (login name and password) to
connect to a server with an agent installed.

About this task

You must create a server authentication for a server before you define that server
as a resource for Rational Build Forge to use. The privileges associated with the
login name and password determine the privileges that the Rational Build Forge
projects use when they run on the server.

Procedure
1. In the left panel of Rational Build Forge, click Servers > Server Auth.

The Management Console displays a blank Server Authentication Details panel
at the bottom.

2. Click Add Server Authentication.

3. In Name, enter a name for the authentication. Use the login name for the
authentication name.

4. In Login, specify a login name for an account on the server.

Note: If the login name is from a domain user, include the domain in this field.
For example, type: MYDOMAIN /joeuser.

5. In Password, type the password.
6. In Verified, retype the password.
7. Click Save Server Authentication.

Results

The new server authentication is displayed in the top panel and is available to use
when you define a server.

Creating a server
A server in the Management Console represents a host where you can run projects
or steps.

Procedure

1. In the left panel of Rational Build Forge, click Servers.
2. Click Add Server.

3. Provide the server details.

= (e server) [ ]| I I | I

Details [ Manifest | Test Results |[ Motes (0) |

O pisabe

Host:
futhertication:

2

Ma )
~

a. Name: Give the server the name HelloWorldServer. You will use this same

name later when you define a selector.

b. Path: Specify a directory that the server uses when it creates project and job
directories, such as C:\buildforgeprojects. The system uses this path value
as a starting point when it creates the build directory.
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Tip: The system does not create the server path. The path must exist before

a build attempts to access the server. If the path does not exist, the
build fails.

c. Host: Provide the host name for a physical computer that is running the
agent. Use the value localhost if you are defining the Management Console
computer as a server. (The agent must also be installed on the Management
Console.)

Note: Do not precede the host name with a protocol. For example, do not
use http://.

d. Authentication: Select the server authentication to use with this server.
e. Leave the other fields at their default values.

4. Click Save. Your new server is displayed in the server list at the top of the
content panel.

5. To verify that you have correctly configured the server, select your server in the
list and then click Test Connection.

The system reports errors if it cannot communicate with the server. If you
receive an error, ensure the agent is running on the server.

Creating a selector
Selectors determine the server on which to run a project or step.

About this task

Create a selector so that the HelloWorld project can determine where to complete
its steps.

Procedure

1. In the left panel of Rational Build Forge, click Servers > Selectors.
2. Click Add Selector.

3. In Name, type HelloWorldSelector.

4

. Click Save. The bottom portion of the panel changes so you can define the
selector property that determines which servers to select.
5. Set the server on which to run using the server name specified in

[server” on page 11/ With Name set to BFE_ZNAME and Operator set to EQ (the
defaults), in Value, type HelloWorldServer.

6. Click Save.

Defining the project
This topic describes how to create a simple project as part of a "Hello World"
exercise to verify that the build system is set up properly.

Creating a project
Before you begin

You must set up a server and a selector to use in your HelloWorld project
definition.

Procedure

1. Select Projects. The Project Details panel is displayed at the bottom of the
main content panel.

2. In the Name field, type HelloWorld.
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3. Set Selector to HelloWorldSelector.

4. Click Save. The system displays the empty step list for the project and a blank
Step Details page. Define the step as explained in [“Creating a step.”|

Creating a step
Before you begin

To define the first step in the HelloWorld project, you must have started to define
the project.

Procedure
1. On the Step Details page in the Name field, type EchoHelloWorld.

2. In the Command field, enter a command that writes Hello World to standard
output on your chosen server. For example, this command works on
Windows®, Solaris, Linux®, UNIX®, and Apple Macintosh OS X operating
systems:

echo Hello World
3. Click Save Step. The step is displayed in the step list.

Running the job

This topic describes how to start a job (instance of a running project) and check its
status as part of a "Hello World" exercise to verify that the build system is set up

properly.

Starting the job
Before you begin

You must define the HelloWorld project.

Procedure
1. Select Projects to redisplay the project list.

2. Click the Fast Start icon next to the HelloWorld project.

Checking job status
Procedure

1. Click Jobs and then the Running tab to see the HelloWorld job listed as
running. After the job completes, it moves to the page for the Completed tab.

Note: If the HelloWorld job is not listed, continue to the next step.

2. Click the Completed tab. The HelloWorld job is displayed in the list of
completed jobs.

Viewing the job results

This topic describes how to view the job results as part of a "Hello World" exercise
to verify that the build system is set up properly.

Before you begin

You must define and run the HelloWorld project.
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Viewing the completed job list
Procedure

1. Click Jobs.

2. Click the Completed tab. The completed jobs list displays the HelloWorld job
as having completed successfully.

Viewing the step log
Procedure

1. Click Jobs.
2. Click the Completed tab.

3. Click the job tag for the HelloWorld job. The default job tag for an initial job is
BUILD_1. The system displays the names of the job's steps. In this example, the
job has only one step, EchoHelloWorld.

4. Click the EchoHelloWorld step to examine its log. In most Hello World
examples, you would see the "Hello World" text in a console window or
pop-up window. The Management Console does its work by sending
commands to the agent process on the target server; the agent then sends the
output from those commands back to the Management Console, which stores
that output in the step logs. The log has many sections; the relevant one is the
final EXEC section. You can display only the EXEC section by clearing all the
check boxes, selecting the EXEC check box, and clicking the Refresh link. The
results of the command are shown below.

80 04/19/10 11:06AM EXEC Locale set to 'English United States.1252'

253 04/19/10 11:06AM EXEC Locale set to 'English_United States.1252'

354 04/19/10 11:06AM EXEC Performing variable expansion on command line

356 04/19/10 11:06AM EXEC start [C:\buildforgeprojects\HelloWor1d\BUILD 1@mcsystem]
357 04/19/10 11:06AM EXEC Hello World

358 04/19/10 11:06AM EXEC end [C:\buildforgeprojects\HelloWor1d\BUILD 1@mcsystem]

Results

This project demonstrates that you have configured your system correctly, that
projects can successfully access a server, run, and generate output on a server. You
can replace the echo command with any command that can be run on the target
server.

Project samples

Samples of projects are included to help you get familiar with the system.

Project samples are included in the following directory:
<bfinstall>/samples/projects/

By default, the Build Forge installation directory, or <bfinstall>, is C:\Program
Files\IBM\Build Forge on Windows and /opt/buildforge on UNIX and Linux.

To use a sample project, do the following:
* Import it into the Management Console, using the bfimport command.
* Run the project.
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© Copyright IBM Corporation 2003, 2013.

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IBM Corp.

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
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Kanagawa 242-8502 Japan
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WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
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© Copyright IBM Corp. 2003, 2013 15



incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for
convenience only and do not in any manner serve as an endorsement of those
websites. The materials at those websites are not part of the materials for this IBM
product and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

Intellectual Property Dept. for Rational Software
IBM Corporation

5 Technology Park Drive

Westford, MA 01886

U.S.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.
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Copyright license

This information contains sample application programs in source language, which
illustrate programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs. The sample
programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative work, must
include a copyright notice as follows:

© (your company name) (year). Portions of this code are derived from IBM Corp.
Sample Programs. © Copyright IBM Corp. 2003, 2013.

If you are viewing this information in softcopy, the photographs and color
illustrations may not appear.

Trademark acknowledgments

| See [www.ibm.com /legal / copytrade.shtml|
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Chapter 4. Requirements

The Rational Build Forge® product components have hardware and software
requirements.

Requirements are presented in the following areas:
e Hardware, software, and databases

* Installation Manager

¢ Licensing

* Networking requirements for IPv6 support

¢ Integration

* National language support

Hardware, software, and database requirements

Hardware, software, and database requirements are available in a report from the
query at the [Detailed system requirements for a specific product| site. You provide
the product, product edition, version, and operating system that you are using.
Requirements are stated for hardware, operating systems, databases, agent hosts,
and web clients.

Database requirements

You must have a database installed in order to use Rational Build Forge. Check the
hardware and software requirements in Clearing House for the supported
databases.

Database entitlement included with the product

The DB2 Workgroup version 9.7 database is available through a separate download
from Passport Advantage. Your product license includes a license to this product. If
you intend to use DB2 Workgroup 9.7 with the product, you must download it
from Passport Advantage and install it before you install the console. There are no
platform or host location restrictions for use with Rational Build Forge.

Note: DB2 9.1.1 was formerly bundled with the product. It is supported but no
longer bundled.

Installation Manager requirements

If you have Installation Manager installed, it must meet version requirements to
install Build Forge.

The installer attempts to find an installed Installation Manager. It must meet
version requirements.

The installer installs Installation Manager if one is not found.
* The minimum supported version is 1.3.0.

* If you are using Solaris 11 for the console installation, use Installation Manager
1.44.
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Licensing requirements for product editions

The licensing mechanism that you use depends on the product edition that you
have. See [‘Build Forge product editions” on page 1/

Edition License mechanism
Rational Build Forge Standard Edition License server
Rational Build Forge Enterprise Edition License server
Rational Build Forge Enterprise Plus Edition |License file

This topic contains details about setting up a Rational license server for Build
Forge. You can specify a new license server through the Build Forge Ul. Managing
licenses through IBM Installation Manager is not supported.

Specifying a license file during installation

This topic applies only to customers using Build Forge Enterprise Plus Edition,
which requires file-based licensing.

To specify the license file during installation, complete the following steps:

1. Obtain the license key file, irbf_license.properties, from Passport Advantage.
Place it in the root installation directory.

Windows C:\Program Files\IBM\Build Forge

UNIX/Linux /opt/buildforge

2. In the Installation Manager installer, on the License Server Configuration page,
select License File.

3. Click Browse to locate the license key file in the root installation directory.

4. Double-click the irbf license.properties file to select it and click Next to
continue with the installation.

Configuring a Rational license server for Build Forge

Your license administrator sets up a Rational license server and provides you the
license server host name that you specify during installation.

This section applies only to product editions that require server-based licensing.
* Build Forge Standard Edition
* Build Forge Enterprise Edition

Build Forge configuration requirements for the license server

Before configuring the license server for Build Forge, review the following

requirements.

* All of the Management Console host computers in your environment must be
able to connect to the Rational license server host computer.

e The UNIX/Linux or Windows Rational license server must be set up to start
automatically and run as a service.

 To install and configure the product to use the license server, the license
administrator must provide you the host name and port number of the Rational
license server.
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The FLEXIm client software that is required to communicate with the license
server is installed and configured as part of the Management Console
installation.

Note: The supported version of the Rational License Key Server changed from
7.x to 8.1.2 in Build Forge version 7.1.3.4. If you intend to upgrade from a
version before 7.1.3.4, you must also upgrade the license server. Check the
[Detailed System Requirements| report for more information.

Specifying a license server during installation
During installation, you provide the host name and TCP/IP port of the Rational
license server. Obtain this information from your license administrator.

To configure a server-based license:

1.

4.

5.

In the Installation Manager installer, on the License Server Configuration page,
select License Server.

(UNIX and Linux) At Which user should Build Forge run as, accept the
default user (root) or specify a different user. If you do specify a different user,
you must still start Build Forge as root, but Build Forge starts the engine and
Apache Tomcat as the user specified during this installation step. The user
must have read and execute permissions for the database libraries and the
JDBC jar files specified in the Database Configuration page in Installation
Manager.

At License Server, provide a valid host name for the Rational license server.

If you provide a host name, this information is automatically added to Build
Forge system settings.

If you do not know the host name, enter any character or value in this field
and update Build Forge system settings in the UI after installation is complete.

Important: Do not leave this field blank. Leaving this field blank might result
in an incomplete installation and an unusable product.

At Port, provide the TCP/IP port for the license server. The default port is
27000.

Click Next to continue with the installation.

Changing the license server for the Management Console

To change the Rational license server for the Management Console, make the
following modifications to the product license server configuration. You must
perform this procedure if:

1.

You entered an incorrect host name or other value during installation.

The license server host name was greyed out during installation, indicating that
the FLEXIm client already registered a license server for the host.
This step applies only to Build Forge versions 7.1 to 7.1.3.3. For later versions,

proceed to step 2. For your operating system, change the value of the
RATIONAL_LICENSE_FILE variable.

Windows RATIONAL_LICENSE_FILE is in the registry at
HKEY_LOCAL_MACHINE\SOFTWARE\FLEXTm License Manager

UNIX/Linux RATIONAL_LICENSE_FILE is set in the .flex1mrc file, located in
the home directory of the user who is running Build Forge

Set this variable to the correct host name of the license server:
port@hostname | Ghostname
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If the license server port is 27000 (the default), then a port is not required.
2. In the Management Console UlI, select Administration » System.

3. Locate the License Server setting and set its value to the host name of the new
Rational license server.

Use one of the following formats.
<host_name>:<port> | <host_name> | <port>:<host_name>
If the license server port is 27000 (the default), then a port is not required.

4. Click Refresh on your Web browser to verify that the Management Console can
connect to the new license server.

Obtaining license keys and setting up a Rational licensing
server

If an existing license server is not available, the following table identifies the
general tasks that the license administrator completes to obtain license keys and set
up the Rational license server.

To install and configure a Rational license server, review the documentation for
our version of the Rational License Server software. Go to

select Support and downloads, and search for the Rational License

Management Guide.

License administrator task Resource

Obtains license keys from the Rational License |Rational License Management Guide

Key Center.
Quick Start Guide for Rational License

Key Center at jhttp://www-306.ibm.com /|
lsoftware/rational /support/licensing]

Verifies network connectivity for Management | Rational License Management Guide
Console hosts and the Rational license server.

Obtains the required version of the Rational Rational License Management Guide
License Server software by either:

* Accessing the software included with the
product distribution.

* Downloading the software from the IBM
Rational Download and Licensing Center at:

https:/ /wwwl4.software.ibm.com/webapp/|
iwm /web /reg /sienup.do?source=rational|

Installs a Rational license server. Rational License Management Guide

Installs or imports license keys to the Rational |Rational License Management Guide
license server, as follows:

¢ On Windows, use the IBM Rational License
Key Administrator (LKAD), installed with
many IBM Rational products and with the
Rational License Server software.

* On UNIX/Linux, use the license_setup
script and licensing executables from the
IBM Rational Download and Licensing
Center at:

https:/ /www]14.software.ibm.com/webapp /|
iwm /web /reg /signup.do?source=rationall
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License administrator task Resource

Starts the Rational license server and sets up | Rational License Management Guide
the Rational license server to start up
automatically and run as a service, as follows:

* On Windows, the Rational License Server
software is automatically set to start up as a
service when the computer starts. If it does
not start automatically, see the instructions
for automatically starting the license server
on Windows.

* On UNIX/Linux, create a startup script
using the template startup script provided
and modify it for your installation. Obtain
the template from the IBM Rational
Download and Licensing Center at:

https:/ /www14.software.ibm.com /webapp/|
iwm /web/reg /signup.do?source=rationall

Networking requirements for IPv6 support

The Build Forge system can run on Internet Protocol version 6 (IPv6) and mixed
IPv6-IPv4 networks with some restrictions.

IPv6 support requires that your computers and network are configured correctly to
support IPv6. Network configuration problems will prevent host names and
addresses that are specified from within the Build Forge system from resolving
correctly.

You must manually configure Build Forge for IPv6. To do this, see
lhttpd.conf” on page 88|

Use the correct address format when you enter IP addresses in Build Forge. In
Build Forge, administrators or users enter host names or IP addresses in only a few
places:

* During installation, administrators specify a host name or IP address that the
Management Console uses to communicate with the license server (Standard
and Enterprise Editions) and the database.

* In the agent configuration (bfagent.conf file), an optional setting restricts to a
particular address or range of addresses connecting to the agent.

* Users enter a URL in a browser to view the Management Console user interface.
The URL consists of the host name or IP address of the server where the
Management Console is running. For example, to access the Management
Console installed on a server named BFmachine that has [Pv4 and IPv6
addresses configured, a user can enter any of the following addresses in the Web
browser:

— http://BFmachine/
— http://localhost/
— http://127.0.0.1/ (IPv4 loopback address)

— http://::127.0.0.1/, http://0:0:0:0:0:0:127.0.0.1/(IPv6 abbreviations of
an IPv4 loopback address), or simply http://::1/ (IPv6 compressed notation
for the loopback address)

The IPv4 and IPv6 addresses differ in format and length.
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* IPv4 format: The length is 32 bits. The address is specified as four
decimal-separated decimal values, for example, 255.255.255.255

¢ IPv6 format: The length is 128 bits. The address is specified as eight
colon-separated hexadecimal values, for example
FE80:0000:0000:0000:0202:B3FF:FE1E:8329. There are a number of conventions for
using the higher order fields. There are also rules for abbreviation. Build Forge
does not perform any interpretation of IP addresses, they are passed directly to
the network. Therefore any legal and valid abbreviation should work. Please see
other references for more information about IPv6 address conventions.

Avoiding localhost alias in /etc/hosts

If you use both IPv4 and IPv6, do not use localhost as an alias in /etc/hosts on
UNIX and Linux systems. Use a fully qualified domain name or IP address for the
server.

If you must use lTocalhost as a host name in /etc/hosts, it should define only the
IPv4 address 127.0.0.1.

Components that do not support IPv6

Components that do not support IPv6 must be installed on a host computer with
an IPv4 address. Install these components on a computer that has an IPv4 address:
* Rational License Server 7.0, the license server for Build Forge Standard and
Enterprise Editions that is included in product distribution.
To support IPv6 addresses, you must install Rational License Server 7.1. Obtain
it from IBM Rational Support or the IBM Rational Download and Licensing
Center. You must also configure the version of the FLEXIm client software that
supports IPv6. See [‘Setting up the FLEXIm client” on page 88

* DB2 database: the PHP database drivers do not yet support IPv6.
* MySQL database: the PHP database drivers do not yet support IPvé.

* Oracle database other than 11g—the PHP database drivers do not yet support
IPvé.

National language support requirements

The Build Forge product provides localized support for French, German, Italian,
Brazilian Portuguese, Spanish, Japanese, Korean, Simplified Chinese, and
Traditional Chinese.

This section provides information about language support in Build Forge.

Language settings for the Management Console and Agent

This topic describes how Build Forge configures language settings for the
Management Console, agent, and engine components.

Management Console language settings

The language setting for the current user determines the language used to display
interface controls in the Management Console.

Set the Management Console language setting for a user account as follows:
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Root user
The installation program creates a root user account that the administrator
uses to log in to the console the first time.

On initial log in, the language setting for the root user is based on the
operating system language for the Build Forge engine host.

Language default for other users
For administrator-created user accounts, the default console language is
initially set using the language preference of the Web browser that the user
logs in on. (This is a configuration setting of the Web browser, not Build
Forge.)

If the administrator does not change the language preference for the user,
it is inherited from the Web browser.

If the administrator wants to change the language for the user, complete
this procedure. In the UI, click Administration > Users > Language, and
then select a language.

LDAP-created user accounts always use the language preference that is
configured for the Web browser.

Changing the default user language
After logging in to the console, the administrator can select a different
language setting for individual Build Forge users by selecting
Administration > Users > Language from the left navigation panel of
Build Forge window.

If language preferences for users are configured in this way, the
Management Console displays interface controls in the language selected
for the user regardless of the language configured for the Web browser.

Agent and Build Forge engine language settings

The operating system language of the Build Forge engine host dictates:
¢ the language that the Build Forge engine uses
* the default language of the Build Forge agent

The agent language setting controls the language of the system messages and job
output.

Regardless of whether the language is set for the Management Console language is
set in a Web browser or as a Build Forge preference, the agent logs data for system
messages and job output in the operating system language of the Build Forge
engine host.

To avoid mixed languages in the Management Console interface, ensure that the
language selected for the Management Console matches the language used by the
Build Forge engine host.

Language setup
To ensure that the language displayed in the Management Console matches the
language that the agent uses to log data for system messages and job output, use

the same language for the Web browser, the operating system on the Management
console host, and the Build Forge user.

Chapter 4. Requirements 25



International data support for the database host

To display and manipulate international data, configure the host computer for the
Management Console database as follows:

* Use the Unicode UTF-8 character set.
* Install the fonts that you intend to use to display data.

Changing user language preference in the Management
Console

The default language for all Management Console users is initially set to the
language of the Web browser.

To change the language setting for a Build Forge user, select Administration >
Users > Language.

The Management Console displays user interface controls in the language selected
for the user, but the agent continues to log data for system messages and job
output in the operating system language of the Build Forge engine host.

Determining the language/charset for UNIX/Linux hosts

If the Management Console or agent is installed on a UNIX/Linux host, use the
locale command as follows.

* To determine the language/charset currently being used by the operating
system:

$ Tocale

* To determine the language/charset combinations available to the operating
system:

$ Tocale -a

* To set locale on login, use an rc or profile script.

Determining the language code page for Windows hosts

If the Management Console or agent is installed on a Windows host, use the chcp
command as follows:

* To determine the active code page number, type:
> chcp

* To set the code page, enter the number for the language:
> chcp code_page

The following table lists the Windows character encodings for the NLV1 languages
that Build Forge supports:

Language Code Page

English 1252
French
Spanish
Italian

German

Portuguese
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Language Code Page
Japanese Shift-]IS 932
Korean 949
Simplified Chinese GBK 936
Traditional Chinese Bigh 950
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Chapter 5. Planning the installation

Installing Rational Build Forge® requires you consider several product
components.

This topic describes the planning needed for installing the Rational  Build Forge®
product components. It serves as a roadmap for the choices you can make about
how and what to install and configure.

See also planning resources that are described in [Chapter 39, “Performance and|
lscalability,” on page 539.|

Components

© Copyright IBM Corp. 2003, 2013

The Build Forge® system has the following components:

Database Build Forge Agent

Web Interface

Web Client API Client

* Web Client: used by users and administrators who use Web browsers to access
the system. Browser clients access the Web Interface component.

* API Client: any program using the Java API or Perl API to access Build Forge.
API clients access the Services Layer directly.

* Build Forge: a collective term for the system. During installation the system is
shown as made up of Core Product Features:

— Web Interface: also referred to as the Management Console or console. This
component is made up of a set of PHP modules.

— Process Engine: also referred to as the engine. The engine manages job
scheduling and execution.

— Services Layer: a database abstraction layer through which API Clients, the
Web Interface, and the Process Engine make requests.

In simple installations all three components are installed on the same host. They
can be installed on separate hosts. In that case the Build Forge configuration file
buildforge.conf must be modified so that the components can communicate.

* Database: Information storage for the system. The database stores project
definitions, system configurations, and user configurations.

e Agent: A program installed on a host. An agent must be installed on every host
that you want the Management Console to use as a server resource. The agent
receives requests to perform work (steps) and runs them on the host where it is
installed.
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The components can be deployed in a variety of ways, ranging from all
components on a single host to a system that uses clustered consoles and a large
number of distributed server resources.

Types of deployments

This section describes the following deployment types:
 Standalone

* Normal production installation

* Tiered installation

Standalone

A standalone deployment includes the database, Management Console, and one
agent deployed on a single host. This deployment is typically used for evaluation
or development purposes.

Normal

A normal installation puts the database, Management Console, and agents on
different hosts. This deployment is the most typically used production
environment.

Tiered installation

In a tiered deployment, there are typically three normal deployments:

¢ Development (also called scratch or sandbox): used by development staff to
create new projects. It is also used as the initial area for upgrading.

* Test: used by quality assurance and development staff to test the system.
* Production: used by all to run jobs in the course of daily business.

Build Forge data is exported from one tier and imported to the next.

Important: The three deployments should be symmetric. Use the same operating
system, database, and components on each deployment.

Installation methods

This section describes the installation methods available for you to use.

* |[Installation Manager, interactive} Provide input as the installation occurs

+ |Installation Manager, silentt Save input to a file and then use that file to provide
input during installation

. |Installation to use your own Components|: Continue using your existing
components that Build Forge needs

+ |Installation on virtual images Read the guidelines for installation on VMware

+ |Installation on IBM System z} Understand the tools and information needed for
installing the console on SUSE Linux on System z

Configuration options

This topic describes features that require you to alter the configuration of the
product.

+ [Port assignmentst Learn how to use a port other than the default port 80
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* [“About default login security” on page 102} you provide a keystore password

during installation. The keystore is used both by the secure login mechanism

(provided by default) and by SSL, which requires additional setup. You can

disable the secure login if you want.

Password encryptiont Encrypt passwords used by the Build Forge engine,

agents, services layer, and database

SSL and HTTPS} Understand the steps required to use SSL throughout the Build
Forge system

* [Single sign—ogl Simplify signing on while maintaining security

» |Supporting higher throughput using console redundancy} Set up multiple

consoles to use one database

Accelerating make-based builds using Build Catalystt Set up single-system

parallel builds and multisystem distributed builds

Integrations with other products

* [WebSpheret Use WebSphere Application Server rather than Apache Tomcat

* |Rational Team Concert IDE} Set up Build Forge as an RTC build server and
perform other tasks

+ |Eclipse and Rational Application Developer IDEs} Learn how to access the
console from within Eclipse and Rational Application Developer IDEs

+ |Using adaptors to access sourcet Use provided adaptors and design your own to
interact with other products
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Chapter 6. Pre-installation setup

This section describes the pre-installation setup needed before running the installer.

Note: If vou already have Build Forge version 7.1 or earlier installed, please see
[Chapter 12, “Upgrading from a previous version,” on page 183,

* Installation role (required). You must install the software as an
administrative-level user.

* International data support (required). You must configure the web browser and
your database to support the UTF-8 character set before installing Build Forge.

¢ Set up a database (required). Set up a database for use with Build Forge. You
typically need to create database objects (including a database user and
password), install database clients on the host where Build Forge runs, and
assemble information that you are prompted for during Build Forge installation.

* Security (optional). If you intend to use SSL/HTTPS, you need to provide a
certificate or plan to have Build Forge install a self-signed certificate.

International data setup

You must set up Build Forge components to support international data.

Procedure
1. Configure web browsers.
a. Set the language.
b. Be sure that the correct fonts are installed.
2. Configure agent hosts to use the UTF-8 character set.
On Windows, use the chcp command to check the code page:
> chep

On UNIX or Linux, use the following command to check the locale and
character set:

locale

You should see values that designate your language and character set. The
following example is from a Solaris system where US English is the language
and UTF-8 is the character set:

LANG=en_US.UTF-8
LC_CTYPE="en_US.UTF-8"

3. Configure databases to use the UTE-8 character set and fonts that support
international data.

* DB2:

a. Set the codeset and territory. Example: CREATE DATABASE USING
CODESET UTEF-8 TERRITORY US (or select the appropriate codeset and
territory in Control Center).

b. Set the DB2CODEPAGE environment variable on the management
console computer to 1208.

On Windows, use the command:

set DB2CODEPAGE=1208

On UNIX or Linux, use the command:
export DB2CODEPAGE=1208
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If an existing database has data in it that you need to migrate to UTF-8, the
following document can help: http://publib.boulder.ibm.com/infocenter/
db2luw /v9/index.jsp?topic=/com.ibm.db2.udb.admin.doc/doc/t0024033.htm

* Microsoft SQL Server (for use with Management Console on Windows
only): No support for international data. Microsoft SQL Server uses UCS-2 for
storing Unicode data and does not support UTE-8.

* MySQL: Set the server character set and collation. If your installation of
MySQL does not currently support international data, you can recompile it
from source and use ./configure -—with-charset=utf8 --with-
collation=utf8_bin. The Build Forge engine will not start if this support is
not configured.

* Oracle: Set the character set to UTF8 - Unicode 3.0 on the instance when you
install it. In the Database Configuration Assistant, the setting is made on the
Initialization Parameters step on the Character Sets tab. If you use the
command line, set the character set to AL32UTFS.

4. (Optional) Configure messages for the Build Catalyst feature.

On Microsoft® Windows® platforms, Build Catalyst messages are displayed in
the correct translation automatically.

To view these messages on UNIX and Linux platforms, set the NLSPATH
environment variable to the following value:

/opt/rational/buildforge/buildcatalyst/1ib/nls/%L/utf8/%N.cat:§NLSPATH
where:

* %L substitutes the value of the LANG environment variable

* %N substitutes the value of the name parameter passed to catopen(3C)

Alternatively, you can explicitly specify the translation. The following value is
for the ja_JP translation:

/opt/rational/buildforge/buildcatalyst/1ib/nls/ja_JP/utf8/%N.cat:$NLSPATH

Database backup (required)

It is critically important to back up your database before proceeding with a fresh
installation, a reinstallation, or an upgrade.

In case of a problem during installation, a database backup gives you the ability to
restore the database to its last state before you attempted an installation. A
database backup is the only means of roll-back provided.

Database setup

This section contains setup instructions for each supported database.

The database can reside on the same host as the Management Console or on a
different host.

Note: The Rational Build Forge 7.1 release requires that you install using an empty
database. The installation will fail if the database is not empty.

Setup requires that you complete some or all of the following tasks, depending on
your database:

* Create database objects for Build Forge to use (database, database user).

¢ Install the necessary client software for Build Forge to use.
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Determine what additional information you will need during installation.
Typically this is the location of JDBC drivers that will be used by the Apache
Tomcat application server.

Configure support for the UTF-8 character set and an appropriate collation.
Typically, support for international data is specified when you create your
database; international data support cannot be configured after database
creation. You must install the fonts you intend to use to display data. Build
Forge requires the use of international data (UTF-8 character sets).

DB2 Express setup

Use this section to set up DB2 Express for use with Build Forge.

Database objects for DB2 Express
The following objects must be defined before running the installer:

User: a user account must be defined in Windows on the database host. The
account should be used exclusively by Build Forge to access the database.

Database objects: Create the following objects in your DB2 Express instance.
— database: create a database and name it BUILD.

— schema: create a database schema and name it BUILD. The user you created
should have authorization for this schema.

DB2 Express information needed during installation

During installation, you select No for Install DB2 Express on the Database
Configuration panel, because you are using an existing DB2 Express instance. The
following fields are presented.

You are asked for additional information in the Database Configuration panel:

Database Configuration

Database Type: Choose DB2.

Do you wish to populate this database at install time?: Choose Yes if you want
Build Forge to automatically populate at installation, and No to manually
populate it after install.

Database Host: Enter the host name where the DB2 Express installation is
located.

Database Name: Enter the name of the database you created for Build Forge to
use.

Database Schema Name: Enter the name of the schema you created for Build
Forge to use.

Database Port: The default is 50000. Enter the port number you use if it is
different.

Database Username: User name for Build Forge to use when accessing the
database. Enter the Windows account you created for Build Forge to use.

Password: Password for the Database Username. Enter the password for the
user account.

Confirm Password: Enter the password for the user account.

Test the Database Configuration

Path to the DB2 Client Libraries: by default these libraries are in C:/Program
Files/IBM/SQLLIB/java on the drive where you installed DB2 Express. Build
Forge needs to use these files: db2jcc.jar, db2jcc_license_cu.jar.
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» JDBC Driver location: by default these libraries are in C:/Program
Files/IBM/SQLLIB/java on the drive where you installed DB2 Express. The JDBC
drivers are used by Apache Tomcat to access the database.

Note: When No is selected for Do you wish to populate this database at install
time?, the test only checks for the correct JDBC driver location.

DB2 setup

Use this procedure to set up support for DB2.

Red Hat and SuSe Linux 6 Requirements for DB2
Before you begin

DB2 on Red Hat Linux 6 requires additional setup before you install Rational Build
Forge.

Procedure

* Install compatibility shared libraries. You must install these packages:
— libgcc-4.4.4-13.1686
— glibc.i1686, which pulls in nss-softokn-freebl.1686.

— gtk2.1686, which pulls in many additional files: atk.i686, audit-1ibs.i686,
avahi-1ibs.i686, cairo.i686, cups-1ibs.i686, dbus-1ibs.i686,
expat.i686, fontconfig.i686, freetype.i686, gamin.i686, glib2.i686,
gnutls.i686, jasper-1ibs.i686, keyutils-1ibs.i686, krb5-1ibs.i686,
1ibX11.i686, TibXau.i686, 1ibXcomposite.i686, 1ibXcursor.i686,
1libXdamage.i686, 1ibXext.i686, 1ibXfixes.i686, 1ibXft.i686,
1ibXi.i686, 1ibXinerama.i686, 1ibXrandr.i686, 1ibXrender.i686,
libcom_err.i686, libgcrypt.i686, libgpg-error.i686, 1ibjpeg.i686,
1ibpng.i686, 1ibselinux.i686, 1ibstdc++.i686, 1ibtasnl.i686,
libthai.i686, 1ibtiff.i686, 1ibxch.i686, pango.i686, pixman.i686,
z1ib.i686

— 1ibXtst.i686
— libuuid.i686

* The alphabetical list of all files follows. Note that the file extensions are for Intel
platforms. For System z platforms, use the .s390 extension.

atk-1.28.0-2.e16.1686
audit-Tibs-2.0.4-1.e16.1686
avahi-1ibs-0.6.25-8.e16.1686
cairo-1.8.8-3.1.e16.1686
cups-1ibs-1.4.2-35.e16_0.1.1686
dbus-Tibs-1.2.24-4.e16_0.1686
expat-2.0.1-9.1.e16.1686
fontconfig-2.8.0-3.e16.1686
freetype-2.3.11-6.e16_0.2.1686
gamin-0.1.10-9.e16.1686
gl1ib2-2.22.5-5.e16.1686
glibc-2.12-1.7.e16_0.5.1686
gnutls-2.8.5-4.e16.1686
gtk2-2.18.9-4.e16.1686
jasper-1ibs-1.900.1-15.e16.1686
keyutils-1ibs-1.4-1.e16.1686
krb5-1ibs-1.8.2-3.e16_0.7.7686
Tibcom_err-1.41.12-3.e16.1686
**x]ibgcc-4.4.4-13.e16.1686
libgcrypt-1.4.5-3.e16.1686
libgpg-error-1.7-3.e16.1686
1ibjpeg-6b-46.e16.1686
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1ibpng-1.2.44-1.e16.1686
libselinux-2.0.94-2.e16.1686
libstdc++-4.4.4-13.e16.1686
libtasnl-2.3-3.e16.1686
libthai-0.1.12-3.e16.1686
1ibtiff-3.9.4-1.e16_0.3.1686
1ibuuid.i686
1ibX11-1.3-2.e16.1686
1ibXau-1.0.5-1.e16.1686
libxcb-1.5-1.e16.1686

libXcomposite-0.4.1-2.e16.1686

libXcursor-1.1.10-2.e16.1686
libXdamage-1.1.2-1.e16.1686
1ibXext-1.1-3.e16.1686
1ibXfixes-4.0.4-1.e16.1686
1ibXft-2.1.13-4.1.e16.1686
1ibXi-1.3-3.e16.1686
1ibXinerama-1.1-1.e16.1686
TibXrandr-1.3.0-4.e16.1686
1ibXrender-0.9.5-1.e16.1686
1ibXtst-1.0.99.2-3.e16.1686

nss-softokn-freeb1-3.12.8-1.e16_0.1686

pango-1.28.1-3.e16_0.5.1686
pixman-0.18.4-1.e16_0.1.1686
z1ib-1.2.3-25.e16.1686

 If you are running on SuSe Linux 64-bit systems, you must also install the

pam.i686 package.

Database objects for DB2

Procedure

1. In your operating system, create a user. The Management Console will use this
name to log in to the database. Example: user name BUILD, password BUILD.

Perform the remaining steps in DB2. Important: you must use all uppercase for the

database name and schema name.
2. Create a database named BUILD
3. Create a schema named BUILD.

Results

Note: Build Forge accesses the database using the schema for the user.

Sample DB2 SQL command script

Use the following commands at a DB2 Command Line Processor to create the and

database.

// Create database and schema

db2

db2
db2
db2

"CREATE DATABASE BUILD USING CODESET UTF-8
TERRITORY US PAGESIZE 16 K AUTOCONFIGURE
USING MEM_PERCENT 20 APPLY DB ONLY
"CONNECT TO BUILD"

"CREATE SCHEMA BUILD"

"CONNECT RESET"

// Grant permissions to the user

db2
db2

db2

"CONNECT TO BUILD"

"GRANT CREATEIN,DROPIN,ALTERIN ON SCHEMA BUILD
TO USER BUILD WITH GRANT OPTION"

"GRANT DBADM, CREATETAB,BINDADD,CONNECT,
CREATE_NOT_FENCED_ROUTINE,IMPLICIT_SCHEMA, LOAD,
CREATE_EXTERNAL_ROUTINE,QUIESCE_CONNECT
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ON DATABASE TO USER BUILD
db2 "commit work"
db2 "CONNECT RESET"
db2 "terminate"

Tuning parameters recommended for DB2
About this task

Setting DB2 tuning parameters can improve the performance and scalability of
Build Forge systems using an existing DB2 database.

Note: If you change these parameters after Build Forge is installed and running,
stop Build Forge before making the changes. Restart Build Forge after you
restart DB2.

Procedure

1. Set the tuning parameters. Run the following DB2 commands:

db2set DB2_EVALUNCOMMITTED=0ON
db2set DB2_SKIPDELETED=ON
db2set DB2_SKIPINSERTED=ON

See DB2 documentation for more information on the effects of these settings.

2. Restart DB2. This step is required to put the parameters into effect. Be sure
there are no sessions running on the database first.

db2stop force
db2start

DB2 client drivers
IBM DB2 database client drivers must be installed on the host before you install
the product. On UNIX or Linux, use the 32-bit drivers.

Procedure
1. Install DB2 Data Server Client to provide the drivers.

2. Restart the computer after installing the DB2 client. The product installation
fails otherwise.

DB2 information needed during installation
About this task

During installation you are asked for the following information in the Database
Configuration panel:

Database Configuration
* Database Host: the host where DB2 is installed.

* Database Port: Build Forge puts the default port of 50000 in this field for DB2.
Be prepared to enter the port number if you use a different port.

* Database Name: name of the database for Build Forge to use. You created this
database in a previous setup step.

¢ Database Schema Name: name of the schema for Build Forge to use.

* Database Username: user name for Build Forge to use when accessing the
database. You created this user in a previous setup step.

¢ Password: password for the database user name.

Test the Database Configuration
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* Path to the DB2 client libraries - the directory where the DB2 client libraries are
located.

Important: When installing Build Forge on UNIX or Linux, this directory must
be the one containing the 32-bit client driver libraries.

e JDBC driver location - the directory where the JDBC driver is located. This
driver is used by Apache Tomcat to access the database. Typical location:

— Windows: <db2install>/IBM/SQLLIB/java
— UNIX or Linux: consult the documentation for your system.

The following information is displayed:

* Required driver JAR files - Displays the required driver JAR files. For DB2
these are db2jcc.jar and db2jcc_license_cu.jar.

* Required JDBC driver class - Displays the required JDBC driver class. For DB2
this is com.ibm.db2.jcc. DB2Driver.

Microsoft SQL Server setup

Use these procedures to install and configure access to a Microsoft SQL Server
database from a Windows -based Management Console.

Database objects for Microsoft SQL Server
About this task

In these steps you create a user to be the database owner and the database for
Build Forge to use. If necessary, you can also create a schema for Build Forge to
use.

Procedure

1. Create a user to serve as the database owner. Build Forge uses this username
to log on to the database. Use build unless you must use a different name. The
user must have full permissions.

a. Open SQL Server Management Studio.

b. Open the database server in the Object Explorer (left panel).
c. Right-click the Security folder and choose New > Login.
d

. In the Login - New dialog, specify the login name and choose options as
follows. Important: uncheck User must change password at next login.

¢ Choose SQL Server authentication and provide a password.
* Uncheck Enforce password expiration
* Uncheck User must change password at next login

2. Create the database. You must use mixed-mode authentication. The following
interactive and script examples assume that you will use the default schema of
DBO.

a. Open SQL Server Management Studio.

b. Open the database server in the Object Explorer (left panel).

c. Right-click the Databases folder and chose New Database.

d. In the New Database dialog, specify parameters for the database:

* Specify a Database name. Use build unless you must use another name.
The name is case-sensitive. The name of the data and log files are
updated automatically in the Database files box.

* Specify the Database owner.
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— Click the [..] control to the right of the field.
In the Select Database Owner dialog, click Browse.

Check the name of the user you created, then click OK.

Click OK in the Select Database Owner dialog.

* Specify the Database files parameters. In the Database files table, do the
following:
— For both files: set the Initial Size to 500 (in MB)
— For both files: set Autogrowth. In the Autogrowth column, click the [..]

control to open the dialog. Check the Enable Autogrowth box, set
growth to 500 MB, and select Unrestricted Growth, then click OK.

Alternatively, you can use the following script to create the database.

CREATE DATABASE [build] ON PRIMARY

( NAME = N'build',
FILENAME = N'C:\Program Files\Microsoft SQL Server\MSSQL.2\MSSQL\DATA\build.mdf"' ,
SIZE = 2048KB , FILEGROWTH = 1024KB )

LOG ON

( NAME = N'build_log',
FILENAME = N'C:\Program Files\Microsoft SQL Server\MSSQL.2\MSSQL\DATA\build log.1df' ,
SIZE = 1024KB , FILEGROWTH = 10%)

EQEC dbo.sp_dbcmptlevel @dbname=N'build', @new_cmptlevel=90
?E (1 = FULLTEXTSERVICEPROPERTY('IsFullTextInstalled'))
E:gén[bui1d].[dbo].[sp_fu]]text_database] @action = 'disable’
end

GO

ALTER DATABASE [build] SET ANSI_NULL DEFAULT OFF

ﬁETER DATABASE [build] SET ANSI_NULLS OFF

iETER DATABASE [build] SET ANSI_PADDING OFF

gETER DATABASE [build] SET ANSI_WARNINGS OFF

gETER DATABASE [build] SET ARITHABORT OFF

EETER DATABASE [build] SET AUTO_CLOSE OFF

gETER DATABASE [build] SET AUTO_CREATE_STATISTICS ON

iETER DATABASE [build] SET AUTO_SHRINK OFF

iETER DATABASE [build] SET AUTO_UPDATE_STATISTICS ON

iETER DATABASE [build] SET CURSOR_CLOSE_ON_COMMIT ON

EETER DATABASE [build] SET CURSOR_DEFAULT GLOBAL

gETER DATABASE [build] SET CONCAT_NULL_YIELDS_NULL OFF
gETER DATABASE [build] SET NUMERIC_ROUNDABORT OFF

gETER DATABASE [build] SET QUOTED_IDENTIFIER OFF

iETER DATABASE [build] SET READ_COMMITTED_SNAPSHOT ON

ﬁETER DATABASE [build] SET RECURSIVE_TRIGGERS OFF

EETER DATABASE [build] SET AUTO_UPDATE_STATISTICS ASYNC OFF

ALTER DATABASE [build] SET DATE_CORRELATION_OPTIMIZATION OFF
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GO

ALTER DATABASE
GO

ALTER DATABASE
GO

ALTER DATABASE
GO

ALTER DATABASE
GO

ALTER DATABASE
GO

USE [build]

GO

[build]
[build]
[build]
[build]
[build]

SET PARAMETERIZATION SIMPLE

SET READ_WRITE

SET RECOVERY FULL

SET MULTI_USER

SET PAGE_VERIFY CHECKSUM

IF NOT EXISTS (SELECT name FROM sys.filegroups WHERE is_default=1 AND name = N'PRIMARY') \
ALTER DATABASE [build] MODIFY FILEGROUP [PRIMARY] DEFAULT

GO

Note: The READ_COMMITTED_SNAPSHOT attribute must be set to ON.
To test for READ_COMMITTED_SNAPSHOT, run the following SQL statement.
SELECT is_read_committed_snapshot_on FROM sys.databases WHERE name='build'

Substitute your database name if you did not use build. The statement must
return "1".

If the statement returns "0", run the following SQL statement.
ALTER DATABASE [build] SET READ_COMMITTED_SNAPSHOT ON

Set the default database for the user.

a. Open SQL Server Management Studio.

Open the database server in the Object Explorer (left panel).
In Object Explorer, open Security > Logins.

Right-click the user you created and choose Properties.

®ao0o0o

On the General page, select a Default database. Select the database you
created.

f. Click OK.

Create a schema, if needed. You do not need to create a schema if you can use
the default schema DBO. Using the default is recommended. If you need to use a
different schema, create it in the Build Forge database and assign the owner to
be the database user you created. The following example creates schema

bf schema and sets build as the owner:

USE build;

GO

CREATE SCHEMA bf_schema AUTHORIZATION build;
GO

TCP/IP setup on Microsoft SQL Server
About this task

You must enable TCP/IP on Microsoft SQL Server to use it with Management
Console.

To enable TCP/IP on MS SQL Server, do the following:

Procedure

1.
2.

Open MSSQLServer Configuration Manager.

Under SQL Server Network Configuration, click Protocols for
MSSQLSERVER.

Right-click TCP/IP, then choose Enable from the menu.
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Microsoft SQL Server client and JDBC driver installation
About this task

You need to install the Microsoft SQL Server client and JDBC driver on the
Management Console host. The Management Console uses them to access the
database.

Procedure

1. Install SQL Native Client. Version 2005.90.4035.00 is required. It is included in
Service Pack 3 for Microsoft SQL Server.

2. Install JDBC drivers.
* For version 2005: JDBC Library version 1.2 is required. Download it from
Microsoft at the following location:
http://www.microsoft.com/downloads/details.aspx?FamilyIld=C47053EB-3B64-4794-950D-81E1ECI91C1BA&displaylang=en

After completing the Microsoft install process, the location of the JAR is as
follows:

/sqljdbc_1.2/enu/sqljdbc.jar
* For version 2008: JDBC Library version 3.0 is required:

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=%20a737000d-68d0-4531-b65d-da0f2a735707&displaylang=en

ODBC data source setup for Microsoft SQL Server
About this task

In these steps you create an ODBC data source that is used by a Windows-based
Management Console to access the database you created in Microsoft SQL Server.
You must create a 32-bit ODBC data source regardless of whether you are running
a 32-bit Windows system or a 64-bit Windows system.

Procedure
1. Start the Data Source Administrator.

* For 32-bit Windows systems: From the Windows start menu, select Settings
> Control Panel > Administrative Tools > Data Sources.

» For 64-bit Windows systems: double-click the file C:\Windows\SysyWOW64\
odcbad32.exe. Note that this opens a Data Source Administrator dialog that
allows you to create the required 32-bit ODBC data source on the 64-bit
system.

The ODBC Data Source Administrator dialog appears.

2. On the System DSN tab, click Add. A list of drivers appears.

3. Select MS SQL Server from the list of drivers, then click Finish. In the ODBC
Setup dialog box that appears, enter the following information:

* Data Source Name: the name for this data source, must be the same as
Database Name and must not be the same as the schema name associated with the
database.

* Description: description for this data source.

e Server Name: host name of the host where the MS SQL Server database is
installed.

* Database Name: database name you created above.

Click OK to close ODBC Setup, then OK to close ODBC Data Source
Administrator. The data source is created.
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Results

Make a note of the following information. It is requested by the installation
program when you install the Management Console.

* Data source name: as you assigned when creating the ODBC data source
* Data source type: SQL Server

* User name: user name you created for the database (for example, build)
* Password: password for the user name (for example, build)

Important: Use the same value for the Database Name and Data Source Name. A
limitation in JDBC drivers requires this constraint. If they are not the
same, the Quick Report reporting feature and the services-layer APIs
for Java and Perl do not work.

Microsoft SQL Server information needed during installation
About this task

During installation you are asked for the following information in the Database
Configuration panel:

Database Configuration
* Database Host: the host where SQL Server is installed.

¢ Database Port: Build Forge puts the default port of 1521 in this field for SQL
Server. Be prepared to enter the port number if you use a different port.

* Database Name: name of the database for Build Forge to use. You created this
database in a previous setup step.

* Database Schema Name: name of the schema for Build Forge to use, either the
default of DBO (recommended) or the one you created in a previous setup step.

* ODBC Data Source Name: the name of the ODBC data source.

* Database Username: user name for Build Forge to use when accessing the
database. You created this user in a previous setup step.

* Password: password for the database user name.

Test the Database Configuration

 Path to the SQL Server Client libraries - the directory where the SQL Server
client libraries are located.

Important: Microsoft SQL Server is supported on Windows platforms only.

e JDBC driver location - the directory where the JDBC driver is located. This
driver is used by Apache Tomcat to access the database.

* 2005 versions: use the driver provided with the 2005 version.
* 2008 version: use the version 3.0 driver.

The following information is displayed:

* Required driver JAR files - Displays the required driver JAR files. For SQL
Server this is /sqljdbc_1.2/enu/sqljdbc jar.

* Required JDBC driver class - Displays the required JDBC driver class. For SQL
Server this is com.mysql.jdbc.Driver.

MySQL setup

Use this procedure to install and configure support for MySQL.
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Before you begin

Install and configure the following items. Use the instructions in the following
sections.

Red Hat Linux 4 Requirements for MySQL
Before you begin

MySQL on Red Hat Linux 4 requires additional setup before configuration for
Rational Build Forge.

Procedure

* Install ncurses-1ibs.i686. It must be present in order to install the files in the
next step.

* Install compatibility shared libraries. You need to install the package or the
RPM, but not both.

MySQL-client-community-5.0.51a-0.rhel5.1386
MySQL-shared-compat-5.0.51a-0.rhel5.1386

* Rename startup script. You need to rename the startup script so that it causes
MySQL to be loaded earlier in the startup process than it does by default. The
following example should move it up enough.

mv /etc/rc3.d/S99mysql /etc/rc3.d/S50mysql

Database Objects for MySQL
Procedure

1. Create an empty database named build.
2. Create a user associated with it (user name build, password build).

Results

You could use the following commands to create the database build and create a
user build@localhost with the password (“identified by”) build:
mysql -u root
mysql> create database build;
mysql> grant all on build.* to build@localhost
-> identified by "build";

MySQL libraries and client drivers
Before you begin

The MySQL native client drivers must be installed on the Build Forge host before
you install Build Forge. On UNIX or Linux, use the 32-bit drivers.

If you are using MySQL 5.1, you must use the MySQL 5.0 client.

If you are installing MySQL on the same host as the Build Forge host, install the
following:

MySQL database server

MySQL-client-community-5.0.51a-0.rhel5.i386 - client drivers
MySQL-shared-compat-5.0.51a-0.rhel5.i386 - required compatibility libraries
Connector/J JDBC driver

If you are installing MySQL on a different host, install the following on the Build
Forge host:
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MySQL-client-community-5.0.51a-0.rhel15.i386 - client drivers
MySQL-shared-compat-5.0.51a-0.rhel5.i386 - required compatibility libraries
Connector/J JDBC driver

For AIX systems only:

You must install the Connector/]J driver and the 5.0-51a client drivers. They are
compatible with AIX version 6.1. You can find them in the Archives area of the
MySQL web site.

The installer attempts to repackage the MySQL client shared libraries. The
packaging of the files as they are posted on mysql.com cannot be used by Build
Forge. The user running the installer needs to have write access to the directory
where the client driver files are installed, typically /opt/mysql. The installer
replaces the files Tibmsqlclient.a and Tibmysqlclient.so.15. If the installer is not
able to repackage the files, it notifies you during installation and continues the
installation. In that case, you must repackage the files manually before running
Build Forge.

Note: If you are running other applications that use this MySQL client, you may
want to repackage the files manually in a separate directory.

To manually package the files do the following.

1. From the directory MySQL was installed in, create a new directory, 1ibbf:
root@myaix:/opt/mysql/> mkdir 1ibbf

2. Copy the Tib/1ibmysqlclient.so.15 file into the new directory:
root@myaix:/opt/mysql/> cp 1ib/1ibmysqlclient.so.15 Tibbf

3. Change into the new directory and build the new archive file:
root@myaix:/opt/mysql/> cd Tibbf

root@myaix:/opt/mysql/1ibbf/> ar -q libmysqlclient.a libmysqlclient.so.15

This directory can now be used as the client library path for the installation
process if it has not already run. If one of the silent or command line methods was
used, update the LIBPATH in $BFROOT /rc/buildforge to use this path.

MySQL Configuration
Procedure

1. Increase maximum database connections to 200. Edit the [mysqld] section in
<mysql-installdir>/my.ini (Windows) or /etc/my.cnf (UNIX/Linux) as
follows:
max_connections=200

The value should at least equal the total of your Max Console Procs and Run
Queue Size system settings (in the Management Console's Administration »
System page).

2. Confirm that your MySQL instance is using the InnoDB storage engine. The
Rational Build Forge database uses foreign key constraints. The MySQL
MylSAM storage engine does not check foreign key constraints. If MyISAM is
used, problems can occur when new database objects are created, especially
through the APL
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MySQL information needed during installation
About this task

During installation you are asked for the following information in the Database
Configuration panel:

Database Configuration
* Database Host: the host where MySQL is installed.

* Database Port: Build Forge puts the default port of 3306 in this field for MySQL.
Be prepared to enter the port number if you use a different port.

* Database Name: name of the database for Build Forge to use. You created this
database in a previous setup step.

* Database Username: user name for Build Forge to use when accessing the
database. You created this user in a previous setup step.

* Password: password for the database user name.

Test the Database Configuration

* Path to the MySQL Client libraries - the directory where the MySQL client
libraries are located.

Important: When installing Build Forge on UNIX or Linux, this directory must
be the one containing the 32-bit client driver libraries.

* JDBC driver location - the directory where the JDBC driver is located. This
driver is used by Apache Tomcat to access the database.

The following information is displayed:

* Required driver JAR files - Displays the required driver JAR files. For MySQL
this is mysql-connector-java-5.*-bin jar.

* Required JDBC driver class - Displays the required JDBC driver class. For
MySQL this is com.mysql.jdbc.Driver.

MySQL troubleshooting
About this task

This task describes a workaround for the case when a console using the MySQL
database fails with message "Database extension 'mysqli' not found." This
problem occurs on Red Hat Linux version 6.x when the following file is used:

/opt/buildforge/server/apache/1ib/php/extensions/no-debug-non-zts-20090626

Procedure
1. Check for missing libraries and permissions. Use the ldd command. Example
response:

1dd: warning: you do not have execution permission for ~./mysqli.so’
linux-gate.so.1l => (0x00413000)
libmysqlclient.so.15 => not found

1ibss1.s0.6 => not found
libcrypto.so.6 => not found

2. Do one of the following tasks so that the Tibmysqlclient.so.15 library can be
found.

* Append the full path of Tibmysqlclient.so.15 to LD_LIBRARY_PATH.
* Copy 1libmysqglclient.so.15 to /usr/1ib.
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3. Add links to older libraries. You need to add links to older libraries manually.
Example:

In -s /usr/1ib/libcrypto.s0.1.0.0 /usr/1ib/libcrypto.so.6
In -s /usr/1ib/1ibss1.s0.1.0.0 /usr/1ib/1ibss1.s0.6

4. Restart the console. A restart is required.

Oracle setup

Use this procedure to set up support for an Oracle database.
Before you begin

Install or configure the following items. Use instructions in the following sections.

Red Hat Linux 6 Requirements for Oracle 10
Before you begin

Oracle 10 on Red Hat Linux 6 requires additional setup before you install Rational
Build Forge.

Procedure

Install compatibility shared libraries. You must install these packages:
e compat-1ibs-5.2-1.1386.rpm
e compat-libstdc++-33-3.2.3-68.1686

Database Objects for Oracle
About this task

Create a local user on the Oracle host: user name build and password build.
* Add appropriate grants, including CREATE SESSION and CREATE TABLE.

e Add an appropriate QUOTA size in the DEFAULT TABLESPACE, to provide
enough space for the system to store data.
create user build
identified by password

default tablespace users
quota unlimited on users;

grant create session, create table
to build;

Important: During installation, the same value is used for the database name and
the Oracle SID. A limitation in JDBC drivers requires this constraint. If
they are not the same, the Quick Report reporting feature and the
services-layer APIs for Java and Perl do not work.

Tuning parameters recommended for Oracle
About this task

Some Oracle parameters must be changed from their default values for Build Forge
to run correctly.

Note: If you change these parameters after Build Forge is installed and running,

stop Build Forge before making the changes. Restart Build Forge after you
restart the database server.
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Procedure
1. Set the tuning parameters. Run the following commands:

ALTER SYSTEM SET open_cursors=1000 SCOPE=BOTH
ALTER SYSTEM SET processes=500 SCOPE=BOTH

Note: If you get the message "SQL Error: ORA-02095: specified initialization
parameter cannot be modified" when you run ALTER SYSTEM SET
processes=500 SCOPE=BOTH, use ALTER SYSTEM SET processes=500
SCOPE=SPFile instead.

See Oracle documentation for more information on the effects of these settings.

2. Restart the database server. This step is required to put the parameters into
effect. Be sure there are no sessions running on the database first.

Oracle information needed during installation
About this task

During installation you are asked for the following information in the Database
Configuration panel:

Database Configuration
* Database Host: the host where Oracle is installed.

* Database Port: Build Forge puts the default port of 1521 in this field for Oracle.
Be prepared to enter the port number if you use a different port.

* Database Name: name of the database for Build Forge to use. You created this
database in a previous setup step.

* Database Username: user name for Build Forge to use when accessing the
database. You created this user in a previous setup step.

* Password: password for the database user name.

Test the Database Configuration

* Path to the Oracle Client libraries - the directory where the Oracle client
libraries are located.

Important: When installing Build Forge on UNIX or Linux, this directory must
be the one containing the 32-bit client driver libraries.

* ORACLE_HOME Environment Variable - the directory where Oracle is
installed.

* Path to tnsnames.ora file (TNS_ADMIN) - the directory containing the
tnsnames.ora file. Ensure that full access permissions have been set for the
tnsnames.ora file.

* JDBC driver location - the directory where the JDBC driver is located. This
driver is used by Apache Tomcat to access the database.

The following information is displayed:

* Required driver JAR files - Displays the required driver JAR files. For Oracle
this is ojdbc14 jar.

* Required JDBC driver class - Displays the required JDBC driver class. For
Oracle this is oracle.jdbc.driver.OracleDriver.

Oracle Client Configuration
About this task

To install and configure the client for Oracle:
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Procedure

1.

Install Oracle Instant Client on the Management Console host. You must install
the 32-bit version, regardless of whether you are running on a 32-bit or 64-bit
platform. Use only version 10.2 or 11.2 of Instant Client Package - Basic for
your operating system.

* Use the version 10.2 client for Oracle 10.2.

* Use the version 11.2 client for Oracle 11g.

Download the client from Oracle at|http:/ /www.oracle.com/ technology / |
[software/tech/oci/instantclient/index.html]

Set up the environment on the Management Console host. Several environment
variables must be set.

e LD_LIBRARY_PATH: set to include the client installation directory.

Note: You can specify this value on the Database Configuration page from
Installation Manager.

* NLS_LANG: set to an appropriate value for international language support.
— UNIX and Linux systems: the value must include AL32UTES. Example:
AMERICAN_AMERICA.AL32UTES.

— Windows systems: the value must include a character map specification
that corresponds to the Active Code Page setting in the Windows registry.
See [“Oracle Client Example Configuration on Windows.”]

NLS_LANG must be set explicitly as described. The default charset that is set
during the client installation is not correct for use with Build Forge.

* ORACLE_HOME: set to the path of your Oracle client installation directory.

Note: You can specify this value on the Database Configuration page from
Installation Manager.

* ORA_NLSI10: set to the path where character-set data is located on the server.
¢ PATH: set to include the client installation directly.

* TNS_ADMIN: set to the path where the tnsnames.ora file is located on the
server. Ensure that full access permissions have been set for the tnsnames.ora
file.

Note: You can specify this value on the Database Configuration page from
Installation Manager.

To check the current language setting on the Oracle server, log in to Oracle and
run the following command:

SQL> host echo $NLS_LANG

What to do next

Important: During installation, tnsnames.ora is set up to use the same value for

the database name and the Oracle SID. A limitation in JDBC drivers
requires this constraint. If they are not the same, the Quick Report
reporting feature and the services-layer APIs for Java and Perl do not
work.

Oracle Client Example Configuration on Windows:
About this task

Example environment:

* Instant Client - Basic at C:\instantclient_11 2, to use American English
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* Oracle 11.2 on a Windows system at C:\oracle\product\11.2.0\db_1, installed
to support international data

Variable settings on the system where the client and Build Forge are installed:
* LD_LIBRARY_PATH includes C:\instantclient 11 2\

* NLS_LANG=AMERICAN_AMERICA.WESMSWIN1252

* ORACLE_HOME-=C:\instantclient 11 2\

* ORA_NLS10=C:\oracle\ocommon\nls\admin\data

* PATH includes C:\instantclient_11_2\

* TNS_ADMIN=C:\oracle\product\11.2\db_I\network\admin

About NLS_LANG on Windows Systems

The Oracle client on windows uses a setting in windows to perform local character
mapping.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\N1s\CodePage\ACP

When the client sends data to the server, the characters are sent in the server's
character mapping.

The example NLS_LANG setting above corresponds to an ACP setting of 1252, the
default for US Windows. For other languages, consult the Oracle InstantClient
documentation to get the correct language, locale, and character map parts of
NLX_LANG. Be sure to check the actual ACP setting on your Windows system
and make the character mapping part of the setting match it.

The character maps for other languages are as follows. Use them in combination
with the correct language and locale to create the NLS_LANG setting.

1250 EE8MSWIN1250
1251 CL8MSWIN1251
1252 WEBMSWIN1252
1253 EL8MSWIN1253
1254 TR8MSWIN1254
1255 IW8MSWIN1255
1256 ARBMSWIN1256
1257 BLT8MSWIN1257
1258 VNBMSWIN1258
874 TH8TISASCII
932 JA16SJIS

936 ZHS16GBK

949 KO16MSWIN949
950 ZHT16MSWIN950

Note: If the character mapping is not set correctly, you do not get a warning and
at first there is no obvious difference in behavior or performance. The client
attempts to make character conversions in memory. When it runs out of
memory and needs to swap to perform the conversions, performance in
communication between the client and server degrades radically.

Oracle Client Example Configuration on UNIX or Linux:
About this task

Example environment:

 Instant Client - Basic at /usr/local/instantclient 11 2, to use American
English
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* Oracle 11.2 on a UNIX system at /usr/Tocal/oracle/product/11.2.0/db_1,
installed to support international data

Variable settings on the system where the client and Build Forge are installed:

* LD_LIBRARY_PATH (Solaris, Linux) or LIBPATH (AIX)includes
/usr/local/instantclient_11 2

* NLS_LANG=AMERICAN_AMERICA.AL32UTF8

* ORACLE_HOME-=/usr/local/instantclient_11 2

* ORA_NLS10=/usr/1ocal/oracle/ocommon/nls/admin/data

* PATH includes /usr/local/instantclient_11 2

* TNS_ADMIN=/usr/local/oracle/product/11.2/db_1/network/admin

UNIX and Linux Systems using Oracle Instant Client 11.2

The Build Forge application has a dependency on library 1ibcIntsh.so0.10.1,
which is part of the version 10.2 client. During installation, the installer checks for
this file in ORACLE_HOME. If the file does not exist, the installer assumes that
you are using the version 11.2 client and attempts to create a symbolic link from
TibcIntsh.so0.10.1 to the corresponding version 11.2 library, TibcIntsh.so.11.1.

In -s TibcIntsh.so.11.1 Tibclntsh.so0.10.1

Important: The user running the Build Forge installer must have write access to
the ORACLE_HOME directory. If this is an issue at your site, have an
authorized user create the link manually before you install Build Forge.
At some sites the client may be installed on a file system that is
mounted read-only (common practice with Solaris systems).

Implementing failover using Oracle RAC
Use this procedure to enable console failover when using Oracle RAC

Before you begin

Basic database setup for Oracle RAC is the same as setup for other Oracle
databases. Install the console using those settings. After the console is installed, use
these procedures to implement failover.

About this task

To enable Oracle RAC failover to work with Build Forge, there is additional
configuration required. There are two methods available:

¢ SCAN method: modify buildforge.conf. SCAN (single client access name) is a
facility in Oracle 11g. When it is used, all nodes in the cluster are made eligible
for failover. At least three nodes should be available and set up to fail over on a
round-robin basis.

* Explicit Connection strings method: modify the tnsnames.ora file for Oracle
Instant Client and modify buildforge.conf. In this method you specify the service
which represents the cluster and each desired cluster node. At least three nodes
should be available and set up to fail over on a round-robin basis. The
LOAD_BALANCE and FAILOVER parameters must be set.

You may need the Oracle DBA to provide the name of the service and the list of
nodes to use. You configure the tnsnames.ora file for Oracle Instant Client and
set the JDBC connection string in buildforge.conf.
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Both methods require that you specify SERVICE_NAME, which represents the
cluster as a whole. This is different than non-RAC configurations, where
SERVICE_NAME is typically the same as the SID.

Procedure
¢ SCAN method

1. Edit buildforge.conf. Add the db_url parameter to buildforge.conf and use
the JDBC connection string as the parameter. Note that the service must be
set up in Oracle (mysvc.mycorp.com) and have multiple nodes. Line breaks
are included for clarity. Do not break the lines in buildforge.conf.

db_hostname myoracledbhost.mycompany.com

db_url jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)
(HOST=myoracledbhost.mycompany.com) (PORT=1521))
(CONNECT_DATA=(SERVICE_NAME=mysvc.mycorp.com)))

db_tcp_port 1521

db_database orclrac

db_username

db_password

db_type odbc

db_provider oracle

2. Update buildforge.conf in all locations.
— Windows

<bfinstall>
<bfinstall>/Apache/tomcat/webapps/rbf-services/WEB-INF/classes/buildforge.conf

— UNIX or Linux

<bfinstall>/Platform
<bfinstall>/server/tomcat/webapps/rbf-services/WEB-INF/classes/buildforge.conf

* Explicit Connection strings method In the example, the following names are
used:

— Service name: myorasvc.mycorp.com
— Node names: clusnode-1vip, clusnode-2vip, clusnode-3vip, clusnode-4vip
1. Edit tsnames.ora.

myorasvc.mycorp.com=

(DESCRIPTION=
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-1vip) (PORT=1521))
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-2vip) (PORT=1521))
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-3vip) (PORT=1521))
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-4vip) (PORT=1521))
(LOAD_BALANCE=yes) (FAILOVER=0N)
(CONNECT_DATA=(SERVER=DEDICATED)
(SERVICE_NAME=myorasvc.mycorp.com)
(failover_mode=(type=select)
(method=basic) (retries=180) (delay=5)))

)

2. Edit buildforge.conf Set the db_url parameter to the JDBC connection string.
Line breaks are included for clarity. Do not break the lines in buildforge.conf.
db_url jdbc:oracle:thin:@(DESCRIPTION=(LOAD BALANCE=on)

(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-1vip) (PORT=1521))
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-2vip) (PORT=1521))
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-3vip) (PORT=1521))
(ADDRESS=(PROTOCOL=TCP) (HOST=clusnode-4vip) (PORT=1521))
(CONNECT_DATA=(SERVICE_NAME=myorasvc.mycorp.com)))

3. Update buildforge.conf in all locations.
- Windows

<bfinstall>
<bfinstall>/Apache/tomcat/webapps/rbf-services/WEB-INF/classes/buildforge.conf
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— UNIX or Linux

<bfinstall>/Platform
<bfinstall>/server/tomcat/webapps/rbf-services/WEB-INF/classes/buildforge.conf

Oracle information needed during installation
About this task

During installation you are asked for the following information in the Database
Configuration panel:

Database Configuration
e Database Host: the host where Oracle is installed.

* Database Port: Build Forge puts the default port of 1521 in this field for Oracle.
Be prepared to enter the port number if you use a different port.

* Database Name: name of the database for Build Forge to use. You created this
database in a previous setup step.

* Database Username: user name for Build Forge to use when accessing the
database. You created this user in a previous setup step.

¢ Password: password for the database user name.

Test the Database Configuration

* Path to the Oracle Client libraries - the directory where the Oracle client
libraries are located.

Important: When installing Build Forge on UNIX or Linux, this directory must
be the one containing the 32-bit client driver libraries.

* ORACLE_HOME Environment Variable - the directory where Oracle is
installed.

* Path to tnsnames.ora file (TNS_ADMIN) - the directory containing the
tnsnames.ora file. Ensure that full access permissions have been set for the
tnsnames.ora file.

* JDBC driver location - the directory where the JDBC driver is located. This
driver is used by Apache Tomcat to access the database.

The following information is displayed:
* Required driver JAR files - Displays the required driver JAR files. For Oracle
this is ojdbc14 jar.

* Required JDBC driver class - Displays the required JDBC driver class. For
Oracle this is oracle.jdbc.driver.OracleDriver.

Security setup

During installation you are asked questions about how you want to set up security.

* Keystore password: you must provide a password for the keystore. It is used
both for enabling secure login (credentials encryption) and as a starting point for
enabling HTTPS/SSL.

* Certificates: you are given the option of installing a personal certificate or
importing a certificate that you already have.

* Secure HTTP: you are asked whether you want to install the Apache server
enabled for HTTPS/SSL. The certificate you choose is used. If you need to use a
port number other than the default of 443, you need to enter the port number at
that time.
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Using the provided personal certificate

The provided certificate has the following attributes set:

* Subject DN: "CN=hostname", where hostname is the fully qualified name of the
host where you are performing the installation.

* Expiration period: 10 years (expressed as 3650 days). You can change this value.
Expiration periods of one to two years are typical. Expiration periods longer
than that increase vulnerability to security attacks that attempt to guess the key.

You are given the opportunity to modify the provided certificate. If you do modify
the certificate, the following fields can be specified.

e Common Name (required)

* Locality

* State/Province

* Organization Name

* Country/Region Name (required)
* Street Address

The Common Name and Country/Region Name are concatenated into an
X500Principal type Subject DN to be specified during certificate creation.

You are prompted for a password to use for the keystore that the installer creates.
Record this password. It is required to complete setup of HTTPS/SSL.

Important: Changing the password later is possible but a fairly long process. Use a
strong password that meets your local requirements for complexity.

Using your own certificate

If you have a certificate, you can import it for use by all components and
connections in the system that use SSL:

* The certificate must be available on the host where you are installing Build
Forge. Copy the certificate to a temporary directory. You are prompted for the
fully qualified path during installation.

* You must specify the keystore password during installation.

* The certificate must be in PKCS12 keystore type. If your certificate is another
type, you can use the OpenSSL openss1 utility or the JDK keytool utility to
convert the copy into PKCS12.

* You are prompted for a password to use for the keystore that the installer
creates. Record this password. It is required to complete setup of HTTPS/SSL.

Important: Changing the password later is possible but a fairly long process.

Use a strong password that meets your local requirements for
complexity.
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Chapter 7. Installing the Management Console

This section describes how to install the Management Console on Windows, UNIX,
and Linux platforms. Use the following procedure for any installation scenario
supported by Installation Manager.

1. Perform pre-installation setup, as described in|Chapter 6, “Pre-installation|
[setup,” on page 33| Tasks include the following.

¢ International data support setup (required)

 Database setup (required). This step typically involves creating database
objects, installing a database client, and collecting information that is needed
during the installation steps in Installation Manager.

* Security setup (optional, depending on your needs)

2. Start launchpad to run Installation Manager.

Note: Launchpad searches for Installation Manager on the host where you run
it. If it does not exist, launchpad runs a packaged Installation Manager to
install Installation Manager on your host. It then uses the installed
Installation Manager to install Build Forge. If you prefer, you can install
Installation Manager manually rather than from Launchpad.

3. Perform the installation steps in Installation Manager.
4. Perform required post-installation checks.

See [Chapter 8, “Alternative installation methods,” on page 63| for installation
procedures for the following scenarios:

* Using your own installations of the following required applications, instead of
those that are provided and installed by Build Forge:

— Apache HTTP server

- PHP

— Apache Tomcat
* Silent installation of product components using IBM Installation Manager
* Installation on VMware

* Installation of the Management Console on SUSE Linux on System z

Starting Installation Manager with launchpad

Use launchpad to start Installation Manager and install Build Forge.

You can start launchpad in the following ways:
e Start launchpad from the product DVDs.
* Start launchpad from a downloaded file package.

Launchpad detects whether Installation Manager is installed on your host:

* If Installation Manager exists, launchpad starts it. In Installation Manager, you
select the Build Forge package to install.

Important: Your version of Installation Manager must meet the minimum
version requirements. See [“Installation Manager requirements” on|
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* If Installation Manager does not exist, launchpad uses a packaged Installation
Manager. Within it, you select both the Installation Manager and Build Forge
packages to install. The packaged Installation Manager installs Installation
Manager, and then starts it to install Build Forge.

Launchpad can also install an agent on the local host, if it is a Windows host. You
cannot use the launchpad to install the agent on a non-Windows operating system.
For agent installation instructions, see |Chapter 10, “Installing agents,” on page 133.|

Starting launchpad from the product DVDs

Use these instructions to start launchpad from the product DVDs.

Choose the instructions for your operating system.
¢ UNIX or Linux

1.

Insert the first DVD on the host where you are installing Build Forge.

2. Mount the drive.
3.
4. Select the package to install in Installation Manager.

In the root directory of the drive, run launchpad.sh.

— If IBM Installation Manager is found on your host, launchpad starts it.

On the first Install Packages page, select the Build Forge package, and
then click Next.

— If IBM Installation Manager is not found, a packaged Installation Manager
starts in order to install Installation Manager, and then uses it to install
Build Forge.

On the first Install Packages page, select the Installation Manager and
Build Forge packages, and then click Next.

¢ Windows

1.
2.

Insert the first DVD on the host where you are installing Build Forge.

If autorun is enabled, launchpad starts automatically. If it is not enabled: in
the root directory of the drive, run launchpad.exe

Select the package to install in Installation Manager.
— If IBM Installation Manager is found on your host, launchpad starts it.

On the first Install Packages page, select the Build Forge package, and
then click Next.

— If IBM Installation Manager is not found, a packaged Installation Manager
starts in order to install Installation Manager, and then uses it to install
Build Forge.

On the first Install Packages page, select the Installation Manager and
Build Forge packages, and then click Next.

Starting launchpad from a downloaded package
Use these instructions to download an installation package and start launchpad.

1. From IBM Passport Advantage, download the installation package for your
operating system to a temporary directory on the host where you are installing
Build Forge.

2. Extract the installation image from the downloaded file to a local directory. The
contents of the file are extracted to the local directory.

3. Start the launchpad program from the directory where you extracted the files,
as follows:

* Windows: run launchpad.exe.
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¢ UNIX/Linux: run launchpad.sh.

4. Select the package to install in Installation Manager.

* If IBM Installation Manager is found on your host, launchpad starts it.

On the first Install Packages page, select the Build Forge package, and then
click Next.

If IBM Installation Manager is not found, a packaged Installation Manager
starts in order to install Installation Manager, and then uses it to install Build
Forge.

On the first Install Packages page, select the Installation Manager and Build
Forge packages, and then click Next.

Installation steps in Installation Manager

Use IBM Installation Manager to install product components on most platforms.

Before you begin

You must have started Installation Manager and selected the Build Forge package
to install to follow these instructions.

About this task

Follow the prompts to install the desired packages:

Procedure

1.

Install Packages — Select the Build Forge and Version check boxes. If
Installation Manager is not already installed, select the Installation Manager
check box. Click Next after you make the selections.

Install Packages: Location - Shared Resources — Enter or choose the directory
where you want shared resources installed, and then click Next.

Install Packages: Location - Package Group — Choose the directory where you
want the installation packages installed, and then click Next. The default
location is: C:\Program Files\IBM\Build Forge.

Install Packages: Features — By default all three core product modules are
installed: Web Interface, Process Engine, and Services Layer. Click Next.

Install Packages: License Server Configuration — Select the "Run as" user and the
type of license the console will use. Fill in the following information, then
click Next.

* (UNIX and Linux) At Which user should Build Forge run as?, accept the
default user (root) or specify a different user. This user will start the Build
Forge engine and the supplied Apache Tomcat. The user must have read
and execute permissions for the database libraries and the JDBC jar files
specified in the Database Configuration page in Installation Manager.

* Rational License Server Based: Enter the host name of the Rational License
Server.

— Enter a valid host name for the license server. If you plan to provide the
host name later, do not leave this field blank. Enter a character or value
in this field. Leaving this field blank might result in an incomplete and
unusable product.

After installation is complete, provided the correct host name. For
instructions, see [“Configuring a Rational license server for Build Forge”]

|on page 20.|
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— If a license server is displayed but greyed out, your FLEXIm license
client has already registered a license server for the host.

After installation is complete, provide the correct host name. For
instructions, see|“Changing the license server for the Management]
[Console” on page 21]

File Based: browse to the location where you downloaded the license file.

6. Database Configuration

Depending on the OS platform you are installing Build Forge on and the
database you want to install, you must specify certain information. Refer to
database setup instructions in [“Database setup” on page 34| for the following:

For DB2 Express, sed“DB2 Express setup” on page 35/
For DB2, see [‘'DB2 setup” on page 36|

For Microsoft SQL Server, see [“Microsoft SQL Server setup” on page 39|
Note that the JDBC driver to specify depends on the version you choose
(SQL Server 2005 or SQL Server 2008).

For MySQL, see [“MySQL setup” on page 43]

For Oracle, see [“Oracle setup” on page 47 Note that you must choose the
version that corresponds to the Oracle Instant Client version you installed
(Oracle 10 or Oracle 11).

Note: On UNIX and Linux platforms, you must install and use 32-bit

database client drivers if you are using an Oracle, DB2, or MySQL
database. On the Database Configuration page in Installation Manager,
for your specific database type, make sure that you specify the 32-bit
version of driver libraries in the Path to the [DB2|Oracle | MySQL]
client libraries field on the Database Configuration page. Also, for DB2,
load the db2profile.

7. Install Packages: Application and Web Server Configuration — Fill in the requested
information, and then click Next.

a.

Web Server/PHP Configuration

* Supply your own webserver? Select Yes if you want to supply your
own web server. No is the default.

* Do you wish to use Secure HTTP? Select Yes if you want to use Secure
HTTP. No is the default.

* Which port should the web server use? If you do not want the web
server to use port 80, enter a different port number. 80 is the default.

* Memory Limit for PHP: Enter a memory limit for PHP if you do not
want to use the default. 256 MB is the default.

Application Server Configuration

* Supply your own application server? Select Yes if you want to
configure Build Forge to use an application server that you have already
installed. No is the default.

Note: You do this only if you are configuring Build Forge to use one or
more components that you have already installed. Normally Build
Forge installs these components during installation. See
[“Installing using your own components” on page 63)

Security Configuration Enter and verify a password for the keystore that the
installer creates for Build Forge in the following fields.

Note: If these fields are not visible, scroll down to find them.
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* Keystore Password
* Verify Password
The password is required to enable the default secure login (credential

encryption). It is also required if you intend to configure Build Forge to
use HTTPS/SSL.

Important: Changing the password later is possible but a fairly long
process. Use a strong password that meets your local
requirements for complexity.

You have the following options:

* Use the self-signed certificate that the installer creates as is. Do the
following:

1) Do you wish to modify default or upload a custom certificate?
Select No.

2) Do you have an existing secure certificate? Select No.

* Use the self-signed certificate that the installer creates, but modify its
fields. Do the following;:

1) Do you wish to modify default or upload a custom certificate?
Select Yes. Additional fields for the certificate are displayed. Fill
them in.

2) Do you have an existing secure certificate? Select No.

* Provide the location of your own certificate. The certificate must be on
the host, it must be in pkcs12 format, and you must provide the existing
password for the keystore it is in. Do the following;:

1) Do you wish to modify default or upload a custom certificate?
Select Yes.

2) Do you have an existing secure certificate? Select Yes. Additional
fields are displayed.

3) Please specify a signed certificate in a keystore of type pkcs12.
Enter the filename or use Browse to locate it.

4) Keystore Password Enter the password for the keystore containing
your certificate.

5) Verify Password Re-enter the password for the keystore containing
your certificate.

Note: Browsers typically warn about accessing a secure site that has a
self-signed certificate. Users are typically given the option to
proceed, but may be required to confirm the exception.

. Services Configuration Fill in the requested information, then click Next.

* Will services layer run on this machine? Click No if you do not want the
services layer to run on this machine. Yes is the default.

If you click No, you are prompted for the host name of the application
server that runs the services layer application.

* Listen on port: 3966 is the default. One or both ports must be selected as
the services port.

* Listen on secure port: 49150 is the default. One or both ports must be
selected as the services port.

. Install Packages: Console Start Options — fill in the requested information, and
then click Next.

a.
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* Create a shortcut on the desktop? The default is create a shortcut on
the desktop (for Windows).

Note: On Linux, a desktop shortcut is not created.
b. Startup Options

* Do not start the Console: The Console starts by default. Click the radio
button if you do not want to the Console to start automatically.

* Start the Console in Service Mode: The Console starts in service mode
by default.

 Start the Console in Foreground Mode: The Console does not start in
foreground mode, by default. If you want the Console to start in
foreground mode, click the radio button.

10. Install Packages: Summary review — Review the summary information on this
page to confirm where the Build Forge components will be installed, and then
click Install.

a. Target Location
* Package Group Name: buildforge.console is the default package name.

* Installation Directory: The default installation directory is C:\Program
Files\IBM\Build Forge.

* Shared Resources Directory: The default shared resources directory. The
defaults are as follows:

— Windows: C:\Program Files\IBM\SDP70Shared
— UNIX and Linux: /opt/IBM/SDP70Shared
b. Features
* Build Forge Features You can review what features or modules will be
installed. For example, the core product modules are: Web Interface,
Process Engine, and Services Layer.
c. Environment
* English is the default environment.
d. Repository Information
* Files will be retrieved from the following locations: Use this section to
review and confirm the repository location.
11. Access the Management Console. Start a browser. Go to the URL for the
Management Console:
* General form: http://<hostname>[:<portnumber>]. The port number is
optional if you used the HTTP default, port 80.

* Local: if you are running the browser on the same host where the
Management Console is running, you can use http://Tocalhost.

Note: If you cannot log in immediately after installation, wait a minute or so
and try again. On first startup the engine (bfengine) has to load the
database schema.

Important: Do not stop bfengine immediately after an install. Doing so can
corrupt the database schema. In that case you would need to drop
all Build Forge tables from the database and reinstall Build Forge.

12. Log in. Use user name root, password root. Change the root password
immediately.
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Post-Installation checklist

This section describes what you need to do after installing the Build Forge system.
* Check the PATH variable.

* Identify the proxy server for PHP to use, if Management Console must go
through a proxy server to access the database.

* Set JVM memory.
¢ Log message migration.

Check PATH variable on Windows

The PATH environment variable on Windows must include the path to the
database client or driver DLLs. Check the PATH manually for these databases:

* DB2 - directory containing db2c1i.d11 and sqlar.d11
* MySQL - directory containing 1ibmysql.d11
* Oracle - directory containing oci.d11

For Microsoft SQL Server, setting up the ODBC connection takes care of this
requirement.

Identify proxy server

Optional: this step is needed only if the Management Console needs to use a proxy
server to access its database. You must configure PHP to use the proxy server.

» Edit the php.ini file. It is located in <bfinstall>/Apache/php, for example
C:\Program Files\IBM\Build Forge\Apache\php.

Add the following entries:

bf_proxyHost=<your_proxy_server_hostname>
bf_proxyPath=<your_proxy path>
bf_symlinkPath=<symlink_to_proxy path>

Set JVM memory (required for Quick Report)

Optional: this step is needed only if your edition includes Quick Report (Standard
Edition, Enterprise Edition, Enterprise Plus Edition).

* Set the maximum memory for the JVM to 1 MB or more. Running reports
requires a minimum 1 GB (1024 MB) heap size. If you get Out of Memory errors
while running reports (possible on large reports), increase this setting. That may
in turn require you to add memory to the host.

JAVA_OPTS -Xmx1024M
Log message migration

Build Forge stores job messages in a different manner from older releases. As such,
if the Build Forge install is an upgrade from a previous release, the "Message"
column in the job output page may be temporarily blank until the migration of
that particular job is complete. As this happens in small, low-priority batches, the
migration may take time; if any job has blank messages, it is recommended that
the user simply wait until that job's message migration is complete.
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Increasing the number of file handles for Linux
Before you begin

Important: For best results, before you use your Rational product, increase the
number of file handles available for Rational Build Forge. A system administrator
might need to make this change.

Exercise caution when you follow these steps to increase the file descriptors on
Linux. Failure to follow the instructions might result in a computer that does not
start correctly. For the best results, have your system administrator perform this
procedure.

To increase the file descriptors:

Procedure
1. Log in as root. If you do not have root access, you must obtain it before you
continue.

2. Change to the etc directory.

3. Locate the initscript shell script. Open the file or create it with a Linux text
editor.

Important: Do not leave an empty initscript file on your computer. If you do
so, your computer will not start the next time that you turn it on or restart it.

4. On the first line, set ulimit to a number significantly larger than 1024, the
default on most Linux computers.

ulimit -n 4096

Caution: Setting ulimit too high can impact system-wide performance.
5. On the second line, type eval exec "$4".
6. Save and close the shell script.

Results

For more information on the ulimit command, refer to the man page for ulimit.
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Chapter 8. Alternative installation methods

This section describes alternative methods of installing the Management Console.
Instructions are provided for the following scenarios:

* Using your own installations of the following applications, instead of those that
are provided and installed by Build Forge:

— Apache HTTP server and PHP

— Apache Tomcat
* Silent installation of product components using IBM Installation Manager
* Installation on VMware

¢ Installation on SUSE Linux on System z

Installing using your own components

Use this section to set up required technologies if you already have these
components installed and want to use the components that you already have and
not those provided by Rational Build Forge .

Build Forge automates the installation and configuration of the following required
components and technologies:

* Apache HTTP server and PHP
* Apache Tomcat

Important: The version of each component you use must be the same as the
component provided with the product. For more information, see
[“Hardware, software, and database requirements” on page 19.

You must configure your installation each component to meet Build Forge
requirements, and then run Installation Manager to install Build Forge components.
During installation you are given the option of using technology that you already
have set up.

The following sections describe how to set up each technology for use with Build
Forge, and then how to install Build Forge to use them.

Prerequisites
You need the following items to perform an installation on UNIX or Linux:

* Internet access. If you do not have Internet access from the computer where you
are installing Build Forge, you need to download files from a computer that
does have access and transfer them to the Build Forge computer to complete the
steps.

* C compiler that is valid and working on your platform (for example, the gcc
compiler on Linux).

* make facility that is suggested by your compiler's manufacturer (for example,
gnu-make for use with gcc).

* Privileges as root.
* To use SSL, you must compile Open SSL.
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International data support

Build Forge must be set up to support international data in the Management
Console.

Before you begin
* Web browsers:
— must have the language set
— must have the fonts you use to display data installed
* Agents
Build Forge recommends using the UTF-8 character set on agent servers.

On UNIX/Linux, use the following command to check the locale and character
set:

locale

You should see values that designate your language and character set. The
following example is from a Solaris system where US English is the language
and UTF-8 is the character set:

LANG=en_US.UTF-8
LC_CTYPE="en_US.UTF-8"

e All databases:

Typically support for international data is specified when you create the
database; international data support cannot be configured after database
creation.

The fonts you intend to use to display data must be installed on the database
host computer.

Build Forge requires the use of international data (UTF-8 character sets).
* DB2:

1. Set the codeset and territory. Example: CREATE DATABASE USING
CODESET UTF-8 TERRITORY US (or select the appropriate codeset and
territory in Control Center).

2. Set the DB2CODEPAGE environment variable on the management console
computer to 1208.
On Windows, use the command:
set DB2CODEPAGE=1208
On UNIX or Linux, use the command:
export DB2CODEPAGE=1208

If an existing database has data in it that you need to migrate to UTF-8, the
following document can help: http://publib.boulder.ibm.com/infocenter/
db2luw /v9/index.jsp?topic=/com.ibm.db2.udb.admin.doc/doc/t0024033.htm

* MySQL: Set the server character set and collation. If your installation of MySQL
does not currently support international data, you can recompile it from source
and use ./configure -—with-charset=utf8 -—-with-collation=utf8 bin. The
Build Forge engine will not start if this support is not configured.

* Oracle: Set the character set to UTF8 - Unicode 3.0 on the instance when you
install it. In the Database Configuration Assistant, the setting is made on the
Initialization Parameters step on the Character Sets tab.

Database installation and configuration

Use this section to install the database you intend to use with a Build Forge
Management Console installation using your own components.
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Before you begin

A database must be installed and configured with database objects before you
install and configure other technologies and Build Forge. You need to do the
following:

In general you must complete the following tasks:

* Identify the database system you intend to use. Verify that it is one that Build
Forge supports and that the necessary network connectivity exists between the
database host and the Build Forge host. If a proxy server is required to access
the database, get the proxy server name and path.

* If you intend to use international data, verify that the database is configured to
use a UTF-8 character set.

* Create database objects and permissions, in general as follows:
— Database: It is named build in examples, but you can use a different name.

— Database User: The Management Console uses this user name to access the
database. The user is named build in examples, but you can use a different
user name.

— Database User Password
— Permissions for the build user to create tablespaces in the build database.
Owner permissions are required to create, modify, and delete data.

Specific instructions are provided for each database type.

Apache HTTP Server installation and configuration

Installation Manager installs and configures Apache HTTP Server as the web
server for Build Forge. Using the provided Apache HTTP Server is the quickest
way to configure a web server for Build Forge.

As an alternative to the standard configuration, you can configure an existing
Apache HTTP Server instead of the one installed and configured by Build Forge.
The instructions provided assume that you have experience setting up and
configuring Apache HTTP Server on your operating system.

To use your existing Apache HTTP Server, modify your installation as follows:

1. Modify your Apache HTTP Server configuration file (httpd-vhosts.conf) to
point to the Build Forge application.

2. Install PHP and configure the PHP modules required for the Apache HTTP
Server, your Build Forge database, and password encryption if you want to use
this security feature.

3. Configure Apache for your database.
Install Build Forge using Installation Manager

In Installation Manger, at the Application and Web Server Configuration page,
select Yes at the Supply your own web server prompt.

Prerequisite software
e Apache HTTP Server 2.2.4
« PHP 5.24
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Edit the Apache server configuration file

1. Locate the Apache http-vhosts.conf file in the extras directory of your server
installation.

cd <apache-dir>/conf/extras/
vi httpd-vhosts.conf

2. Edit the Apache http-vhosts.conf file. To add information about Build Forge to
httpd-vhosts.conf, add the following lines:

<VirtualHost *:80>
ServerAdmin build@yourdomain.com
DocumentRoot /opt/buildforge/webroot/public
ServerName ausbuild0l.yourdomain.com
ServerAlias build.yourdomain.com mc.yourdomain.com
ErrorLog logs/ausbuild.error_log
CustomLog logs/ausbuild.access _log common
</VirtualHost>

3. Modify the DocumentRoot setting to point to the Build Forge web application.
In the example, the Build Forge installation directory is /opt/buildforge.

4. Leave the port as 80 or change it to the port you run the Apache HTTP Server
on locally.

<VirtualHost *:80>

Important: Do not use port 8080; it is the default port for Apache Tomcat.

5. Modify any other settings in http-vhosts.conf as required for your Apache
HTTP server:

* ServerAdmin: email address of the Build Forge administrator

* DocumentRoot: location of the entry page for the Build Forge application

* ServerName: server where the Build Forge application is installed

* ServerAlias: optional aliases for the Build Forge ServerName URL

* ErrorLog: Apache error log for the Build Forge application

* CustomlLog: Apache error log for logging access to the Build Forge application

Install and configure PHP for the Apache HTTP Server

PHP is not installed with the Apache HTTP Server. You must install PHP 5.2.4 and
configure it to point to the httpd-vhosts.conf for the Apache HTTP Server.

Install and configure PHP for your Build Forge database

During PHP installation, select and install the PHP extensions for the database
type that you are using as the Build Forge database.

(Optional) Configure the PHP OpenSSL module to support
password encryption

To support SSL, Build Forge uses the PHP OpenSSL module. This support is
provided with PHP 5.2.4; no additional configuration is required.

To support password encryption, some additional configuration is required. PHP
5.2.4 is required to support this configuration. You must locate the patch files for
the OpenSSL extension, install them in the OpenSSL directory and recompile PHP,
as follows:

1. Locate the php_openssl.h and openssl.c patch files in the misc directory, located
in the Build Forge installation directory, for example:
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Windows C:\Program Files\IBM\Build Forge\misc
UNIX/Linux /opt/buildforge/Platform /misc

2. Copy the patch files to the openssl directory, located in the Build Forge
installation directory.

3. Compile PHP using the --with-openssl=<path_to_openssl> configure option,
where <path_to_openssl> is the Build Forge openssl directory.

Configure Apache for your database

You need to add specific information to httpd.conf, depending on your database.

Apache configuration for DB2
1. Add the following line to the beginning of the Apache startup script
(normally /etc/init.d/httpd or /etc/init.d/apache2, depending on your
distribution).
source /home/db2bf/sq11ib/db2profile
2. Add the following lines to httpd.conf:

PassEnv LD_LIBRARY_PATH
PassEnv CLASSPATH
PassEnv LIBPATH
PassEnv VWSPATH

Apache configuration for MySQL
No additional configuration is required.

Apache configuration for Oracle
1. Add the following lines to httpd.conf:

PassEnv LD_LIBRARY_PATH
PassEnv NLS_LANG
PassEnv ORACLE_HOME
PassEnv ORA_NLS
PassEnv ORA_NLS32
PassEnv TNS_ADMIN
2. Add the following lines to the script that starts Apache at boot time
(commonly /etc/init.d/httpd or /etc/init.d/apache2) and provides
values for the following settings.
export LD_LIBRARY_PATH=<value>
export NLS_LANG=<value>
export ORACLE_HOME=<value>
export ORA_NLS=<value>
export ORA_NLS32=<value>
export TNS_ADMIN=<value>

Start IBM HTTP Server

Before you start the Build Forge engine and start the Management Console, start
your Apache HTTP Server.

PHP installation and configuration
Use this procedure to set up PHP for use with the Management Console.

Before you begin

Requirements:
e Version: PHP must be 5.2.4 or later
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* Database drivers: PHP modules for the Build Forge database installed
About this task

Follow the instructions in this section to configure PHP for the Apache HTTP
Server or other web server. The instructions assume that you have already
downloaded the required version of the PHP.

* Download PHP

* Install PHP

* Configure PHP

* Edit the Apache configuration file

* (optional) Identify proxy server to use to access the database (needed only if the
Management Console host accesses the database through a proxy server)

Install PHP
About this task

This section describes how to compile and install PHP from source. If you have an
existing installation of PHP and do not wish to recompile, you need only
determine if the appropriate database drivers are installed. If you need to install a
database driver, consult PHP documentation for the installation method to use.
Install the database driver for the database to use with Build Forge, as follows:

e DB2: ibm_db2 driver

* MySQL: mysqli driver

* Oracle Instant Client: oci8 driver

Note: Currently, the full Oracle client is not compatible with PHP oci8. Use Oracle
Instant Client only.

Procedure
1. Configure PHP for installation in the working directory you just created.

$ ./configure --prefix=/usr/local/php-5.2.4 --with-<database>=shared \
--with-apxs2 --with-1dap=shared --enable-mbstring --enable-shmop \
--with-xml --with-zlib=shared

Replace --with-<database> as follows:

* DB2: --with-ibm_db2[=dir]. If =dir is not specified, the default value is
used: /home/db2inst1/sql1ib

* MySQL: --with-mysqli[=file]. The optional file parameter is a pathname to
mysql_config.

* Microsoft SQL Server: --with-mssql[=dir]

* Oracle: You must install a separate installation of Oracle Instant Client to
use PHP oci8. When using Oracle Instant Client to connect to the database,
use --with-oci8=instantclient,lib where lib is the path to the Instant
Client lib directory.

Note the line-continuation character \ in the code block. This step specifies
where PHP will be installed and what options it will be installed with. It is
installed in /usr/local by default. The example shows how to put it in
/usr/Tocal/php-5.2.4. This location is used in later examples.

2. Compile PHP.
$ make

This step compiles executables in your local directory.
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3. Install PHP (do as root).

# make install

This step must be performed as a user who has write privileges for the
directory where Apache is installed (/usr/local/apache-2.2.4 in this example).
It is normally done as root. Your local administrative setup may vary.

Configure PHP
Procedure

1.

Copy extension files to the extension directory. The extension files for the
database need to be copied from the repository up to the active extensions
directory. The following example assumes that PHP is installed in
/usr/local/php-5.2.4. Note that <datestamp> is a string of numbers.

$ cd /usr/local/php-5.2.4/1ib/php/extensions/no-debug-non-zts-<datestamp>/
$ cp <db-extensions> ..

The <db-extensions> files correspond to your database for Build Forge, as
follows:

e DB2: ibm_db2.so
* MySQL: mysql.so and mysqli.so
* Oracle: 0ci8.s0

Edit the PHP configuration file php.ini. The following example assumes that
PHP is installed in /usr/Tocal/php-5.2.4:

$ cd /usr/local/php-5.2.4/1ib/
$ vi php.ini

Add the following entries:

extension_dir=/usr/local/php-5.2.4/1ib/php/extensions
upload_tmp_dir=<directory>
extension=<db-extension-so>

Use the <db-extensions-so> file name (or file names) for your database, as
follows:

* DB2: extension=ibm_db2.so
* MySQL: two entries -

extension=mysql.so
extension=mysqli.so

e Qracle: extension=0ci8.so

Note: The directory used for upload_tmp_dir must be writable by the user that
the Apache web server runs as. Commonly this user is nobody, but your
local administrative practice may vary.

Edit Apache Configuration File
Procedure

Edit Apache configuration file. Add information about PHP in httpd.conf.

cd <apache-dir>
vi httpd.conf

Add the following lines:
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LoadModule php5 module modules/1ibphp5.so
AddHandler php5-script .php

AddType text/html .php

DirectoryIndex index.php

Identify Proxy Server
About this task

Optional: this step is needed only if the Management Console needs to use a proxy
server to access its database.

Procedure

Edit the PHP configuration file php.ini. It is located in <php-install>/1ib, for
example /usr/Tocal/php-5.2.4.

Add the following entries:

bf_proxyHost=<your proxy_server_hostname>

bf_proxyPath=<your_proxy path>
bf_symlinkPath=<symlink_to_proxy path>

Apache Tomcat installation and configuration

Installation Manager installs and configures Apache Tomcat as the application
server for Build Forge. Using the provided Apache Tomcat application server is the
quickest way to configure an application server for Build Forge.

As an alternative to the standard configuration, you have the option to use an
existing Apache Tomcat instead of the one provided by Build Forge. This section
describes the prerequisite software, pre-installation setup, installation, and
post-install requirements for this alternative. The instructions provided assume that
you have experience setting up and configuring Apache Tomcat.

Software prerequisites
* Apache Tomcat Server:
— 5.5.28 for Solaris platforms
— 5.5.9 for all other platforms
e J2SE 5: IBM or Sun

* JDBC database drivers for the Build Forge database: Java Database Connectivity
(JDBC) drivers are required for use with Apache Tomcat. Sun provides a JDBC
vendors list at: |http:/ /developers.sun.com/product/jdbc/drivers|

Install the jar file for the JDBC driver
Download and unzip the JDBC driver for your database.

Important: The JDBC driver download may contain many files and subdirectories.
Locate the jar file for the JDBC driver and copy the jar file only to
$CATALINA_HOME/common/11b.

$CATALINA_HOME is the Tomcat installation root and must be set as an
environment variable. See the installation documentation for your
JDBC driver.

* DB2 - http://www-306.1bm.com/software/data/db2/express/download.htm]

Click the download link next to DB2 Driver for JDBC and SQL]J; IBM account
registration is required. You also need to locate and install a licensing jar,
db2jcc_license cu.jar.
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* MySQL - http://www.mysql.com/products/connector/j/

Click the link for MySQL Connector/J 5.0 or 5.1. Select the JDBC driver version
that corresponds to your MySQL version.

* Oracle - http://www.oracle.com/technology/software/tech/java/sqlj_jdbc/
index.html

Click the download link next to your version of Oracle; account registration is
required.

* Microsoft SQL Server- http://msdn.microsoft.com/en-us/data/aa937724.aspx
Click the Download SQL Server JDBC Driver link.

Configuring your Apache Tomcat server in Installation Manager

These instructions identify the information that you need to configure Apache
Tomcat through Installation Manager.

1. Shut down Apache Tomcat.

Important: Before you start Installation Manager, Apache Tomcat must be
stopped.

2. Start Installation Manager.
3. On the Start page, click Install.

4. Follow the instructions in the Installation Manager wizard to install the
product.

5. On the Application Server Configuration page, click Yes to configure your own
application server.

Check list: Application server configuration

I Field Description

Redirection URL Enter the host name and port number of your
application server. You must specify rbf-services
as the context path. For example: http: |
https://
<app_server_host>:<app_server_port>/rbf-
services.

Specify the directory where Specify a directory local to the application

you want to install the BF server host. Installation Manager installs the
Services Plug-ins Build Forge services layer application plug-in
extensions in this directory. The user who is
running the application server must have read,
write, and execute permission to this directory.

Note: In previous versions of Build Forge, it was necessary to specify the WAR
deployment directory. The WAR deployment directory is now
automatically set to bfinstall/PrepForExternal.

6. Complete installation through Installation Manager.
Post-installation configuration of Apache Tomcat

After you have completed installation through Installation Manager, complete the
following post-installation steps.

1. You must manually add the buildforge.conf file to the rbf-services.war file.

The location of the rbf-services.war is dependant upon your operating system.
UNIX and Linux place this file in /opt/buildforge/PrepForExternal; Windows
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places this file in C:\Program Files\IBM\Build Forge\PrepForExternal. See
[“Updating the buildforge.conf file” on page 83and complete the relevant steps.

2. Increase JVM heap size for the Apache Tomcat server.
Set the JVM maximum heap size option -Xmx to 1024 M.

Use the CATALINA_OPTS or the JAVA_OPTS environment variable in
catalina.bat or catalina.sh to set this JVM option.

3. Before you start Build Forge, start Apache Tomcat:
$CATALINA_HOME/bin/catalina.sh start.

Manually installing Installation Manager

IBM Installation Manager is installed automatically or updated if you use
launchpad program to start the product installation. See |”Starting Installation|
Manager with launchpad” on page 55/

Users who are experienced with Installation Manager or who want to set up a
silent installation can install Installation Manager manually. Perform these steps:

1. Obtain the product installation package by downloading it from Passport
Advantage or by using the product DVDs.

2. Locate the Installation Manager files for your platform:
¢ InstallerImage_linux
* Installerlmage_solaris
* InstallerImage_win32
3. Enter one of the following commands to start the installation program.

 To run the installation as an Admin user, run the following command:
install

* To run the installation as a non-Admin user, run the following command:
userinst

4. Follow the installation instructions to install Installation Manager.

After installation, you can use Installation Manager or the Installation Manager
installer to silently install packages.

Starting Installation Manager

Start Installation Manager on Windows or on UNIX/Linux.
Before you begin

If you use the launchpad program to start the product install, Installation Manager
starts automatically. If you have already installed Installation Manager, you can
start it in one of these ways:

* Windows: Click Start > All Programs > IBM Installation Manager > IBM
Installation Manager.

* Change to the <IM-installdir> and run ./IBMIM.

Specifying the repository URL
IBM Installation Manager uses an embedded URL in each product package to

connect to a repository server through the Internet and search for the latest
product installation packages.
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Before you begin

In Installation Manager, you can set repository locations on the Repositories page
in the Preferences window. Your organization might require you to redirect the
repository to use intranet sites.

Note: Before starting the installation process, be sure to obtain the installation
package repository URL from your administrator or IBM.

To specify a repository, complete the following steps:
1. Start IBM Installation Manager.
2. On the Start page, click File > Preferences.

3. In the Preferences window, click Repositories. The Repositories page opens,
showing available repositories, their locations, and whether they are connected.

4. On the Repositories page, click Add Repository.

5. In the Add repository dialog box, type the URL of the repository location or
use Browse to find a .zip or JAR file that contains a repository, a diskTag.inf
file, or the repository.config file of an expanded repository; then click OK.

The new repository location is listed. If the repository is not connected, a red x
is displayed in the Connection column.

Note: To search for updated packages, make sure Search service repositories
during installation and updates is selected. This option is selected by
default.

6. Click OK to close the Preferences window.

Performing a silent installation of product components

You can install Rational Build Forge product components silently by running
Installation Manager in silent installation mode. In silent mode, the user interface
is not available; instead, a response file inputs the commands that are required to
install the product package.

The following tasks are required for silent installation:
1. Install Installation Manager.
2. Create the response file.

3. Run Installation Manager in silent installation mode.

Note: You cannot use silent installation in the following cases:

* You are installing on a Linux server that does not have X11 installed

For more information about Installation Manager and installing silently, see the
Installation Manager Information Center: |http://www.ibm.com/software /|
lawdtools/installmanager/support/index.html|

Creating a response file with Installation Manager

You can create a response file by recording your actions as you install a product
package using Installation Manager. When you record a response file, all the
selections that you make in the Installation Manager UI are stored in an XML file.
When you run Installation Manager in silent mode, Installation Manager uses the
XML response file to complete the installation.
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You can create the response file and install the product or just skip the product
installation and create the response file only by using the -skipInstall
<agentDataLocation> argument. The following instructions provide example syntax
for both options.

To create a response file for installation:

1. At a command line, change to the eclipse subdirectory in the directory where
you installed Installation Manager. For example:

Windows C:\Program Files\IBM\Installation Manager\eclipse
UNIX/Linux /opt/IBM/InstallationManager /eclipse

2. At a command line, use one of the following commands to start Installation
Manager, substituting your own file name and location for the response file and
(optionally) the log file.

Ensure that the file paths that you enter exist; Installation Manager does not
create directories for the response file and the log file. If you use the
-skiplInstall option, the <agentDataLocation> must be a writable directory.

* Record a response file and install the product:

IBMIM -record <response file path and name> -Tog <log file path and
name>

* Record a response file without installing the product:

IBMIM -record <response file path and name> -log <log file path and
name> -skipInstall <agentDatalocation>

3. Follow the instructions in the Install Packages wizard to make your installation
choices.

4. Click Finish, and then close Installation Manager.

An XML response file is created and resides in the location specified in the
command.

Installing and running Installation Manager in silent mode

Use Installation Manager to silently install product packages from a command line.
The following tasks are required for silent installation:

To run Installation Manager in silent mode, run the command for your platform
from the eclipse subdirectory:

Windows IBMIMc.exe --launcher.ini silent-install.ini -input <response
file path and name> -log <log file path and name>

For example, IBMIMc.exe --launcher.ini silent-install.ini -input
C:\mylog\responsefile.xml -Tog C:\mylog\silent install_Tlog.xm]

UNIX/Linux IBMIM --Tauncher.ini silent-install.ini -input <response file
path and name> -Tog <log file path and name>

For example, IBMIM --launcher.ini silent-install.ini -input
/root/mylog/responsefile.xml -log /root/mylog/silent_install_log.xml

When the Installation Manager runs in silent installation mode, it reads the
response file and writes a log file to the directory that you specified. A response
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file is required; log files are optional. The result of this execution should be a status
of 0 for success and a non-zero number for failure.

The following table describes the arguments to use with the silent installation

command:

Argument Description

-vm Specifies the Java launcher. In silent mode, always use
java.exe on Windows and java on other platforms.

-nosplash Suppresses the splash screen.

--Tauncher.suppressErrors |Suppresses the JVM error dialog box.

-silent Runs the Installation Manager installer in silent mode.

-input Specifies an response file to be used as the input to
Installation Manager. The response file contains commands
that the installer or Installation Manager runs.

-Tog (Optional) Creates a log file that records the result of the
silent installation. The log file is an XML file.

Performing a silent upgrade of product components

You can upgrade Rational Build Forge product components silently by running
Installation Manager in silent installation mode.

The following prerequisites are required for silent upgrade:

* The existing Build Forge console installation must have been installed using the
Installation-Manager-based silent installation.

* Installation Manager must be installed on the same host as the Build Forge
console host.

The following tasks are required for silent installation:
1. Create the upgrade response file.

2. Run Installation Manager in silent mode, specifying the response file as input.

For more information about Installation Manager and installing silently, see the
Installation Manager Information Center: |http:/ /www.ibm.com/software /|
fawdtools/installmanager/support/index.htmil

Creating an update response file with Installation Manager

Create a response file by recording your actions as you install a product package
using Installation Manager.

When you record a response file, all the selections that you make in the Installation
Manager Ul are stored in an XML file.

To create a response file for an Update installation:

1. Run Installation Manager. In Preferences, add the URL of the product
repository for the update installation to the list of IM repositories and be sure it
is selected.

2. Exit Installation Manager.

3. At a command line, change to the eclipse subdirectory in the directory where
you installed Installation Manager. For example:
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Windows C:\Program Files\IBM\Installation Manager\eclipse

UNIX/Linux /opt/IBM/InstallationManager /eclipse

4. Start recording the installation without actually installing the product.

Enter a full path, including file name, for response_file and log_file. Ensure that
the file paths that you enter exist. Installation Manager does not create
directories for the response file and the log file. The agentDataLocation must be

a writable directory.

IBMIM -record response_file -log log file -skipInstall agentDatalocation

5. Installation Manager starts. In Installation Manager, click Update and then

respond to the prompts.

6. When Installation Manager finishes, click Finish.

7. Exit Installation Manager.

An XML response file is created and resides in the location specified in the

command.

Running the update installation in silent mode
Use Installation Manager to silently install product packages from a command line.

To run Installation Manager in silent mode, the general form of the command is as

follows:

IBMIMc.exe --Tauncher.ini silent-install.ini -input response_file -log log_file

Use a full path and file name for response_file and log_file.

* Windows example

IBMIMc.exe --launcher.ini silent-install.ini -input C:\mylog\responsefile.xml -log C:\mylog\silent_install_log.xml

* UNIX or Linux example

IBMIM --launcher.ini silent-install.ini -input /root/mylog/responsefile.xml —log /root/mylog/silent_install_log.xml
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When the Installation Manager runs in silent installation mode, it reads the
response file and writes a log file to the directory that you specified. A response
file is required; log files are optional. The result of this execution should be a status
of 0 for success and a non-zero number for failure.

The following table describes the arguments to use with the silent installation

command:

Argument Description

-vm Specifies the Java launcher. In silent mode, always use
java.exe on Windows and java on other platforms.

-nosplash Suppresses the splash screen.

--Tauncher.suppressErrors

Suppresses the JVM error dialog box.

-silent Runs the Installation Manager installer in silent mode.

-input Specifies an response file to be used as the input to
Installation Manager. The response file contains commands
that the installer or Installation Manager runs.

-Tog (Optional) Creates a log file that records the result of the

silent installation. The log file is an XML file.
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Installing the Build Forge system on VMware

Build Forge can be installed and run on VMWare.

Use these guidelines:
* Install the database that Build Forge uses on a separate host, preferably a
physical host rather than a VMWare image.

* Set the memory that VMware Workstation uses to run your virtual machine uses
to at least 1GB. In VMWare Workstation, click Edit > Preferences > Memory to
adjust this value.

* You may need to address other system resource parameters to maximize
performance on VMWare.

Installing the Management Console on Linux on System z

Use the mc-<version>-<build>.tar.gz tar file provided with the installation media to
install and configure the Management Console on z/Linux. IBM Installation
Manager is not used for this installation.

The console for z/Linux is packaged with IBM HTTP Server, rather than Apache
web server.

After you install the Management Console, install the agent rpm package
(zlinux-bfagent-<version>.rpm) on z/Linux to set up a z/Linux server for Build
Forge. For installation instructions, see [“Installing the agent on UNIX and Linux]
lsystems” on page 135

Information needed during installation

During installation you are asked for the following information.
1. Installation directory

* Provide an absolute path to the location where you want to install Build
Forge.

2. Database information
* Database type that Build Forge will use (DB2, Oracle, or MySQL)
* Database server host name
* Database port number
* Database name to use
* Database user name for Build Forge to use to connect to the database
» Password for the database user name
* Location of the client libraries used to access the database
* Location of the JDBC driver jar file
3. Application server information

* Application server to use (the provided Tomcat or a WebSphere Application
Server installation that you have set up)

If you choose WebSphere Application Server, you provide more information:

— Location of the Build Forge services component as it will be installed on
WAS. A domain, port, and path to rbf-services are required. Example:

http://mydomain.com:9080/rbf-services

— Directory to use for plug-ins, a readable and writeable directory. Currently
it is used only when integrating with Rational Team Concert.
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— WAR deployment directory: temporary location for the Build Forge
services WAR. You deploy it to the application server after installation.

— Path to the Java executable (java.jar)

— Temporary storage directory for the services layer. The directory must be
readable and writeable. It is used by the services component to store
temporary information.

— HTTP port for the Build Forge services (default 3966)
— SSL port for the Build Forge services (default 49150)
4. Web server information

* Web server to use (the provided IBM HTTP Server or a web server that you
have set up)

If you choose the provided IHS server, you provide more information about
SSL, including whether to use SSL, ports and memory to use and whether to
use an existing secure certificate or create one.

Running the installer

1. Go to the directory where you extracted the package for the console from the
tar file.

2. Run the following command:
./cmdline-install.sh

Example

The following annotated listing shows how the installer steps proceed. This is an
annotated run and does not reflect an actual installation. Where defaults are
available, they are shown in brackets, for example [y]. Press Enter to accept a
default.

Install directory [/opt/buildforge]

What database will you be using?
Enter the # of the database you will use

1) DB2
2) Oracle
3) MySQL

What is your database
What is your database
What is your database
What is your database
What is your database
Confirm your database

Note: The rest of the listing assumes that Oracle was chosen.

hostname? 127.0.0.1
port number? [1521]
name? build

user name? build
user password?

user password?

Would you like this installation to create the Build Forge database schema? (y|n) [y]

Specify client libraries and information at this point. Depending on your choice of
database, you are prompted as follows. Use absolute paths.

« DB2
Where are your 32-bit DB2 client libraries (1ibdb2.s0.1)?

Note: the libraries must be 32-bit libraries. Enter an absolute path.
Where is your DB2 (DB2_HOME) installed?

* MySQL
Where are your MySQL client libraries (libmysqlclient.so)?
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Note: the libraries must be 32-bit libraries. Enter an absolute path.
* Oracle
Where are your Oracle client Tibraries (1ibcIntsh.so)?

Note: the libraries must be 64-bit libraries. Enter an absolute path.
Where is your Oracle instant client (ORACLE_HOME) installed?

Note: this is the absolute path to the root of the instant client libraries.
Where is your tns.names file located (TNS_ADMIN)?

Note: this is the directory that contains the tns.names file. Enter an absolute
path.

Please enter the directory with your database JDBC jar file?

Note: Enter the absolute path to ojdbcl4.jar.
Will you be using the supplied Tomcat app server? (Y|n) n

Note: The rest of the listing assumes you are using WAS as your application server.

Enter the full URL used to contact the services Tayer on your application server:
http://mydomain.com:9080/rbf-services
Enter the directory to install the Build Forge Services plugins to:

Note: This should be readable and writable directory on the application server
host. The services component uses it when Rational Team Concert is integrated
with Build Forge.

Specify the war deployment directory:

Note: Specify a directory on the local host. The installer places the services .war
file here when installation is complete. You then deploy it into your application
server.

Enter the path to a jar executable (which should be included in any JDK):

Note: enter the path to the jar file for your database driver.

Enter the temporary storage path for the Services Layer:

Note: Enter the path to a directory that the services component can use. It must be
readable and writeable.

What http port will the Build Forge services layer use? [3966]
What ss1 port will the Build Forge services layer use? [49150]
Will you be using the supplied Apache web server? (y|n)[y]
Note: The rest of the listing assumes you entered 'y'

Would you like Apache to use SSL? (y|n)[n] Enter 'y' to configure Apache for SSL

Note: The rest of the listing assumes you entered 'y'.

What ss1 port will Apache use? [443]
Please enter a memory limit for PHP (in MB): [256]

Would you like to modify or specify a custom SSL certificate? (y|n) [n]

Note: The rest of the listing assumes you entered 'y’ and intend to create a custom
certificate.
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Do you have an existing secure certificate? (y|n)[n]
A validity period is required for this cert please enter in [number][period] format

Examples: 10Y = 10 years, 6M = 6 months, 350D = 350 daysEnter the validity period for this cert:

Enter the common name for the certificate (usually the name of the server) [Tinux142.rtp.raleigh.ibm.com]:

Please
Please
Please
Please
Please

Please

enter your Locality/City:
enter your State/Province:
enter your Organization Name:
enter your Organization Unit:
enter your Country from the Tist below:
France

Taiwan

Italy

Germany

Korea

United States

China

Brazil

Spain

Japan
enter your Street Address:

A keystore password is required, and must be at least 6 characters Tong

Please

enter a keystore password

If you use IBM HTTP Server rather than Apache as a web server, for additional
information about setting it up and enabling SSL, see |“Using IBM HTTP Server|
finstead of Apache HTTP Server” on page 527

Starting the console
1. Start the Management Console:
<bfinstall>/rc/buildforge start

2. Verify that services component (the Apache Tomcat server) started; open
catalina.out and verify that start up messages are logged.

<bfinstall>/server/tomcat/lTogs/catalina.out

3. Start a Web browser and enter the fully qualified z/Linux host name. For
example: http://myhost.mycompany.com.

The Management Console starts and displays the login prompt. Login as
root/root.

Installing the license file

The license file for z/Linux is located in the <bfinstall> directory. The license file
name is IRBF_license. After installation it contains a text message instructing you
to download your actual license file from Passport Advantage.

After you have downloaded the license file and placed it in the <bfinstall>
directory, configure Build Forge to use it:

1. Start the Management Console.
2. Log in as root/root.

3. Select Administration > System.
4

Locate the License Server setting and set its value to fully qualified path to the
license file.

For example: <bfinstall>/IRBF_license.
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Enabling SSL for the Management Console

You can enable SSL to encrypt the data that is transferred between Build Forge

components:

¢ Web browser client and the Apache HTTP Server
* Apache Tomcat Server and the Apache HTTP Server

The installation program does some of the work needed to enable SSL, if you
answered yes when prompted. Complete the tasks described in this section to

enable SSL:

1. Review Personal Certificates and Keystores
2. Configure IBM HTTP Server for SSL

3. Enable SSL in the Management Console Ul
4. Enable debugging for SSL

Note: Other security features, such as password encryption and Single Sign-On

(SSO), are not supported for Build Forge on z/Linux in this release.

Review Personal Certificates and Keystores

The following keystores are created by the installation program:

Keystore

Description

buildForgeKeyStore.p12

Contains a password protected keyEntry (personal certificate with
public/private key pair).

buildForgeTrustStore.p12

Contains a password protected trustedCertEntry (certificate with public key
only).

buildForgeKey.pem Contains a password protected private key.

buildForgeCert.pem Contains a non-password protected certificate with public key
corresponding to the private key in buildForgeKey.pem.

buildForgeCA.pem Initially, contains the same information as buildForgeCert.pem; other peer

certificate are added to establish trust.

buildForgeKeyForApache.pem

This keystore is needed to enable SSL for Apache HTTP Server. Unlike
buildForgeKey.pem, it is not password protected allowing the Apache HTTP
Server to start up without a password prompt.

See [“Managing certificates” on page 113| for more information about converting an

existing PEM certificate and managing certificates.

Configure IBM HTTP Server for SSL

See "Configuring SSL for IHS" in [‘Using IBM HTTP Server instead of Apache]

[HTTP Server” on page 527.| You must change keystore formats and add entries to

httpd.conf.

Enable SSL in the Management Console UI

Use the Management Console Ul (Administration > Security) settings to enable
SSL in the Management Console and update the Build Forge database. Then, check
that the required property values are updated in the bfclient.conf configuration file.
1. Start Build Forge.

2. Login to the UL
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Go to Administration > Security.
Change SSL Enabled: to Yes.

Click Save.

Click Update Master BFClient.conf.

oo kW

Enable Debugging for SSL

To debug issues with SSL in the Management Console, use the following
instructions to log additional information needed for SSL.

1. Enable debugging in the engine. Set the following environment variable before
you start the Build Forge engine:

export BFDEBUG_SECURITY=1
a. Restart the Build Forge engine.
b. Restart IHS. Restarting IHS enables PHP to use this debug parameter.

2. Enable debugging in Tomcat. Make the following changes in
<bfinstall>/server/tomcat/common/classes/logging.properties:

a. Add the following line:

com.buildforge.level = ALL
b. In the handlers section, change all other levels from FINE to ALL.
Restart Tomcat to make the changes take effect.
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Chapter 9. Configuring additional features in Management
Console

This section describes ways to configure Build Forge® to enable additional features
or provide alternatives to the default configuration.

Build Forge configuration file (buildforge.conf)

The buildforge.conf file is the Build Forge product configuration file. It contains
configuration settings that are used by different Build Forge components to start
up and communicate with the Build Forge database.

The buildforge.conf file is stored in two locations and must be updated in both
locations, if you need to modify it after installation. See

buildforge.conf file.”]

* In the rbf-services.war file used by the application server, also called the services
layer.

* In the installation root directory. The following table lists the default or standard
installation directories for the product:

Windows C:\Program Files\IBM\Build Forge
UNIX/Linux /opt/buildforge/Platform

Updating the buildforge.conf file

The buildforge.conf file is located in two locations and must be updated in both
locations, if you need to update it after installation.

You might need to edit the buildforge.conf file to update the database host if your
Build Forge database is moved to a different host computer. Another common
reason to edit this file is to update your database password, which must be
changed regularly to comply with network security policies.

Use the following procedure to update the buildforge.conf file and then re-create
the rbf-services.war file with the updated copy of buildforge.conf.

Note: If you only need to add buildforge.conf to rbf-services.war, skip the steps for
editing buildforge.conf.

1. Stop the Build Forge engine.
2. Locate the buildforge.conf file in your Build Forge installation root directory.

3. Use a text editor to open the file, modify configuration settings, and save the
file.

Note: You need root or Administrator privileges to edit this file.

4. Navigate to the directory that contains the rbf-services.war file, for example:

Apache Tomcat |<bfinstall>/Apache/tomcat/webapps
server

$CATALINA HOME/webapps

5. Create a backup copy of rbf-services.war, for example:
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Windows copy rbf-services.war rbf-services.war.bak

UNIX/Linux cp rbf-services.war rbf-services.war.bak

6. Delete the rbf-services directory, for example:

Windows rmdir rbf-services /s /q

UNIX/Linux rm -rf rbf-services

7. On Windows, complete the following commands:
a. Re-create the classes directory, for example:
mkdir WEB-INF\classes

b. Copy the updated buildforge.conf file into the new classes directory, for
example:

copy <path_to bf conf>\buildforge.conf WEB-INF\classes
c. Update the rbf-services.war file, as follows:
jar -uvf rbf-services.war WEB-INF
8. On UNIX and Linux, complete the following commands:
a. Use the unzip utility to create and populate the rbf-services directory:
unzip -d rbf-services rbf-services.war

b. Copy the updated buildforge.conf file into the new classes directory, for
example:

cp <path_to_bf conf>/buildforge.conf rbf-services/WEB-INF/classes
C. Set permissions on the executable files in rbf-services.
chmod 755 <bfinstall>/server/tomcat/rbf-services/bin/*
9. Restart the Build Forge engine.

In Windows, the rbf-services file is redeployed and automatically creates the
rbf-services directory again with the updated buildforge.conf.

Buildforge.conf reference

The buildforge.conf file stores settings for how the Build Forge Management
Console runs.

This file is in the installation directory. It is built automatically by the installer. If
you need to make edits, the file can be saved as an ASCII text file or an XML file.
The syntax is as follows:

* Type the keywords and their values on one line.

* Separate keywords and values with an equal sign (no spaces). For example, type
the keyword: bf_file_storage=C:\Program Files\IBM\BuildForge\files

Keyword Value

bf_file_storage Directory where temporary Build Forge files reside. Example:
C:\Program Files\IBM\BuildForge\temp

bf_plugin_dir Directory where IDE plug-ins connecting to a Management Console
reside.

birt_home File location of Eclipse reporting tool (BIRT).

db_database The name of the database that you created for console use.

db_hostname The host name/IP address of the computer running the database.

When entering a value for db_hostname, use the actual name or an IP
address. Do not use the default of Tocalhost.
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Keyword Value

db_password The password that you created for the database user name.

db_provider The database you elected to install Build Forge to. Do not edit this
value.

db_schema The name of the schema of your database (usually the same as
db_username, but you may have chosen another schema name).

db_tcp_port The database connection port you are using.

db_type The type of database Build Forge was installed to. Default is odbc. Do
not edit this value.

db_username The user name of the database. This is set up before running the
installer.

For DB2 and DB2 Express, create a user in Windows, not in DB2.

For all other database types, you create a database user name.

See|“Database setup” on page 34)

This value is required for all console types.

services_hostname | The host name/IP address of the computer running the Build Forge
services layer. It is the fully qualified domain name (FQDN) in your
services configuration.

services_ssl_port | The SSL port for connecting to Build Forge services securely.

services_tcp_port | The TCP port for connecting to Build Forge services when SSL is not
specified.

services_url URL that specifies the port used for the services layer. Example:

services_url http://mybfhost.com:8080

Configuring the Management Console to use an alternate port

You can run the Management Console on a port other than default port 80.
About this task

You can configure the Management Console to run on an alternate port in two
ways:

* During installation, set the port to the value that you want.

* If the Management Console is already installed, complete these steps:

1. Change two settings in httpd.conf (located at <bfinstall>/Apache/conf/ for
Windows installs, and <bfinstall>/server/apache/conf/ for *nix installs).
For example, if myHost is your local computer and you want to use port 81,
specify these settings:

Listen 81
ServerName myHost:81

2. Start the console and log in as root or a user name with administrative
privileges.

3. Select Administration > System, and then change the "Console URL" system
configuration setting to the URL and port that the Management Console runs
on. For example: http://myHost:81 (Do not use a trailing slash).

4. Stop and then restart the engine.
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— Windows: Click Start > Programs > IBM Rational Build Forge
Management Console > Stop Engine Service and then click Start Engine
Service.

If Build Forge is running in the foreground, go to the Windows console
where it is running, then enter Ctrl-C.

— UNIX or Linux: Use the script provided for the rc file.
$ /opt/buildforge/rc/buildforge start

§ /opt/buildforge/rc/buildforge stop
You may also use manual commands.
a. To stop, find the process ID and kill the process.

$ ps aux | grep buildforge
$ kill ${<PID>}

b. To start, use the following command, where <bfinstall> is the path to
the installation directory:

<bfinstall>/Platform/buildforge

Configuring redundancy

You can set up multiple computers to run Build Forge, all communicating with the
same Build Forge database. This setup is called redundancy.

About redundancy

Redundancy helps balance job processing and increases availability should one
installation fail.

Important: Redundancy does not provide failover capability or other
high-availability capabilities. It simply increases job-processing capacity.
If one of the redundant installations fails, all executing jobs managed
by that installation are lost, but the remaining installations continue to
process their executing jobs and accept new jobs.

When users start jobs, entries for the job are made in the database. The process
engine polls the database to see whether there are new jobs. When there are
multiple process engines, load balancing occurs naturally because each engine polls
independently during its non-busy cycles.

When you set up redundancy, you perform a normal installation of the
management console, and then install the management console on additional hosts.
All of the installations are configured to access the same Build Forge database.

Important: Every installation must be installed on its own host. You cannot install
multiple management consoles on the same host.

Installing redundant systems
About this task

These instructions assume that you have already set up a database and installed
the first installation of a management console to use it. To create additional
installations on other hosts, do the following:
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Procedure

1.

7.

Perform pre-installation setup on the host according to instructions for your
database. Depending on your database, the setup may require installing a
database client on the host and performing other configuration. See [Chapter 6,

[“Pre-installation setup,” on page 33

Make sure the database server is configured to accept external connections
(TCP).

Follow the installation instructions. Starting at [Chapter 7, “Installing the|
[Management Console,” on page 55| do the following:

¢ Install Installation Manager (if necessary)

¢ Start Installation Manager

* Run the installation

Only panels that require specific entries are described in the following steps.
At the Install Packages: Features panel, make sure all features are selected.
At the Database Configuration panel, do the following;:

e Provide the database name and schema name. These must be the same as
specified on the first console.

* Provide the database user name and password. Use the same as specified on
the first console.

* At Do you wish to populate this database at install time?, select No.

CAUTION:

Risk of data loss: If you select Yes, the Build Forge database schema is
overwritten in the database. All data from any Build Forge operations on
the first installation is lost.

¢ Click Perform Test. When the test passes, you can click Next to proceed.

Note: When No is selected, the only test performed is a check for the correct
path to the JDBC driver.

At the Console Start Options panel, the Do Not Start Build Forge option is
selected. It is also greyed out so it cannot be changed. You need to start the
console manually after installation.

Perform any necessary post-installation configuration. See |Chapter 11,
[“Post-installation tasks,” on page 175]If necessary, catalog the database so that

the database client can connect to it.

Working with redundancy
After setting up redundancy, you work with it as follows:

Point users to the URL of the first installation.

You can stop the Apache servers on the additional installations if you do not
want users to access them.

If you want to increase capacity for handling HTTP requests, run Apache on all
installations. Install a load balancer to distribute requests among the
installations.

Enabling IPv6 network support

You can configure a Management Console with IPv6 and mixed IPv6/IPv4
networks.
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About this task

Configuring a Management Console for IPv6 requires the following::
1. Change the server entry in httpd.conf.
2. Set up a FLEXIm license client required for use with IPv6 networks.

Review the requirements and configuration steps for using Build Forge with IPveé.
See [“Networking requirements for IPv6 support” on page 23|

Modifying httpd.conf
About this task

IPv6 support requires that your computers and network are configured correctly to
support IPv6. Network configuration problems will prevent host names and
addresses that are specified from within the Build Forge system from resolving
correctly.

You must manually configure Build Forge for IPv6. To do this, modify an entry in
the main Apache configuration file, httpd.conf. :

1. Navigate to your httpd.conf file (buildforge/server/apache/conf/httpd.conf).

2. Add the ServerName that references the fully qualified domain name (FQDN).
For example, ServerName q1nx500-v6.ipv6.lexma.ibm.com

3. Modify the Listen directive from 0.0.0.0:80 as follows.
* Windows: [::]:80
* UNIX or Linux:80

Setting up the FLEXIm client
About this task

This task applies only to Build Forge versions 7.1 to 7.1.3.3. Running Build Forge
on IPv6 networks requires a different version of the FLEXIm license client.

The FLEXIm client that is installed and configured with the product supports
versions 7.0 and 7.1 of the Rational License Server.

Important: Do not complete this task unless you are explicitly required to use IPv6
addresses with Rational License Server 7.1.

To configure the IPv6 version of the FLEXIm client:
1. Stop the Build Forge engine.
2. Navigate to the directory where FLEXIm client software is installed:

Windows C:\<bfinstall>\ Apache\tomcat\webapps\rbf-services\bin, where
<bfinstall> is the Build Forge installation directory.

The default installation directory is C:\Program Files\IBM\Build
Forge.

UNIX/Linux <bfinstall>/server/tomcat/webapps/rbf-services /bin, where
<bfinstall> is the Build Forge installation directory.

On UNIX/Linux, the default installation directory is
/opt/buildforge.

88 Rational Build Forge: Information Center



3. Back up the current FLEXIm client license file for your operating system by
renaming it, for example:

Windows Rename flexhelper.exe to flexhelp.exe.bak.

UNIX/Linux Rename flexhelper-Linux-i386 to flexhelper-Linux-i386.bak.

4. Rename the FLEXIm client license file for IPv6 so that the product can use it as
the current FLEXIm client license file:

Windows Rename flexhelper-IPv6.exe to flexhelper.exe.

Linux Rename flexhelper-Linux-i386-IPV6 to flexhelper-Linux-i386.

5. Start the Build Forge engine.

Security features

This section describes ways to enable security features in Build Forge®:
* Secure login, which is enabled by default during installation

* Single sign-on (SSO)

* Enabling HTTPS and SSL

* Enabling password encryption

* bfclient.conf file for security configurations

These features are enabled through a combination of selections in the management
console at Administration > Security and manual setup of configuration files. This
section includes a reference section on bfclient.conf, a configuration file used to
enable security features.

Note: This section is not for users who run Build Forge on z/Linux. See |”Installin§
[the Management Console on Linux on System z” on page 77| for information
about security features available in Build Forge on z/Linux.

Implementing single sign-on

A single sign-on framework is provided with Build Forge.

Single sign-on is an authentication scheme that allows users to access an
application without entering a user name and password each time. Build Forge
ships a framework that can be used in combination with a third-party HTTP
interceptor to implement single sign-on.

About the single sign-on framework

The Build Forge SSO framework provides the capability to integrate with many
SSO solutions on the market. The SSO framework is interceptor-based, meaning
that it intercepts an HTTP request and provides methods for handling it. You can
write custom interceptors to receive and validate security artifacts in the HTTP
request. In particular, the interceptor can set tokens in the HTTP response and then
look for those tokens in a successive request.

Two SSO solutions are provided with Build Forge:

* Interceptor for SPNEGO (Simple and Protected Negotiation Protocol). See
“Implementing single-signon using SPNEGO in an Active Directory domain” on

[page 94.|
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« Interceptor for an integration with WebSphere SSO. See [‘Integrating with WAS|
[security using a custom interceptor” on page 98

SSO framework methods: An SSO interceptor is a Java class that implements an
interface used by the Build Forge SSO framework:

com.buildforge.services.server.sso.ISSOIntercaptor

It is located in the services layer component:
<bfinstall>/Apache/tomcat/webapps/rbf-services/WEB-INF/classes

The interface provides the following methods.

initInterceptor
Called when the interceptor is loaded. A map of configuration properties is
passed to the initInterceptor() method. Configuration properties are
created in the Build Forge console at Administration > Security > SSO.

isTargetInterceptor
Reviews attributes in the inbound request to determine if this interceptor
needs to act on them. If so, the interceptor is responsible for authenticating
the request with the authenticateRequest() method. Otherwise this
interceptor is skipped. Interceptor selection assumes that multiple
interceptors are configured in running. They are addressed in order.

authenticateRequest
Authenticates the request using data in the request. It uses a response
attribute to send data back to the client.

logoutRequest
Cleans up any user-related security information after the request is
handled.

Interceptor configurations and ordering: Interceptor configurations are defined in
Administration > Security > SSO. The following configurations are shipped with
Build Forge:

* Form SSO Interceptor - active by default, implements a simple login form.

* SPNEGO SSO Interceptor - inactive by default, implements SPNEGO to perform
authentication.

After you implement an interceptor class and place it in the Build Forge Apache
Tomcat application server, you configure a new SSO configuration here. The class
is one property of the SSO configuration.

The order of this list determines the order in which interceptors are consulted to
handle requests. You can configure multiple interceptors to handle requests.
During a login, each interceptor is consulted in order. The interceptor that handles
the request is the first active interceptor whose attributes are appropriate for the
attributes in the request. Only one interceptor handles the request. It is always the
first one that responds true for isTargetInterceptor.

Note: The Form SSO Interceptor should be left active to provide a fallback in the
case of error. Custom interceptors should be placed in the list before it.

Adding a custom SSO interceptor: To create a custom interceptor in Build Forge,
do the following:

1. Create a custom Java class.

The class must implement the ISSOInterceptor interface.
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2. Deploy the custom class to the services layer component WAR.
a. Create a JAR file containing the compiled custom SSO interceptor class.
b. Copy the JAR file to the Build Forge services layer component in the
following location:
<bfinstall>/Apache/tomcat/webapps/rbf-services/WEB-INF/classes
¢. Unzip the JAR file in this directory. The SSOManager looks for the class to
load here.
d. Restart Build Forge.
3. Optional: define an environment. This environment can be passed to the
initInterceptor() method as a Properties object.
a. In the Management Console, go to Environments.
b. Click Add Environment.
c. Define all of the properties needed by the SSO interceptor to initialize.
4. Add the SSO interceptor to Build Forge:
a. In the Management Console, go to Administration > Security > SSO.
b. Click Add SSO Configuration. Fill in its properties:
* Name - enter a name for the SSO configuration.
* Active - set to Yes. Active configurations are all accessed during an

authentication request. They are accessed in the order in which they
appear in this panel.

* Java Class - enter the full package name of the class. A given class can be
assigned to only one SSO interceptor.

* Environment - if you defined an environment for use with this SSO
interceptor, select it.

c. Click Save.

Your SSO interceptor now appears in the list.

5. Order the SSO configurations. Click the icon to the left of your SSO Interceptor,
and then select Move to Top.

During a request, active SSO configurations are accessed in the order in which
they appear in this panel. Your configuration must be placed before the Form
SSO configuration, because it is active by default and always returns true when
accessed. The SPNEGO SSO configuration is inactive by default.

Example authenticateRequest implementation: The following example is taken
from the WebSphere SSO Interceptor, which is used to integrate WebSphere
security with Build Forge.

The interceptor uses reflection to find the WebSphere class WSSubject. The class
has a getCallerPrincipal method to return the principal used to log in to the
AuthServlet. The AuthServlet needs to be protected before WAS will authenticate
with it.

Other methods are available that can return even more information. Similar
methods are available to work with any application server.

public Result authenticateRequest
(Request requestAttributes, Response responseAttributes)
throws SSOException {

Result result = null;

try {
Class<?> cl =
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initInterceptor

[ **

Class.forName("com.ibm.websphere.security.auth.WSSubject");
Method theMethod = cl.getMethod("getCallerPrincipal",
(Class[1)null);
String principal = (String)theMethod.invoke((Object[])null,
(Object[])null);

if (principal != null
&& principal.length() > 0
&& !principal.equals("UNAUTHENTICATED")) {
result = new Result(Result.UseridOnly0ID, domain, principal);
responseAttributes.setStatus(HttpServlietResponse.SC_0K)
} catch (Exception e) {
throw new SSOException(e);

}

return result;

}

During the implementation of authenticateRequest, you must set a response status
before returning:
* If you do not need to perform any redirection and the information found is
good, you can return the following:
responseAttributes.setStatus (HttpServietResponse.SC_0K);
e If there is not enough information in the request to continue a valid login, return
the following:
responseAttributes.setStatus(HttpServietResponse,SC_FORBIDDEN) ;

* If you need to perform a redirection to gather additional information, return the
following:

responseAttributes.setStatus(HttpServietResponse.SC_MOVED TEMPORARILY);
responseAttributes.sendRedirecct (url);

There are additional status values that can be used. See the JavaDoc for
HttpServietResponse.

Recovering from a login error: If your custom interceptor does not work correctly
when tested, the most likely issue is authentication. You see an error page with the
following information:

Build Forge Error
Access is denied to the Buil Forge console

"Error authenticating:
com.buildforge.services.common.api.APIException - API:
Authentication Error."

Please click here to try the same type of login again
or click here to force a form login (user ID/password).

You have two options for recovery:

* Retry the login. It goes through the list of configured interceptors again in the
same way.

* Force a form login. This choice bypasses the custom interceptor and uses the
form login page.

Method source listing: The following comments and source listings provide more
information about the methods in the ISSOInterceptor interface.

* This method is called when the interceptor is loaded. A map of the
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configuration properties is passed into the init method. You can create
the configuration properties from a BuildForge Environment and associate
it with the SSO configuration.

@param initializationProps used to configure the implementation
@return true if successful, false if an error should be reported.
@throws SSOException if the initialization fails

*%/

public boolean initInterceptor (Properties initializationProps) throws SSOException;

*
*
*
*

isTargetInterceptor

[**

* This methods will review the attributes in the requestAttributes Map
to determine if there is something that this interceptor should
act on. If the interceptor return is "true", then the interceptor will
be responsible for authenticating the request and the authenticateRequest
method is invoked. If the interceptor return is "false", then this
interceptor is skipped and the next isTargetInterceptor in the Tist will
be called. Ordering of the interceptors during the configuration will
return which interceptor has the first shot at authenticating a request.

*

* @param requestAttributes attributes found in the inbound request

* @return true if this interceptor will authenticate the request,
false if it will not.

* @throws SSOException

*

*%/

public boolean isTargetInterceptor(Request requestAttributes) throws SSOException;
authenticateRequest

[ **

* This method is called on an interceptor that returns true for the
isTargetInterceptor method. The Request will contain data used
to perform the authentication. The Response is for the interceptor
to send information back to the client. The Result returned will contain
the following information if the status code is 200:

* 0ID: an object identifier of the SecurityContext that can process token
information stored in this map when going to an Agent.
* Domain: a valid BF domain name or <default> if not known
(the username must be valid in the configured realm).
* Username: a valid BF username. This will be used to lookup BFUser attributes
that are used in checking authorization policy.
@see com.buildforge.services.common.security.context.Result

@param requestAttributes attributes found in the inbound request
@param responseAttributes sent back in the outbound response
@return com.buildforge.services.common.security.context.Result - result
information that tells BF how to handle the authentication request.
* @throws com.buildforge.services.server.sso.SSOException
*%
/
public Result authenticateRequest(
Request requestAttributes,
Response responseAttributes)
throws SSOException;

* Ok 3k X X

logoutRequest

[ **

* This method is called to Togout a request. The first interceptor that
returns true for the isTargetInterceptor method will perform the Togout.
The main point is to clean up any user-related security information that
should not be kept. The interceptor can inspect the request and response
objects to determine what needs to be removed.

*

* @param requestAttributes attributes found in the inbound request

* @param responseAttributes sent back in the outbound response
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* @return boolean - true if request redirect to exit page,
false if redirect to login page.

* @throws com.buildforge.services.server.sso.SSOException
*%/
public boolean TogoutRequest (
Request requestAttributes,
Response responseAttributes)
throws SSOException;

Implementing single-signon using SPNEGO in an Active
Directory domain

A Simple and Protected GSS-API Negotiation (SPNEGO) mechanism is provided to
implement single sign-on in Active Directory domains

Before you begin

This task requires the following elements in your network:

* Active Directory domain

* Directory server host name

* Kerberos Key Distribution Center (KDC) host name

* Build Forge installation on a host in the Active Directory domain

* Client host in the Active Directory domain

* Kerberos configuration files on each client

* Windows Server 2003 SP2 resource toolkit installed on the directory server host

* Supported web browser

Note: Internet Explorer 6 is not supported for use with SPNEGO. Use a
supported browser.

The following procedures include examples based on the following setup:

* mycompany.com is the name of the TCP/IP domain used by all hosts in the
domain.

e ITDEV.COM is the name of the Active Directory domain.

* it_directory.mycompany.com is the host where the directory server runs. It also
runs the Kerberos KDC.

* it_domain.mycompany.com is the host where the Active Directory domain
controller runs.

e it_buildforge.mycompany.com is the host where Build Forge is installed.
e bfuser is the domain user name for the Build Forge system.

* happy_user is the domain user name for an example user who will use SSO in a
web browser to access Build Forge.

About this task

Perform the following tasks to implement the SPNEGO SSO in an Active Directory
domain and KDC. Each is given a section with detailed procedures.

Note: The SPNEGO interceptor can be used with KDCs other than Active
Directory.

Procedure
1. Set up Active Directory users and service principals.
2. Set up Kerberos files.
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3. Configure Build Forge to use Active Directory and SPNEGO.
4. Configure browser clients for secure access.
5. Access Build Forge through SSO.

Setting up Active Directory users and service principals:

The Build Forge server and Build Forge clients must be set up in an Active
Directory domain.

Before you begin

Support Tools for Windows 2003 SP2 are required for the following procedure.
They contain the setspn command, which is required to set a service principal in
Active Directory. Install Support Tools from the Windows Server 2003 product CD
or the Microsoft Download Center.

About this task

When the Build Forge client and server are in an Active Directory domain, a user
generates a Kerberos credentials token when logging into a Windows host. When
the user then attempts to access the Build Forge server, the SPNEGO interceptor
receives the user token and validates it. The validated identity is passed to the
Build Forge to perform a login through the configured Microsoft Active Directory
LDAP server.

Procedure

1. Log on to the domain controller host. In the example, the host is
it_example.mycompany.com.

2. Add the Build Forge host to the Active Directory domain if it is not already a
member. In this example, add host it_buildforge to the ITDEV.COM domain.
The host now has a fully qualified name in the domain:
it_buildforge.ITDEV.COM

3. Add a Build Forge user to the Active Directory domain. In this example, create
user bfuser.

Important:

* Select Password never expires. You may select other password
management. However, you will need to enter a new password
for the Build Forge server each time it expires.

* In the Accounts tab, select Account is trusted for delegation

4. If they do not exist, create user accounts in Microsoft Active Directory for all
clients. In this example, there is one user to create, happy_user.

5. Create a service principal name (SPN) for Build Forge. In the example, the
Active Directory user bfuser is associated with service name
HTTP/it_buildforge.mycompany.com to create the SPN for the Build Forge
server, it_buildforge.

setspn -A HTTP/it_buildforge.mycompany.com bfuser
HTTP is the service name for the Build Forge service.

Setting up files for Kerberos authentication:

A startup file (Kerberos client configuration file) and a keytab file need to be set up
on the Build Forge host.
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Procedure
1. Set up the startup file on the host where Build Forge runs.
* Windows systems:

— Name the file krb.ini and place it in C:\winnt. Create C:\winnt if it does
not exist.

— Set default_keytab_name to FILE:C:\winnt\krb5.keytab.
¢ UNIX and Linux systems:
— Name the file krb.conf and place it in C:\winnt.

Set default_keytab name to FILE:/etc/krb5.keytab.

The following example file is set up for Windows using domain and realm
settings from the example systems.
[Tibdefaults]

default_realm = ITDEV.COM
default_keytab_name = FILE:C:\winnt\krb5.keytab

default_tkt enctypes = rc4 hmac
default_tgs_enctypes = rc4_hmac
# kdc_default_options = 0x40800000

forwardable = true

renewable = true

noaddresses = true

clockskew = 300

[realms]

ITDEV.COM = {
kdc = it_directory.itdev.com:88
default_domain = mycompany.com

[domain_realm]

.mycompany.com = ITDEV.COM

Note: Tokens will not work if the clock skew between client hosts and the
Build Forge server host is more than 300 seconds. Set the time, date, and
time zone to within skew limits on the client and server hosts.

2. Set up a Kerberos keytab file. The keytab file is used by the Build Forge server
to validate Kerberos tokens when a client attempts to access the Build Forge
server URL. Use the ktpass command on the Domain Controller host to create
the file. The ktpass command is included in the prerequisite Windows resource
toolkit. The following example uses the principal name of the Build Forge
service and the Active Directory user name set up for Build Forge in the
example scenario. Substitute your own password for -pass Ratlonal. Line
breaks are shown in the example for clarity. Do not use them in your ktpass
command.
ktpass -out C:\it_buildforge.keytab
-princ HTTP/it_buildforge.mycompany.com@ITDEV.COM

-mapuser bfuser -mapop set
-pass Ratlonal /crypto RC4-HMAC-NT /rndpass /ptype KRB5 NT SRV _HST

Rename it_buildforge.keytab to krb5.keytab and put it on the Build Forge host
in the directory that contains the Kerberos startup file.

e Windows: C:\winnt\
e UNIX and Linux: /etc

Configuring Build Forge to use Active Directory and SPNEGO:

Procedure
1. In Build Forge, set up LDAP to point to the Active Directory domain controller.
a. In Build Forge, click Administration > LDAP.
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b. Set up access to your domain controller by creating a new LDAP
configuration and setting properties as follows.

* Name: set to the name of your Active Directory domain. In the example
environment this would be itdev.

* Admin DN: set to an administrator user in the domain.
* Map Access Groups: No

* Host: set to the IP address of the domain controller host.
* Bind User Account: Yes

* Protocol: LDAP

* Display Name: displayname

* Distinguished Name: distinguishedname

* Group Name: memberof

* Mail Name: displayname

* Search Base: on=users,do=domainname ,do=domainextension. In the
example environment this would be on=users,do=itdev,do=.com

¢ Unique Identifier: sAMAccountNames=%

c. Click Make Default. This configuration needs to be the default LDAP
configuration.

2. Set Build Forge environment variables for SPNEGO.
a. In Build Forge, go to Environments > Environment for SPNEGO SSO.

b. Set bf_spnego_service_name to HTTP This matches the service principal
name.

C. Set bf_spnego_server_name to it_buildforge.mycompany.com, the fully
qualified host name for the Build Forge server host. If this variable is not
set, INetAddress APIs attempt to locate the host name.

d. Set bf spnego_realm to ITDEV.COM, the Kerberos realm name. If this
variable is not set, the value in the Kerberos startup file is used.

3. Enable the SPNEGO interceptor.

a. In Build Forge, go to Administration > Security > SSO > SPNEGO SSO
Interceptor.

b. Set the Active property to Yes, and then click Save.

c. In Administration > Security > SSO, move SPNEGO SSO Interceptor to
the top of the list. Use the Move to Top selection in the SSO Options menu
for SPNEGO SSO Interceptor, then click Save.

Configuring client browsers for SSO:
Client browsers must have security settings set up to use SPNEGO.
About this task

Use the client setup instructions for the browser used to access Build Forge, either
Microsoft Internet Explorer or Mozilla Firefox.

Procedure
* For Internet Explorer, do the following.

1. Log in to the Active Directory domain. In the example configuration, you
would log in to itdev.com.

2. Open Internet Explorer.
3. Click Tools > Internet Options > Security.
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4. Select Local intranet, and then click Sites.

5. In the Local intranet dialog, check Include all local (intranet) sites not
listed in other zones, then click Advanced.

6. Add the host where Build Forge runs to the Web sites list, and then click
OK.

7. Click OK to close the Local intranet dialog.
8. In the Internet Options window, click the Advanced tab.

9. Scroll to the Security group and select Enable Integrated Windows
Authentication (requires restart) if it is not already selected.

10. Click OK.
11. Restart Internet Explorer.
* For Mozilla Firefox, do the following.

1. Log in to the Active Directory domain. In the example configuration, you
would log in to itdev.com.

Open Firefox.
Type about:config in the address field.
In the Filter box, type network.n. The list updates itself.

Al A

Double-click network.negotiate-auth.trusted-uris. Enter the list of trusted
domains. It should include the directory server host and the Build Forge
server host (it_directory.mycompany.com and it_buildforge.mycompany.com,
in the example). Click OK.

6. Set up delegation. Double-click network.negotiate-auth.delegation-uris and
enter the list of sites to which the browser can delegate user authentication.

Access Build Forge through SSO:
Enter the server URL to test login through SSO.

Procedure

1. Log on to a host that is in the Active Directory domain, using a user name that
is in the Active Directory list of users.

2. Open your browser.

3. Enter the URL for the Build Forge server host. Using the example

configuration, this would be http://it_buildforge.mycompany.com. If SSO is
configured correctly, you see the Build Forge management console.

4. Verify that the user name shown on the upper right of the Build Forge console
matches the client's Windows login name.

Integrating with WAS security using a custom interceptor
This section describes how to create an SSO interceptor to integrate with
WebSphere Application Server (WAS) security.

Before you begin

The provided Form SSO Interceptor authenticates users with form-based login
page. The following is an example of how to create a custom SSO interceptor. The
custom interceptor uses a custom interceptor class.

The interceptor class accesses WAS to obtain authenticated user credentials. After

those credentials are obtained, they are cached. Subsequent logins use the cached
credentials.
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Prerequisite: A user must be configured in WAS with LDAP user credentials.

Note: You must make the Build Forge LDAP domain containing the WAS users
the "default" LDAP server. To do this, go to this Build Forge LDAP domain,
and select "Make Default."

Protecting your authorization service (AuthServlet):

Build Forge normally runs its services as an application in the provided Apache
Tomcat application server.

About this task

The following instructions configure Build Forge to use WAS instead of Tomcat.
Follow the instructions in the section [“Using WebSphere Application Server instead]
lof Apache Tomcat” on page 523 with one exception: the rbf-services.war file
contains a file named web.xm1 that you need to extract and modify to add a
security constraint. Before installing this application under WAS, the war file will
need to be regenerated after modifying it to use the protected version of this file.

To do this, follow these instructions:

Procedure

1. Navigate to the directory containing your rbf-services.war file (the webapps
directory in your Tomcat server root). Copy this file to a temporary location,
such as C:\rbf.

2. Expand the WAR file. From command line, run the command:
%IBM_JAVA_HOME%\jar —xvf rbf-services.war to expand the contents of the
war file.

Note: Java must be available and the IBM_JAVA_HOME environment variable must
already have been created.

3. Save the rbf-services.war file to retrieve later:
a. Windows: copy rbf-services.war rbf-services.war.bak
b. UNIX or Linux: cp rbf-services.war rbf-services.war.bak

4. Find the web.xml file in the WEB-INF directory (from the files expanded from the
war file). Edit this file to add a security context. For example, add the following
lines at the end of the file just before the </web-app> tag:

<security-constraint id="SecurityConstraint_1">

<web-resource-collection id="WebResourceCollection_1">
<web-resource-name>/*</web-resource-name>
<url-pattern>/AuthServiet/*</url-pattern>
<http-method>GET</http-method>
<http-method>P0ST</http-method>
<http-method>PUT</http-method>
<http-method>DELETE</http-method>

</web-resource-collection>

<auth-constraint id="AuthConstraint _1">
<description>myconstraint:+:</description>
<role-name>User</role-name>

</auth-constraint>

<user-data-constraint id="UserDataConstraint_1">
<transport-guarantee>NONE</transport-guarantee>

</user-data-constraint>

</security-constraint>
<login-config id="LoginConfig_1">
<auth-method>BASIC</auth-method>
<realm-name>full-qualified-domain</realm-name>
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</Togin-config>

<security-role id="SecurityRole_1">
<role-name>User</role-name>

</security-role>

Note: The <auth-method> can be any J2EE auth-method supported by WAS.
The most common auth-method is FORM, which requires additional
configuration parameters. Refer to your WebSphere documentation for
instructions on configuring FORM in your application.

5. From command line, regenerate the war file (called from the same directory that
it was extracted to) by running the following command:

%IBM_JAVA_HOME%\jar —cvf rbf-services.war

You should now have a new version of rbf-services that has been modified to
protect the AuthServlet with J2EE constraints. Complete the installation
instructions for running with WAS and install this version of the
rbf-services.war via Applications->Install New Application. Make sure that
Build Forge is not running while configuring WAS.

After this is installed, go to Applications->Enterprise Applications. Click the
application name to configure it. Under Detail Properties, click the link entitled
Security role to user/group mapping. Select the All Authenticated checkbox
for User. After making this change, be sure to save to the master configuration.

Application Security also needs to be enabled under WAS. To do this, go to
Security->Secure administration, applications, and infrastructure. Make sure
that Enable application security is checked.

At this point, restart the WAS server, and then restart the Build Forge server.

Note: The rbf-services should now start as part of the WAS startup process,
so WAS needs to be started before Build Forge.

Creating a new SSO configuration:
Create a new SSO configuration to use the interceptor.

Procedure
1. In the Build Forge console, go to Administration->Security->SSO.
2. Click Add SSO Configuration.
3. Set properties for the configuration.
¢ Name - Enter a name for this configuration.

* Java Class - Enter
com.buildforge.services.server.sso.was.WebSphereSSOInterceptor

e Active - Select Yes.
4. Click Save.

5. Move this configuration to appear first in the list. In the menu to the left of the
configuration name, select Move to Top.

Mapping LDAP users or an LDAP group to local users:
Map LDAP users or an LDAP group to local users, such as the local root user.
About this task

After you create a WebSphere SSO interceptor, you can configure the interceptor to:

* Map LDAP users to local users, including root
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* Map an LDAP group to a local user, such as root

To set up a mapping, define an environment and then reference that environment
in the interceptor.

Defining an environment:

Procedure

1. In the Build Forge console, click Environments.

2. Specify a name for the environment and click Save Environment.

3. To map LDAP users to local users, set and save the following variables:

a. Set 1dap_user_list_mapping to
LDAP_userl|local_userl;LDAP_user2|local_user2;LDAP_user3|local_user3

b. Set 1dap_realm_name to LDAP_domain_name

For example, assume the following environment is set:

1dap_user list mapping = userl|root;user2|root;user3|root
ldap_realm_name = bluepages.ibm.com:389

In this case, LDAP userl, user2, and user3 are all mapped to the local root user.

4. To map members of a specific LDAP group to a local user, set and save the
following variables:

a. Set 1dap_group_name_mapping to LDAP_group|local_user
b. Set 1dap_realm_name to LDAP_domain_name

Note: If you use both types of mappings, the user mapping takes precedence
over the group mapping.
For an example of a group mapping, assume the following environment is set:

1dap_group_name_mapping = cn=bf_admin,ou=memberlist,ou=ibmgroups,o=ibm.com|root
1dap_realm name = bluepages.ibm.com:389

In this case, users who are members of the LDAP group
cn=bf_admin,ou=memberlist,ou=ibmgroups,o=ibm.com are mapped to the local
root user.

Referencing the environment:

Procedure
1. In the Build Forge console, click Administration->Security->SSO.
2. Click the name of the WebSphere SSO interceptor.

3. Set the Environment property for the configuration to the environment you just
defined.

4. Click Save.

5. Move this configuration to appear first in the list. In the menu to the left of the
configuration name, select Move to Top.

Running the SSO custom interceptor:

You can now log in using your new configurations.

About this task

This customized SSO interceptor will now allow WAS security techniques to
authenticate the user, via an AuthServlet request to be passed to Build Forge as a

user.
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Procedure
1. Open your web browser. Enter the address http://localhost.

2. Instead of the Build Forge login form, you will now see an authentication page.
Enter your user credentials and hit Enter.

3. After authentication, note that login should occur automatically.

4. After logging out, it will display the default jsp page instead of the login form.
Subsequent logins will be automatic if the user is still authenticated.

Reverting to form-based SSO:
You can revert to using the SSO login form.
About this task

To reconfigure the systems to use the Form Login, under WAS you must uninstall
rbf-services and reinstall the original rbf-services.war file. Under Build Forge,
ensure that the form-based SSO interceptor is enabled and listed as the top item.
Disable the Custom WAS interceptor. WAS and Build Forge need to be restarted
for these changes to take place.

Procedure
1. Uninstall rbf-services and reinstall the original rbf-services.war file.

2. Under Build Forge, ensure that the form SSO interceptor is enabled and listed
as the first item (see "Build Forge SSO security configurations,” above).

3. Disable the Custom WAS interceptor.
4. Restart WAS.
5. Restart Build Forge.

Enabling SSL and HTTPS

Configuring the Build Forge system to use SSL and HTTPS increases the security
of the system. SSL includes endpoint authentication and data encryption.

By default the Build Forge system uses SSL only for the login form, which uses the
authentication servlet on Apache Tomcat. Enabling additional SSL protection
throughout the Build Forge system requires the following setup:

1. Enabling SSL on the Apache server. This step is needed only if you did not
specify that SSL be enabled during installation.

2. Enabling SSL for client and internal communications
3. Enabling SSL for agents

Note: If you are integrating with WebSphere components, be sure that the
prerequisites for SSL support are met.

* For integration with WebSphere Application Server: seel”Usingl
[WebSphere Application Server instead of Apache Tomcat” on page 523/

About default login security

Build Forge includes login security by default. When a user logs in, the request is
redirected to an authentication servlet. The user name and password entered is
encrypted for use by the servlet. If the login is successful, the console user interface
home is shown. The subsequent session communications between the client and
the console may be over http (the default) or over https. Using https requires
additional configuration of the system. See|“Enabling SSL and HTTPS.”|
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During installation, you provide a password for the keystore that is used for
encryption. You also have the option of installing a self-signed certificate.

Certificate messages about self-signed certificate: If you have Build Forge install
a self-signed certificate, users accessing the system through a security-enabled
browser get warning messages about the certificate.

To prevent those warnings, distribute the certificate to users for installation in their
browser. The specifics of installing the certificate vary by browser. Consult the
browser documentation.

The certificate is located in <bfinstall>/keystore.

Disabling default login security: If login security is disabled, then during login
user credentials are communicated to the console in unencrypted cleartext.
Disabling login security does not affect the use of HTTPS/SSL by the console, if
the console is configured to use it.

To disable the authentication servlet, do the following;:
1. Stop Build Forge if it is running.

2. Edit <bfinstall>/buildforge.conf to specify HTTP and port 8080 in
communications with the services layer.

Change this line:
services_url https://hostname:8443/rbf-services

Change the line to the following;:
services_url http://hostname:8080/rbf-services

3. Edit the services layer configuration file to turn off forced SSL. Edit
<bfinstall>/Apache/tomcat/webapps/rbf-services/WEB-INF/web.xml. Change
the ForceHttps setting to false. If the setting is not in the file, add it as shown
in bold.

<display-name>A Services Layer Bootstrap Servlet</display-name>
<servlet>
<servlet-name>ServicesBootstrap</serviet-name>
<servlet-class>com.buildforge.services.server.web.BootstrapServlet</servlet-class>
<init-param>
<param-name>port</param-name>
<param-value>3966</param-value>
</init-param>
<init-param>
<param-name>ss1Port</param-name>
<param-value>49150</param-value>
</init-param>
<init-param>
<param-name>ForceHttps</param-name>
<param-value>false</param-value>
</init-param>
<load-on-startup>0</Toad-on-startup>
</servlet>

4. Start Build Forge.

Note: If the authentication servlet is disabled, user credentials are communicated
in clear text over the network. This is a security risk.

About SSL and Build Forge components
Build Forge components are set up by default to use certain ports and security
settings when SSL is enabled.
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Default SSL Setup: Enabling SSL is relatively simple when you use the default
certificates. Procedures in this section are based on that scenario.

However, it is generally not wise to use the same certificate (private key) on each
system. If the private key on one system is compromised, then the entire
infrastructure could be compromised. The chances of compromise can be reduced
by enforcing physical security.

A more secure system uses a certificate for each process. In Build Forge that means
you do the following;:

* Create a certificate for every agent.

* Create a certificate for every engine. This is applicable when redundancy is set
up. See|“Configuring redundancy” on page 86/

This setup requires additional certificate management. You have choices:

* You can use a CA (Certificate Authority) for generating certificates. Doing this
reduces the number of signer exchanges.

* You can ensure that every trust store or CA store has the signers needed for
making connections.

The following sections identify the interfaces in the Build Forge system where SSL
security is enforced.

Client interfaces: Users access the Build Forge system through client interfaces.

Web Client to Build Forge
Web clients access Build Forge through its Apache web server. When SSL is
enabled and a security-enabled web browser is used, the following
interfaces are used.

* Apache web server port 443

Web clients access Build Forge through its URL. When SSL is enabled,
the URL is the following:

https://host/

The host is the host where Build Forge runs. If you set up a port other
than 443 for secure access to Apache, users must also specify the port:

https://host:port/

Web clients are redirected to an authentication servlet running on
Apache Tomcat server.

* Apache Tomcat application server port 8443

An authentication servlet accepts login credentials and authenticates the
user. The servlet encrypts the credentials so they never appear in clear
text over the wire.

The configuration for the listener port used by the Apache Tomcat servlet
is managed through a configuration file. It is located in
<bfinstall>/Apache/tomcat/conf/server.xml. Locate the following
connector configuration.

<Connector port="8443" maxHttpHeaderSize="8192" algorithm="IbmX509"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enablelLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="false" ss1Protocol="SSL_TLS"
keystoreFile="C:\BuildForge71.536\keystore\buildForgeKeyStore.p12"
keystorePass="password"

104 Rational Build Forge: Information Center



keystoreType="PK(CS12"
truststoreFile="C:\BuildForge71.536\keystore\buildForgeTrustStore.pl2"
truststorePass="password"

truststoreType="PKCS12"/>

API Program Client to Build Forge
* Apache Tomcat application server port 49150

API clients access Build Forge through its services layer component, an
application running on the Apache Tomcat application server. API clients
need to have a valid bfclient.conf file.

The services layer component uses an SSL configuration for inbound
communications. It is defined on the Build Forge console at
Administration > Security > SSL. The default used is Default JSSE
Inbound SSL.

Internal interfaces: Build Forge is made up of a web interface component
(Apache web server and PHP), a services layer component, and an engine
component. The web interface and engine components are clients of the services
layer component. API program clients are also clients of the services layer
component.

Services Layer inbound
Apache Tomcat application server port 49150

The services layer component uses an SSL configuration for inbound
communications. It is defined on the Build Forge console at
Administration > Security > SSL. The default used is Default JSSE
Inbound SSL.

Services Layer client outbound

Apache Tomcat application server port 49150The web interface component
(through PHP) and the engine component both use an SSL configuration
dedicated for outbound communications to the services layer component.
It is defined on the Build Forge console at Administration > Security >
SSL. The default used is Default JSSE Outbound SSL.

The SSL properties for the client outbound configuration and services layer
inbound configuration need to be compatible for an SSL handshake to be
successful. Administration > Security > SSL, the Type and Handshake Protocol
properties must match.

Each SSL configuration has a reference keystore configurations:

* Keystore Configuration: defines the properties of a keystore that contains private
certificates.

* Truststore Configuration: defines the properties of a keystore that contains
trusted signers.

The configurations are specified by name. You define them in Administration >
Security > SSL. Several defaults are provided.

External interfaces: External interfaces are those used by Build Forge to talk to
external systems.

* The Build Forge engine communicates with agents.
* The Build Forge services layer component communicates with the database.
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Build Forge engine to agent communications
Enabling SSL for this interface requires the following:

* Configuration of the agent. It requires a change in the agent
configuration file and placing certificates on the agent host.

* Enabling SSL. communications for each Server resource that uses the
agent. You do this on the console in the Servers panel.

See [“Enabling SSL for agent communications” on page 108

Build Forge services layer component to database communications
The SSL configuration for this interface is defined in the device driver for
your database.

Enabling SSL on the Apache server
Build Forge components are set up by default to use certain ports and security
settings when SSL is enabled.

During installation you are asked the following question in the Web and
Application Server panel: Do you wish to use secure HTTP?

If you answered yes, then SSL on the Apache server is enabled. Skip this section.

If you answered no, but you do want to enable SSL, then log on to the Build Forge
host and configure the Apache server as follows:

* httpd.conf file
Edit <bfinstall>/Apache/conf/httpd.conf to use these settings:

Listen 0.0.0.0:443
ServerName Tocalhost:443

* ssl.conf file
Edit <bfinstall>/Apache/conf/ss1/ss1.conf to use these settings:

<VirtualHost =*:443>
ServerName localhost:443
SSLEngine on

You may specify the fully qualified domain name for the host if you choose.

Enabling SSL for client and internal connections
Build Forge components are set up by default to use certain ports and security
settings when SSL is enabled.

To enable SSL connections from clients to Build Forge and among Build Forge
internal components, do the following in exactly the order specified:

* In the console, go to Administration > Security.

* Set SSL Enabled to Yes. Several additional properties are shown. Leave them set
to the default. They can be customized later if required.

* Click Save. The SSL configuration is saved in the Build Forge database.

* Click Update Master BFClient.conf. The SSL configuration is used to update the
BFCl1ient.conf file. The settings must be in this file for Build Forge to use them.

* Stop Build Forge and restart. This is required.

Once the system is proven to work with the default settings, you may edit the
properties that affect SSL.
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Note: If you want to have clients use SSL but do not want to use SSL between
internal clients (web interface component and engine component) and the
services layer component, do the following;:

+ Edit the BFC1ient.conf file manually. It is in <bfinstall>.
¢ Change the bf_services_preferred_protocol setting tcp.
bf_services_preferred_protocol to tcp

This configuration improves performance at minimum security risk if the
Build Forge host is physically secured.

Re-enabling TCP communications on a locked system
If there is a misconfiguration in SSL, the system locks you out.

To get access to a locked system, do the following:
* Stop Build Forge.
* In the <bfinstall> directory, open the bfclient.conf file with a text editor.
* Change the protocol property as follows:
bf services_preferred protocol=tcp
e Start Build Forge.

You should be able to log in.

Note: Changing the protocol does not disable secure login authentication, which is
enabled by default. Users are redirected to a secure connection that allows
secure communication of login credentials to Build Forge.

Enabling SSL for an API client (Perl or Java)

Use bfclient.conf to configure SSL connections for an API client written in Perl or
Java.

About this task

To make an SSL connection with an API client program, set up bfclient.conf. This
file contains the SSL configuration properties. To simplify this procedure, the steps
below assume you run your client in the client directory mentioned in the first
step.

Procedure
1. Create a client directory where you are going to run the script.
Windows: mkdir c:\client
UNIX or Linux: mkdir /temp/client
2. Copy bfclient.conf to the client directory.
Windows: copy c:\BuildForge\bfclient.conf c:\client
UNIX or Linux: cp /opt/BuildForge/Platform/bfclient.conf /temp/client
3. Create a keystore subdirectory in the client directory.
Windows: mkdir c:\client\keystore
UNIX or Linux: mkdir /temp/client/keystore

4. Copy the keystores from the BuildForge installation into the client keystore
directory.

Windows: copy \BuildForge\keystore\*.pem \client\keystore
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UNIX or Linux: cp /opt/BuildForge/Platform/keystore/*.pem
/temp/client/keystore

5. For Perl, set the following OS environment variable so that the bfclient.conf
location is found.

Windows: set BFCLIENT _CONF=c:\client\bfclient.conf
UNIX or Linux: export BFCLIENT CONF="/temp/client/bfclient.conf"
6. For Java, complete these steps:

a. Use SecureAPIClientConnection instead of APICTientConnection in your
code to make an SSL connection using bfclient.conf.

b. Set the following System property on the Java command line when running
your script.

Windows: -Dcom.buildforge.client.config=c:\client\bfclient.conf

UNIX or Linux: -Dcom.buildforge.client.config=/temp/client/
bfclient.conf

7. Edit bfclient.conf and check the following properties:
* bf_services_preferred_protocol=ssl
Make sure the value is ssl instead of tcp.
* bf_services_ssl_port=49150
Make sure 49150 is your Services Layer SSL port.
* bf_keystore_location=./keystore/buildForgeKey.pem

There are several keystore locations. If you run your script in a directory
other than the client directory, change each keystore location to use a fully
qualified path.

8. If you want to be sure that your script is using bfclient.conf correctly, set the
following debug property in your environment. When you run your script, you
should see more output about the SSL connection properties.

Windows: set BFDEBUG_SECURITY=1

UNIX or Linux: export BFDEBUG_SECURITY=1

Enabling SSL for agent communications
Build Forge components are set up by default to use certain ports and security
settings when SSL is enabled.

To enable SSL communication between Build Forge and agents, you need to do the
following:

¢ On UNIX computers, ensure that the GCC library is installed on the computer
hosting the agent.

* Prerequisite: enable SSL for client and internal communications. See
[SSL for client and internal connections” on page 106.|

* Configure each agent. This task includes:
— Adding certificates to the agent host
- Editing the bfagent.conf file for the agent.
* In the console, enable SSL in each Server definition that connects to the agent.

Configuring agents for SSL
1. If the agent is running, stop it.

2. Place .PEM files for the certificates in the root installation directory for the
agent.
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To implement and test SSL quickly you can copy the .PEM files from the Build
Forge installation. The files are in <bfinstall>/keystore.

The best practice for SSL is to use a separate certificate for each agent:
a. Create separate keystore files (PEM) for each of the following;:

* private key (key)

* public certificate for the private key (cert)

* trusted signers (ca or certificate authority)

b. If you are using an unique certificate for the agent (instead of a copy of the
Build Forge engine's certificate), then add the certificate for the agent to the
certificate authority keystore for Build Forge, <bfinstall>/keystore/
buildForgeCA.pem. If you are running multiple engines (redundant engines),
add the certificate to each engine's certificate authority keystore.

c. If you are using kdb on System z, use gskkeyman to create the kdb.

d. If you are using a System Authorization Facility (SAF) key ring, use RACF
to create the key ring and connect the certificate to the key ring.

3. Edit BFAgent.conf. The following lines are commented out in the file. Remove
the comment prefix.

ss1_key_location buildForgeKey.pem
ss1_key_password password
ss1_cert_location buildForgeCert.pem
ss1_ca_location buildForgeCA.pem
ss1_protocol TLSvl

ss1_cipher_group ALL

The password is for the buildForgeKey.pem keystore. If you want to encrypt it,
see ["Encrypting passwords in buildforge.conf and bfagent.conf” on page 125/

If you want to require client authentication when a connection is made to the
agent, uncomment the following line:

ss1_client_authentication true

This setting requires that the engine certificate be added in the agent's
certificate authority keystore, buildForgeCA.pem.

If you want to use specific ciphers, uncomment this line and add your cipher
list:
ss1_cipher_override cipher_list

4. For agents running on System z, edit BFAgent.conf and uncomment the
following lines:
gsk_ss1_key location <root/cert SAF>
gsk_ss1_key location /etc/key.kdb
gsk_ss1_kdb_password <password>
gsk_keyring_Tlabel <certificate label>
gsk_ss1_protocol ALL
gsk_ss1_cipher_v2 6321
gsk_ss1_cipher_v3 0906030201
gsk_ss1_client_authentication true
gsk_password_encrypt false
Use only one gsk_ss1_key_location. You can choose either a SAF key ring or a
kdb. A SAF keyring is specified by <userid>/<keyring>.

5. Start the agent. The agent must be running to test the connection from the
console.

Enabling SSL in Server definitions

The console uses Server definitions to connect to agents.

Chapter 9. Configuring additional features in Management Console 109



For each Server definition that is connected to an SSL-enabled agent, do the
following:

* In the console, go to the Servers panel.

* Click the server definition name.

* In the Details tab for the server definition:
— Set SSL Enabled to Yes.

* Click Save.

* Click Test Connection.

Troubleshooting SSL communication with agents

The following checklist describes common issues when enabling SSL:
e Agent
— Agent SSL is not configured, though SSL is enabled in Security and in the
Server definition.

— The certificate for the agent is not trusted by the Build Forge engine. The
agent certificate needs to be added to the engine's CA keystore:

<bfinstall>/keystore/buildForgeCA.pem
— Password for the keystore specified in BFAgent.conf is incorrect.

— Client authentication is specified in BFAgent.conf but the engine's certificate
has not been added to the agent's certificate authority, buildForgeCA. pem.

* Build Forge console

— SSL was enabled on the console. It was not saved, or Update Master
Bfclient.conf was clicked before saving, or Update Master Bfclient.conf was
never clicked after saving.

e Server definition

— SSL was not successfully enabled. You must click Save before Test
Connection.

* Engine and Agent settings match

— Handshake protocol mismatch. The handshake protocol must be set to the
same value for both the engine SSL configuration and agent SSL
configuration, either TLSv1 or SSLv3. The default value is TLSv1.

— Cipher suite mismatch. The cipher suites specified in the engine SSL
configuration and agent SSL configuration must have ciphers in common. The
default cipher suite group is ALL.

Enabling debugging messages

You can enable debugging in the engine and the agent. When debugging is
enabled, additional detailed output is produced that can help identify problems in
the configuration.

* Enabling engine debugging;:
1. In an environment used by an SSL-enabled server definition, add the
following variable:
BFDEBUG_SECURITY=1
2. Stop the engine and restart it.

— On Windows, start the engine in the foreground. Output appears in a
command window.

— On UNIX or Linux, start the engine with debugging turned on:
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cd <bfinstall>/rc
./buildforge start

Output from the engine goes to the engine log file in <bfinstall>/1og.
* Enabling agent debugging:
1. Stop the agent.
2. Add the following line to BFAgent.conf:
activity_log bfagent.Tlog

In this example, the agent writes output to bfagent.log. You can specify a
different filename.

Note: If the agent runs as a service, specify an absolute path.
3. Start the agent.

Example engine debug output for a successful SSL connection

An engine produces the following output when it connects successfully to an
agent.

SSL ca_file: ./keystore/buildForgeCA.pem

SSL_cert_file: ./keystore/buildForgeCert.pem

SSL_key file: ./keystore/buildForgeKey.pem

SSL_verify mode: 0x01

SSL_version: TLSvl

SSL_cipher_list: ALL

SSL_use_cert: 1

Making as SSL connection using socket I0::Socket::INET=GLOB(0x1e8f0f4).
SSL connection to agent.

DEBUG: .../10/Socket/SSL.pm:1387: new ctx 80662848

DEBUG: .../10/Socket/SSL.pm:880: dont start handshake: I0::Socket::SSL=GLOB(0x1e8f0f4)
DEBUG: .../I0/Socket/SSL.pm:284: ss1 handshake not started

DEBUG: .../I0/Socket/SSL.pm:327: Net::SSLeay::connect -> 1

DEBUG: .../I0/Socket/SSL.pm:382: ss1 handshake done

Socket is of type: ref(I0::Socket::SSL=GLOB(0x1e8f0f4))

ReadyLine: 202 HELLO TLS - BuildForge Agent v_VERSION_

Storing Agent Version [999.999.999.999-999-9999] for [08974C8E-6C3B-1014-972D-D9B2901D9F42]
cmd ping

username pbirk

encpass c1713f4a31af3f1300f7b2414a24559c4d6097e07310cf9c412e

go

Sending agent request...

Example agent debug output for a successful SSL connection

An agent running normally produces the following output when it establishes an
SSL connection.

[2256] main.c : 409: === NEW AGENT ===
[2256] io.c : 264: In start SSL
[2256] io.c : 89: Key Tocation: buildForgeKey.pem

[2256] bfpwdlocloader.c: 134: Looking for password locator: ss1_key password locator

[2256] bfpwdlocloader.c: 244: Looking for password for prop
ss1_key_password from bfagent.conf.

[2256] bfcryptloader.c : 202: Loading password encryption module.

[2256] bfcryptloader.c : 276: Password encryption property
password_encrypt_module is not configured.

[2256] bfcryptloader.c : 539: Password decoded.

[2256] 1io.c : 98: Cert location: buildForgeCert.pem

[2256] bfpwdlocloader.c: 134: Looking for password Tlocator:
ss1_cert_password_Tocator

[2256] bfpwdlocloader.c: 244: Looking for password for prop
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ss1_cert_password from bfagent.conf.

[2256] io.c : 153: Setting key password in default userdata.
[2256] 1io.c : 160: Getting private key from PEM.
[2256] io.c : 166: Checking private key from PEM.
[2256] 1io.c : 172: Getting CA store information.

[2256] bfpwdlocloader.c: 134: Looking for password Tocator:
ss1_ca_password_locator

[2256] bfpwdlocloader.c: 244: Looking for password for prop
ss1_ca_password from bfagent.conf.

[2256] 1io.c : 178: CA location: buildForgeCert.pem
[2256] io.c : 184: Checking the CA store.

[2256] io.c : 230: Returning from init_CTX.

[2256] io.c : 281: Calling SSL_new

[2256] io.c : 294: Calling SSL_accept.

[2256] io.c : 346: Cipher chosen: AES256-SHA
[2256] io.c : 367: ss1_state = SS_CERTIFIED

Example output for bad keystore password on the agent

If the keystore password configured on the agent side is wrong, it shows up in
both engine and agent output.

Engine output (excerpt):

SSL _use_cert: 1

Making as SSL connection using socket I0::Socket::INET=GLOB(0x1e8f0f4).

SSL connection to agent.

DEBUG: .../I10/Socket/SSL.pm:1387: new ctx 80662848

DEBUG: .../I0/Socket/SSL.pm:880: dont start handshake: 10::Socket::SSL=GLOB(0x1e8f0f4)
DEBUG: .../I0/Socket/SSL.pm:284: ss1 handshake not started

DEBUG: .../I0/Socket/SSL.pm:327: Net::SSLeay::connect -> -1

DEBUG: .../I0/Socket/SSL.pm:1135: SSL connect attempt failed with unknown error
error:1408F10B:SSL routines:SSL3_GET_RECORD:wrong version number

DEBUG: .../I0/Socket/SSL.pm:333: fatal SSL error: SSL connect attempt failed with unknown error
error:1408F10B:SSL routines:SSL3_GET_RECORD:wrong version number

DEBUG: .../I0/Socket/SSL.pm:1422: free ctx 80662848 open=80662848 80566656

DEBUG: .../I0/Socket/SSL.pm:1425: OK free ctx 80662848

Agent output (excerpt):

[ 5272] io.c : 98: Cert location: buildForgeCert.pem

[ 5272] bfpwdlocloader.c: 134: Looking for password locator: ss1_cert passwor

d_locator

[ 5272] bfpwdlocloader.c: 244: Looking for password for prop ss1_cert password from bfagent.conf.
[ 5272] io.c : 153: Setting key password in default userdata.

[ 5272] io.c : 160: Getting private key from PEM.

[ 5272] io.c : 218: Failure reason: SSLErrorBadPKeyFile

[ 5272] io.c : 221: OpenSSL error string: error:00000000:1ib(0):func(0):reason(0)
[ 5272] io.c : 281: Calling SSL_new

[ 5272] platform.c :2693: platform_release_credentials

[ 5272] main.c : 412: --- EXITING ---

Error codes in agent output

This list includes some of the other error codes you may encounter and their

causes:

e SSLErrorBadCA: Problem loading the signers in buildForgeCA.pem. It could be a
problem in the format of the file resulting from how the signers were added.

* SSLErrorBadCert: Problem loading the certificate in the buildForgeCert.pem.
Either the certificate does not match the private key or it is corrupted in the
PEM.
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* SSLErrorBadPKeyFile: Problem with the buildForgeKey.pem password specified
for the ssl_key_password property in BFAgent.conf.

* SSLErrorBadPKey: SSL_CTX_check_private_key returned a value other than 1.
The private key format is not valid or it does not match the certificate.

* SSLErrorFIPSEnablement: An error occurred during FIPS enablement. This
typically is due to an issue encountered during the FIPS self-check. This is likely
an internal error.

* SSLErrorInvalidCipher: A cipher specification does not match what OpenSSL
allows. Check the ciphers specified on properties ssl_cipher_group or
ssl_cipher_override in BFAgent.conf.

* SSLErrorNoCtx: Problem creating a new SSL CTX object. This is likely an
internal error.

Managing certificates
Certificates and keystores used by Build Forge can be modified after installation.

During installation you are given the opportunity to specify a certificate to use
(either your own or one generated by Build forge) and a keystore password. This
section describes procedures for the following:

* Converting PEM keystores to OpenSSL and JSSE keystores needed by Build
Forge

* Changing the keystore password and modifying Build Forge to use the new
password

* Creating a new self-signed certificate
* Logging in with a client certificate

* Downloading an unrestricted policy file to use with strongly encrypted
certificates

Converting PEM keystores to Build Forge keystores:

PEM keystores received from a Certificate Authority can be converted into
keystores for use with Build Forge.

Before you begin

Download the unrestricted policy files for your SDK. This prerequisite applies only
if your keysize is too large for the restricted policy files. Download the files from
https:/ /www14.software.ibm.com/webapp/iwm/web/reg/
signup.do?source=jcesdk&lang=en_US&S_PKG=142ww

Note: You must use the keytool utility provided by IBM.
About this task

If you have a set of PEM files from a Certificate Authority, you must use them to
create a set of OpenSSL and JSSE keystores for Build Forge.

Procedure
1. Include Build Forge tool directories in your PATH.
* <pfinstall>/openss]
e <bfinstall>/ibmjdk/bin for Windows
e <bfinstall>server/ibmjdk/bin for UNIX or Linux
For UNIX and Linux, include the following directory in LD_LIBRARY_PATH:
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<bfinstall>/openss]
2. Convert the PEM files into a PKCS12 keystore.
Use the following command:

openss1 pkcsl2
-export
-name "buildforge"
-out buildForgeKeyStore.pl2
-inkey <key.pem>
-passin pass:<pempassword>
-in <crt.pem>
-password pass:<bfpassword>
3. Verify that the certificate has been added and can be read.
keytool -v
-list
-keystore buildForgeKeyStore.pl2
-storepass <bfpassword>
-storetype pkcsl2
If you get an error about an invalid key size, download unrestricted policy
files. Use the directions at the beginning of this section.

4. Export the public certificate.

In a command window, go to <bfinstall>/keystore, and then run this
command:
keytool -export

-alias buildforge

-file cert.der

-keystore buildForgeKeyStore.pl2

-storepass <bfpassword>

-storetype pkcsl2

e The certificate is stored in file cert.der.

* Use the same <bfpassword> that was specified for keystores during
installation. Otherwise you need to change the configuration.

5. Create the truststore and import the public certificate.
In a command window, go to <bfinstall>/keystore, then run this command:

keytool -import
-noprompt -trustcacerts
-alias buildforge
-file cert.der
-keystore buildForgeTrustStore.pl2
-storepass <bfpassword>
-storetype pkcsl2

6. Put the public client certificate in buildForgeCert.pem.

In a command window, go to <bfinstall>/keystore, and then run this
command:
openss1 pkcsl2 -clcerts -nokeys

-in buildForgeKeyStore.pl2

-passin: pass:<bfpassword>

-out buildForgeCert.pem

7. Put the certificate and keys in buildForgeKey.pem
In a command window, go to <bfinstall>/keystore, and then run this
command:

openss1 pkcsl2
-in buildForgeKeyStore.pl2
-passin pass:<bfpassword>
-passout pass:<bfpassword>
-out buildForgeKey.pem

8. Create the PEM Certificate Authority buildForgeCA.pem.
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a. Download the CA root certificate to <bfinstall>/keystore. It is named
CARootCert.crt. It needs to be added to your PEM keystores and can be
imported into buildForgeTrustStore.p12.

b. In a command window, go to <bfinstall>/keystore, and then run these
commands:
cat CARootCert.crt > buildForgeCA.pem
keytool -import -noprompt -v -trustcacerts
-alias "CA Root"
-file CARootCert.crt
-keystore buildForgeTrustStore.pl2
-storepass <bfpassword>
-storetype pkcsl2

Results

Build Forge uses a password-protected PEM keystore, buildForgeKey.pem. The
Apache server prompts for the password during startup.

If you do not want to be prompted for a password during startup, then generate a
PEM keystore that is not password-protected and have the Apache server use it.
The following command is an example.

openss1 rsa -in buildForgeKey.pem
-passin pass:<password>
-out buildForgeKeyForApache.pem

Be sure the unprotected PEM keystore is readable by any user who needs access to
the ID of the process that runs Build Forge.

Changing keystore passwords: During installation you are given the opportunity
to specify a keystore password. If you want to change that password, you need to
do the following:

1. Modify the Build Forge keystores to use a new password.
2. Modify the Build Forge configuration to use the new password.

Modifying the keystore passwords:
About this task

Build Forge has three default keystores that are password-protected, all installed
on the host where you installed the Build Forge engine, in <bfinstall>/keystore:

* buildForgeKey.pem - used by OpenSSL, requires the openss1 tool to change the
password.

* buildForgeKeyStore.pl2- used by JSSE, requires the ibmjdk tool to change the
password.

e buildForgeTrustStore.pl2 - used by JSSE, requires the ibmjdk tool to change the
password.

The tools are included with Build Forge software.
Note: Line breaks are used for clarity in the example commands. Do not use them
in the command. Enter it as one string or use the line-continuation character

(™ for Windows, \ for UNIX or Linux).

Important: The same password is used for all keystores. It is shown as
newpassword in the examples.
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Procedure
1. Log on to the host where the Build Forge engine is installed.
2. Put the tool directories on your PATH.
e <bfinstall>/openss]
* <bfinstall>/ibmjdk/bin

3. Disable SSL. In the console, go to Administration > Security. Set SSL
Enabled to No.

Click Save.
Click Update Master BFClient.conf.
Stop the Build Forge engine.

N o o bk

Back up the existing key stores. Copy the existing Build Forge keystores to a
temporary directory. If the modified files get corrupted, you can use the
backed up keystores.

8. Modify buildForgeKey.pem. In the directory <bfinstall>/keystore, run this
command:
openss1 rsa
-in buildForgeKey.pem
-passin pass:oldpassword
-out buildForgeKey.pem
-passout pass:newpassword -aesl28
9. Modify buildForgeKeyStore.pl2. In the directory <bfinstall>/keystore, run
this command:
keytool -storepasswd -all
-new newpassword
-keystore buildForgeKeyStore.pl?2
-storepass oldpassword
-storetype pkcsl2
10. Modify buildForgeTrustStore.pl2. In the directory <bfinstall>/keystore,
run this command:
keytool -storepasswd -all
-new newpassword
-keystore buildForgeTrustStore.pl2

-storepass oldpassword
-storetype pkcsl2

Results

After the passwords are changed, you need to modify the Build Forge
configuration to use the new passwords.

Modifying the Build Forge configuration to use the new password:
Build Forge configurations must be changed to use a changed keystore password.
Before you begin

Prerequisite:

* The Build Forge engine has not been started since you turned off SSL, stopped
the Build Forge engine, and modified the keystore passwords.

About this task

The Apache Tomcat application server contains keystore passwords in the
server.xml configuration file. They are stored as clear text. Apache Tomcat does
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not support encoded or encrypted passwords in this setting. In this procedure you
modify server.xml and security properties in the Build Forge console.

Procedure

1. Enter the new password in the Tomcat configuration. Edit <bfinstall>/Apache/
tomcat/conf/server.xml. The Connector statement for SSL is located just under
the comment <!- Define a SSL HTTP/1.1 Connector on port 8443 -- >

<Connector port="8443" maxHttpHeaderSize="8192" algorithm="IbmX509"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"

enablelLookups="false" disableUploadTimeout="true"

acceptCount="100" scheme="https" secure="true"

clientAuth="false" ss1Protocol="TLS"

keystoreFile="C:\Program Files\IBM\Build Forge\keystore\buildForgeTrustStore.p12"
keystorePass="newpassword"

keystoreType="PKCS12"

truststoreFile="C:\Program Files\IBM\Build Forge\keystore\buildForgeTrustStore.pl2"
truststorePass="newpassword"

truststoreType="PKCS12"/>

2. Start Build Forge.
3. Log in to the console. Use root or a login that has the Security access role.

4. Enter the new password for the keystores. In Administration > Security >
Keystore, edit these entries to use newpassword in the Password property.

* Default JSSE Key Store

* Default JSSE Trust Store

¢ Default OpenSSL Key Store
5. Enable SSL.

a. In the console, go to Administration > Security.

b. Set SSL Enabled to Yes.

c. Click Save.
6. Export the change to BFClient.conf. Click Update Master BFClient.conf.
7. Start the Build Forge engine.

Creating a new self-signed certificate:

Use the tools provided to create a new self-signed certificate.

Before you begin

You need the password that was specified for the keystore during installation. If
you do not know what it is, look in bfinstall/Apache/tomcat/conf/server.xml.
The keystorePass attribute on the SSL/HTTP connector contains the password.
About this task

This procedure describes how to replace a certificate that was created automatically

during a Build Forge installation. It creates a certificate with the following
properties:

* Keystore: buildForgeKeyStore.p12
* Expiration: 15 years (set as 5475 days)
* Subject DN: CN=hostname, where hostname is the fully qualified hostname.

Use the openss1 and ibmjdk tools to create the certificate. The tools are included
with Build Forge software.
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Five keystores are needed:

buildForgeKeyStore.p12 - keystore, container for certificates and keys
buildForgeTrustStore.p12 - truststore, container for certificates and keys
buildForgeKey.pem - PEM keystore

buildForgeCert.pem - public certificate

buildForgeCA.pem - PEM Certificate Authority (CA)

Note: Line breaks are used for clarity in the example commands. Do not use them

in the command. Enter it as one string or use the line-continuation character
(™ for Windows, \ for UNIX or Linux).

Important: The same password is used for all keystores. It is shown as password in

the examples.

Procedure
1. Log on to the host where the Build Forge engine is installed.
2. Put the tool directories on your PATH.
e <bfinstall>/openss]
* <bfinstall>/ibmjdk/bin
3. Put the openss1 directory on LD_LIBRARY_PATH.
e <bfinstall>/openss]
4. Create the keystore buildForgeKeyStore.pl2, certificate, and public-private key
pair.
a. In temporary directory, run keytool to create the keystore:
keytool -genkey -alias buildforge
-keyalg RSA -keysize 1024 -validity 5475 -dname "CN=hostname"
-keystore buildForgeKeyStore.pl2
-storepass password
-storetype pkcsl2
b. Copy the keystore file (buildForgekeyStore.pl2) to <bfinstall>/keystore.
It overwrites the existing file.
5. Export the public certificate. In the directory <bfinstall>/keystore, run this
command:
keytool -export -alias buildforge
-file cert.der -keystore buildForgeKeyStore.pl2
-storepass password
-storetype pkcsl?2
6. Create the truststore.
a. In temporary directory, run keytool to create the truststore:
cd /temp
keytool -import -noprompt -trustcacerts -alias buildforge
-file cert.der -keystore buildForgeTrustStore.pl2
-storepass password
-storetype pkcsl2
b. Copy the truststore file (buildForgeTrustStore.pl2) to <bfinstall>/
keystore. It overwrites the existing file.
7. Put the public client certificate in buildForgeCert.pem In the directory

<bfinstall>/keystore, run this command:

openss1 pkcsl2 -clcerts -nokeys
-in buildForgeKeyStore.pl2 -passin pass:password
-out buildForgeCert.pem
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8. Put the certificate and keys in buildForgeKey.pem In the directory
<bfinstall>/keystore, run this command:
openss1 pkcsl2
-in buildForgeKeyStore.pl2 -passin pass:password
-passout pass:password -out buildForgeKey.pem

9. Create the PEM Certificate Authority buildForgeCA.pem. It is a copy of
buildForgeKey.pem. In the directory <bfinstall>/keystore, run this command:

cat buildForgeCert.pem > buildForgeCA.pem
What to do next

The buildForgeKey.pem is a password protected PEM keystore. The Apache server
prompts for the password during startup. If you do not want to be prompted for
this password during startup, generate a PEM keystore that is not
password-protected for the Apache server's use.

To remove the password from the private key, you can run the following step.
Make sure the buildForgeKeyForApache.pem file is readable by those who need
access to the ID of the process running Build Forge.

openss1 rsa -in buildForgeKey.pem -passin pass:password
-out buildForgeKeyForApache.pem

Logging in with a client certificate:

You have two options when configuring the ability to log in with a client
certificate.

Logging in when using WebSphere Application Server to host Build Forge:
About this task

When using WebSphere Application Server to host Build Forge, you have an
option you can use with some modifications. This option requires
WebSphereSSOlnterceptor, which obtains the authenticated principal after
WebSphere has performed the authentication.

Make the modifications in the following procedure to use this option.

Procedure

1. Protect the Build Forge WAR file so that the WAS container-managed
authentication will authenticate requests to rbf-services. For information about
how to set up this protection, see ["Integrating with WAS security using g
[custom interceptor” on page 98]

2. Configure WebSphere Application Server to support client certificate
authentication mapping for the rbf-services web application. Set up this
support by configuring the following items:

* SSL for a client certificate

* Your rbf-services webapp for a client certificate
* Your web server for a client certificate

* The LDAP server mapping for client certificates

For information about configuring client certificate authentication for
WebSphere Portal that can guide you in configuring WebSphere Application
Server, see http:/ /publib.boulder.ibm.com/infocenter/wpdoc/v6r0/
index.jsp?topic=/com.ibm.wp.ent.doc/wpf/certauth.html. Follow steps 1 to 3.
That procedure refers to the web.xml file that you modify in [‘Integrating with|
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[WAS security using a custom interceptor” on page 98] You modify the file
located at ${WAS_INSTALL_ROOT}/profiles/${PROFILE_NAME}/

installed Apps/${CELL_NAME}/rbf-services_war.ear/rbf-services.war/WEB-
INF/web.xml.

Logging in based on a custom Build Forge SSO interceptor:
About this task

This option requires you to add a custom SSO interceptor, as explained in
the single sign-on framework” on page 89.|

Procedure

1. Ensure the custom SSO interceptor receives the X509 certificate from the request
attribute as follows:

X509Certificate[] certs =
(X509Certificate[])request.getAttribute("javax.net.ssl.peer certificates");

2. Ensure the custom SSO interceptor maps portions of the Subject DN to LDAP
attributes. Typically, you map the Common Name (CN) from the certificate to
the userid in the LDAP directory. Return the result in the authenticateRequest
method of the Build Forge SSO interceptor.
responseAttributes.setStatus (HttpServietResponse.SC_0K);
principal = mapCert(certs); /* Custom method to map from certificate to

Build Forge LDAP principal. */
result = new Result(Result.UseridOnly0ID, domain, principal); /* Specify
the domain name of the LDAP server the principal exists in. */
return result;

Downloading an unrestricted policy file:

Strongly encrypted certificates require you to download an unrestricted policy file
for JCE

Due to export and import regulations, the default JCE jurisdiction policy file
shipped with Installation Manager and Build Forge enables you to use strong, but
limited, cryptography only. If you intend to use a certificate whose encryption
exceeds the encryption strength approved for export, you need to download
unrestricted JCE policy file and update the JVM for Installation Manager and
Rational Build Forge.

If you encounter the following error during installation when you attempt to
provide a certificate to use, it is likely that you need to update the JCE policy file.

Unable to verify this certificate, install without it then attempt to add it after install.

Attention: Build Forge upgrades that include updates to the Software
Development Kit (SDK) might overwrite the policy file. In that case, re-apply the
unrestricted policy file to the SDK after you upgrade.

Important: Your country of origin might have restrictions on the import,
possession, use, or re-export to another country, of encryption software.
Before downloading or using the unrestricted policy files, you must
check the laws of your country, its regulations, and its policies
concerning the import, possession, use, and re-export of encryption
software, to determine if it is permitted.

1. Download the funrestricted JCE policy files|for the SDK for Version 1.4.2+.
2. Unzip the files.
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https://www14.software.ibm.com/webapp/iwm/web/reg/pick.do?source=jcesdk

3. Copy the unzipped file Tocal_policy.jar to the appropriate Build Forge
installation directory. Overwrite the existing file. Use the directory for your
operating system.

¢ Windows systems
<bfinstall>\ibmjdk\jre\lib\security

* UNIX and Linux systems
<bfinstall>/Platform/ibmjdk/jre/Tib/security

4. To allow the certificate to be verified in future installations of Build Forge,
update Instalation Manager. Copy the unzipped file Tocal_policy.jar to the
IBM JRE that is installed with Installation Manager. Overwrite the existing file.

¢ Windows systems

<IMinstall>\eclipse\jre version\jre\lib\security
* UNIX and Linux systems
<IMinstall>/eclipse/jre_version/jre/1ib/security

Enabling password encryption

Configuring the Build Forge system to use password encryption increases the
security of the system.

It is also critical to enforce physical security to prevent unauthorized access to the
system.

Note: If you are integrating with WebSphere components, be sure that the
prerequisites for password encryption are met before configuring password
encryption.

* For integration with WebSphere Application Server: seel”Usingl
[WebSphere Application Server instead of Apache Tomcat” on page 523/

+ For integration with IBM HTTP Server (IHS), see [“Using IBM HTTP|
[Server instead of Apache HTTP Server” on page 527

About password security in Build Forge
The Build Forge system uses encoded passwords by default but can use encrypted
passwords for additional security.

When password encryption is enabled, it is enabled as a symmetric key password
scheme. The same key must be used by both the client using a password and the
service that is accessed.

* Build Forge engine and Build Forge agents
* Build Forge services layer and the database used by Build Forge

In the Build Forge system, keys are kept in a bfpwcrypt.conf file. The file is
located in the installation directory of Build Forge (for the engine) and the agent.

Password encryption uses symmetric keys. All systems that need to decrypt a
common database password need the same key. Also, all agents that receive
encrypted passwords from an engine need the engine's key. If multiple engines are
running (redundant configuration), the agent needs each engine's key.

For a simple installation of one Build Forge Management Console on one host and

one agent on another host, enabling password encryption requires the following
procedure:
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* Enable password encryption on the Build Forge console (Administration >
Security).

* Export the current key to a file. (This key is used by the agent and would also
be used by other engines.)

* Generate a new key for the agent. Export it to a file. (This key is used by the
agent to encrypt its keystore password.)

* Update the agent's bfpwcrypt.conf with both keys. Put the new key last.

* In the Build Forge console, enable password encryption for all server definitions
that use the agent. (Servers panel)

* On the Build Forge host, use the bfpwencrypt utility to encrypt the password
that Build Forge uses to access the database. Replace the current password
(encoded) with the encrypted password in buildforge.conf.

» Update the service layer's copy of buildforge.conf. See|“Build Forge

[configuration file (buildforge.conf)” on page 83/

Enabling password encryption for the Management Console
Enabling password encryption in the Management Console is a prerequisite for
enabling password encryption in all other components:

* Redundant Management Consoles require export of the password key from the
first Management Console to be included in their bfpwcrypt.conf files. All
Management Consoles must use the same key. Typically they must also use the
key to encrypt the database password.

¢ Agents require the export of a password key if the engine is sending encrypted
passwords to it. Both the engine and the agent should use the same key. The key
exported from the Management Console allows them to decrypt encrypted
Server Auth passwords.

If the agent is not receiving encrypted passwords, but needs to generate
encrypted passwords for use in its BFAgent.conf file, then each agent should use
a different password key. Generate each key individually from the Management
Console.

To enable password encryption in the Management Console, do the following:
1. In the console, go to Administration > Security.

2. Set Password Encryption Enabled to Yes.

3. Click Save. This step saves the configuration in the Build Forge database.
4

. Click Update Master BFClient.conf. This step saves the configuration in the
Build Forge bfclient.conf file.

5. Restart Build Forge. This step is required so that the running Build Forge
process uses the new settings in the bfclient.conf file.

When Password Encryption Enabled is Yes and in the configuration, you are able
to do the following:

* Export the password key to a file
* Generate new password keys

* Run the bfpwencrypt and bfagent commands to create encrypted passwords for
inclusion in the console and agent configuration files

Managing password keys
The Build Forge system uses encoded passwords by default but can use encrypted
passwords for additional security.

Password encryption key file:

122  Rational Build Forge: Information Center



The bfpwcrypt.conf file contains password encryption configuration properties.

When Build Forge is started for the first time, it automatically generates a
bfpwcrypt.conf file in the same location as the bfclient.conf file.

* Windows: <bfinstall>

e UNIX or Linux: <bfinstall>/Platform

Important: Do not rename this file. It must always be named bfpwcrypt.conf.

The file contains these properties:

bfpwcrypt_key_alias
Alias of an encryption key. The alias is part of any password encrypted
with this key. The system uses it to determine which key to use. There can
be multiple definitions of this property, one for each key. The last
definition is used to encrypt passwords. All others are used to decrypt an
encrypted password when it is read. An encrypted password can be
encountered in a configuration file, a database, or in a communication
between an agent and the engine.

bfpwcrypt_key
The encrypted master key, encrypted using 128-bit AES encryption. This
key is used to encrypt passwords.

bfpwcrypt_key_password
Password needed to decrypt bfpwcrypt_key. This password is encoded.

Example bfpwcrypt.conf file:

#**xx Password Encryption Configuration Properties *x*

bf pwcrypt _key=MKuoiwD+MsWBFg1/2xeGOTEtpY+hAzXQu21fBcofMOM=
bf_pwcrypt_key alias=8a679d430c401000b55e00007d1a7dla

bf pwcrypt _key password=TqOeDXc4G/bdaWeatKTYUx6Sw4S3i6wX

# Creation date=Thu Nov 20 03:44:48 CST 2008

# Origination host=myhost.mycompany.com

Exporting the password key:

Export the password key from the Build Forge console so that you can place it in
other locations.

Export the password key used on the Build Forge engine to place it in the
following locations:

* Other Build Forge consoles that access the same database

¢ Computers hosting agents that are identified in Server definitions that have
password encryption enabled

To export the password key, do the following:

1. In the console, go to Administration > Security.

Note: Password Encryption Enabled must already be set to Yes and the setting
saved and updated in the master BFC1ient.conf file.

2. Click Export Key File. You are asked where to save the file.
3. Specify a location, and then click Save.

Take the file to the hosts that need keys to decrypt passwords (other redundant
management consoles, agents) or encrypt passwords (agents). Add the contents of

Chapter 9. Configuring additional features in Management Console 123



the file (all three property settings) to the bfpwcrypt.conf file on that host. This
table describes how the placement of the contents determines when the keys are
used.

Placement in bfpwcrypt.conf file Password key used in these cases

End

* Decrypt passwords that contain its alias

* Encrypt new passwords

Anywhere else

* Decrypt passwords that contain its alias

Note: When you generate a new key, an additional key is placed at the end of the
bfpwcrypt.conf file. When you export a key, only the latest key is exported.

Generating a new password key: You can generate new keys from the
Management Console to change the system-wide key. This should be done
periodically to maintain good system security. The new key must be updated on
all engines and agents.

Generating a new password key adds a new key to the bfpwcrypt.conf file:

* If user or console passwords have been generated or saved using the old key,
they continue to work.

* Important: If a previous key has been exported and incorporated into an agent's
bfpwcrypt.conf file, communications with the agent now fail until the newly
generated key is added.

* Any new passwords saved in Build Forge or generated with bfpwencrypt use the
new key.

* Exports of the key file export only the newest key.

To generate a new password key, do the following:

1. In the console, go to Administration > Security.

Note: Password Encryption Enabled must already be set to Yes and the setting
saved and updated in the master BFC1ient.conf file.

2. Click Generate New Key. You are asked to confirm.
3. Click Yes.

Enabling password encryption for agents
Password encryption for agents is enabled in their configuration files.

To enable password encryption for an agent, do the following:

1. Stop the agent if it is running.

2. Go to the directory where the agent is installed.

3. Edit bfagent.conf and turn on the encryption setting:
password_encrypt _module ./bfcrypt.d11;./bfpwcrypt.conf

If the agent is launched from a directory other than where it is installed, change
this path to refer to the files directly.

4. Get the Management Console encryption key. Export the key to a file. This key
is required for the agent to decrypt an encrypted Server Auth password. It will
also be used to encrypt local keystore passwords.

5. Place the key in the agent's bfpwcrypt.conf file. Put the generated key for the
agent last in the file. The last entry in the file is used when you encrypt
passwords manually.
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Start the agent.

In the Management Console, go to Servers. For every server definition that
uses this agent, set the Password Encryption Configuration property to
Enabled.

Click Test Connection to make sure that the connection works with the
encrypted password.

Encrypting passwords in buildforge.conf and bfagent.conf
Use an exported password key to build encrypted passwords for use in
buildforge.conf and bfagent.conf.

The buildforge.conf file contains a username and password (db_password) that
Build Forge uses to access the database. That password is normally encoded but
can be encrypted. To encrypt a password for the Management Console, do the
following:

1.

Go to the Management Console root directory.

* Windows: <bfinstall>

e UNIX or Linux: <bfinstall>/Platform

Run the following command:

bfpwencrypt -e password

Use the plain-text password you want to encrypt for password.
The encrypted password is sent to stdout.

The bfagent.conf file contains the password key (ssl_key_password) that the agent
uses to access the keystore. That password is normally clear text but can be
encrypted. To encrypt a password for the agent, do the following:

1.

Go to the agent root directory.

2. Run the following command:

bfagent -e password

Use the plain-text password you want to encrypt for password.The encrypted
password is sent to stdout.

Note: If you are using AIX and your GCC library is not in /lib or /usr/lib,
you might get an error indicating "Cannot load module
/usr/local/bin/bfcrypt.dIl." You can address this issue by updating
inetd.conf.

To correct the error, do the following:
a. Find the following line:
bfagent stream tcp nowait root /usr/local/bin/bfagent bfagent
b. Change the line to the following line:
bfagent stream tcp nowait root /usr/bin/env env LIBPATH=path /usr/local/bin/bfagent

The path is the location of your GCC library.
c. Reload inetd.conf with the command refresh -s inetd.

An encrypted password starts with the string bfcrypt: and the password key alias
enclosed in braces, followed by the password, which is encrypted (AES 128 bit)
and then encoded (Base63). Examples of encoded and encrypted passwords:
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Encoded:
dd8b42eed5cc051500f5bffe2b82blaabab7baee028a85d0cefa

Encrypted:
{bfcrypt:7427ab360c4010008f9d000049664966}drAIT1zLDGX/XxRcvw65+B8aFpTqvmAdbmnh6FpwkHjU=

Debugging problems with password encryption
If there are problems with encrypted passwords, these sections describe approaches
to debugging them.

Debugging password encryption problems in the console:
Services layer, the web interface, and engine share the same key file.

When all three components are installed on the same host, they use the same
keyfile:
* Windows:
<bfinstall>/bfpwcrypt.conf
¢ UNIX or Linux:
<bfinstall>/Platform/bfpwcrypt.conf

Check the following issues if there are problems after you enable password
encryption:

* Make sure you restarted Build Forge after enabling password encryption. Ensure
that all processes stopped and restarted properly (Apache, Apache Tomcat,
engine).

* Redundant consoles: if you have multiple installations of the management
console using the same database, they must all use the same bfpwcrypt.conf
file. The most secure method is to distribute it manually rather than over the
network.

* Server definitions: if Test Connection fails in the console, be sure the key was
exported and put in the bfagent.conf file correctly. To be sure it is a password
problem, disable password encryption and try Test Connection.

* Login: if you cannot log in after enabling password encryption, make sure that
Build Forge is using the correct bfpwcrypt.conf keys in both bfclient.conf and
buildforge.conf. The buildforge.conf must be updated in the <bfinstall>
directory and in the service layer's copy of it. See|“Build Forge configuration file|
[(buildforge.conf)” on page 83

If all of those checks are done but the problem persists, try enabling trace and
examining the output logs.

* Web interface (Ul): set environment variable BFEDEBUG_SECURITY=1.
Web interface: output appears in files.
— Windows:
<bfinstall>/Apache/logs/php_error.log

— UNIX or Linux:
— <bfinstall>/server/apache/logs/php_error.log

* Engine: start the engine in the foreground. In the installation directory, run
bfengine —d. On UNIX or Linux you can pipe this to a file using bfengine —-d
2>81 | tee out.txt. On Windows, you can do the same if you obtain the tee
utility.

* Services: do the following:

1. Stop Build Forge.
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2. Open the log file in an editor.
— Windows:
<bfinstall>/Apache/tomcat/common/classes/Togging.properties
— UNIX or Linux:
<bfinstall>/server/apache/tomcat/common/classes/logging.properties
3. Add the following line to the end of the file.
com.buildforge.services.common.security.level=ALL
4. Start Build Forge.
5. Inspect the output.
— Windows:
<bfinstall>/Apache/tomcat/logs/catalina.out
— UNIX or Linux:
<bfinstall>/server/apache/tomcat/Togs/catalina.out

Debugging password encryption problems in the agent:
Debugging agent communications involves agent and engine components.

Check the following issues if there are problems after you enable password
encryption:

¢ Check bfagent.conf. The following line should be uncommented:
password_encrypt_module ./bfcrypt.d11;./bfpwcrypt.conf

¢ Check that bfpwcrypt.conf is present in the directory where the agent is
launched. It must contain at least one key entry.

¢ Check that the final entry in the engine's bfpwcrypt.conf is present somewhere
in the agent's bfpwcrypt.conf.

If all of those checks are done but the problem persists, try enabling trace and
examining the output logs. To enable trace, do the following:

1. Open bfagent.conf.
2. Uncomment the following line:
activity_log bfagent.log
You can specify another path instead of bfagent.log.

Path issues with bfcrypt.dll

In bfagent.conf, the password_encrypt_module property must point to the correct
path to bfcrypt.d11. Example:

password_encrypt_module /opt/buildforge/bfcrypt.dll

With trace turned on, a problem with this path is indicated by output like the
following:

bfcryptloader.c : 208: Loading password encryption module.
bfcryptloader.c : 223: module: bfcrypt
bfcryptloader.c : 232: Loading module: C:/BuildForge71.181.Agent/bfcr

bfcryptloader.c : 262: Failed Toading DLL, error code = 0

A successful load produces output like the following;:

bfpwdlocloader.c: 134: Looking for password locator: ssl_key password_Tocator
bfpwdlocloader.c: 244: Looking for password for prop ssl_key password from bfagent.conf.
bfcryptloader.c : 208: Loading password encryption module.
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[ 12248] bfcryptloader.c : 223: module: bfcrypt
[ 12248] bfcryptloader.c : 232: Loading module: ./bfcrypt.dll
[ 12248] bfcryptloader.c : 269: Loading procedure bfcrypt init.

Failed password decryption

When a password fails to decrypt because of the wrong key or some other reason,
the log contains a line like the following;:

[ 4912] agent.c : 237: AUTH failed

If you are sure that the password is correct, you can further diagnose the problem.
Enable debugging for the bfcrypt.dll module. To enable debugging, set the
following environment variable:

BFDEBUG_SECURITY=1
It needs to be set globally if the agent is running as a service.

Debug output is placed in bfcrypt.txt in the directory where the agent is
launched.

The following output indicates that the correct key is not in bfpwcrypt.conf on the
agent:

load_keys from_file: Parsed 1 key configurations.decrypt:

Looking for key matching info: 922492fe0c4010008304c3670elefele, length=32
decrypt: Comparing against: 4d553f110c401000ac08000051f651f6, Tength=32
decrypt: Warning! No matching key found.

The following output indicates a correct key match:

load_keys_from_file: Parsed 2 key configurations.decrypt:

Looking for key matching info: 922492fe0c4010008304c3670elelele, length=32
decrypt: Comparing against: 7427ab360c4010008f9d000049664966, 1ength=32
decrypt: Comparing against: 922492fe0c4010008304c3670eleOele, length=32
decrypt: Found match: 922492fe0c4010008304c3670elelele, length=32

bfclient.conf Reference
The bfclient.conf file stores settings about Build Forge security. The file is in the
Build Forge installation root directory.

The bfclient.conf file contains settings used to enable secure communications
(SSL) and password encryption. It contains the following sections:

* Connection properties

* Login properties

* SSL properties used by both OpenSSL and JSSE
* SSL properties used only with OpenSSL

* SSL properties used only with JSSE

» Keystore properties (bf_keystore_x)

* Cryptographic properties

Table 1. Connection Properties

Attribute name

bf_services_hostname

Possible
Default Values |Required |Description
Specified |n/a Yes Hostname where the Build Forge services
during layer is located
installation
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Table 1. Connection Properties (continued)

Possible
Attribute name Default Values |Required |Description
bf_services_tcp_port Specified n/a Yes TCP port for connecting to Build Forge
during services. It is used when SSL is not specified.
installation
bf_services_ss1_port Specified |n/a Yes SSL port for connecting to BuildForge
during services securely
installation
bf_services_preferred_protocol |tcp ssl, tcp | Yes For Perl or PHP clients, specifies SSL or TCP
for making connections. For Java clients, the
SecureAPIClientConnection object specifies
SSL and APIClientConnection specifies TCP.
Table 2. Login Properties
Attribute name Default |Possible Values Required Description
bf_Togin_user None UserID in Build Forge No Used as the login ID. The login ID
users list can also be specified within a client
program.
bf_Togin_password None Password for Yes, if Password for bf_login_user
bf_login_user bf Togin_user
is used
bf_login_realm None LDAP domain name No LDAP domain to query if the user Is
not already in the User table.
Table 3. SSL properties used by both openSSL and JSSE
Attribute name Default |Possible Values |Required | Description
bf_ss1_usage None jsse, openssl Yes Selects the SSL implementation. Depending
on the selection, different properties are
available.
bf_ss1_cipher_group ALL ALL, HIGH, No Specifies the group of ciphers to be
MEDIUM, LOW provided during the SSL handshake. HIGH
is the most secure, LOW gives the best
performance, ALL is the most interoperable.
bf_ss1_cipher_override None Cypher suites No Overrides bf_ss1_cipher_group. Can be
that you provide used to choose a smaller set of ciphers to
use during the SSL handshake.
bf_ss1_protocol TLSv1 TLSv1, SSLv3. No Handshake protocol used by SSL. TLSv1 is
Can vary with the preferred protocol.
implementation.
bf_ss1_cert_alias None Valid certificate | No Specifies the certificate to use. This is
alias in the possible when multiple certificates are in the
configured same keystore.
keystore
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Table 4. SSL properties used only with openSSL

Attribute name Default Possible Values Required | Description
bf_ss1_key_ref openssl_key |Any valid PEM keystore | No Reference to a keystore configuration
reference which contains that contains a private key for the client
a private key to use when connecting to a server.
When used, you must also specify a
valid certificate for this private key in
bf_ss1_cert_ref. Used only when the
server is set up to request personal
certificates.
bf_ss1_cert_ref openssl_cert | Any valid PEM keystore | No Reference to a keystore configuration
reference that contains a that contains a certificate for the private
certificate for the key above. Used only when the server is
specified private key set up to request personal certificates.
bf_ss1_ca_ref openssl_ca | Any valid PEM keystore | Yes Reference to a keystore configuration
reference that contains that contains one or more signer
one or more certificates certificates used to validate server
used to validate the certificates during an SSL handshake.
server certificates which The certificates can be CA root,
this client is connecting intermediate, or self-signed.
to
Table 5. SSL properties used only with JSSE
Attribute name Default Possible Values Required | Description
bf_ss1_keystore_ref |jsse_keystore |Any valid PKCS12, No Reference to a keystore configuration

JKS, or JCEKS keystore
reference that contains

and certificate)

a keyEntry (private key

that contains a personal certificate
(private key and associated certificate)
for the client to use when connecting
to a server. This is necessary only
when the server requests a personal
certificate for client authentication.

bf_ss1_truststore_ref |jsse_truststore |Any valid PKCS12, Yes Reference to a keystore configuration
JKS, or JCEKS keystore that contains signer certificates used to
reference that contains validate server certificates during an
a keyEntry (private key SSL handshake. The keystore contains
and certificate) one or more trustedCertEntries, which
are certificates used to validate other
certificate signatures.
Table 6. Keystore properties
Attribute name Default Possible Values Required | Description
bf_keystore_alias Various String Yes This is the name an SSL configuration
uses to refer to the keystore
configuration.
bf_keystore_location | Various Relative or fully Yes This is the path and location to the
qualified path to a keystore of the type specified. The path
keystore of the type can be a relative path, but it must be
specified correct with respect to the starting
directory.
bf_keystore_type PEM for PEM for openssl. Yes The type of the keystore. Must match
openssl, PKCS12, JCEKS, or JKS the actual keystore type referenced by
PKCSI12 for | for “jsse” the bf_keystore_location property.
jsse
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Table 6. Keystore properties (continued)

Attribute name Default Possible Values Required | Description
bf_keystore_password |Specified |A string supported by No The password for accessing the keystore.
during the keystore type. Some For OpenSSL, the password is usually
installation |keystores do not support not required for Cert and CA keystores
non-ASCII strings. containing just public keys.

Table 7. Cryptographic Properties

Possible
Attribute name Default | Values Required Description
bf_pw_crypt_enabled |false true, false No Specifies whether passwords are encoded (false) or

encrypted (true). When enabled, the password
encryption implementation uses a file called
bfpwcrypt.conf located in the same directory as
bfclient.conf.
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Chapter 10. Installing agents

This section describes how to install, run, configure and troubleshoot agents.

Install an agent on each host that you want to use as a server resource from the
Management Console. An agent is a service that receives requests from the
Management Console to run projects and steps.

Installing the agent on Windows platforms

To install the agent on Windows platforms:

1.

10.

Locate and start the agent installation program in the installation media. The
filename for the installation program is win-bfagent-version.exe.

Tip: The Launch Pad starts this installation process when you choose
Rational Build Forge Agent Installation.

If the installer detects an existing version of the agent, it prompts you to
confirm to overwrite it. Click OK. Default: OK.

After the Welcome message opens, click Next.
If you agree to the terms of license agreement, click I Agree.

In the Choose Install Location window, set the Destination Folder, and then
click Next. Use the default location C:\Program Files\IBM\Build Forge\ Agent
so that the file can be easily located.

In the Configuration window, choose the Agent Options that you want, and
then click Install.

Select one of the following installation methods:
* Install as a service
* Install User Mode Agent

Select a user mode agent only if the agent must be able to run a GUI
application.

Optional: Click Enable Cygwin Support

Tip: If you use the Cygwin Linux_ emulation environment, you can choose to
install Cygwin support when you install the agent. If you install Cygwin
support, do the following steps.

a. During Cygwin installation, choose DOS/text line endings.
b. In projects, use UNIX®—style syntax for commands.

Important:
Cygwin works only with US ASCIL. It does not support UTE-8, so it
cannot be used with any other systems.

Specify the Port that the agent uses to communicate with the Management
Console. The default port is 5555.

At the Completing Setup panel, click Finish.

Note: Do not close any pop-up windows during installation. Allow them to appear

and disappear while the installation runs.
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User mode agent

An agent installed as User Mode allows a user to interact with applications
launched by a project.

User mode is an option offered for Windows agents only. The option is set during
installation. It cannot be configured after installation. User mode has the following
applications:

* Collect input manually through a GUI application as the job runs. This makes
the job dependent on human input.

* Troubleshoot projects and steps. Output that is hidden during service mode
operation is visible in user mode. Each step produces a console window while
the step is running.

Important: Windows 7 systems. If you install or reinstall a user-mode agent on a
Windows 7 system, you must reboot the operating system. The agent
does not work unless the operating system is rebooted.

Keep in mind the following differences when setting up projects to use a computer
in user mode:

* The user mode agent operates as the currently logged-in user on the system. The
agent is only active during the time that this user is logged into the computer. A
server running a user-mode agent cannot be used if the user is logged out.

* Steps run on a computer in user mode are visible to any users of the computer.
— Each step opens a console window on the Windows computer where the

agent is running. It displays command activity from the Management
Console.

— If you launch a GUI application from a step, the application window appears
on the Windows computer where the agent is running. The Management
Console waits until the application exits before continuing the step.
Alternative: Use the start command if you want the job to continue without
waiting.

* Do not use the _USE_BFCREDS variable. Any steps that use this variable will
fail.

* The user must have the following privileges. They are typically not available by
default. They must be added explicitly.

SelnteractivelLogonRight
SeAssignPrimaryTokenPrivilege
SelmpersonatePrivilege
SelncreaseQuotaPrivilege
SeTchPrivilege

Performing a silent agent installation on Windows operating
systems

To perform an automatic and silent installation of an agent on Windows, use the /S
(uppercase S) option. For example, at a command prompt enter the following
command. The option is case-sensitive:

win-bfagent-7.0.1.2305.exe /S

The silent installation uses the following settings. They cannot be modified.
* Overwrite existing install: yes

* Install location: C:\Program Files\IBM\Build Forge\Agent

e Install as a Service: yes
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* Cygwin support: no
e DPort: 5555

Installing the agent on UNIX and Linux systems

Follow the installation instructions for your platform:

+ AIX
1. Use the aix5-bfagent-<version>.tar.gz file or aix5np-bfagent-<version>.tar.gz
file.

The aix5np file does not contain support for PAM authentication.

Important:
If you install the aixnp agent to run as root, at runtime the agent will use an
AIX authentication call to authenticate, using the Server Authentication
credentials that you specify. If you do not install the agent to run as root,
then you must also use the magic_login setting in the bfagent.conf file to
restrict access to it.

2. Extract the file by entering this command:
gzip -d gzipfilename.gz

3. Extract the file by entering this command:
tar xvf tarfilename.tar

4. Install the agent by entering this command:

cd extracted-agent-directory
./install.sh

Important: If an agent is compiled for AIX with the configure option
-—without-pam, authentication for the agent is turned off.

If it is then installed with root privilege, it allows people to connect as any
valid user regardless of the password that they specify.

If you must compile an agent to run on an AIX system that does not use
PAM, be sure to use a dedicated account for the agent, install it to run as
that user, and use the magic_login setting in the bfagent.conf file to restrict
access to it.
* HP-UX

1. Ensure the Rational Build Forge® agent can locate all the operating system
commands you specify in your projects. You can accomplish this task using
either of the following options:
— Edit the system's /etc/PATH file to include all the required directories.

— Specify the nologonshell setting in the bfagent.conf file on the HP-UX
system. This setting prevents Build Forge from processing /etc/profile.
You must then specify a value for PATH and any other required settings
from /etc/profile in a Build Forge environment that you apply to each
project.

2. Get the hpuxll-bfagent-<version>.tar.gz file from the installation media.
Place it where you want the agent installed.

3. Extract the file.
gzip -d gzipfilename.gz

4. Extract from the tar file.
tar xvf tarfilename.tar

5. Install the agent.
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cd extracted-agent-directory
./install.sh

6. Modify the following line in /etc/profile to enable the agent to run
commands in a non-interactive login shell.

if [ ! $VUE]

Change the line to the following:
if [ -z "$VUE" -a -n "§PS1" ]
* Mac OS

1. Get the mac-bfagent-<version>.dmg file from the installation media and place
it where you want it.

2. Double-click the file to extract its components.
* Red Hat Linux and SuSE Linux

1. Get the rh9-bfagent-<version>rpm (Red Hat Enterprise Linux 4 or SuSE
Linux 10) or rhel5-bfagent-<version>.rpm file (Red Hat Enterprise Linux 5)
from the installation media

2. Use the RPM utility to install the files.
rpm -iUvh rh9-bfagent-version.rpm
e Solaris

1. Use the sol9-bfagent-<version>-sparc-opt.gz file for Solaris 9 or Solaris 10 on
SPARC.

2. Extract the package:
gzip -d solN-bfagent-<version>-platform-opt.gz
3. At a command prompt, enter this command:
pkgadd -d ./unzipped-package
e Other Platforms - Compiling from Source

If you need an agent for another platform, use the src-bfagent-<version>.tar.gz
file to compile the agent from the source:

1. Extract the downloaded tar file.
2. Run the configure script located in the src directory.
To configure for SSL, the option is:
./configure --with-ss1=/usr/include/openss]l
To configure for both SSL and password encryption, the option is:
./configure --with-ss1=/usr/include/openss1 --enable-bfcrypt-dil
3. Run the make command in the src directory.

The source pack requires the GNU C compiler or the C compiler for your
system. The source pack and prebuilt agents that do not include an installer for
the local computer include an installer to install the agent in the system's
inetd/xinetd configuration files of the computer.

Installing the agent on System i platforms

Use the following instructions to manually install the agent on System i.

The command script in step 7 creates a job description that runs at start up and
starts the agent as the BFAGENT user with *ALLOB]J special authority.

* Any user with *ALLOB]J special authority or the QSECOFR user can be
authenticated by using the server authentication credentials that you specify in
the Management Console.
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* To authenticate a user without these privileges, you must configure the

magic_login setting in the bfagent.conf file. See the |[“bfagent.conf reference” on|

for details.

To install the agent on System i platforms:

1. Using the product installation media or the download image, locate the
iseries-bfagent-<version>.tar.gz file.

2. Extract the tar file from the archive by entering this command:
gzip -d iseries-bfagent-<version>tar.gz

3. Extract the files from the tar file.
tar xvf iseries-bfagent-<version>.tar

4. On the iSeries server, place the bfagent executable file in the agent installation
directory, for example: /bin.

5. On the iSeries server, place the bfagent.conf file in /etc.

6. In the bfagent.conf file, uncomment the shell option and specify the default
shell for PASE, as shown in the following example, or specify your preferred
shell.

shell /bin/sh
7. Configure System i to run as the BFAGENT wuser at startup.

Enter the following commands to create the BEFAGENT user with *ALLOB]J
special authority and create a job description that runs at startup as the
BFAGENT user. In the following example, the bfagent executable is installed in
/bin.

CRTLIB BFAGENT

CRTSBSD SBSD(BFAGENT/BFAGENT) POOLS((1 *BASE)) TEXT('Build Forge Agent subsystem')
CRTJOBQ JOBQ(BFAGENT/BFAJOBQ) TEXT('Build Forge Agent job queue')

CRTUSRPRF USRPRF(BFAGENT) PASSWORD (*NONE) INLMNU(*SIGNOFF) LMTCPB(*YES)
SPCAUT(*ALLOBJ) TEXT('Build Forge Agent user profile')

CRTJOBD JOBD(BFAGENT/BFAJOBD) JOBQ(BFAGENT/BFAJOBQ)

TEXT('Build Forge Agent autostart')USER(BFAGENT) RQSDTA('CALL PGM(QP2SHELL)
PARM(''/bin/bfagent'' '' -s'')')

CRTCLS CLS(BFAGENT/BFACLS) TEXT('Build Forge Agent job class')

ADDRTGE SBSD(BFAGENT/BFAGENT) SEQNBR(1) CMPVAL(*ANY) PGM(QCMD) CLS(BFAGENT/BFACLS)
ADDJOBQE SBSD (BFAGENT/BFAGENT) JOBQ(BFAGENT/BFAJOBQ) MAXACT (*NOMAX) SEQNBR(10)

ADDAJE SBSD(BFAGENT/BFAGENT) JOB(BFAGENT) JOBD(BFAGENT/BFAJOBD)

Installing and running the agent on System z platforms

Follow these instructions to manually extract and compile the Build Forge agent
source code on System z. The agent source code for z/OS is provided as
uncompiled source only. A binary distribution is not available.

The following software and programs are required:

* The c89 compiler and Unix header files. On the z/OS system, the agent runs in
the Unix System Services (USS) environment.

* The z/OS UNIX shell interface. During installation, you run all commands on
z/0S in the z/OS UNIX shell.

* The gzip utility.
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Note: If gzip is available on the z/OS system, you can extract the tar file on the
z/OS system after transferring the source pack to z/OS. If it is not, you
must first extract the files on a non-z/OS computer, and then transfer
them to the z/OS system.

* The Build Forge agent source pack for z/OS: src-bfagent-<version>.tar.gz.

Prerequisites

* Enable SSL for client and internal communications. See [“Enabling SSL for client
[and internal connections” on page 106.|

* The system SSL library must be installed.
* Use the latest version of GSKit when you compile the agent code.

To install the agent on System z platforms:

1. Using either the product installation media or the download product image,
locate the file for the agent source pack: src-bfagent-<version>.tar.gz.

Copy or download the source pack to a directory on the non-z/OS computer.

2. At a shell prompt on the non-z/OS computer, extract the tar file from the
agent source pack by entering the command:
gzip -d src-bfagent-<version>tar.gz

3. Using ftp or another transfer method, transfer the tar file to the z/OS system
as a binary image and place it in a dedicated HFS subdirectory, usually the
USS home directory for a user account.

4. On the z/0S system, run the following commands to build the agent source
code:

a. First step: .configure-zos. Note the use of —-with-system-ss1. You provide
the path to the system SSL. Use the latest version of GSKit.

pax -rf src-bfagent-<version>.tar -ofrom=1508859-1,to=I1BM-1047
cd bfagent-<version>/src
./configure-zos --with-system-ssl=<path>
b. After the ./configure-zos script completes, run the following command:

./build-zos

Note: If you receive errors after the ./build-zos script runs, see
[‘Troubleshooting the agent installation on z/OS” on page 139

5. On the z/OS system, place the bfagent.conf file in /etc.

If bfagent.conf is not in /etc, the agent must be started with the -f option. See
[‘bfagent reference” on page 159

6. On the z/OS system, place the bfagent executable file in an appropriate
location, for example, /usr/bin or /usr/local/bin.

7. On the z/0S system, run the following command as root:
# extattr +p -s bfagent

8. If you are using system SSL, add the system SSL library to PROGRAM
CONTROL. Use the following commands.

ralter program * addmem('SYS1.SIEALNKE'//nopadchk) uacc(read)

9. On the z/0S system, log in as root and start the agent manually by using the
-s option:
bfagent -s

If security policy does not allow you to log in as root, see

freference” on page 161|and see the instructions for the magic_login setting in
bfagent.conf.

138 Rational Build Forge: Information Center



The agent runs as a standalone daemon and uses the default agent port 5555.
To change default port, use the port setting in bfagent.conf. See

[reference” on page 159,

Note: If the Unix TCP/IP daemon (inetd or xinetd) is installed and active on
the z/OS system, you can set up the Build Forge agent to run as a

service and start automatically. See [‘Running an agent on UNIX, Linux,|
fand MacOS” on page 156,

10. On the z/0S system, use the telnet command to test the connection. See
[“Testing the connection” on page 171)

Troubleshooting the agent installation on z/0S

You might receive error messages after building the agent source code on z/OS.
This topic describes fixes for some common errors.

The configure-zos script sets some common values and performs some basic checks
to identify the headers and functions available on your system.

Because of variations in z/OS system configurations, the ./configure-zos script
might run without errors but you might see the following errors when you run the
./build-zos script.

CEE3501S The module CCNDRVR was not found.
FSUM3066 The COMPILE step ended with the following return code:

-1: EDC5083I An error occurred attempting to load a module into
storage.

This error indicates that a required dynamic library cannot be loaded by
the compiler.

Run the command: % export STEPLIB="SYS1.SCCNCMP"
Rerun the ./build-zos command. If the command fails again, contact your
system administrator for assistance in locating the required library.

IKJ562281 DATA SET CEE.SCEEOBJ NOT IN CATALOG OR CATALOG CAN NOT BE
ACCESSED
FSUM3066 The COMPILE step ended with the following return code:

FSUMB3052 The data definition name C8961 cannot be resolved. The data
set was not found. Ensure that data set name CEE.SCEEOB] is specified
correctly.

This error indicates that the linker was unable to locate a system library
that it needs to complete the compilation. Run the commands:

% export _C89 LSYSLIB=SYS1.SCEELKED:SYS1.SCEELKEX

0

% export _C89 PSYSLIB=SYS1.SCEEOBJ

Rerun the ./build-zos command. If the command fails again, contact your
system administrator for assistance in locating the required libraries.

IEW2456E 9207 SYMBOL xxx UNRESOLVED

The unresolved symbol errors indicate that the build expected a symbol to
be defined by your system C library that is not actually there. In most
cases, this is a symbol that is often missing from other systems too, and
there will be a setting in config.h to work around the problem.
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For example, your system might not define the unsetenv function. The
configure-zos script should normally detect this; if it does not, edit the
config.h file that is provided with the agent source pack, as follows:

Change #define HAVE_UNSETENV 1 to #undef HAVE_UNSETENV.

Rerun the ./build-zos command to correct the problem.

Note: Similar #define statements exist for other functions.

Agent update and deployment utility

The agent update and deployment utility, agentupdate, simplifies installing and
updating the IBM Rational Build Forge agent on multiple computers.

Rational Build Forge agents are required on all computers where Rational Build
Forge automates tasks. Installing or updating the agent on numerous computers
can be time-intensive. This utility can install or update the agent on all target
computers at the same time. You can start the utility on the command line or
through a project that Rational Build Forge provides. The utility uses an XML file
that you provide to determine the target computers, login credentials for those
computers, connection methods, and related information.

Important: The tool supports a one-way installation or upgrade operation.
¢ The tool does not support rollback from an installation or upgrade.

* The tool does not check the version of an existing agent against the
version to be installed. If the version you specify for installation is
lower than the version already installed, the lower version is
installed.

When you start the utility, it completes actions for each target computer:
1. Logs in to the computer

2. Determines the operating system

3. Stops any running agent

You can use a customized command you have for stopping Rational Build
Forge agents by using the StopCommand parameter in the XML file that you use
with the utility.

4. Determines whether the computer has enough available temporary space
5. Copies the agent installer for the operating system to the target computer
6. Runs the installer to update or install the agent on the computer

This process preserves your BFAgent.conf file if the agent is in the default
location. The process also preserves the file if the agent is in another location
that you specify by using the ExistingAgentPath parameter in the XML file that
you use with the utility.

7. Removes the installer from the temporary space

Note: The utility also creates a log file to capture a history of its operations. This
log file is stored on the computer where the utility runs.

Supported operating systems

The agent update and deployment utility works with two operating systems.

The utility runs on these operating systems:
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* Windows

* Linux

Notes:

* The computers where you run the utility must have IBM Java installed,
which IBM Rational Build Forge includes.

* The utility requires IBM Tivoli Remote Execution and Access, which
Rational Build Forge includes.

The utility can install and update the Rational Build Forge agent on the following
operating systems:

* Windows
e Linux

* IBM AIX
 HP-UX
* Solaris

Installation

The IBM Rational Build Forge installer installs the agent update and deployment
utility in the following files:

¢ Windows systems

<bfinstall>\java\agentupdate.jar
<bfinstall>\agentupdate.bat

* UNIX and Linux systems
<bfinstall>/Platform/java/agentupdate.jar

Connectivity setup for target computers that run UNIX or

Linux

You must configure target computers that run UNIX or Linux so that they can be
accessed using IBM Tivoli Remote Execution and Access.

To ensure access through Tivoli Remote Execution and Access, ensure the target
computers meet the following requirements.

SSH: Ensure SSH is enabled on any UNIX or Linux target computer that the agent
update and deployment utility will access.

Connectivity setup for target computers that run Windows

You must configure target computers that run Windows so that they can be
discovered using IBM Tivoli Remote Execution and Access.

To ensure access through Tivoli Remote Execution and Access, you have two

options.

¢ SSH/RSH: Ensure SSH/RSH is enabled on the target computer that the agent
update and deployment utility will access.

If a target computer that runs a Windows operating system has SSH or RSH,
you can skip the remaining configuration steps.

* Configure the target computers that run a Windows operating system to meet
the Tivoli Remote Execution and Access requirements in the following sections.
The first section is for all Windows operating systems. Later sections are for the
indicated Windows operating systems.
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Note: The Windows information in this topic is derived from information available

through the following links. For the latest information, see these links for

IBM Tivoli Remote Execution and Access configuration on Windows

operating systems:

¢ http://publib.boulder.ibm.com/infocenter/tivihelp/v11rl/
index.jsp?topic=/com.ibm.tivoli.tpm.scenario.doc/sdi/
rept_prereq_win.html

¢ http://publib.boulder.ibm.com/infocenter/rafwhelp/v7rl/
index.jsp?topic=/com.ibm.rafw.install.doc/topics/
r_network_connection_reqs_Windows.html

All Windows operating systems
* You must enable the remote registry administration, which is the default
configuration, on the target computers. Open Services as follows:
— Windows XP, Windows Vista: select Start > Control Panel > Administrative
Tools > Services

— Windows Server 2003, Windows Server 2008: select Start > Settings > Control
Panel > Administrative Tools > Services

In the Remote Registry service, ensure that the status of the service is started.

* You must enable administrative sharing to use Tivoli Remote Execution and
Access to connect to target computers that run Windows. Examples of the
default administrative disk share are C$ and D$. If you disable sharing, Tivoli
Remote Execution and Access considers directories that are located within the
drives as hidden. In this case, the following message is displayed:

XCIMOOOIE: Error connecting to remote target <host_name>. Exception: java.io.FileNotFoundException:
CTGRIOOO3E The remote path name specified cannot be found: <file or directory path>.
Cause: com.starla.smb.SMBException: The network name is incorrect.

Follow these steps to enable administrative sharing:

Click My Computer.

Right click the disk drive that you are enabling for administrative sharing.
Click Sharing and Security.

Select Share this folder.

. Specify the share name, such as C$ or D$, and click OK.

* If Windows Scripting Host (WSH) or the WMI service is disabled on the target,
or if VBScript is otherwise disabled, some Windows Protocol methods will not
work.

ok N

Windows XP Professional

* Target computers that run the Windows XP operating system must have Simple
File Sharing disabled for Tivoli Remote Execution and Access to work. Simple
networking forces all logins to authenticate as guest. A guest login does not have
the authorizations necessary for Tivoli Remote Execution and Access to function.
To disable Simple File Sharing:

1. In a Windows Explorer window, click Tools > Folder Options, and then click
the View tab.
2. In the Advanced settings list, clear the Use simple file sharing check box.
3. Click Apply and OK.
* Both ports 135 (RPC) and 445 (TCP) must be enabled on the target computers to
ensure successful communication using Tivoli Remote Execution and Access. If

Tivoli Remote Execution and Access finds that port 445 is disabled, it uses port
139 (NetBIOS over TCP/IP).
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* Firewalls: The Windows XP operating system includes a built-in firewall called
Internet Connection Firewall, which is disabled by default. In addition, Windows
XP Service Pack 2 (SP2) comes with the Windows Firewall, which is enabled by
default. If any firewall is enabled on a target computer that runs Windows XP,
the firewall prevents accesses by Tivoli Remote Execution and Access.

On Windows XP SP2, you can select the File and Printer Sharing check box on
the Exceptions page of the Windows Firewall configuration to allow access.

Windows Vista

* You must enable file sharing for the Guest or Everyone accounts and disable
password protected sharing.

To disable password protected sharing:

Click Start > Control Panel.

Click Networking and Internet, and then click Sharing and Discovery.
Click the down arrow next to Password protected sharing.

Click Turn off password protected sharing.

Click Apply, and exit the Control Panel.

* You might need to modify the registry entry:

o M ownh -

1. In the Start > Start Search field in the lower-left corner, type regedit, and
then press Enter.

2. In the left pane, browse to the HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\policies\system folder.

Right-click a blank area in the right pane.
Click New.

Click DWORD Value.

Type LocalAccountTokenFilterPolicy.
Double-click the item that you created.

© N O~

Type 1 in the box.
9. Click OK.
10. Restart your computer

¢ Firewalls: Windows Vista includes a built-in firewall called Internet Connection
Firewall, which is disabled by default. If any firewall is enabled on a target
computer that runs the Windows Vista operating system, the firewall prevents
accesses by Tivoli Remote Execution and Access.

Windows Server 2003

¢ Both ports 135 (RPC) and 445 (TCP) must be enabled on the target computers to
ensure successful communication using Tivoli Remote Execution and Access. If

Tivoli Remote Execution and Access finds that port 445 is disabled, it uses port
139 (NetBIOS over TCP/IP).

Windows Server 2008

* You must enable file sharing for the Guest or Everyone accounts and disable
password protected sharing.

To disable password protected sharing:

1. Click Start > Control Panel.

2. Click Networking and Internet, and then click Sharing and Discovery.
3. Click the down arrow next to Password protected sharing.

4. Click Turn off password protected sharing.
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5. Click Apply, and exit the Control Panel.
* You might need to modify the registry entry:
1. Click Start > Run.
2. Type regedit, and press Enter.

3. In the left pane, browse to the HKEY_LOCAL_MACHINE\SOFTWARE\
Microsoft\Windows\CurrentVersion\policies\system folder.

Right-click a blank area in the right pane.
Click New.

Click DWORD 32-bit Value.

Type LocalAccountTokenFilterPolicy.

© N oA

Double-click the item that you created.
9. Type 1 in the box.

10. Click OK.

11. Restart your computer

* Firewalls: Windows Server 2008 includes a built-in firewall called Internet
Connection Firewall, which is disabled by default. If a firewall is enabled on a
target computer running the Windows Server 2008 operating system, the firewall
prevents accesses by Tivoli Remote Execution and Access.

Usage overview
To use the agent update and deployment (agentupdate) utility requires three steps.

To install or update the IBM Rational Build Forge agent on multiple computers:

1. Place the agent installers in a directory on the computer where you will run the
agentupdate utility.
You can obtain the installers from the installation media and from the Rational
Build Forge project area on the Jazz Community site at .

2. Create an XML file to specify the computers on which to install or update the
Rational Build Forge agent.

Note: When you include login credentials in the XML file, you specify those
credentials in cleartext. For information about encrypting the passwords,
see['Running the agentupdate utility” on page 148

3. Run the agentupdate command from the command line or through the
provided Rational Build Forge project.

For more information about the XML file, see [‘Specifying target systems in an|

For more information about how to run the utility, see [“Running the agentupdate
lutility” on page 148

Specifying target systems in an XML file

Use an XML file to specify the target systems on which to update or install the
agent.

XML file overview

The agent update and deployment utility requires an XML file to determine the
computers on which to update or install agents. This file must also specify login
credentials and other items the utility needs.
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The file has the following requirements:
* One <AgentDeploymentAndUpdate> element to contain the other elements
* One or more <Target> elements to specify each target computer

* If a <Globals> element is used, only one can be used. Use it for items that apply
to all of the target computers

The following example shows a single <Target> element and a <Globals> element.
The <Globals> element is not useful if it is used with only a single <Target>
element. The <Globals> element can be useful when you have multiple <Target>
elements.

<?xml version="1.0" encoding="UTF-8"?>
<AgentDeploymentAndUpdate>

<Target id="9.184.112.152">

<Parameter Name="ConnectionType" Value="ssh"/>

<Parameter Name="UserName" Value="root"/>

<Parameter Name="Password" Value="passWord"/>

<Parameter Name="ExistingAgentPath" Value="/usr/local/bin/bfagent"/>
<Parameter Name="GZIPPath" Value="/usr/contrib/bin/"/>

</Target>

<Globals>
<Parameter Name="KeyFile" Value="..\test\keyfile.txt"/>
</Globals>

</AgentDeploymentAndUpdate>
XML file syntax

Each <Parameter> element is valid in both <Target> and <Globals> elements. With
this flexibility, if the parameters apply to all target computers, you could use
<Target> elements to specify only the id attributes and place each <Parameter>
element in the <Globals> element.

"

Specifying a parameter with Value="" is the same as not specifying the parameter.

These tables describe the file syntax.

Target attribute Value

id The name or IP address of a target computer.
Parameter Value
AgentInstalllocation | For IBM AIX, HP-UX, and Windows systems only - there is no effect on other platforms

Location to place the new agent. If not specified, the system default temporary directory is
used.

BFAgentPort For IBM AIX and HP-UX systems only
The port for the agent to use. Used when the generating response files.
BFASolarisAdminFile |For Solaris systems only

Location on the target system in which to store response files for silent installation. If not
specified, the system default temporary directory is used.

BFASolarisResponseFil

igFor Solaris systems only

Location on the target system in which to store response files. If not specified, the system
default temporary directory is used.
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Parameter Value

ConnectionType UNIX or Linux: SSH or RSH
Windows: SSH, RSH, SMB, or CIFS
(RSH is remote shell. SMB is Server Message Block. CIFS is Common Internet File System.)

ConnectionPort (Optional) Port number to use for the type of specified connection (with the ConnectionType
parameter) if the target does not use the default port. If the target uses the default port, you
do not need to specify this parameter.

ExistingAgentPath Required for IBM AIX, HP-UX, and Windows systems.
Location of the existing agent on the target computer. The utility creates a backup of the
BFAgent.conf file in the location you specify and then restores it after the installation or
upgrade is complete. For other systems, the default system installation location is used.

GZIPPath IBM AIX, HP-UX, and Solaris systems.
Directory where the agent installer can find the gzip command (which extracts the installer).

IsSudoEnabled Set to yes if sudo is enabled on the target systems and you intend to use it. Set
SudoPassword to the correct sudo password. If it is not set, the utility attempts to use
Password for the sudo login.

KeyFile File that is on the computer where you run the utility that stores the keys used for
encryption and decryption of passwords.

LocalTempLocation For IBM AIX, HP-UX, and Windows only.
Location on the target system in which to store response files. If not specified, the system
default temporary directory is used. For Solaris systems, use BFASolarisResponseFile or
BFASolarisAdminFile.

ManagedScriptsDir Set to the directory where the utility runs. This directory is on the computer where you run
the agentupdate utility.

SourceDirectory Directory that stores the installers (in the .exe, .rpm, and .gz forms) for the target computers.
This directory is on the computer where you run the agentupdate utility.

StartCommand (Optional) The customized command you have for starting Rational Build Forge agents on
the target computer.
Ensure the command is included in the PATH/path variable or provide the full path in the
XML file.

StopCommand (Optional) The customized command you have for stopping Rational Build Forge agents on
the target computer.
Ensure the command is included in the PATH/path variable or provide the full path in the
XML file.

SudoPassword Password to use for sudo. See IsSudoEnabled.

Password The password to use for UserName when logging on to the target computer.
Important: You initially define the Password parameter in cleartext in the XML file. Encrypt
the password using the —encrypt command-line option as demonstrated in
lgentupdate utility” on page 148

TemporaryLocation Location on the target computer in which to store the installer before you run the utility.

UseManagedScripts Set to yes or no. If set to yes, the utility attempts to find StartCommand and StopCommand in
the ManagedScriptsDir directory.

UserName The user name to use when logging on to the target computer.
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Sample XML files

These samples demonstrate how you can use the XML files.
e Sample 1

This sample has only one target. The target IP address is 9.164.259.143. The
<Target> element does not include the optional parameters SourceDirectory or
TemporaryLocation. The <Globals> element, however, has a SourceDirectory
parameter. The utility uses that parameter's value for the target.

<?xml version="1.0" encoding="UTF-8"?>
<AgentDeploymentAndUpdate>

<Globals>

<Parameter Name="SourceDirectory" Value="..\test"/>
<Parameter Name="KeyFile" Value="..\test\keyfile.txt"/>
</Globals>

<Target id="9.164.259.143">

<Parameter Name="ConnectionType" Value="ssh"/>

<Parameter Name="UserName" Value="root"/>

<Parameter Name="Password" Value="toor"/>

<Parameter Name="ExistingAgentPath" Value="/usr/local/bin/bfagent"/>
<Parameter Name="AgentInstalllLocation" Value="/usr/local/bin/bfagent"/>
</Target>

</AgentDeploymentAndUpdate>
e Sample 2

This sample has four targets. However, none of the targets requires parameters
specific to it. Therefore all parameters are specified in the <Globals> section,
including UserName, Password, and ConnectionType.

<?xml version="1.0" encoding="UTF-8"?>
<AgentDeploymentAndUpdate>

<Globals>

<Parameter Name="SourceDirectory" Value="..\test"/>

<Parameter Name="ConnectionType" Value="ssh"/>

<Parameter Name="UserName" Value="root"/>

<Parameter Name="Password" Value="toor"/>

<Parameter Name="TemporarylLocation" Value="/tmp"/>

<Parameter Name="ExistingAgentPath" Value="/usr/local/bin/bfagent"/>
<Parameter Name="AgentInstalllLocation" Value="/usr/local/bin/bfagent"/>
<Parameter Name="KeyFile" Value="..\test\keyfile.txt"/>

</Globals>

<Target i1d="9.164.259.143">
</Target>

<Target id="9.164.102.169">
</Target>

<Target id="9.164.102.196">
</Target>

<Target id="9.106.189.157">

</Target>

</AgentDeploymentAndUpdate>
e Sample 3

You can specify a range of ip adresses for target systems. The following example
works on IP addresses 9.184.112.152 to 9.184.112.160 using the same login
credentials on each system: login root, password password.
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<?xml version="1.0" encoding="UTF-8"?>
<AgentDeploymentAndUpdate>

<Target id="9.184.112.152-160">

<Parameter Name="ConnectionType" Value="ssh">
<Parameter Name="ConnectionPort" Value=""/>
<Parameter Name="UserName" Value="root">
<Parameter Name="Password" Value="passWord">
</Target>

</AgentDeploymentAndUpdate>

* Sample 4

If all targets have the same properties (connection type, connection port, user

name, password), then those properties can be specified in the Globals section of
the file.

<?xml version="1.0" encoding="UTF-8"?>
<AgentDeploymentAndUpdate>

<Globals>

<Parameter Name="ConnectionType" Value="ssh">
<Parameter Name="ConnectionPort" Value="">
<Parameter Name="UserName" Value="root">
<Parameter Name="Password" Value="passWord">
</Globals>

<Target id="9.184.112.152-160">
</Target>

<Target id="9.184.80.12-16">
</Target>
</AgentDeploymentAndUpdate>

Running the agentupdate utility

After you create the XML file, you can run the agent update and deployment
utility on the command line or through the provided
BuildForgeAgentUpdateUtilityProject.

Installation considerations

The tool supports a one-way installation or upgrade operation.
* The tool does not support rollback from an installation or upgrade.

* The tool does not check the version of an existing agent against the version to be
installed. If the version you specify for installation is lower than the version
already installed, the lower version is installed.

Running the utility on the command line

The following examples demonstrate how you can run the utility on the command
line. For utility syntax, see [“agentupdate utility reference” on page 149

The following command uses the —preview option. With this option, the utility
connects to the target computers and prints the commands that it would run on
those targets, without actually running the commands.

java -jar agentupdate.jar -preview -targets agent deploy config.xml -keyfile mykeyfile.txt

The next command encrypts all the cleartext passwords in the input XML file. The
command does not connect to any remote computers.

java -jar agentupdate.jar -encrypt -targets agent_deploy_config.xml -keyfile mykeyfile.txt -TogFile LogFile.txt

This command updates or installs the IBM Rational Build Forge agents on the
target computers. The —sourceDir option indicates which directory contains the
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agent installers for all the targets. If you do not include this option when you run
the utility, include the corresponding parameter in the XML file. If the installers are
in a common directory for all the targets in the XML file, specify the
SourceDirectory parameter in the <Globals> element in the XML file. However, if
the source directory for any one of the targets is different, define the
SourceDirectory parameter in that computer's <Target> element. For an example,
see Sample 2 in [“Sample XML files” on page 147]

java -jar agentupdate.jar -sourceDir .\resources —targets agent_deploy_config.xml -logFile LogFile.txt

Running the utility through the
BuildForgeAgentUpdateUtilityProject

IBM Rational Build Forge provides the bfagentupdate.xml sample project that
demonstrates how you can use the utility.

To use the sample project, import the project by using the import facility in the
Management Console or by using the bfimport command. Import the project from
C:\Program Files\IBM\Build Forge\samples\agentupdate\BFproject\ (Windows)
or /opt/buildforge/samples/agentupdate/BFproject/ (Linux).

A project needs three steps: preview, encrypt, and run. The preview and encrypt
steps are not included in the sample project.

* Preview step: The build system connects to the target computers and shows the
commands that would run on each target to update or install the agent, without
actually running the commands.

* Encrypt step: The build system encrypts all passwords without updating or
installing agents on the target computers. This step replaces cleartext passwords
in the input XML file with encrypted passwords.

* Run step: The build system connects to the target computers, identifies their
operating systems, stops all running agents, checks for temporary space for the
installer, copies the installer to the target computer, completes the update or
installation, and then removes the installer from the temporary space.

Enable the steps according to your requirements, and then run the project.

agentupdate utility reference

The utility offers several command-line options and environment variables to
control its behavior.

This table presents the command-line options in alphabetical order.

Option Required |Description

—debug No Enables extended debugging output.
You can also enable debugging by setting the DEBUG environment variable to
any value. For information about precedence, see|“Precedence of XML file|
[parameters, command-line options, and environment variables” on page 150

—encrypt No Replaces the cleartext passwords in the XML file with encrypted forms of the
passwords.

—genkey <key_file> |No Generates a secret key for encryption and decryption of passwords.

When you specify the —genkey option, you must also specify the —keyfile
<key_file> option to store the key in the specified file.
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Option

Required

Description

—keyfile <key_file>

No

Holds the key for encryption and decryption of passwords.

You can also specify this file by setting the KeyFile XML file parameter. For
information about precedence, see|“Precedence of XML file parameters)
|command-line options, and environment variables.”|

—logFile <log_file>

No

Specifies the file where the utility logs messages.

By default, the name is RemoteAgentDeployerUpdater_Log.txt.

—-maxThreads

Sets the maximum number of threads that the utility uses when running. By
default, it is set to two times the number of processor cores in the host hardware.

—preview

Lists, without running, the commands the utility would run for each target.

—sourceDir <path>

Specifies the directory where the agent installers (in the .exe, .rpm, and .gz
forms) for the various platforms are saved.

The agentupdate utility determines the operating system for each target and then
uses the corresponding agent installer from this directory.

Note: This utility uses the agent installer programs. It does not use the agent
source code.

You can also specify this directory by setting the SourceDirectory XML file
parameter or the SOURCEDIR environment variable. For information about
precedence, see[“Precedence of XML file parameters, command-line options, and|
lenvironment variables.”|

—targets <XML_file>

Yes

Specifies the path and file name for the XML file that you created to indicate the
target computers on which to update or install IBM Rational Build Forge agents.

This table describes the environment variables.

Environment

variable Required |Description

DEBUG No Enables extended debugging output.
You can also enable debugging by specifying the —debug command-line option.
For information about precedence, see ['Precedence of XML file parameters |
|command-line options, and environment variables.”|

SOURCEDIR No Specifies the directory where the agent installers (in the .exe, .rpm, and .gz

forms) for the various platforms are saved.

The agentupdate utility determines the operating system for each target and then
uses the corresponding agent installer from this directory.

Note: This utility uses the agent installer programs. It does not use the agent
source code.

You can also specify this directory by setting the SourceDirectory XML file
parameter or the —sourceDir command-line option. For information about
precedence, see|“Precedence of XML file parameters, command-line options, and|
lenvironment variables.”|

Precedence of XML file parameters, command-line options,
and environment variables

You can control the utility in multiple ways. Precedence determines which method
actually affects the utility.
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The agent update and deployment utility provides the following methods, in order
of precedence, for controlling its behavior:

1. Parameter in <Target> element
2. Command-line option

3. Parameter in <Globals> element
4. Environment variable

The utility considers each method in order. If a method is defined with a valid
value, the utility uses that value and ignores all following methods.

Example

This example describes how the utility locates the installer. The <Target> and
<Globals> elements both have defined SourceDirectory parameters. These
parameters indicate possible locations of the installer. However, the utility has
several locations to check. As soon as the utility finds the installer, the utility uses
the installer.

1. The utility first checks the parameter in the <Target> element. If the
..\test\wind directory exists, the utility checks for the installer in that
directory. If the installer is in that directory, the utility uses that installer.

2. If the directory does not exist or does not contain the installer, the utility checks
whether the -sourceDir command-line option was specified. If the option was
specified with a valid directory, the utility checks that directory and uses the
installer from that directory.

3. If -sourceDir was not specified, the directory was not valid, or the directory
did not contain the installer, the utility checks the parameter in the <Globals>
element. Now the utility checks the ..\test directory.

4. If ..\test directory does not produce the installer, the utility checks the
SOURCEDIR environment variable. If that directory does not exist or does not
contain the installer, the utility generates an error.

<?xml version="1.0" encoding="UTF-8"?>
<AgentDeploymentAndUpdate>

<Globals>

<Parameter Name="SourceDirectory" Value="..\test"/>
<Parameter Name="KeyFile" Value="..\test\keyfile.txt"/>
</Globals>

<Target id="9.164.102.169">

<Parameter Name="SourceDirectory" Value="..\test\wind"/>

<Parameter Name="ConnectionType" Value="ssh"/>

<Parameter Name="UserName" Value="root"/>

<Parameter Name="Password" Value="toorl123"/>

<Parameter Name="ExistingAgentPath" Value="/usr/local/bin/bfagent"/>
<Parameter Name="AgentInstalllLocation" Value="/usr/local/bin/bfagent"/>
</Target>

</AgentDeploymentAndUpdate>

Viewing utility actions through the log file
The log file provides a history of utility actions.

You can name the file in which to log messages with the —1egFile option. If you
do not specify the —1ogFile option, the utility logs messages to
RemoteAgentDeployerUpdater_Log.txt. This file is created in the directory that
stores the agentupdate utility.
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CRRBU00011 « CRRBU0029I

The format of the log file is [MSGTYPE] [IP address/MachineName] [Msg].

The messages for all targets are stored in the same log file.

Troubleshooting

The agentupdate utility offers several ways you can display information to help

troubleshoot issues.

By default, the utility gives enough information to understand normal issues like
connectivity problems, not enough space on the disk, and so on. However, if you
need more debugging information, use the —debug command-line option.
Alternatively, you can define the DEBUG environment variable, with any value, to
enable extra log messages (or more debugging information) from the tool.

Messages reference for agentupdate
The agentupdate utility provides error and information messages during operation.

The following topics provide a reference to all agentupdate messages.

CRRBU0001I The agent update and deployment
utility started successfully.

CRRBUO0016I Attribute node

CRRBU0002I Debug mode on.

CRRBU0017I Document node

CRRBU0003I Completed password encryption.

CRRBU0018I Document type node

CRRBU0004I XML configuration file parsed.
Processing targets...

CRRBU0019I Element node

CRRBUO0005I Processing target [{0/]

CRRBU0020I Unknown node

CRRBUO0006I [{0/] Protocol = {1} User = {2}

CRRBU0021I Total number of targets : {0}

CRRBUO0007I [{0/] Encrypted password = {1}

CRRBUO0022I Element count = {0}.

CRRBUO0008I Successfully created the managed scripts
directory: {0}.

CRRBU0023I Trying windows protocol for {0} with
userid={1}.

CRRBU0009I I[{0}] decrypted password = #{1}#

CRRBU0024I Checking for free space on the target
machine using RXA interface.

CRRBUO0010I Parameter keyfile = {0/.

CRRBU0025I Free space on target system = {0} KB.

CRRBU0011I Number of children : {0}.

CRRBU0026I Checking for agent on OS {0} at
installation location {1}.

CRRBUO0012I Parameter genkey = {0}.

CRRBU0013I [{0}] sudoencrypted passwd = {1}.

CRRBU0027I Found agent installation at this location:
{o.

CRRBU0014I Text node

CRRBU0028I [Stopping processes]

CRRBU0015I Comment node
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CRRBU0029I Process id = {0}, Program name = {1}



CRRBUO0030I = CRRBU0069I

CRRBU0030I Parsing stage: element:{0} = {1}

CRRBU0050I Running command: {0}

CRRBU0031I Unable to stop the agent process
(bfagent) on the target.

CRRBU0051I Current working directory is [{0/].

CRRBU0032I Stopping agents running on target: {0/.

CRRBU0052I Copying to {0}.

CRRBU0033I Attempting to stop service {0} on
Windows.

CRRBU0053I Killing bfdispatch process running on
target: {0}

CRRBU0034I Stopping the agent service on target -
using RXA interface.

CRRBUO00541 Started new thread for target.

CRRBU0035I Stopping the agent service on target: {0}

CRRBU0055I Agent is now installed on the target.

CRRBU0036I Using temporary directory {0/ on target.

CRRBU0056I Remote access problem: preview mode
cannot continue.

CRRBU0037I Checking for prefix matches in the
directory. {0}

CRRBUO0057I Stopping agents running on target
using: {0}

CRRBU0038I Looking for installer under <{0/>.

CRRBUO0058I Agents were stopped on the target
successfully.

CRRBU0039I Copying installer <{0/> onto target -
using RXA interface.

CRRBU0059I Agent is NOT installed on the target.

CRRBUO0040I Created key file: {0f

CRRBU0060I Temporary storage location on the target
is {0}.

CRRBU0041I Backup of user configration file: {0}

CRRBU0061I Encrypt all passwords.

CRRBU0042I Cleaning up {0} on target.

CRRBUO0062I Installer {0} will be used for {1} from {2}.

CRRBU0043I Removing directory [{0/]

CRRBUO0044I Agent installation location {0}

CRRBU0063I Copying {0} to temporary location was
successful.

CRRBU0045I Installation proceeding @ {0}

CRRBU0064I Backup of configuration file succeeded.

CRRBU0046I Installation/upgrade target: {0}

CRRBU0065I Existing agent installation location: {0/.

CRRBU0047I Preview mode enabled.

CRRBU0066I Start agents running on target using: {0}

CRRBU0048I Created response.txt in directory {0}.

CRRBUO00671 Exiting thread.

CRRBUO0049I Restoring user configuration file: {0/.

CRRBUO0068I Created admin file with name {0}

CRRBU0069I Node: {0}
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CRRBU00701 « CRRBU2011E

CRRBU0070I Node attribute: {0/

CRRBUO0071I Parameter logFile = {0}

CRRBU0072I Parameter sourceDir = {0}

CRRBU0073I Parameter sourceFile = {0}

CRRBU0074I Parameter targets = {0}

CRRBU0075I getOS: [{0}[{1]1]

CRRBU0084I Path to file that contains target
information (required).

CRRBU0085I Key created from: {0].

CRRBUO0088I Max threads is set to: {0}

CRRBU1000W [{0}] Protocol not specified.

CRRBU100IW [{0}] Target protocol not supported: {1}

CRRBU1002W There is no Globals section in the
XML file.

CRRBU1003W There is no Targets section in the
XML file.

CRRBU1004W Invalid target entry: no id found for a
target section in the XML file.

CRRBU1005W [stderr] {0}

CRRBU1006W [stdout] {0}

CRRBU1007W Temporary location on the target is set
to null.

CRRBU1008W Not supported: Sun Solaris version {0}

CRRBU1009W Installer was not found in the
specified source directory for a target
section of XML file.

CRRBU1010W Installer location was not specified on
the command line.
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CRRBU1011W Installer location was not specified in
Globals section of XML file.

CRRBU1012W Installer location was not specified in
the environment.

CRRBU1013W Target error: Unable to generate a
temporary admin file.

CRRBU1014W Target error: Unable to create a
temporary response file.

CRRBU1015W [return code] {0}

CRRBU2000E Exception caught.

CRRBU2001E Start script does not exist in either a
local or remote location.

CRRBU2002E Unable to create the managed scripts
directory: {0}

CRRBU2003E Missing required argument: {0}

CRRBU2004E Incorrect usage of TargetInfoTable data
structure.

CRRBU2005E Multiple Globals tags found in the
XML file. Specify only one.

CRRBU2006E Undefined parameter
ManagedScriptsDir.

CRRBU2007E Problem running the start command
<{0}>

CRRBU2008E [{0}]] No cleartext password specified,
no KeyfFile specified

CRRBU2009E Error creating file objects for start/stop
script.

CRRBU2010E Invalid target entry: null hostname or
address for a target in the XML file.

CRRBU2011E Stop script does not exist in either a
local or remote location.




CRRBU2012E « CRRBU2046E

CRRBU2012E Error writing in the XML file.

CRRBU2029E Insufficient disk space on target: {0}

CRRBU2013E Ignoring duplicate target entry: target
{0} in the XML file.

CRRBU2030E Unable to find the installer.

CRRBU2014E Not enough space is available.
Available free space = {0} Required free
space = {1} on {2}

CRRBU2031E Copy {0} to temporary location failed.

CRRBU2032E Backup of configuration file failed.

CRRBU2015E Connection exception caught:{0}

CRRBU2033E Restoration of configuration file failed.

CRRBU2016E File not found exception caught: {0}

CRRBU2017E 1/O exception caught: {0/

CRRBU2034E Remote access failed due to
authentication error for {0/

CRRBU2018E Error stopping the agent process
(bfagent) on the target.

CRRBU2035E Unsupported operating system.

CRRBU2019E Error stopping the agent service on the
target.

CRRBU2036E Unable to complete the start command.
Not proceeding further on {0}

CRRBU2020E Either invalid directory or installer
doesnt exist: {0}

CRRBU2037E Undefined parameter
ManagedScriptsDir.

CRRBU2038E Unsupported platform.

CRRBU2021E Too many files match prefixes in the
directory: {0}

CRRBU2039E Either no local file for StopScript or
multiple entries with prefix StopScript_.

CRRBU2022E No file matched prefix in the
directory: {0}

CRRBU2040E Either no local file for StartScript or
multiple entries with prefix StartScript_.

CRRBU2023E Installer source directory was not
specified or installer was not found in
the specified directory.

CRRBU2041E Unable to authenticate with the server.

CRRBU2024E Error: could not kill the bfdispatch
processes on the target.

CRRBU2042E The keyfile {0} could not be created.

CRRBU2025E Problem running the stop command
<{0}>

CRRBU2043E Encryption algorithm error. Make sure
you have DES available in your
environment. Failed to create key file.

CRRBU2026E Unable to complete the stop command.

Not proceeding further on {0/

CRRBU2044E The keyfile {0} is not a valid keyfile.
Failed to set key file.

CRRBU2027E Problem stopping agent(s) on target.

CRRBU2045E Encryption algorithm error. Make sure
you have DES available in your
environment. Failed to set key file.

CRRBU2028E Unable to complete the stop command.

Not proceeding further.

CRRBU2046E The keyfile {0} could not be accessed.
Failed to set key file.
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CRRBU2047E « CRRBU2060E

CRRBU2047E Encryption algorithm error. Make sure
you have DES available in your
environment. Encryption failed.

CRRBU2054E The padding for encryption using DES
is unvalaible in your environment.
Decryption failed.

CRRBU2048E The padding for encryption using DES
is unvailable in the environment.
Encryption failed.

CRRBU2055E The key generated from the keyfile is
not valid. Make sure you are using the
correct key file. Decryption failed.

CRRBU2049E The key generated from the keyfile is
not valid. Make sure you are using the
correct key file. Decryption failed.

CRRBU2056E The length of data provided to the
cipher is incorrect. Decryption failed.

CRRBU2050E The character encoding for your
password is not supported. Encryption
failed.

CRRBU2057E The expected data padding is not
present. Decryption failed.

CRRBU2051E The length of data provided to the
cipher is incorrect. Encryption failed.

CRRBU2058E The character encoding for your
password is not supported. Decryption
failed.

CRRBU2052E The expected data padding is not
present. Encryption failed.

CRRBU2059E No key file specified.

CRRBU2053E Encryption algorithm error. Make sure
you have DES available in your
environment. Decryption failed.

CRRBU2060E {0} is not a valid answer.

Running an agent

This section describes how to set up an agent to run. It is normally run as an

auto-starting service or daemon.

Running an agent on Windows

The agent is typically installed as a service and is set to Auto so that it starts when
you turn on the computer. You must be logged on to the computer where the
agent is installed to start and stop it.

To start and stop the agent, you can use the Start menu:

* To start the agent, click Start > Programs > IBM Rational Build Forge > Start

Agent Service.

* To stop the agent, click Start > Programs > IBM Rational Build Forge > Stop

Agent Service.

You can also use the following commands at a command prompt:

* net start bfagent
* net stop bfagent

Running an agent on UNIX, Linux, and MacOS

The agent is intended to be run as a service and needs to be restarted

automatically at system restart.

Add a bfagent entry to your configuration of inetd or xinetd as appropriate. The
following example is the bfagent entry in xinetd.d on a Linux system, where the
agent is installed in /usr/local/bin:
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# description: The IBM Rational Build Forge Agent serves build requests
# from the IBM Rational Build Forge Management Console.
service bfagent

{

disable = no

flags = REUSE

socket_type = stream

wait = no

user = root

server = /usr/local/bin/bfagent

log_on_failure += USERID
}

The agent can be run outside of the inetd/xinetd environment if necessary. To run
it as a standalone daemon, use the -s option.

bfagent -s

When you use this option, the agent moves into the background and begins
listening for connections. Place this command in a startup script so that the agent
starts automatically when the computer is started.

Running the agent on System i

Review the information in this topic if you plan to run the agent on a System i
platform.

Verifying that the agent port number is unique

Port 5555, which is the standard Build Forge agent port, might be preassigned to
other agents on System i servers. In this case, change the Build Forge agent port to
an unassigned port before starting the agent. To do this, edit the bfagent.conf file
directly. For details, see [“Changing the agent port” on page 159.|

Starting the agent manually

If you completed step 7 in the installation instructions, [“Installing the agent on|
[System i platforms” on page 136 the agent starts as the BEAGENT user when
System i starts.

Alternatively, you can start the agent on System i manually, by using the following
command.

bfagent -s

Note: If the bfagent.conf file is not installed in /etc (the default location), use the -f
option to specify the bfagent.conf location.

When you issue the bfagent command and start the agent manually, the agent
starts as the user who starts the agent.

* If the QSECOEFR wuser or a user with the *ALLOBJ special authority starts the
agent, the user is authenticated by using the server authentication that you
specify in the Management Console.

* If another user starts the agent, authenticate the user by configuring the
magic_login setting in the bfagent.conf file. See the [“bfagent.conf reference” on|
ﬁ
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Verifying that the i5/0S PASE program is installed

The agent runs as an i5/0S Portable Application Solution Environment (PASE)
program. PASE is included in i5/0S and enables AIX binaries and commands to be
run. PASE is typically installed by default.

To determine whether the PASE program is installed, run DSPSFWRSC at a
command line.

If the PASE program is not installed, load it from the installation CD.
Using the agent in PASE

Most tasks necessary for building applications on i5/0OS are accessible from the
PASE environment. It is important to keep this fact in mind when planning and
defining automation of processes targeted for the iSeries platform.

Commands in a step are interpreted by the PASE shell. You can also run native
commands using the following syntax:

system -biOE "<native commands>"

Important: Each system command in a step runs its own process. This has
implications for commands that work only within their own process.

For example, if you want to set library lists for a set of steps:

* You cannot use CHGSYSLIBL or ADDLIBLE as step commands because they are
native commands (not recognized by PASE).

* You cannot use the supported native command syntax (for example, system
-biOE "ADDLIBLE FLGHT400") in a step, because it changes the library list only for
the command's own process. Subsequent commands and steps are not affected
by the change.

Although you cannot set library lists for just a step, a set of steps, or a project, you
can set them in the startup command script for the BEAGENT user. See the
example startup script in|“Installing the agent on System i platforms” on page 136/
Setting library lists in the startup command script sets library lists for all projects
and steps that are run in the example as the BFAGENT user. The user who runs
the projects and steps must have access to the required libraries.

To set library lists, add a job description for the agent that lists the required
libraries. The following example job description includes libraries FLGHT400 and

FLGHT400M.
10 UTLIB
20 QGPL
30 QTEMP

40 FLGHT400
50 FLGHT400M

The agent specifies this job description in its startup routine. For example, if the
job description is BFAJOBD, the line in the system startup routine would be as
follows:

ADDAJE SBSD(BFAGENT/BFAGENT) JOB(BFAGENT) JOBD(BFAGENT/BFAJOBD)

This solution affects all commands (from any step and project) that are run on the
System i server associated with this agent.
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bfagent reference

The bfagent executable file starts the Build Forge agent. It reads its configuration
from a BFAgent.conf file in the same directory.

The syntax for the command is:
bfagent [-f configfile | -s]

Options

-f configfile
Run using the configuration file in configfile, rather than BFAgent.conf.
This is a runtime option on UNIX or Linux. It is a debugging option when
running the agent manually on Windows. It cannot be used for starting the
service on Windows.

-5 Start as a standalone service. You can use this option only on UNIX or
Linux. Running this way is an alternative to starting bfagent with either
the inetd or xinetd.

Configuring the agent

This section describes how to configure the agent after installation.

Locating the agent configuration file

The agent configuration file, BFAgent.conf, provides runtime configuration of the
agent's operation. It contains comments that explain all of the possible options. The
file is located in the agent installation directory:

* Windows default: C:\Program Files\IBM\Build Forge\ Agent\BFAgent.conf
* UNIX and Linux default: /etc/bfagent.conf

Important: If you make changes to the BFAgent.conf file in the installation
directory, you must repeat the changes after you subsequently reinstall
or upgrade the agent. The configuration file is overwritten during
every installation.

You can specify an alternate configuration file:

* On UNIX or Linux systems, you can preserve agent configurations by using a
configuration file outside of the agent installation directory. When you do this,
use the -f command line option on the command that starts the agent. Example:

bfagent -f /opt/bfagent.conf

* On Windows systems, you cannot start the service with this option. The service
can be used only when you run the agent manually. It is a tool for debugging.

Changing the agent port

If the agent is being installed on a server where port 5555 is already occupied, the
agent port can be changed after it is installed.

To change the port on Windows operating systems:

1. Open the registry editor: Click Start > Run, and then type regedit.
2. Go to HKEY_LOCAL_MACHINE\SOFTWARE\BuildForge Agent.
3. Change the value of AgentPort to the port number you want.

On UNIX, Linux, and Macintosh operating systems:
1. Open the /etc/services file.
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2. Change the value of BuildForge Agent Port to the port number you want.

Configuring a different shell

You can configure an agent to use a shell other than the default shell by editing
parameters in the BFAgent.conf file.

For example, to change a Windows system to use the Korn shell provided by
MKSTools, you can change the shell parameter with this command:

shell C:\MKSTools\mksnt\ksh.exe -L -c \"%s\"

The % in this command is replaced by the step command when the system sends a
command to the server. In this case, use the backslash escape character to include
quotation marks as literals in the command.

Running agent commands on a Network Share File System
(Windows)

The Build Forge agent initially starts with Windows system account credentials. To
run commands, the agent later authenticates with Windows using Build Forge
server authentication credentials.

The server authentication credentials are accepted for local commands but might
fail for some commands that the agent must run on external, networked shared
drives. For example, to modify files in a ClearCase dynamic view, the agent must
access ClearCase files on a network shared drive.

The commands fail because the external file system ignores the agent server
authentication credentials; it recognizes only the agent's initial system account
credentials.

If you experience problems running commands on a network shared drive, try the
following actions:

Run commands using server authentication credentials
To run commands using a Build Forge server authentication credentials
with access to network shares, add the win_reexec_after_auth setting to the
BFagent.conf file.

If you want to use Build Forge server authentication credentials to
establish access to a network share, adding this setting is prerequisite.

The win_reexec_after_auth setting causes the agent to start a new process
after authenticating with Windows. The new process forces the shared file
system to recognize that the agent changed the user credentials.

When win_reexec_after_auth is set, the agent runs as a service and does
not distinguish between commands that access network shares and those
that do not, so you might notice a performance impact.

Run the agent in single user mode
During agent installation, set up the agent to run commands in single user
mode without Build Forge server authentication credentials. Select the
Install User Mode Agent option.

If the specified user is a member of the Administrator group, then the
user's credentials must be specified using server authentication credentials.

If the user is not an administrator, then use the magic_login setting in
BFagent.conf to prevent unauthorized access to the agent.
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When you log on to the Management Console, the agent starts up and
runs as the user name you provide, which immediately authorizes access
to the network shares using that user's credentials.

Run the agent as a service with a dedicated user account
Set up the agent to run as a Windows service with a dedicated user
account. This option restricts you to running the agent as a single user
account, but does not require the agent to start a new process to
re-authenticate, so performance is not affected.

To run the agent as a service with a dedicated user account:

1. On the Build Forge server, click Administration Tools > Services to
open the Windows Control panel. The list of services opens.

2. Open the service for the IBM Rational Build Forge Agent.

3. Provide the user account information for the user you want to run
agent commands. For example, provide information for the ClearCase
admin user or other user with access to ClearCase dynamic views and
VOBs.

Configuring direct file transfer between agents

The " XSTREAM_PROTOCOL trigger variable enables direct file transfer between
agents when it appears in a job’s environment. The sending agent, receiving agent,
and engine all must be capable of direct file transfer. A number of parameters
control the encoding, network, and file transfer characteristics.

Agents on some operating systems have limited support for direct file transfer:
* System z: Direct file transfer is not supported.
* System i: Direct file transfer is supported only for _XSTREAM_PROTOCOL

values of PRNG or PLAIN. Using SSL for file transfer is not supported
(L XSTREAM_PROTOCOL value of AES-CBC).

See the [“Trigger variables reference” on page 283|and the xstream_* parameters in
the [“bfagent.conf reference”| reference.

Trigger variables and agent performance

Two trigger variables can affect overall agent performance by decreasing the
number of messages generated for the step log:

e _SUPPRESS_ENV_OUTPUT: if set, suppresses the printing of ENV messages on
the step log.

e _SUPPRESS_LOG_OUTPUT: if set, suppresses the printing of nearly all
messages on the step log.

See the Trigger Variables Reference in Working with Environments. Trigger
variables have an effect on a job when they are included in a project environment
or step environment.

bfagent.conf reference

The bfagent.conf file stores settings for how the Build Forge agent runs. The file is
in the same directory as the bfagent executable file.

The file lists all settings and internal defaults. Inactive settings are commented out.

Settings
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activity_log path
Turns on activity logging. The information is appended to the file specified
by path. The path must exist and the agent user must have write
permission for it.

Note: The agent does not report an error if the path does not exist or if it
cannot write to the file.

Important: There is no limit on file size. The file must be manually
deleted. This setting is intended to be used temporarily for
debugging the agent. It is not intended as a permanent log for
a working agent.

allow IP-address-or-range [...]
Use this setting for these conditions only:

* Agents running on Windows

¢ Agents running in standalone mode on UNIX or Linux when the -s
option on startup is used

This setting limits connections to the agent. Connections are allowed only
from the IP addresses that match IP-address-or-range. By default
connections are allowed from all addresses.

Specify one or both of the items:

e IP Address: A fully qualified IPv4 or IPv6 address. For example, for
IPv4, 255.192.192.003. The specific IP address is allowed.

e IP Address range: A partially qualified IPv4 or IPv6 address. These
examples are correct for IPv4, 192.168 or 192.168.63. All IP addresses that
match this qualification are allowed.

Note: If you are running the agent on a superserver such as inetd or
xinetd, use another method to control access. You may want to use a
firewall, TCP wrappers (hosts.allow and hosts.deny), or the built-in
filtering capability of xinetd.

bind This setting allows the user to specify an explicit bind address for the
agent. This, together with the "port" setting, determines how the agent will
listen for connections when it is started with the -s command-line option.
The value given in the bfagent.conf file will force the agent to bind to the
IPv4 localhost address; thus, the agent will only receive connections from a
console that is on the same computer. Example: bind 255.192.192.003

Note: It has no effect on Windows or UNIX agents that are started by the
system's service architecture, such as inetd, xinetd, or launchd.

ccviewroot root-path
This setting specifies the default view root for this host. See ClearCase
documentation on init for more information. The internal defaults are as
follows:

* Windows: ccviewroot M:
* UNIX or Linux: ccviewroot /view
cc_suppress_server_root
If set, then the view path is the path set by ccviewroot. If not set, then the
path set in the server definition is appended to the path set by ccviewroot.

This setting does not need a value. If it is present in bfagent.conf, then it is
set.
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command_output_cache size
This setting causes the agent to cache output until it reaches the specified
size in bytes. The internal default is not to cache. Using a cache can
significantly improve agent performance and reduce network overhead.
The cache size depends on how much output that commands produce.

Minimum value: 2048. A value of 2048 is used internally if the setting is
less than that.

cygwin
This setting is used only with agents on Windows.

This setting enables the agent to work on a Windows host using Cygwin, a
Linux-like environment. When using Cygwin, a number of Linux tools are
available to the agent.

When you use this setting, you might need to set cygwin_script_magic and
shell settings also. The example shows one way to configure these settings:

cygwin

shell C:\cygwin\bin\bash.exe --Togin -c "%s"
cygwin_script_magic #!/bin/bash

The shell setting must match your installation of Cygwin.

cygwin_script_magic
This setting is used only with agents on Windows when cygwin is set.

This setting specifies the #! line to use when executing steps. The default is
#!/bin/bash.

default_logon_domain
Specifies the domain to use when an authentication request does not
include a domain. If not specified, the agent computer's domain is used.

disable_telnet_support
For best results, use telnet to test the agent connection.

For the agent, there is some built-in processing overhead associated with
processing and correctly handling telnet control sequences.

Use this setting to disable the agent from handling special telnet character
codes, thereby slightly improving performance. In production
environments, use this setting to benefit from the improved performance.

disable_transcode
Turns off processing that the agent performs to convert international data
when the operating system is not using UTF-8 encoding. To avoid mixed
encodings and data corruption, use UTF-8 for the agent operating system.

If the operating system does not use UTF-8 encoding, the agent must
convert data to the correct encoding for the operating system's locale
settings.

If your operating does not use UTF-8, use this setting for best results and
improved performance of the agent.

enable_agent_dll
This setting enables DLL process tracing, which is a debugging tool.

env_recursion_limit number-of-recursions
Sets the variable-replacement recursion limit for pre-parsing. If not set, the
limit is 32.
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extensions
This setting specifies paths to external libraries of functions. The functions
can be used as dot commands in a step. If this setting is not specified,
external libraries are not loaded.

During parsing, the first token in the step command is taken as the
function name. The second token is a string, and the third is an integer
timeout value (in seconds).

Requirement: Dynamic loader support in the operating system. For
example, in UNIX or Linux you need /usr/include/dlfcn.h. These defaults
values are used internally.

e UNIX or Linux: /usr/local/bin/bfextensions.so
* Windows: C:\program files\ibm\build forge\agent\bfextensions.dll

getaddrinfo_using_addrconfig
This setting is used only for running the agent as a standalone service on
UNIX or Linux operating systems (bfagent -s). This setting makes the agent
use AI_ADDRCONFIG when calling getaddrinfo() to select a listening
interface. By default AI_ ADDRCONFIG is not used.

If you use this setting, the agent ignores interfaces that do not have a
properly configured address. It listens only for interfaces that have a
properly configured address.

gsk_ssl_key_location [ <kdb_path> | <SAF_specification> ]
Specifies either a full path to a kdb file or a SAF key ring specification.

gsk_ssl_kdb_password <password>
Password for the kdb file. It can be in plain text or encrypted text. Use
NULL if a SAF key ring is used. Use bfagent -e <plaintext> to create the
encrypted password from plain text.

gsk_ssl_protocol <protocol>
The protocol to use, one of ALL (the default), SSLV2, SSLV3, TLSV1, or
TLSV1_1

gsk_ssl_cipher_v2 <seed>
The cipher suite to use for system SSL version 2 (SSLV2). The default value
is 6321, which should serve most applications. See the System z
documentation for more information.

gsk_ssl_cipher_v3 <seed>
The cipher suite to use for system SSL version 3 (SSLV3). The default value
is 0906030201, which should serve most applications. See the System z
documentation for more information.

gsk_keyring label <label>
The key label in the kdb file.

gsk_password_encrypt [true | false]
Used to refer to an encrypted password. If set to true, use bfagent -e
<plaintext> to create an encrypted value and set gsk_ss1_kdb_password. It
is set to false by default.

gsk_ssl_client_authentication [true | false]
Specifies whether to validate the client certificate. The default is false

lang lang-code
Use this setting only when the Management Console does not provide a
valid language.
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This setting specifies the language that the agent uses to write messages
and command output. Typically it is not set explicitly because the agent
uses the language that the Management Console specifies. However,
setting the language can be useful if the desired locale is not available on
the computer. The setting is also useful as a backup, in case the
Management Console fails to communicate a language or communicates an
invalid language.

The internal default is en, as if it were explicitly set as follows:
lang en

leave_tmp_file
Use this setting only while you are troubleshooting.

This setting causes the temporary file that is used to hold step commands
to be retained, rather than deleted after command execution. In
troubleshooting, the file can be compared to the steps as they are displayed
in the Management Console.

Note: Do not use this setting for typical operations.

locale locale-code.charset-code
This setting is used only with UNIX and Linux operating systems.
Windows handles locales differently.

This setting specifies the language and multibyte character set that
localized applications use. This setting works by setting the LANG
environment variable for the agent context.

To set up the agent to treat command output as US English UTE-8, use the
UTF-8 locale for your operating system. For example, on Linux use the
following representation.

locale en_US.UTF-8

To determine the correct representation of the UTF-8 locale for your
operating system, run the locale -a command.

If this setting is not specified, the agent uses the locale of the operating
system. This setting is a convenience. This setting is especially useful if the
default locale of the operating system is not the locale that you want the
agent to use. The setting is especially useful if changing the system locale
to meet agent requirements is not practical.

magic_login user:encoded-password
The agent typically uses administrative privileges such as root or admin to
log on to the operating system. The magic_login setting is an alternative to
standard system authentication. With this setting, the system can
authenticate your login with a single user name and password.

If the agent is run as the root or admin user, this setting is ignored and
normal authentication is attempted.

The agent runs all commands using the permissions of the user who
started the agent, not the user name used to log in.
This setting is used in only these situations:

* When running the agent with administrative privileges is not possible.
For example, use this setting with UNIX systems that do not work with
PAM.

* When running the agent with administrative privileges is not
permissible because of security policies.
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To configure a login for the agent:

1. Create a server authentication that uses a user name and password. In
the Management Console, click Servers > Server Auth.

2. For this example the user name is build, and the password is
MySecretPassword.

3. Create a server that uses the agent. Associate the server authentication
with this server in the Authentication field.

4. Generate an encoded password for the agent. In the installation
directory for the agent, run bfagent -P with the password that you
choose.

An SMD5 hash-encoded password is returned, as follows:

bfagent -P "MySecretPassword"
ecaOb7f2f4fbf110f7df570c70df844e1658744a4871934a

5. In BFAgent.conf, set magic_login to use the desired user name and
encoded password.

magic_login build:ecaOb7f2f4fbf110f7df570c70df844e1658744a4871934a
6. Start the agent.

7. Test the server connection. In Servers, select the server, and then click
Test Server.

map drive-and-user-specl; ...]
This setting specifies a mapped drive. Some systems might require drive
mappings. For example, a drive mapping might be required because a shell
is run from a shared drive. Mappings specified on the agent are performed
before mappings specified by _.MAP environment variables in the
Management Console. This example illustrates two drive mappings:

map X:=//hostl/share;Z:=//host2/share(username,password)

map_drive_is_failure
When specified, this setting causes a step to fail upon encountering an
unmapped drive specification, before step execution. If this setting is not
specified, steps ignore drive failures and attempt to run the step. In that
case ensure that the failure generates a meaningful error message.

no_preparse_command
This setting disables the variable-expansion parsing that the agent typically
performs on a command before passing the command to the shell. See also
the _NO_PREPARSE_COMMAND environment variable, which can be
used for an single project or step.

no_pty
This setting is used only with agents that are running on UNIX or Linux

systems.

This setting can be used to help prevent the system shell from locking up
when the shell interacts with the pseudoterminal of the agent. This setting
is typically used with HP-UX and z/OS. You can also use two other
methods to help prevent this kind of lockup:

e Use an alternate shell
* Use the nologonshell setting

The no_pty setting disables the pseudoterminal allocation.
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Note: Using no_pty affects some commands. For example, the 1s command
returns output in a single column rather than three columns. If you
use this setting, test thoroughly before you deploy the job to a
production environment.

nologonshell
Use this setting only with agents that are running on UNIX or Linux.

This setting causes the shell that the agent runs to be a normal shell, not a
logon shell. This setting is often useful in these cases:

* The logon shells provide verbose output
* The logon shells change environment settings in unwanted ways
* The logon shells attempt to communicate interactively with the user

When set, standard methods of requesting that the shell be a normal shell
rather than a logon shell are used. This may not work on all platforms and
in such cases, the shellflag setting may be used to pass flags to the shell to
modify its behavior.

Those behaviors are not desirable for the agent, because it runs as a user
without being an interactive user.

Note: The Mac OS X 10.5 system uses /bin/bash, which does not respond
to nologonshell. Use shellflag -1.

Note: The z/OS operating system always uses the /etc/profile script for
both logon shells and non-logon shells. You might need to change
the contents of the script or use another shell if its behavior does not
work well with the agent.

See also the shellflag setting. Flags can be used to change logon script
behavior.

password_encrypt_module dlI_path;conf path
Required to enable SSL on the agent. It specifies paths to a DLL and
configuration file.

* dll_path is the path to bfcrypt.d11 (it is typically ./bfcyrpt.d1l).
* conf_path is the path to bfpwcrypt.conf (it is typically ./bfcrypt.conf).

port port-number-or-range [...]
This setting is used only with agents that are running in standalone mode
on UNIX or Linux when you issue the -s option on startup.

This setting specifies the port that the agent uses to listen for connections
with the Management Console.

Specifies the port that the agent uses to listen for connections with the
Management Console.

Note: The port is set to 5555 by default. For UNIX or Linux the setting is
in /etc/services.

read_timout
Time in seconds that the agent waits for a request until it disconnects. The
default is 1800 seconds (30 minutes). Set the value to 0 to disable the
timeout.

The directive helps prevent client connection contacts from holding the
port open if a legitimate engine request is not received. Some network
port-scanning software behaves this way.
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Do not set very small values for this directive. Normal engine behavior
may include gaps between requests of several minutes.

shell shell_name [options]
This setting specifies the default shell. Internal defaults are as follows:

* Windows: shell cmd.exe /q /c "%s" unless the following settings are
used:

— If the cygwin setting is used, the default is shell C:\cygwin\bin\

1o n

bash.exe --login -c "%s
— If the cygwin setting is not used, the default is shell cmd.exe /u /q
/c IIU/OS n
e UNIX or Linux: The shell set for the user account, or /bin/sh if the
user's shell cannot be determined. Note that you cannot specify
parameters in this setting, but you can use the shellflag setting to pass
them. The agent automatically forces the default to be a logon shell by
inserting a hyphen. For example, /bin/ksh is sent as -ksh. If shell is set
explicitly, then nologonshell is set implicitly. See nologonshell.

» System i: Set the shell value to /bin/sh

You can override this setting from within a step. A step that starts with a
line containing #! overrides the shell setting, and the nologonshell setting
is used to run the step commands.

shell_compatible_undef_vars
This setting forces the representation of undefined variables to be an empty
string. If not set, the representation is the variable name for variables of
format $VAR, ${VAR}, or %VAR% and the empty string for $[VAR].

shellarg
This setting is used only with agents that are running on UNIX or Linux.

Use this setting if it seems that commands are being scrambled. Some
shells on Red Hat Linux Enterprise require this setting.

The setting changes the way a command script is passed to the shell.
Normally the script is passed through standard input:
/bin/sh < /tmp/bfshellscript.sh

This setting causes scripts to be run by passing them as parameters:
/bin/sh /tmp/bfshellscript.sh

shellflag flag
This setting is used only with agents that are running on UNIX or Linux.

This setting adds a flag when a shell is running. Only one flag can be
specified. It is typically used to disable rc script processing to reduce
output or undesired processing. Examples:

* csh and derivatives: use shellflag -f to disable rc script processing.
* bash: use shellflag —-noprofile to disable profile script processing.
ssl_ca_location path

Specifies the keystore file that contains the certificate authority. If the agent
runs as a service, use an absolute path.

ssl_cert_location path
Specifies the keystore that contains the private certificate. If the agent runs
as a service, use an absolute path.
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ssl_client_authentication [true | false]
Set to true to require client authentication when a connection is made to
the agent. If true, the Build Forge engine's certificate must be added to the
agent's certificate authority keystore.

ssl_cipher_group [grouplist | ALL]
Specifies individual cipher groups to use. Can be set to ALL.

ssl_cipher_override cyphers
Overrides the cipher group. Specify the ciphers to use.

ssl_key_location path
Specifies the keystore file that contains the key. If the agent runs as a
service, use an absolute path.

ssl_key_password password
Password for the key. This property is stored in clear text by default. You
can configure the agent to encrypt this password using its own key or the
Build Forge server's key.

ssl_protocol protocol
The SSL handshake protocol to use, one of SSL, SSLv2, SSLv3, SSL_TLS,
TLS, TLSv1. The protocol must match the protocol used by the Build Forge
server.

update_path path

This setting identifies the full path to the Build Forge agent executable. The
setting is established automatically during installation. The directory is a
default directory for the operating system or the installation directory that
you specify.

Note: This setting is ignored on Windows agents. The update path is taken
from registry keys. The keys are set during agent installation.

win_reexec_after_auth
Add this setting if you need to run agent commands on a network share
file system using Build Forge server authentication credentials. For
example, to modify files in a ClearCase dynamic view, the agent must
access ClearCase files on a networked shared file system.

The Build Forge agent initially starts up with Windows system account
credentials. To run commands, the agent later authenticates with Windows
using Build Forge server authentication credentials.

Without this setting, the network share recognizes only the initial Windows
system account credentials and ignores the subsequent server
authentication credentials that are needed to access and write to files on
the network share file system.

The win_reexec_after_auth starts a new process after authenticating with
Windows again by using the server authentication credentials and forces
the shared file system to recognize the changed credentials.

When you use the win_reexec_after_auth setting, the agent runs as a
service and does not distinguish between commands that access network
share files and those that do not, so you might notice a performance
impact.

xstream_allow_ssl_mismatch
Required if file transfer is needed between an agent compiled with
OpenSSL and an agent compiled without OpenSSL. By default agents
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compiled with OpenSSL require AES_CBC encrypted file transfers. They
reject any file transfers requested using PLAIN or PRNG encoding unless
this setting is used.

xstream_bind ip_address
Specifies an IP address to be used only for direct file transfers. The address
must be accessible by the agents that receive the files. By default an agent
listens on all network interfaces. See also bind.

xstream_conn_timeout seconds
Time in seconds that an agent waits for a connection. The engine must
forward the connection request to the receiving agent and the receiving
agent must establish a connection with the sending agent within this time.
By default it is set to 20 seconds.

xstream_listen_range port-range
The range of ports an agent listens on for connections. This setting is
useful when there is a firewall between the connecting hosts. The firewall
administer can configure the firewall to allow the ports permitted for
connections, for example 22880-22889. The default port-range is
16384-32767. However, if xstream_bind is used and
xstream_listen_randomize is not used, then the agent does not specify a
range and the operating system determines what ports to use.

xstream_listen_randomize
Causes random selection of a port within xstream_port_range. If not
specified, the agent starts checking with the lowest port number. This
setting is highly recommended as a security measure.

xstream_recv_timeout seconds
Time to wait for file transfer. If during any time in the file transfer this
period passes without the receiving agent getting data from the sending
agent, then the transfer fails and the connection is closed. The default is 20
seconds.

xstream_send_timeout seconds
Time to wait for file transfer. If during any time in the file transfer this
period passes without the sending agent being able to write data to the
receiving agent, then the transfer fails and the connection is closed. The
default is 20 seconds.

Troubleshooting agents

170

This section describes procedures that you can use to troubleshoot agents that are
not working correctly. Go through the procedures in order. If you are unable to get
an agent working by using these procedures, then contact Support.

Testing host name resolution

Verify that the agent host can be reached from the Management Console host. Use
the ping utility from the Management Console host to test the agent host:

ping hostname

This example session runs on Windows on which both the Management Console
and the agent are installed.

C:\> ping Tocalhost
Pinging somehost.city.company.com [127.0.0.1] with 32 bytes of data:

Reply from 127.0.0.1: bytes=32 time<lms TTL=128
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Reply from 127.0.0.1: bytes=32 time<lms TTL=128
Reply from 127.0.0.1: bytes=32 time<lms TTL=128
Reply from 127.0.0.1: bytes=32 time<lms TTL=128

Ping statistics for 127.0.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

A message similar to the following one indicates a problem:
Unknown host

The problem lies in the network configuration of the Management Console host.
Contact your network administrator.

Testing the connection

You can test the connection to the agent by using telnet or using a test from the
Management Console.

To test the connection from the command line:

1. Connect to the agent with a telnet command. If you are logged on to the host
where the agent is running, you can use localhost as the host name.

telnet hostname 5555

This response indicates a successful connection:
200 HELLO - BuildForge Agent v7.0.1.buildnumber

2. Check authentication by issuing the following commands, using your login
credentials:
telnet Tocalhost 5555
username user name
password password
cmd ping
go
The following message indicates success:
AUTH: set user account to <user name>

If the above tests work but jobs are failing and a test of your server shows a
user authentication error, check the pluggable authentication modules (PAM)
configuration. If you see a message like the following, proceed to the next step.
AUTH: unable to set user account to <user name>: unknown account (1)
3. Type the following command:
cmd ping go
The following output of a telnet session is typical. In particular look for RESULT
0 at the end of the output as an indication of success. This test ran on an agent
running on Windows.
300 DATA s 67
AUTH: Running as: [SYSTEM] in domain [NT AUTHORITY] SID Type [User]
300 DATA s 52
AUTH: Running with Privilege: [Lock pages in memory]
300 DATA s 66
AUTH: Running with Privilege: [Adjust memory quotas for a process]
300 DATA s 63
AUTH: Running with Privilege: [Create permanent shared objects]
300 DATA s 46
AUTH: Running with Privilege: [Debug programs]
300 DATA s 56
AUTH: Running with Privilege: [Bypass traverse checking]
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300 DATA s 61

AUTH: Running with Privilege: [Back up files and directories]

300 DATA s 54

AUTH: Running with Privilege: [Change the system time]

300 DATA s 68

AUTH: Running with Privilege: [Remove computer from docking station]
300 DATA s 73

AUTH: Running with Privilege: [Impersonate a client after authentication]
300 HEARTBEAT 1

300 DATA s 16

PLAT: Windows XP

250 RESULT 0

PING: internal loopback test complete

260 EOR

To test the connection from the Management Console:

Note: Use this method only if a Server has been set up that uses the agent.
1. Go to Servers.

2. In the list of servers, click the one to test.

3. Click Test Connection.

After the test, the results are available in the Test Results tab.

A message similar to the following output indicates a problem.
Could not open a connection to host on port 5555

Either the Management Console is unable to connect to the host or the agent is not
functioning.

Troubleshooting an agent on Windows
To troubleshoot an agent on Windows, do the following:

1. Check for installed executable files. Verify that these files are present in the
agent installation directory:

* bfagent.exe
e bfdispatch.exe

Note: Before you continue, determine whether you have a custom
configuration. If you have a custom configuration, save BFAgent.conf
outside of the installation directory, and then restore it after installation.

2. Reinstall the agent. You can solve most Windows agent problems by
reinstallation the agent. It updates the executable files and restores registry
keys.

Troubleshooting an agent on UNIX, Linux, or MacOS
To troubleshoot an agent on UNIX, Linux, or MacOS, try these procedures:
* Run bfagent from a shell. The correct response is similar to this message:
200 HELLO - Build Forge Agent v7.0.1.122

If you receive a message similar to the example and there are shared library
problems, you will receive messages regarding those problems. You can resolve
most shared library problems by setting the path correctly.

* Check that the agent is listening. Use the following command (assuming that the
port is the default, 5555):
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telnet Tocalhost 5555

A 200 HELLO response indicates that the agent is listening. If you do not get
this response, check your systems network configuration. Verify that the inetd
configuration is correct, or check with your Linux or UNIX system administrator.
Check authentication. Issue the following commands, using your login
credentials:

telnet Tocalhost 5555

username <user name>

password <password>

cmd ping

g0

A message similar to the following message indicates that the authentication is
working correctly:

AUTH: set user account to <user name>

If the previous tests work but builds are failing and a test of your server shows
a user authentication error, check the pluggable authentication modules (PAM)
configuration. If you see a message similar to the following message, proceed to
the next procedure.

AUTH: unable to set user account to user name: unknown account (1)

Check the PAM configuration. Problems with the PAM configuration are
common issues on AIX platforms. Depending on your operating system, PAM is
configured in one of two ways: with a line in the pam.conf file or with a file in
the pam.d directory.

Tip: Solaris 10 is an exception in the following procedure: Delete any lines that
specify a module of pam_dial_auth, for example pam dial_auth.so.l. Agent
authentication does not work if that module is included.

1. Verify that /etc/pam.conf exists. If it does not, go to the instructions for
pam.d later in this topic. If the file does exist, continue to the next step.

2. In the file, create an entry for bfagent.

3. Copy the lines for another application, for example, sshd or login, and
then substitute bfagent for the [application] field.

[application] [when] [mode] [module]

The fields are as follows:

— lapplication] is the name of the application that needs to authenticate
user

— [when] is the type of authentication request
— [mode] is the mode of the authentication request

— [module] is the authentication module to invoke. The following
example shows entries copied from login to bfagent. Note that the
module names may be different from system to system.

bfagent auth requisite pam_authtok_get.so.1
bfagent auth required pam_dhkeys.so.1
bfagent auth required pam_unix_cred.so.1
bfagent auth required pam_unix_auth.so.1

4. After you set up the PAM entries, try to log in again as described in
step 3.

5. For more information, see PAM documentation at http://
www.sun.com/software/solaris/pam.
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— To troubleshoot PAM which is configured in pam.d:

1. Find the /etc/pam.d directory and note that it contains several fills, each
named for an application. Within each file, each line is formatted this way:
[when] [mode] [module]

2. Copying a file from another application, such as sshd or login, and
rename it bfagent.

3. After you set up the PAM entries, try to log in again as described in step
3.

4. For more information, see PAM documentation at |http:/ /www.sun.com/ |
lsoftware /solaris /pam /| .
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Chapter 11. Post-installation tasks

This section describes tasks to perform after a successful installation.

It discusses the following topics:
 Starting and stopping the engine

* Setting up users

* Verifying the installation

¢ Troubleshooting common problems

Starting and stopping the engine

The following sections describe how to start and stop the engine.

Starting and stopping the engine on Windows
On Windows:

* At Start > Programs > IBM Rational Build Forge Management Console, choose
either

— Start Engine Service
— Stop Engine Service

Control Panel: You can also use the Administrative Tools > Services control panel
to start or stop the IBM Rational Build Forge Management Console service.

Running in the Foreground: If you have any problems getting the engine to run,
run it in the foreground so that you can see the status and error messages it
generates: Start > Programs > IBM Rational Build Forge Management Console >
Start Engine (Foreground). As the Management Console runs, log output is shown
in a console window. To stop the engine in this mode, enter Ctrl-C in the console
window.

Starting and stopping the engine on UNIX or Linux systems
If you have an rc file installed, use these commands to start and stop the product:
$ /opt/buildforge/rc/buildforge start
$ /opt/buildforge/rc/buildforge stop

If you do not have an rc file installed, start the product using the following:
$ /<bfinstall>/Platform/buildforge &

Stop it by determining its process ID and then issuing a kill command:

$ ps aux | grep buildforge
$ ki1l ${<PID>}
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Setting up users

This section describes how to set up user accounts in a Build Forge® system.

The following topics are discussed:
* Root user

* Adding user accounts

* Read-only user for reports

Root user

The root user, the user whose login name is "root", has special characteristics:

* Created upon installation: The root user is the only default user that the
installation program creates. The default password is "root". (Change the
password immediately after installation).

* No license required: The root user does not consume a user license. No matter
how many users are logged in, you can always log in as the root user. (When
someone logs in as root, another user already logged in as root is logged off.)

* System time zone: The root user's time zone is the default time zone of the
Management Console. The time zone for other users, both in-system and LDAP
users, is taken from the root user's time zone by default. Users can set their own
time zone after logging in once. All times and logs reported in the system are
expressed in the user's time zone.

* All permissions: The root user has all available permissions and can edit other
users' properties. You cannot remove any access privileges from the root user.
Although the root user is not a member of any access groups, the root user can
view, edit, or use any data objects in the system.

* Priority: The root user is always a priority user.

* Logging out current users: The root user can log out users by clicking Logout
User. (Click Administration > Users and then click the user's name.)

Creating and editing users

You can create users and assign properties to them by using Administration >
Users. You can also connect your system to an LDAP/Active Directory database to
get user information. You manage user security permissions by assigning users to
groups, so you must create some users to test security features.

Click Administration > Users to display a list of current users. A user panel is
displayed after the list. The system displays the Name, Login, Email, Limit,
Activity (elapsed time since last user activity), and Time Zone of each user.

* To edit a user, click the user's name and edit the properties in the user panel,
and then click Save.

* To create a new user, specify properties in the user panel when no user is
selected. If a user is selected, click Add User to clear the panel. Click Save when
you are done editing user information.

* To log out a user, click the user's name and then click Logout User.

* To make a fixed license seat available, first log in as root. Click a user's name,
and then click Purge Seat. The console removes the user from the list of IDs that
count toward the set of fixed licenses. The user is also logged off if he or she is
logged in. For fixed licenses, the console counts the number of users who have
ever logged in. When the limit is reached, no new users can obtain licenses.
Existing users must be deleted or purged so that another user can use a fixed
license. Purging a seat does not delete the user from the console. If the user logs
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back in, the fixed license count is increased. If you use Purge Seat on a
floating-license user, the action has the same effect as clicking Logout User.

e To delete a user account, click the user's name and then click Delete.
If Delete is disabled, the user account owns a scheduled job. To delete a user
account that has scheduled jobs, first delete the scheduled jobs.

The user record sets default properties for the way that the user can interact with
the system and controls the user's login name, password, and password expiration.
You can provide the data for a user record to the system through the Management
Console or the data can be derived from an LDAP/Active Directory database.

Note: When you edit a user whose record is derived from an LDAP database,
many of the fields on the User page are disabled. You change these
properties in the source database.

To add a new user, click Add User, edit the panel, and then click Update.

When you display a user record, three tabs are available:

* Details: Displays the user properties that you can edit. The available properties
are described later in this topic.

¢ Current Groups: Displays the access groups that the user is a member of, either
directly or through a group that is a member of another group.

¢ Change Groups: Displays the groups that the user is a direct member of and
allows you to add the user to groups or remove the user from them.

For each user, you can set the following properties on the Details tab:
Name Specify the display name and label for the user.

Email Specify the email address where the system can send email notifications to
this user.

Note: emails are sent only to users explicitly selected for notification.

User Name
Specify the name that the user types to log on to the Management Console.

Password
Type the password that the user provides to log on to the Management
Console. The field is not displayed for users who are logged on. Use this
field to enter a new password or change one. Enter the same password in
the Verified field.

Limit Specify the maximum number of jobs the user can launch in a day. When
the limit is reached, the system displays messages that indicate that the
user's run quota has been exceeded.

Time Zone
Specify the user's time zone. The system uses the time zone of the root
user as the default time zone for all times posted.

By default, in-system users and LDAP users are assigned the same time

zone as the root user. Users can edit their assigned time zones.

Note: When upgrading to Build Forge 7.1 from a previous version, you
will need to manually reset the time zone of the root user.

Verified
Repeat the password to verify that you type it correctly.
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Priority Login
Specify whether the user is a priority user. A priority user can always log
in to the system; if there are no more available user licenses, the system
logs out the user with the oldest session so that the priority user can log
in. The root user is always a priority user.

Date Format
Sets the user's preferred date format.

Language
Sets the user's preferred language.

Password Expires
Specify that the user's password will expire. If this option is checked, then
the user's password expires after a number of days have elapsed, as
specified in the Password Expiration Days system setting.

Uses screen reader
Enable the interface to support screen reader features such as dynamic
highlighting and focusing.

Calendar Start Day of Week
Select the day of the week that the Schedule calendar displays first. The
default is Sunday.

Verifying the installation

This section describes how to test an installed and configured Build Forge® system.

It discusses the following topics:
* Configuring servers

* Creating a test project

* Running projects

Server authentication

Use server authentications to associate login credentials to a server. You can use
the same credentials for many servers, and update the credentials globally, by
managing a set of server authentications.

A server authentication stores a login name and password as a single named object
that you can associate with one or several servers. Use the Server Authentication
page to create and edit server authentications.

Configuring servers

To make best use of the system's dynamic server selection, you must set up a
number of data objects, in a particular order. This topic outlines the minimum
requirements for using servers.

1. Create server authentications.

Server authentications provide login names and passwords for servers. You can
apply a server authentication to more than one server, so that you do not need
to have unique logins for every server, and when you change a login, you can
change it for a set of systems.

2. Create collectors for groups of servers.
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Collectors both collect properties from servers and assign properties to them.
You can use a server without a collector. You must select a server based on
default properties like BE_NAME.

3. Create selectors.
Consider creating the following types of selectors:

* Name-based: Create one selector for each server, which selects the server
based on its host name. You can then choose servers by name.

* Operating-system-based: Create one selector for each type of operating
system in your environment so that your projects can choose servers by
operating system.

* Capacity-based: You can get more specific by choosing servers based on
available RAM or hard-disk space.

4. Install an agent on each computer that you plan to use as a Build Forge server.

5. Create a server in the Management Console for each computer you plan to use
with Build Forge.

6. Test servers.

Click Test Connection to test the connections to your servers. Review their
manifests to make sure that they have the properties you expect.

Creating a test project

To verify that the Build Forge® system is functioning properly, create and run a
simple project as explained in [“Creating a hello world project” on page 10

Running projects
There are several different ways to launch a project.

Before you begin
This task assumes that you have already created a selector, server, and project.
Procedure

e

* While viewing the list of projects, click the Quick Start icon in front of any
project to start the project immediately. You cannot use this method if a project
has no steps, or if it has any environment variables with the Must Change On
Project action. Running a project this way uses its default values for selector,
class, tags, and environment variables.

* While viewing the project's steps, click Start Project. This method displays the
Start Project page for the project, where you can change project parameters,
environment variable values, and select steps to exclude from the run:

— Select new values for project parameters.

— Edit the project tag variable values.

— Edit the project environment variable values. If you want your changes saved
as the new defaults for these variables, click the Save Environment check
box.

— Select the Jobs Steps tab to display the list of project steps. You can select
individual steps to exclude them from this run only.

When you have made your choices, click Execute to start the project.

* Select Jobs > Start and then click the project name. As when you use Start
Project, this method displays the Start Project page.
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Results

While a project is running, view the Jobs > Running page to check the project
status.

To view job results, select Jobs > Completed to display the completed jobs. Click
the Tag Name to access options for viewing job results.

Location and setup of logs

Rational Build Forge is made up of several components. Each component keeps its
own logs.

Build Forge
<bfinstall>/db.Tlog

Apache
<bfinstall>/Apache/logs

Apache Tomcat
<bfinstall>/Apache/tomcat/1ogs. Tomcat is the application server, used to
run the services layer (rbf-services.war) and the help (BuildForgeHelp.war).

PHP <bfinstall>/db.log. PHP is used to run the user interface.

Log rotation

Under some conditions a component will write a large amount of data. This can be
true of the catalina log files produced by Tomcat. By design the Tomcat out log is
not rotated. Under unusual conditions the out log may grow much larger than
desired.

There are two ways to work around this issue:

* Use the swallowOutput attribute in the Context of the server. Qutput is
redirected to the web application log, which is rotated. See the

[Configuration Referenced for details.

* Modify the Catalina launch script. Specifics depend on your preferences, but the
following pipes Catalina output and uses the cronolog facility to rotate them.
Modify <bfinstall>/Apache/tomcat/bin/catalina.sh to include the following or
similar commands:

start >> catalina.out 2>&1 & --replaced with

start |cronolog /tomcat/logs/%Y-%M-%D.catalina.out >> /dev/null 2>&1 &
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Troubleshooting common problems

Upgrading an agent on Solaris requires running pkgrm command

Use the pkgrm BFAgent command to remove the existing Solaris Build Forge agent
before running the pkgadd command.

URL for 7.0 notification templates might not work in later
versions

The notification template URL opens the Build Forge job report when you click the
URL link in the notification email.

In versions 7.0.1 and 7.1, the URL in the notification templates changed;
consequently, the URL might not work when you upgrade from 7.0 to a later
version.

If you experience a link error, complete these steps to manually edit the

notification templates:

1. Select Project > Templates.

2. Click the notification template name to display its properties on the Details tab.

3. In the Body field, locate the URL for the template. The URL should be similar
to the one in the following example:

http://${CONSOLEHOST} : ${CONSOLEPORT}/fullcontrol/index.php?mod=projectruns&action=
edit&bfid=${PID}&bfid=${BID}&bfid=${UID}

4. Replace the following URL elements with the appropriate 7.0.1 and later URL

elements:
URL elements 7.0.1 (and later) URL elements
projectruns jobs
&amp; &
action=edit action=build.view
&bfid=${PID} | &bfid=${BID} I &bf_id=${BID}
&bfid=${UID}

Product unresponsive

If Rational Build Forge becomes unresponsive, check the logs in
<bfinstall>/Apache/tomcat/logs/ (UNIX or Linux) or <bfinstall>\Apache\
tomcat\Togs\ (Windows) for a message similar to the following one:

Services: 20075: CRRBF1381I: Established connection to Build Forge Services.
DBD::DB2::st execute failed: [IBM][CLI Driver] SQL3008IN A communication error has been detected.
Communication protocol being used: "TCP/IP".
Communication API being used: "SOCKETS".
Location where the error was detected: "XXX.XXX.XXX.XXX".
Communication function detecting the error: "recv".
Protocol specific error code(s): "131", "=", "0". SQLSTATE=08001
August 17, 2010 7:18:14 AM EDT
Database: 20075: CRRBFEEEEE: DBD::DB2::st execute failed:
[IBM][CLI Driver] SQL3008IN A communication error has been detected.
Communication protocol being used: "TCP/IP".
Communication API being used: "SOCKETS".
Location where the error was detected: "XXX.XXX.XXX.XXX".
Communication function detecting the error: "recv".
Protocol specific error code(s): "131", "«", "0". SQLSTATE=08001
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Database: 20075: CRRBFO5511: StackTrace from Process id [20075] called from [
BuildForge::DB::db2(./Per1App/BuildForge/DB/db2.pm:65)
BuildForge::Utilities::SysParams(./PerlApp/BuildForge/Utilities/SysParams.pm:57)
main(.buildforge.pl:305)
main(.buildforge.p1:213)
1
Database: 20075: CRRBFO556I: Trying to call [execute] on a non-existant database handle
DBD::DB2::st fetchrow_hashref failed: no statement executing at /PerlApp/BuildForge/DB/db2.pm
line 78, <$sock> line 1054.

20075: CRRBFO555E: Problem performing Database Operation [fetchrow hashref] : DBD::DB2::st
fetchrow_hashref failed: no statement executing at /PerlApp/BuildForge/DB/db2.pm
Tine 78, <$sock> line 1054.

Database: 20075: CRRBFEEEEE: DBD::DB2::st fetchrow_hashref failed: no statement executing
at /PerlApp/BuildForge/DB/db2.pm Tine 78, <$sock> line 1054.

Database: 20075: CRRBFO5511: StackTrace from Process id [20075] called from [
BuildForge::Utilities::SysParams(./Per1App/BuildForge/Utilities/SysParams.pm:59)
main(.buildforge.pl:305)
main(.buildforge.p1:213)

[1BM] [CLI Driver] CLIO106E Connection is closed. SQLSTATE=08003 at /PerlApp/BuildForge/DB/Handle.pm
Tine 385, <$sock> line 1054.

Database: 20075: CRRBFO555E: Problem performing Database Operation [prepare] :
query [SELECT * FROM bf jobcount WHERE bf engine id=?]

DBD::DB2::db prepare failed: [IBM][CLI Driver] CLIO106E Connection is closed.
SQLSTATE=08003 at /PerlApp/BuildForge/DB/Handle.pm 1ine 385, <$sock> line 1054.

Database: 20075: CRRBFEEEEE: DBD::DB2::db prepare failed: [IBM][CLI Driver] CLIO106E
Connection is closed. SQLSTATE=08003 at /PerlApp/BuildForge/DB/Handle.pm
Tine 385, <$sock> line 1054.

where XXX.XXX.XXX.XXX is the server hosting your database.

This message indicates that there is not a connection between Rational Build Forge
and the database.

To re-establish the connection:

1. Shut down Rational Build Forge, as discussed in|“Starting and stopping the|
[engine” on page 238

2. Make sure the database is running.

3. Start Rational Build Forge, as discussed in [‘Starting and stopping the engine”|
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Chapter 12. Upgrading from a previous version

The following topics describe how to upgrade components from a previous version
to the current version:

Prerequisites for upgrading.

Important: You can damage and disable your system if you do not observe the
prerequisites.

Upgrading Management Console

- Upgrading a version 7.1.x console
— Upgrading a version 7.0.2.x console
Upgrading agents

Prerequisites for upgrading

You should do the following before performing an upgrade installation.

Back up your database. See also [‘Database backup (required)” on page 34

If you intend to upgrade the version of your database and database client,
perform that upgrade first. It is not possible to alter the installed system to use
new versions. The system uses the database and database client files that you
specify in the installer.

Back up any customized configuration files for Apache and tomcat.

<bfinsastall>/Apache/conf
<bfinsastall>/Apache/tomcat/conf

The httpd.conf and php.ini files are commonly customized for Apache.

If the system is configured to use HTTPS and SSL, back up your certificates
directory. The upgrade should not affect them.

If your current system was installed along with Rational Automation Framework
for Websphere (RAFW), you must migrate to Rational Automation Framework
(RAF). During an upgrade install of Build Forge, the RAFW data is placed in a
compressed file and moved to <bfinstall>/Manager/rafw. See the RAF
documentation for information on moving the data to RAFE.

Upgrading a version 7.1 console

Use this section if you are upgrading from any 7.1.x version to the present version.

Check the [“Prerequisites for upgrading”| before starting the upgrade.

To upgrade, perform an update install.

Note: When upgrading a version 7.1 console, there are additional tasks to perform

to enable performance enhancements. See the on jazz.net for
details.

Performing an update installation
Procedure

To perform an update installation:
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10.

11.

12.
13.
14.
15.
16.

Stop Build Forge if it is running. Then, if you are running on Windows, check
the installation directory for a file named bfengine.pid. If it exists, remove it.
Installation Manager is not be able to perform the update if it exists. It is most
likely to exist if you have run Management Console in the foreground.

Start IBM Installation Manager.

Before updating, you must set your repository URL to the updated repository.
See [“Specifying the repository URL” on page 72| for instructions.

In Installation Manager, click Update.

In Update Packages, select a package group for which to find updates, then
click Next.
Select the updates or fixes to install. Select the installation from the list, then
click Next.

You are shown a list of versions to which you can update. Select the
installation from the list, and then click Next.

Select the I accept the license terms check box, and then click Next.

The Update Packages page is displayed. Your features are selected for you.
Click Next.

Configure the database and click Test connection near the bottom of the
screen to test the configuration. After the test passes, click Next.

On the following page, you are presented with the information you edited in
your buildforge.conf file. You are asked the following;:

a. Do you want the installer to make the required database modifications? Select
this check box. It causes the installer to make the required changes to your
schema. If this check box is not selected, you must run bfschema -u
manually after installation to apply schema changes.

b. Do you wish to start the console after upgrade? Select this check box to have
the console start automatically after installation is complete.

Click Next.

The features you have selected to install are listed.

Click Update to begin the installation.

When the update has been successfully performed, click Finish.

Close Installation Manager. Start Build Forge. If you are upgrading from
version 7.1.1.x, you will not see step logs from your builds until the Character
Large Object (CLOB) migration is complete. When you start Build Forge, the
migration begins. When the migration is done, Build Forge notifies you.

Copying adaptors after an upgrade to version 7.1.3.1

There is a problem copying adaptors after upgrade from 7.1.1.x to 7.1.3.1 and later.
Some adaptors were updated for version 7.1.3.1. If you upgrade to version 7.1.3.1
and then attempt to copy a adaptor that was created before the upgrade, an error
is reported:

CRRBFO789I: A valid Adaptor Template Identifier must be specified.

Workaround: before attempting to copy the adaptor, do the following: open it,
rename it, and save it. You can also open the adaptor, copy the adaptor's content,
and create a new one.
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Upgrading a version 7.0.2.x console

Use this section if you are upgrading a version 7.0.2.x system to the present
version.

To upgrade:

1. Check the [“Prerequisites for upgrading” on page 183

2. Upgrade from version 7.0.2.x to version 7.1.1.3.

Download the version 7.1.1.3 packages from the IBM support site, and then
follow the instructions in the IBM Rational Build Forge version 7.1.1.3 Installation
Guide. Due to database schema changes, upgrading from version 7.0.2.x to
version 7.1.1.3 requires you to migrate configuration data (projects) and
optionally, historical data (logs from jobs).

Important: Not all items are migrated, in particular customized notification
templates (items in Projects > Templates)

3. Perform an update install on version 7.1.1.3 to update it to the present version.

Note: When upgrading a version 7.1 console, there are additional tasks to perform

to enable performance enhancements. See the on jazz.net for
details.

Upgrading Agents

Upgrade agents by installing new agents over the old ones.

You upgrade an agent by installing a new agent on top of the old one. Follow the
installation instructions for installing an agent.
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Chapter 13. Uninstalling product components

Use IBM Installation Manager to uninstall product components that you installed
using Installation Manager. To uninstall the Build Forge Agent software, use the
operating system tools and commands described in this section.

Using Installation Manager to uninstall the product

Use this scenario to uninstall Build Forge product components that you installed
with Installation Manager.

Note: This procedure does not uninstall the database or database objects that have
been created for Build Forge. You must remove them separately using tools
for your database. For databases installed on windows, you may be able to
use Control Panel > Add or Remove Programs. Consult your database
documentation for instructions. Remove the database or database objects
after you have removed Build Forge product components.

To uninstall product components, complete the following steps:

1. Log in to the operating system using the same user account that you used to
install the product package.

Close any running programs that you installed with Installation Manager.

2. If the Build Forge engine and service are running, stop them as follows:

Windows

These commands stops the Build Forge engine, Apache HTTP server,
and Apache Tomcat application server.

If the engine is running in foreground: Press Ctrl + ¢ to stop the
engine and Build Forge services.

Important: The most reliable method of stopping the engine and
services is to use Ctrl + c. If the engine or any Build Forge
services are still running when you uninstall, the uninstall will
fail.

If the engine is running in background: Open a command
window and enter the following command to stop the engine and
services:

net stop bfengine7l

UNIX/Linux

1.

In a command window, go to the Build Forge rc directory.
cd /opt/buildforge/rc

Stop the engine.

./buildforge stop

This command stops the Build Forge engine, Apache HTTP
server, and Apache Tomcat application server.

3. Start IBM Installation Manager.
4. On the Start page click Uninstall.

5. On the Uninstall Packages page, from the Installation Packages list, select the
product package that you want to uninstall and click Next.
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6. On the Summary page, review the list of packages that will be uninstalled and
click Uninstall. The Complete page is displayed after the packages are
removed.

7. Click Finish.
8. Close the Installation Manager window and exit Installation Manager.

You must exit Installation Manager before cleaning up Build Forge files,
optionally removing the DB2 Express database, or reinstalling the product.

Manually uninstalling the product if Installation Manager
install fails

If you start IBM Installation Manager before the Build Forge engine and services
have stopped, the uninstall fails.

To manually uninstall product components after Installation Manager fails:

1. In a command window, change to the Manager directory in the Build Forge
installation directory, for example:

Windows C:\Program Files\IBM\Build Forge\Manager

UNIX/Linux /opt/buildforge/Manager

2. At the command prompt, type main.exe uninstall main.res.

3. When the command finishes running, delete the Build Forge installation
directory.

4. Reinstall the product using Installation Manager.

Post-uninstallation cleanup of Build Forge files

Some manual cleanup is needed after an uninstall.

After you uninstall product components through Installation Manager, manually
delete the following directories. If these directories are present, you cannot reinstall
Build Forge using Installation Manager.

Directory Default location
Build Forge Windows: C:\Program Files\IBM\Build Forge
installation
directory UNIX/Linux: /opt/buildforge
Shared files Windows: C:\Program Files\IBM\SDPShared
directory

UNIX/Linux: /opt/IBM/SDPShared

Using Installation Manager to reinstall the product and use an
existing DB2 Express

You can reinstall the product and use the existing DB2 Express database, if you did
not remove it when you uninstalled other product components. This scenario gives
you access to your existing Build Forge projects and job logs.

Before you start Installation Manager, use the check list in the following steps to
obtain the required DB2 Express information.

Important: If you have configured the system to use HITTPS and SSL, you need to
back up your certificates in <bfinstall>/keystore and
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<bfinstall>/bfclient.conf (where the certificate password is stored).
On UNIX and Linux systems the directories are in
<bfinstall>/Platform.

To reinstall and use an existing DB2 Express database:
1. Start Installation Manager.
2. On the Start page click Install.

3. Follow the instructions in the Installation Manager wizard to reinstall product
components.

4. On the Database Configuration page, make the following selections:
a. For Install DB2 Express, select No.
b. For Do you wish to populate this database at install time?, select No.
c. To complete the remaining fields, use the information in the following table:
Check list: DB2 Express configuration information

I Field Description

Database host The provided DB2 Express database is installed
on the local host name (127.0.0.1).

Database name The database name is BUILD, all uppercase.

Database schema name | The name of the database schema is BUILD, all

uppercase.
Database user name The database user name that you provided to
create the DB2 Express database.
Database password The password that you provided for the database
user name.
Path to the DB2 client The path to the DB2 client libraries (db2cli.dll)
libraries for DB2 Express is C:\Program
Files\IBM\SQLLIB\bin.

JDBC driver location The path to the JDBC driver (db2jcc.jar) for DB2
Express is C:\Program Files\IBM\SQLLIB\java.

5. Click Test Connection.
6. Click Next to continue and complete the installation.

Uninstalling the Windows Build Forge Agent

Use the Add or Remove Programs tool for Windows to remove the Build Forge
agent software.

Note: If you are reinstalling, you can overwrite the same version of the agent
software.

1. In Windows, locate Add or Remove Programs. For example, select Start » All
Programs » Control Panel + Add or Remove Programs.

2. Locate the IBM Rational Build Forge Agent in the list of currently installed
programs.

3. Click Change/Remove.
4. Follow the instructions to uninstall the agent.
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Uninstalling a UNIX or Linux Build Forge agent

Use the following instructions to uninstall the agent software from UNIX or Linux
platforms.

Linux agents

To remove agent software that was installed using the rpm package:
1. Find the agent software and list package names and versions:
rpm -qa | grep bfagent
2. Delete the agent software:
rpm -e bfagent-<version_number>

Solaris agents

To remove agent software that was installed using the pkgadd program, run the
following command:

pkgrm BFAgent
Other agents

For other platforms, the uninstall process is manual and varies by platform. Follow
the instructions that apply to your platform and super server implementation.

Note: To run most commands, you need root access and the /sbin and /usr/sbin
directories must be set in your current PATH environment variable.

1. Remove the agent service daemon, bfagent. Use the instructions for the super
server implementation (inetd, xinetd, launchd, or SMF) that applies to your
platform.

Super server |Procedure

inetd, 1. Edit the /etc/inetd.conf file and remove the line for the bfagent.
Z(l)g;na?\;; 2. Find the process ID for inetd.

systems ps -ef | grep [i]netd
For BSD-derived systems, such as FreeBSD and Mac OS/X 10.4 and
earlier, substitute ps auwwwx for ps -ef.

3. Read the updated inetd.conf and start inetd.
ki1l -HUP <PID>

xinetd, 1. To remove the agent service, run the following command:

;ZISZTOSNO?X rm /etc/xinetd.d/bfagent
systems 2. Find the process ID for inetd.

ps -ef | grep [i]netd

For BSD-derived systems, such as FreeBSD and Mac OS/X 10.4 and
earlier, substitute ps auwwwx for ps -ef.

3. Read the updated inetd.conf and start inetd.
ki1l -HUP <PID>
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Super server

Procedure

launchd for
Mac OS/X
and OpenBSD
systems

—_

. Run Taunchctl.
2. Enter stop com.ibm.rational.bfagent.

3. Enter the following command: unload /Library/LaunchDaemons/
com.ibm.rational.bfagent.plist

4. Enter quit.

5. Run the following command: rm Library/LaunchDaemons/
com.ibm.rational.bfagent.plist

Solaris System
Management
Facility (SMF)
for Solaris 10

—_

. Run inetadm -d network /bfagent/tcp
2. Run svccfg delete -f network/bfagent/tcp

2. Remove the agent service from the PAM interface.

4.

a. Edit /etc/pam.conf and remove all lines that begin with bfagent.
b. Run rm /etc/pam.d/bfagent

3. Remove the protocol entry from the etc/services file.

Edit /etc/services and remove the line for bfagent.

Remove the following files installed by the agent:

/etc/bfagent.conf
/etc/bfagent.conf-example
/usr/local/bin/bfagent
/usr/local/bin/bfcrypt.dll
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Chapter 14. Release Notes

This section contains the release notes for the current release of the product.

Release notes - IBM Rational Build Forge version 7.1.3.5

Rational Build Forge version 7.1.3.5 is available. Compatibility, installation, and other
getting-started issues are addressed.

© Copyright International Business Machines Corporation 2003, 2013. All rights
reserved.

US Government Users Restricted Rights - Use, duplication or disclosure restricted
by GSA ADP Schedule Contract with IBM Corp.

Contents

e |“Description”

+ [“New and changed features”]
* [“APARs fixed in this release”|

+ |“Announcement”]

* [“Compatibility issues with earlier versions” on page 194

* [“System requirements” on page 194]

+ |“Installation” on page 194|

+ [“Known problems” on page 194

Description

IBM® Rational® Build Forge® is an adaptive process execution framework that
automates, orchestrates, manages, and tracks all the processes between each
handoff within the assembly line of software development, creating an automated
software factory. IBM Rational Build Forge integrates into your current
environment and supports major development languages, scripts, tools, and
platforms. With it, you can continue to use your existing investments while adding
valuable capabilities around process automation, acceleration, notification, and
scheduling.

New and changed features
The following list indicates the new and changed features in this release. For the

latest list of features, see the [New & Noteworthy page| for the GA release on
Jazz.net (account required).

APARs fixed in this release

For the latest list of APARs fixed in this release, see the [Release Notes pagd for the
GA release on Jazz.net (account required).

Announcement

The release announcement for this version is available at www.ibm.com/common/
ssi/index.wss. See the announcement for the following information:
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* Detailed product description, including a description of new features
* Hardware and software requirements

 Software services and support availability

* Packaging and ordering details

* International compatibility information

Compatibility issues with earlier versions

The database table architecture changed in version 7.1. Build Forge configuration
data and historical data need to be migrated from the old database table
architecture.

The requirements for upgrading to Version 7.1.3.5 depend on your current version.

e 7.1.0x, 7.1.1.x, and 7.1.2.x: if you are running any of these versions, you can use
the Update feature of Installation Manager to upgrade.

¢ 7.0.2.x: if you are running any of these versions, you must first upgrade to
Version 7.1.1.3, and then upgrade to Version 7.1.3.5.

System requirements

Hardware and software requirements are available in a report from the query at
the [Detailed system requirements for a specific product] site. You provide the
product, product edition, version, and operating system that you are using.
Requirements are stated for hardware, operating systems, databases, agent hosts,
and web clients.

Installation

For step-by-step installation instructions, see the Installing section in the
[[nformation Center]

Known problems

Known problems are documented in the form of individual TechNotes in the
Support knowledge base at [BM Rational Build Forge support sitef As problems are
discovered and resolved, the IBM Support team updates the knowledge base. By
searching the knowledge base, you can quickly find workarounds or solutions.

You can also run your own queries to request additional types of information:
* Downloads

* Flashes (Alerts)

* News

* Product information and publications

* Troubleshooting

Related information:

[ [Contacting IBM Support|
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Chapter 15. Dashboard Tab

The Dashboard tab gives you an overview of system status and activity.

Job Success
The number of jobs that passed or failed over the last four weeks, shown
by week. You can choose to see the trend for all projects or a single project.

Schedules
Jobs scheduled to be run in the future, listed by their scheduled run times.
You can select how to present the list (All or a limited number) and page
through the list.

Server States
Servers and their status: Available or Down. You can choose to view the
status of all servers or only the servers associated with a collector that you
select. You can select how to present the list (All or a limited number) and
page through the list.

Job Queue
The number of running jobs and waiting jobs. The chart is updated
automatically over time. The Max Simultaneous Jobs system setting is
shown as a threshold on the chart.

Purge Queue
The number of running purges and waiting purges. The chart is updated
automatically over time. The Max Simultaneous Purges system setting is
shown as a threshold on the chart.

License Seats
The number of license seats in use. It is shown on an indicator dial and in
the caption: "(X) of (Total) License Seats Used."

Note: Due to a browser limitation, numbers on the dial do not appear
when you use Internet Explorer. Numbers in the caption are correct.
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Chapter 16. Administration

This topic describes administrative operations for the Build Forge® system.

About administration

Use the Administration panel to manage configurations and preferences.

Within the Administration panel you can work with users, security privileges,
notification settings, and system settings to configure your Management Console.

To access the Administration panel, in the left menu, click Administration.

m Console Longout: Footb Lser

|+_| System Help G
|_” Filter | Showing 1 - 72 of 72 Auto Paginate | (< Page 1cofl [ [=
Mame o Yalue A
7] Alert Ernail Liriting 10,20 B
|77 Apply inlined steps container environrment Mo
|77 Apply server environment last Mo
|+_| Auto-Logoff Minutes 1]
[77] AutoClean Audit Log Days 365 ¥
GL/;%’Alert Email Limiting | Sawe || Rewert to the Default |
Details

Alert Email Limiting: | 10030 |

Erber the value For:the raxirnum murnber of alert ernail rmessages per tirme in minotes (rmessages frminotes), 0,0 far
unlirnited,

Default Walue: 10,430

Access groups

An access group is a collection of users that the system uses to control permissions.

Use the Administration > Access Groups panel to create new access groups, to
add or remove users, and to modify group properties. The panel displays a list of
existing access groups. Click the name of a group to select it and display its
properties in the lower portion of the panel.
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* To create a new group, click Add Group to clear the fields in the lower portion
of the panel (if needed). Then, give the group a Name and select an Owner
group. (The Owner group controls access to the new group. To edit a group, a
user must be a member of the Owner group). If you are using LDAP
authentication, fill out the LDAP Group DN field to tell the system which
LDAP groups to map to your group. For example, you might map the
Developer group to an LDAP group named SoftwareEngineers, and then assign
permissions to the Developer group to provide the type of access you want your
software engineers to have.

— In the LDAP Group DN field, list the Distinguished Names of all the LDAP
groups whose members should receive the Management Console security
privileges associated with this access group.

— You can map multiple LDAP groups to any access group. You can use the
asterisk (*) character in this property to give all LDAP users membership in
this access group. You can list multiple LDAP groups and separate them with
semicolons.

* To delete an access group, select the group, and then click Delete.

Note: You cannot delete access groups that are assigned as an Access property
elsewhere. For example, if you create an access group and set the Access
property of a project to use it, you cannot delete the group. You must first
edit the project to use another access group.
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* To add or remove users, select the group, and then click the Users tab. The
system displays a list of nonmembers on the left and members on the right.
Select users and use Add and Remove to move them from one list to another.

Note: LDAP users who have "Map Access Group Mapping" set to "yes" will not
show up in the Users tab. This behavior ensures that the "Map Access
Group Mapping" setting actually performs the group mapping without
being contradicted by Build Forge manual settings.

* To nest groups, add a group as a subgroup of another group. When you do this,
all the permissions that apply to the containing group apply to all the users in
member groups as well. To make one group a subgroup of another, select the
desired parent group, and then click the Subgroups tab in the lower portion of
the panel. Select the groups you want to make into subgroups, and then click
Add. You can recursively nest groups, for example, add a parent to a child so
that group A contains group B which contains group A. If you do this, the
system treats all members of group A as members of group B, and vice versa.

¢ To manage the permissions for a group, choose the group, and then click the
Permissions tab. You can view the current permissions for the group and add or
remove permissions.

Access overview

The system manages users in its database. You control the privileges of users
through the groups you assign them to. You assign privileges to groups, and then
make each user a member of appropriate groups.

This is a role-based system—a group represents a role that a user can have in your
organization. Roles have privileges. A user's privileges are the sum of the groups
the user belongs to. You cannot assign privileges to individual users directly, only
to groups.

The system also uses access groups for notification. When you configure the
system to send notification messages, the target of the messages must be an access
group. See|“Setting up notification” on page 315]

Security privileges, or permissions, define what a group can do and see. They can
serve as a filter of the group's experience of the system. For example, a user who is
a member of the Guest group (and no other groups) sees only Projects that have
the Guest group assigned as their Access property. That user can only launch
projects with Guest access. If the user was also a member of the Developer group,
he would see all the projects whose Access properties were either Guest or
Developer.

Note: You can use an existing LDAP database instead of the database for user
authentication. When you use LDAP, instead of defining users in the system,
you allow some or all of the users from your LDAP database to access the
system. You can also map access groups to LDAP groups. For details about
setting up LDAP, see [“About LDAP integration” on page 207.|

The activities and resources that you can control with access groups are
Permissions, Servers, Projects, Steps, and Access Groups.

* To extend access to a resource (Server, Project, or Step) to a particular group,
select that resource and change its Access field to that group's name. For
example, to give the Developer group access to a particular server named
Win234, set the server's Access property to Developer.
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Note: A user who is not a member of a server or project's Access Group does
not see that object listed on the Server or Project list pages. A user who is
not a member of a step's Access Group can see the step in the list for the
project, but cannot edit or run it; if the user runs the project that contains
the step, the system skips the steps the user does not have access to.

* To allow members of one access group to edit another access group, set one
group as the Control Group of the other. For example, to allow Group A
members to add members to Group B, make Group A the Control Group for
Group B.

* To extend a global privilege to a group, use the Administration > Permissions
page to enable a particular permission for that group.

This flexible model allows you to securely give one privilege (such as the ability to
run builds) to some types of users, while restricting others (such as the right to
edit projects or use certain servers).

Access example: giving a group the ability to run jobs

You can use the security features to extend the ability to run certain jobs to one of
your access groups. For example, you might have a group of device driver
programmers that you want to allow to run jobs that are relevant to their work,
without cluttering their view of the system with other jobs. However, you do not
want to allow the programmers to edit the jobs. To create this scenario:

1. Create an access group for this role in your organization (for example,
DeviceDriverDevs).

2. Assign the new access group as the Access property of all the projects you
want the users to be able to run.

3. Make sure the steps of the projects have appropriate Access properties also.
Any steps that the users do not have access to are skipped when the job runs.

4. Assign the permission Execute Builds to the group.

5. Add all the users who need to launch these builds to the new
DeviceDriverDevs group. You may also need to make administrators of the
system members of the group. When you change the Access property of the
projects, users who are not members of the DeviceDriverDevs group lose the
ability to view, run, or edit the project.

Note that users can be members of many groups, and permissions are cumulative.
You could have a group for another project team (for example, PlatformDevs) and
a user who was a member of both groups would be able to view and launch
projects that had either group set as the Access property.

Team and project security plan

If you have many users who work on different projects, the following general plan
provides you with the ability to manage them so that individual users get the
permissions they need, but only see the projects and other resources that they need
to interact with:

* Create role-based access groups for the various activities people perform. For
example, create Build Manager and Developer groups. Assign permissions to
these groups as appropriate for their jobs. Build Managers might have most of
the available permissions, while Developers might have only permissions related
to executing jobs.

* Create additional groups for each cross-functional team in your organization.
You might have an IDE team, a PrinterDriver team, and others.
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* Set the Access properties of projects, servers, and other resources to team
groups. All the projects that are relevant to the PrinterDriver team should have
the PrinterDriver access group as their access properties.

* When you add a user to the system, assign a user to all the appropriate access
groups. All users must be assigned to at least one role group and at least one
team group.

If you follow these guidelines, users see only the projects that are relevant to them,
and have permissions appropriate to their roles in those projects. Also, you can
easily change user permissions as their jobs within your organization change.

Managing access properties

A user sets access properties based on the user's access groups. A user must be a
member of an access group to assign data objects such as projects, serves, or steps
to that access group.

For example, if you are not a member of the Admin group, you cannot assign a
project to that group.

The list of access groups is restricted to those of which you are a member.

Steps inherit their access group properties from their parent project. The step
creator can change the access group property for a step so that it has a different
access group property than the project. Users who are not members of the access
group specified for the step cannot run the step. This allows you to prevent users
from running specific steps in a project.

Users

These topics describe how to administer users in the system.

User properties

You can create users and assign properties to them by using Administration >
Users. You can also connect your system to an LDAP/Active Directory database to
get user information. You manage user security permissions by assigning users to
groups, so you must create some users to test security features.

When you display a user record, three tabs are available:

* Details: Use this tab to edit most of the user properties. The available properties
are described below.

¢ Current Groups: Displays the access groups the user is a member of, either
directly or through a direct group being a member of another group.

* Change Groups: Displays the groups the user is a direct member of and allows
you to add the user to groups or remove the user from them.
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For each user, you can set these properties on the Details tab:
Name The display name and label for the user.

Email The email address where the system can send email notifications for this
user.

Note: Emails are sent only to users explicitly selected for notification. The
following email address formats are supported. Username is the
email user name. Name is an arbitrary string, usually a given name
in some form.
username@host.com
name username@host.com
name "<username@host.com>"

name <username@host.com>
name "username@host.com"

User Name
The name used to log on to the Management Console.

Password
The password used to log on to the Management Console. The field is not
displayed for the user currently logged on. Use this field to enter a new
password or change the existing one. Enter the same password in the
Verified field.

Limit Sets the maximum number of jobs the user can launch in a day. When the
limit is reached, the system displays messages indicating that the user's
run quota has been exceeded. If the value is 0, the system allows the user
to run any number of builds.

Time Zone
The user's time zone. The system uses the time zone of the root user as the
default time zone for all times posted. Posted times use the server host
clock.

By default, in-system users and LDAP users are assigned the same time
zone as the root user. Users can edit the time zone assigned to them.

Verified
Repeat the password here to verify it.

Priority Login
Specify this option to make the user a priority user. A priority user can
always log in to the system. If there are no more available user licenses,
then the system logs out the user with the oldest session to make room for
the priority user. The root user can always log in and does not consume a
license.
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Date Format
Selects the user's preferred display format.

Language
Selects the user's language.

Password Expires
If this option is checked, then the user's password expires after a number
of days have elapsed, as specified in the Password Expiration Days system
setting.

Uses Screen Reader
If set to Yes, the interface is enabled to support screen reader features for
vision impaired users such as dynamic highlighting and focusing.

User Type
Users may belong to one of three types:

* Normal: can access the console using a web client. They can make
changes to the system based on their access group membership and
permissions. Only one session is allowed per user.

* Read-only: can access the console using a web client. They cannot make
changes, except to their personal information, such as their password
and preferences. Only one session is allowed per user.

* API: cannot access the console using a web client. Users of this type
access the system using a client developed with the Java API or Perl
APIL The same API user may have more than one login session. Session
information is shared automatically.

Calendar Start Day of Week
Select the day of the week that the Schedule calendar displays first. The
default is Sunday.

Truncation
Controls how many characters display in the lists and pulldown menus.
For example, if set to 20, a project name will only display the first 20
characters of the name.

Searching
Determines how Filter fields throughout the product perform searches.
Values are as follows:

» Case Sensitive (the default) - the search considers the case of each letter.
* Case Insensitive - the search does not consider case.

Step Log Initial View
Specifies how the step log is positioned for viewing when it is opened in
job results. If set to First Page (the default), the view is positioned at the

first page of the log. If set to Last Page, then the view is positioned at the
last page of the log.

Managing users

These topics describe basic management operations on users.

Select Administration > Users to display a list of current users, with a user panel
below it. The system displays the Name, Login, Email, Limit, Activity (elapsed
time since last user login, using the server host clock), and Time Zone of each user.

* To create a new user, start entering properties in the user panel when no user is
selected. If a user is selected, click Add User to clear the panel. Click Save when
you are done editing user information.
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* To edit a user, click the user's name and edit the properties in the user panel,
and then click Save.

* To log out a user, click the user's name and then click Logout User.

* To log in as a user without using their password, first log in as root. Click the
user's name, and then click Switch to User. The root user can login as any user
without using a password. If you are currently logged in as a non-root user and
want to log in as another non-root user, you must first log in as root.

* To free up a fixed license seat, first log in as root. Click the user's name, and
then click Purge Seat. The console removes the user from the list of IDs counted
toward the set of fixed licenses. The user is also logged off if he or she is logged
in. For fixed licenses, the console counts the number of users who have ever
logged in. When the limit is reached, no new users can obtain licenses. Existing
users must be deleted or purged to make room for another user. Purging a seat
does not delete the user from the console. If the user logs back in, the fixed
license count is increased. If used on a floating-license user, Purge Seat has the
same effect as Logout User.

* To copy a user, click the user's name and then click Copy. The new user's name
appended with the word "Copy" appears in the list.

Note: The password of a copied user is reset to password. To change the
password, log in as root or as the copied user.

e To delete a user account, click the user's name and then click Delete.

If Delete is disabled, a scheduled job is owned by the user account and the user
account cannot be deleted. If you want to delete a user account that has
scheduled jobs, you must first delete the scheduled jobs.

The user record sets default properties for the user's experience of the system and
controls the user's login name, password, and password expiration. The data for a
user record can be entered into the system through the Management Console, or it
can be derived from an LDAP/Active Directory database.

Note: When you edit a user whose record is derived from an LDAP database,
many of the fields on the User page are disabled. You must change these
properties in the source database.

Controlling access using user types
The setting of the User Type property determines the type of access users have.

* Normal: can access the console using a web client. They can make changes to
the system based on their access group membership and permissions.

* Read-only: can access the console using a web client. They cannot make
changes, except to their personal information, such as their password and
preferences.

* APIL cannot access the console using a web client. Users of this type work
through a client developed with the Java API or Perl APL. The same API user
may have more than one login session. Session information is shared
automatically.

Users who log in through LDAP may be determined to be user type Normal or
Read-only, depending upon the setting of the Write Access Group DN property.
See ['LDAP integration” on page 207 |

Account lockout
You can use system settings to enforce lockout policies.

204 Rational Build Forge: Information Center



A lockout policy determines the conditions under which multiple failed login
attempts will prevent a user from logging in. The condition is set as the maximum
number of consecutive failed login attempts. A timer determines whether a set of
logins are considered as consecutive attempts. They system can "forget" a failed
login, based on the timer.

If there have been failed logins for a user account since the last successful login, a
pop-up is displayed at the next successful login that shows the number of
unsuccessful login attempts. The pop-up is shown only if the lockout condition has
not been met.

When the lockout condition is met, a user enters a lockout state. The user may be
required to do one of two things:

* Wait a predetermined amount of time before another login attempt is accepted.
* Contact a system administrator to unlock the account.

System settings determine the lockout policy:

* Account Lockout Max Attempts: if 0, then account lockout is disabled. It can be
set to the number of consecutive failed attempts required to trigger a lockout.
The default is 3.

* Account Lockout Reset Timer: if set to a negative value, users must get an
administrator to unlock their account before they can log in again. It can be set
to the number of minutes required before the user can log in again. Default: 120
minutes.

* Account Lockout Decay: If set to a negative value, failed attempts are never
forgotten. It can be set to the number of minutes after which the last failed login
attempt is forgotten and not counted against the maximum number of failed
attempts. Default: 60 minutes.

See Administration > System.

To reset a locked account, the root user uses the
COMMAND_USER_RESET_LOCKOUT command.

Root user

The root user (the user whose login name is root) has special characteristics within
the system:

* Created upon installation: The root user is the only default user created by the
installation program. The default password is root (change the password
immediately after installation).

* No license required: The root user does not consume a user license. No matter
how many users are logged in, you can always log in as the root user. (When
someone logs in as root, any other user already logged in as root is logged off.)

* System time zone: The root user's time zone is the default time zone of the
Management Console. The time zone for other users, both in-system and LDAP
users, is taken from the root user's time zone by default. Users can set their own
time zone after logging in once. All times and logs reported in the system are
expressed in the user's time zone.

* All permissions: The root user has all available permissions and can edit other
user's properties. You cannot remove any access privileges from the root user.
Although the root user is not a member of any access groups, the root user can
view, edit, or use any data objects in the system.

* Priority: The root user is always a priority user.
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* Log in as any user: The root user can log in as a user without using a password
by clicking Switch to User on the Administration > Users > <UserName> page.

* Logging out current users: The root user can log out users by clicking Logout
User on the Administration > Users > <UserName> page.

* By default, LDAP users are assigned the same time zone as the root user.
However, they can edit the time zone assigned to them after they log in once.
The system remembers the new preference.

API users

Users who access the console through a client developed with the Java API or Perl
API should be set up as User Type=API. Users of that type cannot access the
console using a web client. However, users of that type can have more than one
login session. Session information is shared automatically between sessions.

Multiple sessions opened by the same API user consume only one license. All
sessions must be logged out in order to free the license. You can also use the root
account free the license. See [“Managing users” on page 203/

If you have users that need to access the console through both the web client and
an API client, set up separate user IDs for them. Users who access the web console
are either user type Normal or user type Read-only. Those user types cannot have
multiple sessions. If a user attempts to log in a second time, the first login session
is terminated.

Permissions
Permissions define what a user can do within the system. You assign permissions
to access groups; you do not assign them directly to users.
To work with permissions, select Administration > Permissions.
m Console Reports Logout: Root Uzer
5 Permissions Help G
|_” Filter | Showing 1 - 4 of 105 Display All «| [<| Page 1 afz7 (5] =
Mame Group
85 Add Build MHotes Prajects
) Add Child Access Groups Accest
) Add Mew Access Levels Accass
&5 Add Mew Classes lasses
:@Add Build Motes
Details
Marme: Add Build Mates Group: Projects Selact narmes in the list below and click Add to add therm ta the list of rmembers an
the right.
Guest Build Engineer
| Add >> |
Operatar Developer
Security

| << Remowe |

Spstem Manager
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To assign permissions to a group, choose a permission and make sure the desired
group is listed as having that permission. Select Administration > Permissions,
select a permission from the list, and then work with the lower portion of the
panel. Groups on the left side lack the permission; groups on the right have the
permission. To give a group a permission, select it in the group on the left and
then click Add.

Permissions exercise

In this example, you give the user Jane Doe exclusive rights to add and edit
servers by giving those permissions to a new access group and assigning her to
that group.

Log in as root.

Make a new access group called Server Admin.

Add Jane Doe to the new access group.

Go to Administration > Permissions.

Scroll to and click the Add New Servers permission.

ook wn =

In the Details tab, use Add and Remove to make Server Admin the only access
group that has this permission.

7. Click Update. Now only Jane Doe has permission to add servers to the system.

Note: The root user always has all permissions. You cannot remove any access
privileges from the root user.

Notice that only Jane can add a server. However, she does not have the ability to
enter the server's login information. You can do this by adding the Server Admin
group to the Edit Server Authentication permission.

LDAP integration

You can set up Build Forge to work with an LDAP server to log in users. By using
LDAP, users can use the same login names and passwords to log in to Build Forge
that they use elsewhere in your organization. When you use LDAP, you do not
have to manually create users in Build Forge. Each user is created in Build Forge
when they log in to Build Forge for the first time.

You have the option to map LDAP groups to Build Forge access groups. This
integration allows you to manage groups in LDAP and have user permissions

updated automatically when a user logs in.

You can still manually create and maintain users in the Build Forge system. Their
access must be managed manually.

To enable this integration, you create entries in Administration > LDAP.

Note: Only the root user may create and edit LDAP Domain entries in the Build
Forge user interface.

About LDAP integration

When a user logs in to Build Forge for the first time using LDAP credentials, the
user is authenticated and set up within Build Forge as follows.

Important: If you intend to use group mapping, enable LDAP group mapping
before users log in.
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If group mapping is disabled, users log in, and you later enable group
mapping, the mapping is not performed on the existing users. If you
enable LDAP group mapping after users have logged in, delete the
users from the Build Forge Users list and have them log on again. The
users' membership to Build Forge access groups is then based on the
LDAP group mapping, rather than any manual changes you have
made.

1. The user sees a Domain field on the login panel. If more than one domain is
configured, the field is a pull-down list. The user selects the domain and logs
in.

Note: If you configure more than one domain, individual unique user IDs must
be unique across domains. The system allows only one login per unique
user. If one user logs in and then another user logs in using the same
unique user ID, the first user session is closed. See [“Accessing and using]
[the console” on page 7| for more information about user sessions.

2. Build Forge checks for the account on the LDAP server. You can configure
Build Forge to use a normal user or an administrative user to perform the
check.

3. If the user name is found, Build Forge then attempts to log in to LDAP using
the credentials the user supplied at the Build Forge login panel (or from a login
from a program using an API client).

e If the credentials do not match or the user name is not found, the login fails.
e If the credentials match, login proceeds.

4. If the user has not logged on before, Build Forge automatically creates a user in
its user list. A user who logs in through LDAP has the User Name, Password,
Login, Confirm, and Email fields disabled, because that information is
provided by LDAP.

Note: The system assigns LDAP users to the root user’s time zone on first login
because it does not get time zone information from LDAP. You can
manually set the time zone afterward.

5. Build Forge applies access groups to the user.

* If LDAP group mapping is enabled, the specified access groups are applied.
The default Build Forge access groups are also applied. Enabling group
mapping requires configuration in the Build Forge LDAP domain properties.

Note: Group mapping is performed each time the user logs in. This keeps
Build Forge synchronized with group membership changes in LDAP.

* If LDAP group mapping is not enabled, Build Forge default access groups
are applied. Access group membership can then be managed manually.

LDAP domain properties
To edit properties of a created LDAP domain:
1. Select Administration > LDAP<Domain Name>

2. Select the domain to edit. Properties are shown in the LDAP domain properties
panel.
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Edit the values for any of the fields, and then click Save. The following fields
are required:

* Name
* Host
¢ Bind User Account

e Protocol

 Display Name

* Distinguished Name
* Mail Name
* Unique Identifier

4. If you want the domain to be the default used, click Make Default.

Name Required. Name for the LDAP domain within Build Forge. If there is at

least one LDAP domain configured, the Build Forge login form lists them

by this name.

Admin DN

Account to use to provide search access to the LDAP server database. If
your server allows an anonymous bind for searching the database, leave
this field blank.

Some LDAP servers require an administrative bind to search the database.
This setting allows you to specify the DN of the administrator account, as
shown in the following example.

cn=Administrator,cn=users,dc=example,dc=com

Specify the password for the Admin DN account in the Password and
Verify Password fields.

Map Access Groups

Determines whether to map group information from the LDAP server to
access groups in the Management Console. The default is No. Each access
group in Build Forge must have its LDAP Group DNs property set to the
correct group name in LDAP.

* If No, then LDAP groups are not mapped to Build Forge access groups.
You can assign users to access groups in Build Forge after they have
logged in at least once. Using this option implies that you manage access
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groups for users within Build Forge. Default access groups are applied
when the user first logs in and has a user name created in Build Forge.

* If Yes, the Build Forge refreshes group membership information from the
LDAP server for a user every time the user logs in to Build Forge. Any
changes to access group membership made for the user within Build
Forge since the last login are overwritten. Using this option implies that
you manage all group memberships in LDAP. The LDAP group
memberships are automatically mapped (added or removed) to access
groups in Build Forge. Group properties are used as follows to
determine group membership for a user:

1. If Group Name is not blank, query for the value of the keyword
specified. Use the values returned as the groups for the user.

2. If Group Name is blank or its query does not return a value, then use
Groups Search Base and Groups Unique Identifier to query for
LDAP groups that the user belongs to.

3. If no group information is returned in (1) and (2), the user is allowed
to log in and is assigned membership in the access groups that are
specified as default access groups for new users.

Host Required. Host name and port of the LDAP server. Examples:

1dapserver.mycompanyname.com
1dap.mycompany.com: 9000

Password
Password for the Admin DN account. Required if Admin DN is specified.

Verified
Repeat entry of the Admin DN password.

Bind User Account
Required. Determines whether the Build Forge attempts to validate user
credentials against LDAP at login time. The default is Yes.

* If Yes, Build Forge checks the user name and password supplied at login
with the LDAP server.

* If No, Build Forge accepts the username without validation. This setting
is used when an external password validation is implemented for Build
Forge, such as Single Sign-on (SSO).

Protocol
Required. Identifies the protocol Build Forge uses to read and write data
from the directory service for the purpose of authenticating Build Forge
users. The default is LDAP. Enter LDAPS if you use LDAP over SSL
(LDAPS). Additional setup is required for this option. See|Enabling secure]
[ILDAP (LDAPS)|

Display Name
Required. Enter the keyname that specifies the full name of the user.

Distinguished Name
Required. Enter the keyname that specifies the Distinguished Name for a
user account.

Mail Name
Required. Enter the keyname that specifies an email address for the user.

Group Name
Enter the keyname in the LDAP schema that holds the list of groups the
user is a member of. Used only when Map Access Groups is Yes or
Authorized Group DN is used.
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Authorized Group DN
Distinguished Name of an LDAP group. If set, then only members of the
specified group are allowed to log in. If blank, then any valid LDAP user
can log in to the console.

Write Access Group DN
Determines whether the user has normal or read-only access. Values may
be one of the following:

* blank - for new logins, the user type is set to Normal. Existing users
keep their assigned user type (Normal, Read-only, or API). The type is
set in Administration > Users.

* * (asterisk) - all logins are given user type Normal.

* LDAP group name - if the user belongs to the group, then the user's
type is set to Normal. If the user does not belong to the group, then the
user's type is set to Read-only.

* Other - use any other value to force all users to be Read-only. Example:
RO.

Search Base
Required. Search string used to query LDAP records for users. Example:

cn=users,dc=buildforge,dc=com

Unique Identifier
Required. Identifies the field in the LDAP database to compare with user
name a user enters at login. Use a % character for the login name entered
by the user. Example:

(sAMAccountName=%)

Groups Search Base
Requires Groups Unique Identifier. Used only when Map Access Groups
is Yes or Authorized Group DN is used. Search string used to query
LDAP records for group data. Needed if your LDAP database stores group
membership in a database that is separate from the database used to store
user records. Example:

cn=groups,dc=buildforge,dc=com

Groups Unique Identifier
Requires Groups Search Base. Used only when Map Access Groups is Yes
or Authorized Group DN is used. Identifies the field in the LDAP user
database to use to obtain group membership information. The filter can use
any of the data fields for a user account as a key into the groups table. Use
the %fieldname% syntax to identify the field. The following example works
if your groups table uses the sAMAccountname field as a key for users.

sAMAccountName=%sAMAccountname%

Tasks
These topics identify tasks for working with LDAP domains.

Creating LDAP domain entries

You can create as many LDAP domain entries as you like. When a user attempts to
log in, the Domain must be specified. For an API client login, the domain must be
specified in the login call or the domain to use must be configured in
bfclient.conf.

To add a domain entry:
1. Select Administration > LDAP.
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2. Click Add LDAP Domain.

3. Fill in or change the properties for the domain. The Name property is internal
to Build Forge. The values provided by default are designed to work with
LDAP or a standard Microsoft Active Directory server.

4. Click Save.

Testing an LDAP domain entry

To verify that your LDAP domain is set up correctly, do the following:
1. Select Administration > LDAP.

2. Select a domain from the list.

3. Click Test LDAP Domain.

The system queries the LDAP server using the properties in the LDAP domain
entry.

Enabling secure LDAP (LDAPS)

If your LDAP server supports LDAP over SSL (LDAPS), you can configure Build
Forge LDAP domain entries to use LDAPS as well. Strict SSL is configured by
default. Strict SSL requires server certification.

1. Create an LDAP domain entry in Build Forge.

2. Set the Protocol property to LDAPS. This will enable an encryption-only
method of LDAPS.

3. Set the Host to the fully qualified domain name and SSL port of your LDAP
server. Port 636 is the defined default for strict secure LDAP. Example:
myldap.mycompany.com:636.

4. Get a signer certificate from the LDAP server and add it to the Build Forge
truststore. Outbound LDAP is configured by default to use the following
settings in Administration > Security:

* SSL panel: Default JSSE Outbound SSL

* Keystore panel: Default JSSE Trust Store. This trust store is set to use
<bfinstall>/keystore/buildForgeTrustStore.pl2 by default. Place the signer
certificate here.

5. Restart Build Forge.
Go to Administration > Security and select your secure LDAP configuration.
7. Click Test Connection.

o

Note: Strict LDAPS SSL is set in Build Forge by default. The strict configuration
requires server certificate validation. If you do not want to use strict LDAP,
do the following:

1. Set Tomcat system property
-Dcom.buildforge.services.server.ldap.strict=false in the
JAVA_OPTS environment variable. Tomcat scripts read this variable and
apply any system properties specified to the Tomcat process.

2. Restart Build Forge.

In this configuration you do not have to add the LDAP server certificate to
the Build Forge truststore. However, this configuration is a weak
implementation of the SSL protocol design. Build Forge does not verify the
LDAP server's identity during communication with it.

Changing LDAPS SSL configuration

The SSL configuration used by outbound LDAP requests is set up by default. You
can change two aspects of it:
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* SSL configuration. You need to do this if your LDAP server cannot communicate
with Build Forge using the default protocol or handshake.

* Keystore configuration. Strict SSL requires that you place a signer certificate in
the truststore used by the client (Build Forge) to communicate securely with the
LDAP server. If you want to use a different truststore or place it in a different
location, you need to create a new keystore configuration in Build Forge for the
truststore.

These instructions assume that you have already enabled secure LDAPS for Build
Forge and that you have not enabled SSL for Build Forge components.

To change the LDAPS SSL configuration, do the following:

1. If you are changing the location or name of the truststore, place it on the
Build Forge host in the desired location. Add the LDAP server's signer
certificate to it.

2. Create a truststore configuration in Administration > Security > Keystore if
needed. The truststore configuration includes properties for the location and
name of the truststore.

3. Create an SSL configuration in Administration > Security > SSL if needed.
Configure it to use the new truststore configuration (if you created one). Make
other adjustments to the configuration as needed.

4. In Administration > Security, set SSL Enabled to Yes if it is not already set.
Additional fields appear.

5. Select the SSL configuration you created in the Outbound LDAP list. Do not
change the other settings.

6. Click Save.
7. Click Update Master BFClient.conf.
8. If SSL was not enabled before, do the following:
a. Click SSL Enabled to No.
b. Click Save.
c. Click Update Master BFClient.conf.
9. Restart Build Forge.
10. In Administration > LDAP, select your LDAP configuration.
11. Click Test Connection.

Turning off LDAP/Active Directory support

To discontinue authentication with LDAP or Active Directory:
1. Select Administration > LDAP .

2. Delete all domain entries. Click the trash can icon next to a domain entry to
delete it.

When no domains exist, only users who were added manually Build Forge can log
in.

System configuration settings

You can use a variety of settings to configure your Management Console. You can
find these settings on the Administration > System page.

When you click Administration > System, the system displays a list of settings.
Click the name of a system setting to display an edit panel for the setting.
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Note: For system settings that take numeric values, the Management Console
accepts any value that consists of one or more integers (0 through 9).
Numeric-grouping characters, such as commas (,), decimals (.), and other
noninteger separators, are not supported.

The panel includes the following buttons:

e Save: Saves any changes you make to the setting's value.

* Revert to the Default: Resets the setting to its default value.

The following table describes the available settings.

Setting

Description

Account Lockout Decay

Default: 60 minutes. After this amount of time, the
system discards the last failed login attempt. If set to a
negative value, failed logins are not discarded.

Account Lockout Max Attempts

Default: 3. The number of consecutive failed login
attempts required before an account is locked. If 0,
account lockout is disabled.

Account Lockout Reset Timer

Default: 120 minutes. Minimum: 5 minutes. The amount
of time required before a user is permitted to attempt to
log in again after being locked out. If set to a negative
value, the lockout never expires: an administrator must
reset the user to allow them to attempt to log in again.

Alert Email Limiting

Sets the maximum number of alert emails the system
sends over the specified number of minutes. For
example, the value 10/60 sets the maximum to 10
messages per hour. The default value of 0/0 is
interpreted by the system as no limit on messages.

Apply inlined steps container environment

Default: No. If Yes, applies the environment of the
project or library that contains an inlined step.

Apply server environment last

Default: No. If Yes, applies the server environment for
the step last. The server environment is applied after the
step environment or project environment, if these
environments are specified.

Audit Maximum String Length

Default: 128 (characters). Controls how much information
can be recorded for a DETAILED change. If a string
value exceeds this number of characters, then a
cryptographic hash is stored instead of the original value
in an effort to conserve storage space. For fields that
contain sensitive information, such as passwords, the
cryptographic has is used regardless of the string length.
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Setting

Description

Audit Policy

Determines how much audit logging is done.
NONE No auditing information is recorded.

SECURITY
Only security-related are recorded. Examples:
access group creation and user session activity.

BASIC This is the default setting. It is also used if there
is an invalid Audit Policy value. Only minimal
information is recorded, such as user, object
type, uuid, and action.

DETAILED
Records detailed information about what
properties changed, including the old value and
the new value. Not all objects can provide this
information. For those that cannot, there is no
difference between BRIEF and DETAILED
policy. The Audit Max String Length system
configuration setting can be used to limit the
amount of data stored.

Auto-Logoff Minutes

The system can automatically log off users who are idle.
This setting specifies the number of minutes of idle time
that must pass before the system logs off a user. When
the setting is 0, the system does not automatically log off
users.

AutoClean Audit Log Days
AutoClean Error Log Days
AutoClean Info Log Days

AutoClean Warning Log Days

These values set a maximum number of days that each
category of entry remains in the audit log; older entries
are automatically deleted. If the value is 0, the system
never deletes entries of that category. Because string
values evaluate to 0 as integers, you can use a value
such as “Never” instead of 0.

Build Cancel Check Frequency

Specifies how often the system checks for build
cancellation requests, in terms of seconds between the
checks.

Console Port

Port number that the web server uses to listen for Build
Forge requests.

Console URL

URL that the web server uses to listen for Build Forge
requests.

Must be set if the console is running on a port other than
80. If set, overrides the default console URL with the
value. It takes the form <protocol>://
<hostname>[:<port>]. Example: http://myHost:81.

Continue Step Parts On Fail

Determines the run behavior of multiple commands in
the same step. When set to the default of No, a failed
command in the step causes the step to fail. When set to
Yes, a failed command does not cause the step to fail.
The other commands in the step are run.

Create Missing Paths

Default: No. If yes, creates paths for projects if the path
is not already present.
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Setting

Description

Database Size Threshold

Threshold of database size at which the console will send
a notice. Default: 2G.

Note that UI performance slows down as the threshold is
approached. Performing a database cleanup or increasing
the threshold size restores performance.

Database Size Threshold Notification

User name or Notification Group to which email is sent
if Database Size Threshold is reached. If a user name is
used, the address in the Email field for the user is used.
See Administration > Users.

Date Once

Determines whether the .date command value is set once
per job or once per step. The behavior depends on the
value assigned, as follows:

* No: This is the default value. The .date command
value is set once per step. Each step re-evaluates the
.date value using the agent machine's time zone. The
agent provides the value. Restarts maintain the .date
value. They are re-evaluated just like the initial run.
The same variable would have a different value for
each step where it is used, because the .date value is
re-interpreted for each step.

* Yes: The current .date command value is set once per
job. The date value is produced using the engine host's
time zone rather than the agent's time zone. Restarts
maintain the .date value.

Use Yes when you use an environment variable that
contains .date in email notifications, such as the .email
command or notification templates. The environment
variables used in the email then use the engine’s time
zone.

Default Agent Port

Sets the default port number used for making
connections to agents.

Default Import Class

Class to use if an imported project has no defined class
or it has a defined class that does not exist. Default:
Production.

Disable Authentication for XML Feeds

Determines whether RSS data feeds are authenticated.
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Setting

Description

Enable Quickstart

Default is no: all projects show the following icon: las .
When you click the project, all variables included for the
project are checked for variables of type Must Change.
The project is started if it does not contain a Must
Change variable. If the project contains a Must Change
variable, then the project does not start, a dialog

describes why, and the icon changes to this icon: (Laat] .
Note: Only variables defined for the project are checked.
Variables defined for steps in the project are not checked.
See also|“Project variable changes made when starting 4
[iob” on page 270

If set to YES, the Projects page checks all environments
for all projects on the page to determine if any variable is
of type Must Change. Projects that are eligible to be

started immediately indicate it with this icon: IEI This
was the default behavior until version 7.1.1.1.

Hard Run Limit

Default: No. If Yes, the system launches a scheduled
build of a project if its launch does not violate the
project's Run Limit setting. If No, the system ignores the
project's Run Limit setting for scheduled builds.

Import Default Secure Access Group

Specifies a default access group for imported projects
when the Import with Secure Access setting is set to Y.

Import Insecure Default Access Group

Specifies a default access group for imported projects
when the Import with Secure Access setting is set to N.
The default group is used only when the import file
lacks an access group.

Import with Secure Access

When set to Y, the system assigns the default access
group listed in the preceding setting to imported data
objects. This overrides any access group specified in the
XML file you are importing, so that users cannot
override security by importing data. When set to N, the
system honors any access group settings in imported
files.

Inherit Tag

When set to Yes, causes jobs that are launched via a
chain to use the same job tag as their caller. If BUILD_15
of project MasterProject calls project ComponentProject,
then the job tag (and the job directory name) for that run
of ComponentProject becomes BUILD_15.

Note: The called project always inherits the original tag
of the caller; if the caller's tag changes during the run, as
a result of a .retag command for example, the called
project still gets the tag that the caller started with.

Invalid Relative Dir Characters

Sets the characters that the system will change into
underscores if used in project names.
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Setting

Description

LASTRUN Format

Enter the value for the format for the BF_LASTRUN
environment variable, using date format characters as
defined for the .date command (see|“.date” on page 359

).

License Server

The license server hostname. It is set during installation.
Example: myhost.mycompany.com. The value may include
a port number. Example: myhost .mycompany.com:80. To
change the license server, see|“Changing the license|
[server for the Management Console” on page 21/

Link Debug Mode

When set to Yes, jobs that have adaptor links defined for
them run a test of the link instead of running the
associated project. The job output contains a single step,
which contains output from the adaptor. The data is
useful when you are troubleshooting your adaptor
interfaces.

Note: You can set debugging for an individual adaptor
link by setting the State for the adaptor link to Debug.
The state takes precedence over the Link Debug Mode
setting.

Link Manual Jobs

Determines whether the system runs adaptors through
adaptor links when you quickstart a project manually
rather than run it from the scheduler.

The link check may produce additional output in the
BOM for the job.

If set to N, the link is not checked or run when the job
runs.

Max Console Procs

Sets the maximum number of processes the console runs
at one time. Use as a general throttle on console activity.
The system manages processes by storing an ID for each
process in the database and checking the total before
launching a new external process. Make sure this value
is greater than your Run Queue Size setting by at least
5; otherwise the system cannot run enough processes to
support the run queue.

Max Inline Depth

Controls the number of levels the system allows for
inlining of projects, so that projects cannot be infinitely
nested. The default value is 32. If the value is set to 0,
the system uses 32. When the system reaches the inline
limit, an inlined project that would exceed the limit does
not get run, and its steps do not get inserted in the
containing project. A message is written to the system
messages list: "inline abandoned.”

Max simultaneous server tests

Specifies how many server tests can be run at once.
Depending on your system resources, running too many
server tests at one time can severely slow or lock up the
console.
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Setting Description

Max Simultaneous Purges Controls how many purges can run simultaneously. You
can purge as many builds as you like, but no more
builds than the value in Max Simultaneous Purges will
be simultaneously deleted. Default: 20

Maximum Refreshes Maximum number of times that a page refreshes
automatically. Default: 50

Override Class when Chaining Determines whether the system replaces a chained
project's class with the class of its caller. The default
value of Y causes the system to override the chained
project's class and use the caller's class instead.

Password Expiration Days Sets the number of days before users whose passwords
are set to expire have to change their passwords. When
this time expires, the relevant users are required to
change their passwords on next login.
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Setting

Description

Password Format

Specifies the requirements for user passwords using a
format string of six fields separated by periods:

length.char_types.upper.lower.numeric.special

Here is an example: 5.2.ul.ll.nl.s1. This example is
explained below.

The first two fields specify the following:
* Minimum password length (characters)

* Minimum number of character types to use (an integer
ranging from 1 to 4) in the four remaining fields

The remaining fields specify a character type and
frequency requirement. Each field includes a type and a
number.

» Type: one of u (uppercase), | (lowercase), n (number),
or s (special). Uppercase (U, L, N, S) indicates that the
character is required. Lower case (u, 1, n, s) indicates
that the character is optional.

* Number: for required, indicates the number of
characters of this type that are required. For optional,
indicates the number of characters of this type that are
required if any are used.

The types are as follows:

* U or u to indicate uppercase characters. This includes
all characters that are considered a letter in their
respective locales, but are not lowercase. Specifically,
this includes characters that are uppercase, title-case,
or any letter in single-case languages (such as
Chinese).

* L orl to indicate lowercase characters. This includes
all characters that are considered lower case in their
respective locales.

* N or n to indicate numeric characters. This includes
any character that is considered a digit in its respective
locale.

* Sor s to indicate special characters. Any character that
does not fit in the previous three categories. It includes
all characters that are neither a letter nor a digit.

Example: the string 5.2.ul.l1.nl.s1 indicates the following
password requirements:

* At least 5 characters long

* Must include characters from a minimum of two of
the four categories (uppercase, lowercase, numeric,
special).

* For each type, one character of the type qualifies as a
match to count toward the requirement.

Passwords such as abClx and Abc2% would qualify.

Pause Build Forge Engine

When set to Y, the system completes any current jobs
and then pauses the engine. Set it to N to return to
normal operation.
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Setting

Description

Public Hostname

When set, the system substitutes the value of this setting
for the server host name in the CONSOLEHOST variable
in notification templates.

Purge Check Time

Sets the frequency with which the system checks for jobs
to purge, in terms of minutes between checks.

QuickReport Public dir

The file system location of the public report designs.

In 7.1, use this system setting to specify the fully
qualified location to public reports. Your report designs
must be in this directory to automatically migrate them.

In earlier releases, the default file location
(../../reports/public) is relative to the application server
installation directory, for example: <bfinstall>/Apache/
tomcat/webapps/quickReport.

QuickReport Temp dir

In 7.1, use this directory to specify a fully qualified
directory on the same host as the services layer
component. The services layer uses this working
directory to list the report designs that have been
successfully migrated to the database.

In earlier releases, this directory was used to temporarily
store Quick Report report designs before they were saved
to the public or private directory on the file system.

QuickReport Users dir

The file system location of the private report designs.

In 7.1, use this system setting to specify the fully
qualified location to private reports. Your report designs
must be this directory to automatically migrate them.

In earlier releases, the default file location
(../../reports/users) for private reports is relative to the
application server installation directory, for example:
<bfinstall>/ Apache/tomcat/webapps/quickReport.

Reload Language Packs

Default: No. If set to Yes, the console reloads its language
packs upon restart and resets this value to No. No longer
necessary starting in version 7.0.1.

Reset Adaptor Templates

Use this setting to reset the adaptor templates (to copy
changes from an update into your configuration). To use
it, set the value to “Yes”, and then wait one minute. The
system resets the templates and then sets the value back
to No.

Reset Server Job-Count

Use this setting (Yes) to simultaneously reset the job
count (BF_JOBS) for all servers to zero. The reset occurs
when the manifest check interval runs. (The default time
is every 10 seconds.)

After BF_JOBS has been reset for all servers, the Reset
Server Job-Count value reverts back to No (the default).

Restart Report Migration

Default: No. In 7.1, if you want to start migration
without restarting the services layer component, set this
value to Yes.

Run Chain Links

Controls whether a launched chain project also launches
any attached adaptor links.
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Setting

Description

Run Queue Size

This value limits the number of jobs the system attempts
to run at once. When the number of runs in the queue
equals or exceeds this number, the system stops moving
runs from the Wait queue to the Run queue until the
number of jobs drops below this value. If you change
your Run Queue Size, check the Max Console Pros
setting, which should be greater than the Run Queue
Size by at least 5.

Save Start Environ

Controls the default value of the “Save Env” check box
on the manual start page for a project. When this setting
is Y, the box defaults to checked; otherwise, the box
defaults to unchecked. The “Save Env” check box, when
checked, causes any changes you make to the
environment variables on the Start Page to be saved to
the environment records in the database, so that future
runs default to those values.

Server Env Before Chain

Determines whether the system sets a step's server
environment before (Y) or after (N) setting the chaining
project's project environment within the step. The
variables in the second environment processed override
those in the first environment. The default value is Y,
indicating the chaining project's environment is
processed second and overrides the step's server
environment.

Server Retries

Sets how many times the system attempts to allocate a
step to a server before it quits and fails the step, when
the server matching all of the selectors conditions are
found.
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Setting

Description

Server Test Frequency

Used together with the number of enabled servers to
determine how frequently to test and refresh the
manifest data for servers. The default is 120 minutes (2
hours). A value of 0 means do not check servers.

During these checks, the system contacts all enabled
servers to verify that:

* The servers are still reachable
* The login information for the servers is correct

* The manifest data for the servers is current

Server tests are performed at a minimum of one server
per minute. That rate increases if the number of servers
is much larger than this setting.

The system distributes the testing evenly over the
interval. Examples:

* You have 120 servers and the interval is set to 120
minutes. The system attempts to test one server per
minute (120 servers / 120 minutes).

* You have 12,000 servers and the interval is set to 1200
minutes. The system attempts to test 10 servers per
minute.

* You have 10 servers and the interval is set to 120
minutes. One server per minute is checked. A server
will be checked as many as 12 times during the refresh
interval in this scenario.

Manual server tests started from the console take
precedence over these automated tests.

The complexity of a server's collector can affect
throughput. A collector that performs many manual
commands to collect data can require more than a
minute to complete.

Server Usage Connect Timeout

Sets the number of seconds after creating an agent
connection that the Management Console waits for the
connection to open before failing the step.

Sets the timeout value for an existing connection to an
agent. Agents are designed to contact the Management
Console every 15 seconds. If no contact is made during a
timeout period, the agent may have stopped or there
might be network communication issues. The step fails if
this value is exceeded.

Services layer authentication servlet URL

When set, will override the programmatically
constructed URL to the services layer authentication
servlet.

If you are using an alias or a non-default port, then this
setting will need to be updated using the following
format: http:/ /server:port/rbf-services/ AuthServlet

SMTP Server

Sets the computer to use as an SMTP server when
sending email notifications.

The default setting is localhost.
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Setting

Description

SSO Remote User

Default: No. If Yes, allows single sign-on remote user
connections via standard web server authentication.

Stack BuildForge Env Variables

The system normally changes the name of BF_ variables
that are passed down to a chained project to
BF_CALLER_; this setting determines whether the
system stacks the naming when chaining goes more than
one level deep. The default value is N. When the setting
is changed to Y, the BF_TAG variable derived from a
calling project two levels deep receives the name
BF_CALLER_CALLER_TAG.

Step Max Retries

Controls how many times a step attempts to connect to
an agent if the first attempt fails. The step fails if it does
not connect in the specified number of retries.

Store User Authentication Locally

Determines whether the system caches LDAP/Active
Directory user authentication information (in encrypted
form). The default value is Yes. The system is only
relevant when you use LDAP/Active Directory
authentication. When the setting is Yes, the system
caches user authentication information in encrypted form
and can use it with the _USE_BFCREDS and
_USE_BFCREDS_DOMAIN special variables (which
apply user authentication to servers). You may choose to
turn off caching by changing the value to No; however, if
you do, the system cannot use the _USE_BFCREDS and
_USE_BFCREDS_DOMAIN special variables to use the
user's credentials when logging into a server.

System Alert Email

The system sends alert email messages to the address
defined by this setting.

The default is root@localhost. The following email
address formats are supported. Username is the email
user name. Name is an arbitrary string, usually a given
name in some form.

username@host.com

name username@host.com
name "<username@host.com>"
name <username®@host.com>
name "username®host.com"

To send to multiple addresses, separate them with
commas (,) or semicolons (;).

System Alert Source

When the system sends alert email messages, it uses the
address defined in this setting as the sender.

The default is root@localhost. The following email
address formats are supported. Username is the email
user name. Name is an arbitrary string, usually a given
name in some form.

username@host.com

name username@host.com
name "<username@host.com>"
name <username@host.com>
name "username@host.com"

System Wide Login Message

Allows you to define a message to be displayed above
the login form.
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Setting

Description

System Wide User Message

Allows you to define a message to be displayed at the
top of each page, just below the navigation buttons.

Tag: Date Format

Defines the format used to display the date in the BF_D
tag variable. Use the characters y, m, and d as variables
for the year, month, and day to show the desired format,
along with any desired special characters as separators.
For example, for the date September 21, 2005:

Format string....Output
ymd...050921

m/d/y..09/21/05

Tag: Time Format

Defines the format used to display the date in the BE_T
tag variable. Works such as the Tag: Date format setting,
but uses the characters h, m, and s to stand for hours,
minutes, and seconds. The setting h:m:s produces output
such as 12:53:42.

Tail Log Amount for Mail Template

Sets the number of lines from the end of a log that are
displayed in a notification when the TAILNORMALLOG
variable is used in the notification template.

Terminate Threads

Determines whether, when a threaded step fails, all other
active thread blocks in the same project are stopped.

Other system settings

There are configuration settings that are set outside of the system.

I/0O Timeout

The I/0 timeout is 300 seconds by default. That value can be adjusted by
creating BF_SOCKET_SELECT_TIMEOUT as an operating system variable
and giving it a value (in seconds). It should not be set below 60 seconds.
The value is read only at startup. You must stop the system to change it,
then restart. If the value is too low, then the system may appear to hang
under large parallel loads, such as starting many jobs at once. The default
value is appropriate for most situations.

Audit logging

Audit logging provides a command-line interface to manage audit logging and
view audit logs. Audit logs provide a history of changes to objects in the system.
They are stored in a full-text index.

If audit logging is used, then for the objects it tracks, its logging replaces the
messaging that otherwise would be visible in Administration > Messages.

Important:

Audit logging works only on operations that are performed directly on
a running system. It does not work on data imported into the system.
The bfimport facility updates the database directly and does not
interact with the audit logging facility.
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Managing Audit Policy

An audit policy controls how much auditing is done. It is determined by the
setting of the Audit Policy system configuration setting.

NONE
No auditing information is recorded.

SECURITY
Only security-related are recorded. Examples: access group creation and
user session activity.

BASIC
This is the default setting. It is also used if there is an invalid Audit Policy
value. Only minimal information is recorded, such as user, object type,
uuid, and action.

DETAILED
Records detailed information about what properties changed, including the
old value and the new value. Not all objects can provide this information.
For those that cannot, there is no difference between BRIEF and DETAILED
policy. The Audit Max String Length system configuration setting can be
used to limit the amount of data stored.

The Audit Max String Length system configuration setting controls how much
information can be recorded for a DETAILED change by capping the length of
string data fields. If the audit item exceeds this number of characters, then an SHA
message digest is stored instead of the string value. For fields that contain sensitive
information, such as passwords, the message digest is used regardless of the string
length.

Displaying audit information

A command-line interface allows you to specify what information to display and
how to format it.

The View All Audit Logs permission is required. It is assigned by default to the
Security and Build Engineer access groups.

Usage: bfauditlog [connection-options][command-options] [query]

The literal executable is as follows:
* Windows systems: bfauditlog.bat
e UNIX and Linux systems: bfauditlog.sh

Connection options

-H hostname | --hostname=hostname
The remote host name for the connection. The default is Tocalhost.

-P port | --port=port
Communications port for the connection. The default is 3966.

-d domain | --domain=domain
The domain or realm for authentication. Default: none.

-u login | --user=login
The user name to use for authentication. The default is root.

-p password | --password=password
The password for the authentication user. The default is root.
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-E encoding | --encoding=encoding
The output character set encoding to use. If an invalid encoding is specified,
then all available encodings are listed and the program exits. Note that the
ability to display text in the requested encoding depends on the capabilities of
the terminal software used on the client. The default depends on your
operating system and JVM support.

Command options
-h Display help.

-b | --bare
Display less information in the output (bare). The exact effect depends on the
output format (see -t). For example, in XML output, the opening tags, ending
tags, and row count are omitted. In CSV, the row count and the column names
are omitted.

-c auditClass[,auditClass ...] | --audit.class=class-list
Specifies a list of audit classes to use in the query. Separate multiple class
names with commas. If specified multiple times, then the union of all audit
classes specified is used. If the option is not specified, then all audit classes
that the user can specify are used. Use the -L option to list available audit
classes. The default is all audit classes that the user is authorized to view.

-f field[,field ...] | --field=field-list
Specifies the fields to include in the output. Separate multiple field names with
commas. Use the -L option to list available fields.

-s field[+|-1[.field[+|-]1 ...] | --field=field-list
Lists the fields to use for sorting the output. By default the output is sorted in
descending order of the audit.stamp. The + marker specifies ascending order.
The - marker specifies descending order. Separate multiple field names with
commas. The default is -audit.stamp.

-1 [offset,]count | --limit=[offset,]count
Used to paginate the results. The offset and count are expressed in numbers of
entries. For example, "-1 100,50" means show 50 entries, after the 100th entry.
Output formats that are not bare will include the total number of matching
entries in the output.

-a user[,user ...] | --audit.user=user-list
Limits output to entries associated with the specified user or users. Separate
multiple user names with commas. If you use multiple -a options, the
command uses the union of all users specified in the options. The users may
be specified by login IDs or UUIDs. If -—audit-user is specified without a user
argument, then the user that is used for authentication is used.

-t format | --format=format
The format to use for output, one of CSV, XML, JSON, or TEXT. The default is
TEXT.

-L | --Tist
Lists available audit classes for the user. Audit classes that are marked with a
asterisk (*) are available for the user to access. If used with -c (list of audit
classes), then a list of fields available for each class is displayed instead. Other
command options have no effect with when this option is specified. Users with
ViewAllAudits permission can view audit logs from any class. Other users can
use the -a option to view only their own audit logs.

Query
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The query is a string that uses the format commonly used by web search engines:
a space-separated list of specifications. Specifications are in the form 'field:value' to
search for value in the specified field. If no query is specified but at least one option
is specified, then all matching audit logs are displayted. The audit user and audit
class cannot be specified in the query. Use the command options to specify them.

Note: Use double quotes on Windows systems and single quotes on UNIX and
Linux systems.

Examples
1. This example lists all known query fields for the Project and Step audit classes.
* Windows
$ bfauditlog.bat -c Project,Step -L
* UNIX and Linux
$ bfauditlog.sh -c Project,Step -L

2. This example shows the 10 most recent audit logs for project creations using a
comma-separated variables output format and without the column headings or
total row count. Only the project's unique identifier and name will be given for
each record.

* Windows

$ bfauditlog.bat -c Project -t CSV -f audit.target,
sxProjectName --bare -1 10 "audit.type:Create"

e UNIX and Linux

$ bfauditlog.sh -c Project -t CSV -f audit.target,
sxProjectName --bare -1 10 'audit.type:Create'

3. This example retreives the 100 most recent audit logs from the installation on
the machine 'buildforge.example.com' after logging in with the domain,
username, and password provided.

* Windows

$ bfauditlog.bat -H buildforge.example.com
-d ExamplelLDAP -u apiuser -p "My$ecret" -1 100

¢ UNIX and Linux

$ bfauditlog.sh -H buildforge.example.com
-d ExamplelLDAP -u apiuser -p 'My$ecret' -1 100

4. This example retrieves the audit logs that were recorded from the beginning of
May 23, 2011 to the end of May 27, 2011, according to the time zone settings of
the user that authenticated the connection.

* Windows

$ bfauditlog.bat "audit.stamp:[2011/05/23 TO 2011/05/27]"
* UNIX and Linux

$ bfauditlog.sh 'audit.stamp:[2011/05/23 TO 2011/05/27]"

5. This example retrieves the audit logs for projects whose access group levels
were changed from the old value of 4, 5, or 6 to the new value 3. Note that
square brackets are used to indicate an inclusive range, so '[4 TO 6]' means that
the values 4 and 6 will match. Also note that the old and new level values will
only be available to search if the auditing policy has been set to 'DETAILED'.

* Windows

$ bfauditlog.bat -c Project "iolLevel:[4 TO 6] AND inLevel:3"
* UNIX and Linux

$ bfauditlog.sh -c Project 'iolLevel:[4 TO 6] AND inLevel:3'
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6. This example retrieves the audit logs for projects whose access group levels
were changed from the old value of 4 or 5 to the new value 2 or 3. Note that
curly braces are used to indicate an exclusive range, so {3 TO 6}' means that
the values 3 and 6 will not match. Also note that the old and new level values
will only be available to search if the auditing policy has been set to
'‘DETAILED..
¢ Windows

$ bfauditlog.bat -c Project "iolLevel:{3 TO 6} AND inLevel:(2 OR 3)"
* UNIX and Linux
$ bfauditlog.sh -c Project 'iolLevel:{3 TO 6} AND inLevel:(2 OR 3)'

7. This example constrains the query to results for audit users root and sv and
produces output in a CSV file. It returns data for the Project and Step classes
and includes information for the class, type, target, user, and timestamp:

* Windows

$ bfauditlog.bat -c Project,Step -f audit.class,
audit.type,audit.target,audit.user,audit.stamp
-a root,sv -1 10,5 -t CSV

¢ UNIX and Linux

$ bfauditlog.sh -c Project,Step -f audit.class,
audit.type,audit.target,audit.user,audit.stamp
-a root,sv -1 10,5 -t CSV

Classes

Classes are labels for audit log entries. Use the -L option to list the classes available
to you.

Fields

Fields represent information assigned to each audit log record.
* audit.class: Project (string)
* audit.stamp: A timestamp (integer)

* audit.stamp.localized: A localized string representing the audit.stamp integer
value

* audit.type: Update (string)
* audit.target: UUID of the project (string)
¢ audit.user: UUID of the user who performed the update

Some fields in an audit log record will reflect their state (o for old, n for new, x for
extended) and their data type (s for string, i for integer). Example:

soDescription: 01d project description (string)
snDescription: New project description (string)
soSelectorUuid: 01d selector's UUID (string)
snSelectorUuid: New selector's UUID (string)
joRunLimit: O01d run limit (integer)

inRunLimit: New run Timit (integer)

Messages

The system messages page displays a log of system and user actions that you can
review.
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Select Administration > Messages to display the list of messages. These messages
form an audit trail of actions.

m Console Reports Logout: Roob Lser

@ Messages Help O
| |_|Seuerity: |Audit e Last: | Al e || Filter | Showing 1 - 22 of 218 | [¢] Page T af 10 (3] [
-~
Timestamp User Message —
8/5/10 1:02 PM Syskermn UE' CRREFO7E1I: Filker set ™MyFilter' updated,
£/5/10 12:21 PM Systemn uﬂ CRREFO1171: root authenticated

Messages appear only for items that are not being logged using Audit Logging. See
[“Audit logging” on page 225.|Use a severity other than Audit to view messages.

You can filter the list by using one or more of the provided controls, and then
clicking Filter:

* Text box: enter a string to search for.
* Severity: select one of the following:
— All (default)
— Error
- Info
— Warning
— Audit
* Last: select one of the following:
— All (default)
— 12 hours
— 24 hours
- 2days
- 3 days
- 4 days
- 5days

The list update time depends on the number of messages and the filter criteria.
Narrower filters update the list faster. Note that searching for strings on all
severities and all time periods takes time to process.

For each message, three fields are displayed:
¢ Timestamp
e User

* Message

In Administration > System settings are provided to control the size of the logs:
¢ AutoClean Audit Log Days

* AutoClean Error Log Days

* AutoClean Info Log Days

* AutoClean Warning Log Days

For more information, see [’System configuration settings” on page 213
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Translated messages

Non-English messages are translated dynamically.

When you are using Build Forge in a language other then en_US, messages are
translated dynamically. Select Administration > Messages to display the list of
messages. Messages are translated in batches of 250 every 15 seconds.

If a message has not been translated yet, the Message field displays Message Not
Yet Translated.

Important: If a new user whose language is different from the current setting is
added, that language is then used for messages. Existing messages are
not shown in the previous language or the language of the new user.

Subscribing to the RSS data feed for jobs status

You can now track and filter the status of individual jobs using RSS data feeds.
The Build Forge RSS data feed for jobs displays the same information as the server
status in the Build Forge Management Console.

To subscribe to the RSS data feed for jobs status, do the following;:

1. In the Build Forge Management console, select Jobs.
The Web browser detects the RSS feed and displays an RSS icon in the browser
address bar.

2. In the RSS aggregator tool, load the Build Forge RSS data feed.
For example, copy the URL to add it to the list of RSS data feeds or
drag-and-drop the RSS icon to add the URL to the list of RSS data feeds.

3. Subscribe to the RSS data feed to save the URL and be notified when updates
occur.

Note:

* For information about loading URLs and subscribing to RSS data feeds,
see the documentation for your RSS aggregator tool.

* To view Build Forge jobs status, system messages, or server status
through an RSS data feed in languages other than English, your RSS
aggregator tool must support UTF-8 multibyte character encoding.

* The RSS feed uses timestamps to report activity. The timestamp is based
on the time zone set for your Build Forge user account. If your browser is
in another time zone, you should set it to the same time zone as your
Build Forge account to get accurate timestamps.

Filtering the RSS data feed for system messages

You can filter the messages displayed in the RSS data feed. To do this, use the filter
properties in the Administration > Messages page in the Management Console.

For example, change the Severity property to Audit or change the Last property to
12 Hours. When you change a filter property, the URL for the RSS icon on the
Messages page is automatically updated.

To load the updated URL into the RSS aggregator tool, right-click the RSS icon on

the Messages page to copy the link or drag-and-drop the updated RSS icon to the
list of RSS data feeds in the tool.
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Note:

¢ For details about loading URLs and subscribing to RSS data feeds, consult
the documentation for your RSS aggregator tool.

* To view Build Forge system messages or server status through an RSS
data feed in languages other than English, your RSS aggregator tool must
support UTF-8 multibyte character encoding.

* The RSS feed uses timestamps to report activity. The timestamp is based
on the time zone set for your Build Forge user account. If your browser is
in another time zone, you should set it to the same time zone as your
Build Forge account to get accurate timestamps.

Security panel

The Security panel allows you to enable security services:

* SSL: enabling SSL in this panel is only one part of enabling the SSL security
feature throughout the system. Additional work is needed before turning it on
and after.

* Password encryption: enabling password encryption is only one part of enabling
password encryption throughout the system.

To view the Security panel, select Administration > Security.

UI Config Console Reports Logout: Root User

|@| Security || Sawe | | Update Master BFClient conf | | ” ” |
ArCcess: | Security I_I
S5L Enabled: Password Encryption Enabled: FIPS Enabled:
| Ha I_I | Ha I_I | Ha |_|

Important: Only some of the setup is done in the Security panel. For additional
information, see [“Security features” on page 89,

Enabling SSL

Prerequisites in installation: During installation you specify two things that are used
by the SSL configuration:

e SSL port, specified in the Web and Application Server panel. That port must
match the port specified in the configurations you choose below. The default
during installation and in the configurations is port 8443. This port is used by
the authentication servlet on Apache Tomcat during login to encode or encrypt
user login credentials.

¢ Certificate, specified in the Web and Application Server panel. You either
provided your own or allowed the installer to create a self-signed certificate for
you. The certificate is stored in the default keystore. The keystore location is
defined in named SSL configurations.

* Set SSL Enabled to Yes. Additional properties are shown:

— LDAP Outbound: specifies the configuration used for outbound
communication through LDAP. The default is Default JSSE Outbound SSL.

— Engine to Agent Default Outbound: specifies the configuration used for
communications from the engine component to agents. The default is Default
OpenSSL Outbound SSL.
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— Services Layer Inbound: specifies the configuration used by the Services
Layer component to accept communications from the web interface
component and engine component. The default is Default JSSE Inbound SSL.

— Services Layer Outbound (JSSE): specifies the JSSE configuration used by the
engine component and web interface component Services Layer component to
communicate with databases. The default is Default JSSE Outbound SSL.

— Services Layer Outbound (OpenSSL): specifies the OpenSSL configuration
used by the engine component and web interface component Services Layer
component to communicate with databases. The default is Default OpenSSL
Outbound SSL.

Click Save.

Click Update Master BFClient.conf. This step edits the BFClient.conf file using
these property settings.

Restart Build Forge. Secure communications are not in effect until the system
starts using these settings.

The configurations you select are defined in the SSL panel.

Requirements after SSL is enabled in this panel:

Certificate distribution: certificates must be installed in keystores on agent hosts,
the database host, and any additional Build Forge installations that are running
(redundant configuration).

Agent SSL enablement: if you intend to use SSL for communication between the
engine component and agents, each agent must be configured to use SSL.

API client enablement: all API clients must configure SSL to communicate with
the services layer component.

Enabling password encryption

Prerequisites:

SSL port, specified in the Web and Application Server panel. That port must
match the port specified in the configurations you choose below. The default
during installation and in the configurations is port 8443. This port is used by
the authentication servlet on Apache Tomcat during login to encode or encrypt
user login credentials.

Certificate, specified in the Web and Application Server panel. You either
provided your own or allowed the installer to create a self-signed certificate for
you. The certificate is stored in the default keystore. The keystore location is
defined in named SSL configurations.

Set Password Encryption Enabled to Yes.

Click Save.

Click Update Master BFClient.conf. This step edits the BFClient.conf file using
these property settings.

Restart Build Forge. Password encryption is not in effect until the system starts
using these settings.

Once it is enabled, any new passwords entered at the console are encrypted,
including Server Auth passwords and user passwords for users created at the
console.

Additional Requirements:

After you have enabled encryption, you need to do the following
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* Enable encryption on all agents. Export the key and use it to update the server
auth password in each agent's configuration. The password must be manually
updated in BFAgent.conf.

* Enable an encrypted password for database access. Export the key and use it to
update the database password that Build Forge uses to log on to the database.
The password must be manually updated in buildforge.conf.

Keystore panel

The Keystore panel contains configurations for individual keystores. When you
edit an SSL configuration in the Administration > Security > SSL panel, you can
select these individual configurations to be part of an SSL configuration.

You can create configurations or use the configurations that are provided:
* Default JSSE Key Store

* Default JSSE Trust Store

* Default OpenSSL CA Store (certificate authority)

* Default OpenSSL Cert Store (for certificates)

¢ Default OpenSSL Key Store

Each keystore has the following properties:
Name

Access
The access group that defines which users can edit or delete this keystore.

Location
The location of the keystore file. The default keystores all use the default
location for Build Forge keystores: <bfinstall>/keystore. If you are using
WebSphere Application Server as the application server rather than the
provided Tomcat application server, specify an absolute path.

Keystore Type
A keystore must be one of the following types:
* JKS
+ PKCS12
* JCEKS
 PEM

Password
Specifies a password that must be used when accessing the keystore.

Verified
Specify the password again here to verify it.

Keystores and WebSphere Application Server

If you use WebSphere Application Server rather than the provided Tomcat
application server, additional requirements apply to configuring keystores:

* Location field: you must provide an absolute path, rather than a relative path.

* Multiple services components: if you install multiple Build Forge services
components, they are installed on different hosts. You configure security for each
services component. The keystore path specified in the Location field must be
identical for each services component.
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SSL panel

The SSL panel contains individual configurations of SSL. When you select SSL
Enabled to Yes in the Administration > Security panel, you can select these
individual configurations to be part of the SSL enablement.

You can create your own configurations or use the ones provided:
* Default JSSE Inbound SSL

* Default JSSE Outbound SSL

* Default OpenSSL Inbound SSL

* Default OpenSSL Outbound SSL

Each configuration has the following properties:
Name Name for this configuration.

Access
The access group that defines which users can edit or delete this keystore.

Type Select JSSE or OpenSSL.
Client Authentication
Select one of the following:
* Never
* Supported
* Required
Server Certificate Alias

Enter the alias for the server certificate.

Client Certificate Alias
Enter the alias for the client certificate.

Keystore Configuration
Select one of the Keystore configurations. They are configured in the
Keystore panel.

Truststore Configuration
Select one of the Keystore configurations. They are configured in the
Keystore panel.

Handshake Protocol
One of the following:
e SSLv2
e SSLv3
* SSL
» TLSvl
« TLS
» SSL_TLS
Cipher Suite Group

One of High, Medium, Low, or All. Higher-order ciphers are more secure
but entail slower performance.

Cipher Override List
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SSO panel

The SSO panel contains configurations for Single Sign-On (SSO). You can create
new ones or use the configurations that are provided:

e Form SSO Interceptor
* SPNEGO SSO Interceptor

Enabling a single sign-on service requires additional setup. It is not done
completely from this panel. See [“Implementing single sign-on” on page 89|

Each configuration has the following properties:
Name The name for the SSO configuration.
Active Select Yes to make this interceptor active.

Access
The access group that defines which users can edit or delete this
configuration.

Java Class
The Java class that implements this SSO configuration. Two are provided:
¢ Form interceptor:
com.buildforge.services.server.sso.form.FORMSSOInterceptor
¢ SPNEGO interceptor:
com.buildforge.services.server.sso.spnego.SPNEGOSSOInterceptor
Keystore Type
A keystore must be one of the following types:
* JKS
* PKCS12
* JCEKS
« PEM

Password
Specifies a password that must be used when accessing the keystore.

Verified
Specify the password again here to verify it.

Managing licenses

When you create a user, the system stores data about the user in the database.
After the user logs in to the system, the system assigns a license to the user.

Authorized user
A license is assigned to a user. The user can always log in. The login
consumes a license.

Floating user
Floating-license users can log in only if there are licenses available. They
may not be able to log in if all licenses are in use.

Token licenses
Customers who hold licenses for multiple Rational products have the
option of using token licenses. They buy a pool of token licenses that can
be used across those products. Token licenses can be consumed by the use
of certain features as well as log-ins.
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Token-license support is available for Floating Server, Floating User,
Adaptor, and QuickReport licenses. It is not available for fixed licenses
(authorized server or authorized user). If the Server, Adaptor, and
QuickReport licenses are checked out, they are not released until Build
Forge® shuts down.

Token-license support is available for Rational Build Forge version 7.1.3.4
and later. Token-license support also requires Rational Common Licensing
version 8.1.2 or later.

For more information about token licensing, contact your IBM marketing
representative.

If you create more users than you have licenses, the new users cannot log in until
you purchase additional licenses or use the root user account to remove licenses
from some users (or delete some users from the system).

A user can only be logged in once. If you are logged in on one computer, and you
log in from another computer under the same name, the original session is
invalidated.

Note: If you purchased your system before version 3.8, your license scheme may
differ from the one described here. Contact customer support if you have
questions about your licensing.

Entering a new license key

Token

To change your license key, select Administration > System and then locate the
License Server setting in the list of settings. (Type "License" in the Filter box to
quickly display this setting without paging through the list).

Click the License Server item in the list, and the system displays a tab at the
bottom of the content panel with an editable License Server field. After you edit
the field, click the Save button.

license logs

The Rational Common Licensing configuration file RCL_Log_Config.txt, is placed
in the Build Forge installation directory. By default, the installation directories are
in the following locations:

* Windows systems
C:\Program Files\IBM\Build Forge
* UNIX and Linux systems
/opt/buildforge/Platform

By default, Rational Common Licensing log files are created in the temp/rcl
subdirectory under the installation directory.

To have both configuration and log files stored in the same location, follow these
steps:

1. Stop Build Forge

2. Move the RCL_Log_Config.txt file to <bfinstall>/token_libs/rcl.

3. Restart Build Forge. All token logs are now produced in <bfinstall>/
token_Tlibs/rcl.
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Managing the engine

This topic describes how to pause, start, or stop the engine (bfengine.exe /
bfengine.pl).

Note: If you have any problems getting the engine to run, run it in the foreground
so that you can see the status and error messages it generates. On Windows,
select Start > All Programs > IBM Rational Build Forge > Start Engine
(Foreground) to run the engine in the foreground, which causes it to display
output in a console window. When the engine is running in the foreground,
you can stop it by closing its console window.

Pausing the engine

If you wish to temporarily postpone the processing of new jobs, you should pause
the engine.

Note: If you want to act directly on the database, for example, to back it up or
restore it, then you should stop all running Build Forge services and
processes first. Pausing the engine is not sufficient in this case and results in
inconsistencies and/or corruption.

To pause the engine, select Administration > System and locate the Pause Build
Forge Engine property (use the Filter box). The system displays a panel for editing
the Pause Build Forge Engine setting. Change the property to Y and click the Save
Config button.

The system pauses the engine, but any currently running projects continue. You
must wait for any currently active jobs to complete to ensure that no data is being
written to the database.

To reactivate the engine, change the value of the property back to N, and click
Save Config again.

Starting and stopping the engine

The fgllowing sections describe how to start and stop the engine on Windows®,
Linux or Solaris.

Starting and stopping the engine on Windows

On Windows:

* At Start > Programs > IBM Rational Build Forge Management Console, choose
either
— Start Engine Service
— Stop Engine Service

Control Panel: You can also use the Administrative Tools > Services control panel
to start or stop the IBM Rational Build Forge Management Console service.

Running in the foreground: If you have any problems getting the engine to run,
run it in the foreground so that you can see the status and error messages it
generates: Start > Programs > IBM Rational Build Forge Management Console >
Start Engine (Foreground). As the Management Console runs, log output is shown
in a console window. To stop the engine in this mode, close its console window.
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Starting and stopping the engine on Linux or Solaris systems
If you have an rc file installed, use these commands to start and stop the product:

$ /opt/buildforge/rc/buildforge start
$ /opt/buildforge/rc/buildforge stop

If you do not have an rc file installed, start the product using the following:
$ /<bfinstall>/Platform/buildforge &

Stop it by determining its process ID and then issuing a kill command:

$ ps aux | grep buildforge
$ kill ${<PID>}

Managing the database

This topic describes issues that are important when setting up the Management
Console database, especially if you want to change default configurations.

Deleting the database log file
Delete the database log file regularly.

The system stores database debugging information in a db.1og file in the
Management Console installation directory. You should check the size of this file
on a monthly basis, and delete it if you need to free space on the console
computer.

Error messages

This topic describes error messages you might encounter while using the
Management Console.

No active steps

When this message appears in the Next Run column of a schedule entry, all of the
steps in the associated project have been disabled. Display the list of steps for the
project and enable some of them by clicking the red circle next to each disabled
step.

License key is invalid or Build Forge license key is corrupt or
missing.
Your license key is either expired or invalid for the product version you have
installed. Enter a new license key. See [“Entering a new license key” on page 237

A database license is required

LicMgr: 5140: A database Ticense is required.

If the above message appears in your console output (which can be viewed when
you run the console in the foreground, or if you view the console log on Linux_ or
UNIX systems), you have tried to use an advanced database feature without the
benefit of an Enterprise license. For example, you may be trying to use the system
with a non-DB2” database. If you want to upgrade your license, contact support.
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Chapter 17. Servers

This topic describes how to set up and manage server resources in the
Management Console.

About server resources

A server resource in the console represents a host where you can run projects or
steps.

* Servers have manifests. A manifest is a list of server properties. A manifest is
populated when a collector runs. If a server does not have a collector assigned
to it, some properties are automatically populated in the server's manifest.

* Manifests are populated by collectors. A collector is assigned to a server. A
collector both sets property values and collects values for properties from the
agent for a server.

A selector reads server properties from the manifest. Projects can use selectors to
determine which server runs a step.

As an administrator setting up the system: first, you create servers. You then create
collectors that you can assign to servers. You run the collectors to populate the
server manifests. After you complete those tasks, build engineers can create
projects that use selectors to determine where project steps run.

Each server resource points to a host that has an agent installed on it. When you
add a server resource, you are describing how the Management Console accesses
and uses a specific host.

Before you create a server, make sure that the data objects that the server depends
on already exist. Assign these items to a server:

Item Required or option Description

Server authentication Required Specifies the login name and
password to use with the
server.

Collector Optional Defines the properties the

system collects from the
server, in addition to default
properties.

Environment Optional Specifies environment
variables to be assigned
whenever a project is run on
the server.

Note: If desired, you can create more than one server object within the
Management Console for a single physical server. These server objects are
called logical servers. Logical servers are typically used so that projects can
access the same hardware with different properties. For example, two logical
servers might use different paths or different environments:

* Two logical servers with different paths would create separate working
directories on the same server. You can distinguish work that is
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performed using one server from work performed with another because
all output is saved in different directories.

* Two logical servers with different environments run their steps with
different starting environment values.

About the Servers panel

Use the Servers panel to specify servers on which to run projects.

In the Management Console, to manage servers, click Servers in the left menu.

DU | console | [LEETEN  Lodout: Root User

e "
|:| Showing 1 - 1 of 1 Display All 5.0 @ [ Page 1 of1[5] 3]
Name Access Collector Host & Path &
G2 tbfleaner-14 Build Enginesr My collectar rblaaner-14,austin bm.com Ci\data{BuildForge\buildforge_projects

= (New Servar) [ Save || Il [ I I

Details |(Manifest | Test Results |[ Notes(0) |

[ oisable  Mame: | | Pt |

Details tab
The Details tab provides the following fields:

Host The name of a host that is running the Rational Build Forge agent

Collector
The collector to use with the server

Environment
The environment to use with the server

Authentication
The server authentication (login and password) to use

Password Encryption
Determines whether the agent password is encrypted

Files The types of file transfers to use with the .get and .put commands

Access
The access group of users who can use the server

SSL Enabled
Indicates whether you have configured the Rational Build Forge system to
use SSL

Max Jobs

The most jobs that should run at the same time

Manifest tab

The Manifest tab shows various server properties. It provides a default set of
properties. You can include additional properties by using a collector.

Test Results tab

The Test Results tab indicates the status of the last test of the connection between
the Management Console and the server.
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Notes tab

The Notes tab provides a convenient location for storing and sharing comments
about a server.

Creating a server

A server resource represents a host on which you can run projects and steps.

To create a server:

1.

Select Servers in the left menu. The system displays the New Server panel at
the bottom of the main content panel. If you have selected an existing server,
click Add Server to erase the panel so that you can add a new server.

Provide the server details:

5w sarvry [ [ [ | ] I
Decails [ Manifest | Test Results | mores (0) |
A~
Ol oisable  Mame: [ | path: | | J
Authertication: Password Encryption:| Disabled Files: — More —

|*

¢ Name: Give the server a name. This name is the BE_NAME property of the

server. You refer to this name in selectors to specify a server by name.

* Path: Specify a directory that the server uses when it creates project and job

directories, such as c:/buildforgeprojects. The system uses this path value
as a starting point when it creates the build directory.

Tip: The system does not create the server path. The path must exist before a
build attempts to access the server. If the path does not exist, the build
fails.

* Host: Provide the host name for a physical computer that is running the

agent. Use value localhost if you are defining the Management Console
computer as a server. (The agent must also be installed on the Management
Console.)

Note: You can include a port number with the host name; for example,
host_name:port_number. If you specify a port number with the host
name, it overrides the port number that the Default Agent Port system
setting defines. (Click Administration > System > Default Agent
Port.)

Note: Do not precede the host name with a protocol. For example, do not
use http://.

e Authentication: Select the server authentication to use with this server.
* Access: Select an access group of users who can use this server.
e Collector: Select the collector to use with this server.

* Environment: Select a group of environment variables to be applied

whenever this server is used to run a project. These variables are applied
before all other variables. They set parameters specific to the server.

* Files: Define the types of file transfers for this server that can be used with

the .get and .put commands. You can choose no transfers (None), file reads
(.get), file writes (.put), or both (.get and .put).

* Max Jobs: Enter the maximum number of jobs that should be run

simultaneously. Default is 3.
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* Password Encryption Configuration: Select Enabled if you want the agent
password to be encrypted. Default is Disabled.

* SSL Enabled: Select Yes if you have configured the Build Forge system to
use SSL and you want this server resource to communicate with the agent
through SSL. Default is No.

Note: If you select Yes but Build Forge is not correctly configured for SSL,
this server resource is not able to communicate with the agent at all.

3. Click Save. Your new server is displayed in the server list at the top of the
content panel. To verify that you have correctly configured the server, select
your server in the list and then click Test Connection. The system reports
errors if it cannot communicate with the server.

Testing a server

You can perform a set of diagnostic tests on a server.

To perform a diagnostic test:
1. Click Servers—> server_name.
2. Click Test Connection.

A server connection test is performed and the server manifest is updated. A
progress bar appears in the Test Results tab until the refresh is complete.

View the results in the Test Results tab. Click View Test Details for additional
information.

If the server fails the test, try one of these actions:

* Verify that the username and password in the server authentication that you are
using for the server are correct.

* Verify that you are using the correct host name.

* Reinstall the agent on the server, or verify that it is installed.

Changing a server

You can edit the properties of a server as needed.

Important: You must restart the console if the following conditions are true:
¢ The Host parameter uses the hostname of an agent host
* The IP address of the agent host changes

IP addresses from DNS are cached in the JVM that hosts the Build
Forge services component. You must restart in order to clear the cache
and allow the services component to find the agent at the new IP
address.

You do not need to restart if you use an IP address in the Host

parameter. When the agent host IP address changes, you change the
Host parameter to the new address and save.
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Enabling and disabling a server

You can temporarily disable a server. If it is disabled, jobs cannot run on it.

To disable or enable a server:
1. Click Servers to display the list of servers.

2. Click the name of server resource to modify. The system displays the details for
that server.

3. Select Disable in the Details tab at the bottom of the main panel.
4. Click Save Server.

Limiting concurrent jobs on a server

Use the Max Jobs server property to specify the maximum number of jobs that a
particular server can run simultaneously.

About this task

The system limits how many processes it attempts to run on any one server. The
Max Jobs property specifies the limit on the number of processes. The default
value for this property is 3.

Note: Other programs can run on the server. The system limit applies only to
Build Forge jobs.

Note: The built-in variables BF_RESERVE and BF_EXCLUSIVE control the
reservation of one or all of a server's job slots. See [“Pre-set properties” on|

for more information.

To give a server a non-default value, do the following:

Procedure

1. Click Servers.

2. Select an existing server or create a new one.

3. Set the Max Jobs property to the desired value.
4. Click Save.

Resetting the job count

Resetting the job count to zero on a server

On the Servers page, use Reset Job Count to reset the job count (BF_JOBS) for the
selected server to zero. BF_JOBS is the number of steps or jobs currently running
on the server; if this number is set too low, jobs can fail from job contention.

This selection allows you to reset BF_JOBS if it does not correctly reset when a job
completes, fails, or is canceled.

For example, canceling multiple jobs occasionally fails to reset BF_JOBS. If
BF_JOBS is not reset, it can reach the limit for the Max Jobs settings, causing steps
or jobs to not run.

1. Select Servers to display the list of servers.
2. Select a server.
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3. Click Reset Job Count.

Resetting the job count to zero on all servers

Use the Reset Server Job-Count page to simultaneously reset to zero the job count
(BF_JOBS) for all servers. The BE_JOBS property is the number of steps or jobs that
are running on the server; if this number is set too low, jobs can fail from job
contention.

After you reset the BF_JOBS value for all servers, the Reset Server Job-Count value
reverts to No, the default setting.

For example, when you cancel several jobs, occasionally the build system fails to
reset the BF_JOBS value. If the BF_JOBS value is not reset, the value can reach the
limit for the default Max Jobs system settings, causing steps or jobs to not run.

1. Click Administration > System to display the list of system configuration
settings.

Locate Reset Server Job-Count.

Click Reset Server Job-Count.

Click the Details tab, and click Yes as the value.
Click Save.

o kN

RSS data feed for server status

The Management Console runs a server status check to verify that the server can
pass a functional test and verify that the agent can log in. The Test Results tab
displays the results of the status check. The Management Console automatically
checks server status whenever a server is created or edited. Also, you can initiate a
server status check at any time, for example, before running a project.

The Build Forge RSS data feed for server status displays the same information as
the Test Results tab in the Build Forge Management Console.

To subscribe to the RSS data feed for server status, do the following:
1. In the Build Forge Management console, select Servers.

The Web browser detects the RSS feed and displays an RSS icon in the browser
address bar.

2. In the RSS aggregator tool, load the Build Forge RSS data feed.
For example, copy the URL to add it to the list of RSS data feeds or
drag-and-drop the RSS icon to add the URL to the list of RSS data feeds.

3. Subscribe to the RSS data feed to save the URL and be notified when updates
occur.

Note:

* For information about loading URLs and subscribing to RSS data feeds,
see the documentation for your RSS aggregator tool.

* To view Build Forge system messages or server status through an RSS
data feed in languages other than English, your RSS aggregator tool must
support UTF-8 multibyte character encoding.

* The RSS feed uses timestamps to report activity. The timestamp is based
on the time zone set for your Build Forge user account. If your browser is
in another time zone, you should set it to the same time zone as your
Build Forge account to get accurate timestamps.
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Server authentication

This topic describes how to grant access to projects to run on servers.

About server authentications
Use server authentications to associate login credentials to a server.
A server authentication stores a login name and password as a single named object
that you can associate with one or several servers. Use the Server Authentication

page to create and edit server authentications.

You can use the same credentials for many servers, and update the credentials
globally by managing a set of server authentications.

About the server authentication panel
Use the server authentication panel to create and manage server authentications.

To view the panel, select Servers > Server Auth.

UI Config Console Reports Logouk: Root Liser

=1 Server Auth | Add Server Authentication Help O
j I_” Filter | Showing 1 - 2 of 2 Display All | [¢] Page 1of1[3] &
Mame o User name
L Ezmith jamith
f:.li jdoe jdae

=(New Server ﬁulhenlitalion)| Sawve Server Authentication | | | |

Details
Marna: | | Access: |Bui|d Engineer l_l
Login: | | Password: | |

Werified: | |

This panel provides the following fields:
Name The name to use for the authentication itself

Access
The access group of users who can use this authentication

Login The account name to use when logging in

Password
The password associated with Login

Verified
The password again

Creating serve