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This article is a compilation of tips and guidelines from Services, Development, and Support personnel
who have gained experience in IBM® Workplace Web Content Management™ V6 through product
development, support, and customer engagements. This information applies only to V6.0.x levels of
Workplace Web Content Management; other versions may not have the same best practices.

This article covers only selected topics and is intended to be a guide to those who will be implementing
Workplace Web Content Management systems. You need to have some basic Web Content Management
knowledge to understand the information described here. See Resources for references which can help
you gain that knowledge.
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Introduction

There are many choices and decisions involved early in architecting and building an IBM® Workplace
Web Content Management™ environment that may impact the scalability, manageability, extensibility and
performance of your environment. Many customers are using Workplace Web Content Management to
deliver content to internal and external sites. Those implementations produced valuable lessons on how to
best utilize the product’s capabilities to meet your Web content needs. These Best Practices should be
considered as guidelines in making design choices for your Workplace Web Content Management 6.0.x

environment.
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1

Before you start

Before starting to build your website there are some tasks to perform after installing the base product.

1.1

Do’s

1. Consult these resources:

Search the WebSphere Portal and Workplace Web Content Management Information Center, (in
the section "Managing Web Content").

Read the IBM Redbook™ “IBM Workplace Web Content Management for Portal 5.1 and IBM
Workplace Web Content Management 2.5”.

Consult the developerWorks Workplace Web Content Management Zone.

NOTE: The InfoCenter has a search capability that is the best way to find what you are looking for.
Also, the Redbook was released in January 2006 and has many examples and good information.

2. Have an experienced person do a Requirements Analysis and Technical Design for the project before
commencing the build.

Many projects take longer or become unmaintainable later because customers don’t want to
spend the time and money on analysis and design. Analysis and design will save time when
doing the build, uncover any problems or gaps when they can be more easily resolved and will
result in a site that is more maintainable saving money in the long term. Also by considering
longer term goals the site can be designed so that these can be easily implemented later.

Before building starts, the following areas should be documented in the Analysis and Design
document:

- *Business, operational, long term and site objectives
- *Users and their objectives

- *Site Framework and Information Architecture

- *Taxonomy

- Workflow Model

- Library Architecture

- Authoring and Presentation templates definition

- Deployment Architecture

- Security Model

- Multi-locale Architecture

- Personalization requirements

- Integration with other products

* These items are not specific to Workplace Web Content Management but must be known before
proceeding with the project. Many projects fail because of poor analysis!

Create a comprehensive project plan

3. Get training or assistance from an experienced Services person.

Many projects fail because customers attempt to use Workplace Web Content Management out-
of-the-box (OOB), without obtaining the proper skills to use the facilities. For example, in one
case, a consultant wrote his own Rendering portlet, using many Workplace Web Content
Management API calls, and set up an extremely linear site framework. This took a lot of custom
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work and performed badly. However, soon after some product skills were brought in, the same
function was created using OOB Workplace Web Content Management function and the Local
Rendering Portlet (LRP).

o Keep in mind that even though content creators don’t need html skills, the technical resource who
is building the site needs to know html and depending on the complexity of the site, JavaScript
and Java.

4. Apply all relevant fixes
o Refer to the Release Notes for details of all current known limitations and details of any available

fixes
e Refer to the ‘Recommended fixes and updates for WebSphere Portal’ site

5. Before creating any Workplace Web Content Management objects, do the following:

e Turn on Portal Security
o Set workflow as needed
o Do not enable workflow on Workflows, Workflow stages, and Workflow actions but
consider enabling on other design components
o Workflow should be used to enforce approval and apply security settings not restrict
creation of various item types. To restrict creation of various types, see the 'Content
Creation - Access Control Strategy' section
e Put the repository on the chosen database
o See the InfoCenter topic on 'Configuring databases' for more information
o Setting up Workplace Web Content Management the way you ultimately want it will save
much time in retrofitting the repository after you've created a large amount of content.

6. Use naming standard for all parts, including prefix with part type.

e Establishing naming standards using the part type is an easy way to identify and find parts. A,
naming convention for Content items can help to maintain content order within the site. Using a
naming convention for components that is descriptive can also make it easier for other developers
to identify components for reuse and reduce the number of components to maintain.

7. Create Groups.

e Set up the groups defined during the Analysis Phase or at a minimum, the following groups. Eg.
Site Developers, Site Administrators, Content Authors, Content Approvers so that individual users
are never used for security on content or components.

8. Create Web Content Libraries

e It's recommended that you create your own Web Content library rather than use the default library

e When creating the required web content libraries assign library permissions and resource types.
Eg. Only allow content creators to see content and hide all administration resources from them.
See the 'Content Creation - Access Control Strategy' section for more information

e Details on suggested architectures are in the InfoCenter.
InfoCenter — Working with libraries

o If using the default library be aware that it can not be syndicated to another machines default
library. They may have the same name but are actually different libraries.

¢ Note that when moving items to another library is recommended to use the move function rather
than copy then delete (of the original) as the move function will also update any references to the
moved item.
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9. Plan for content creation

o While the website is being built it is essential that someone is managing the gathering and writing
of the content. It has been known for entire websites to be designed, built and tested with the
launch a year later or not at all because there was no content ready. Include it in the project plan.

1.2 Don’ts

1. Don't create everything with wpsadmin.

e The wpsadmin ID should eventually be removed from the system, so turn on security and create
the design and content with IDs that are in your LDAP.

2. Don't allow multiple users of wpsadmin.
o Two users with the same ID at the same time may lead to unpredictable results.
3. Don’t allow workflow on Workflows, stages or actions.

o Workflow enabled on workflows, stages, and actions will cause problems in syndication.

1.3 Things to Consider
1. Using Ephox EditLive! or another third-party Rich Text Editor (RTE).

o Some customers need RTE capability that the OOB RTE does not currently have, so the Ephox
editor (http://www.ephox.com/products/editliveforiwwecm/) may be a good fit.

2. Using Portal Document Management (PDM) for documents.

e PDM can be a good way to repurpose and maintain documents, but note that syndication
coordination must be considered.

¢ Note that by default, the maximum size of a document that can be uploaded into Portal Document
Manager is 10 megabytes
o To change this limit edit the plugin-cfg.xml file located under the
<WAS_ROOT>\AppServer\config\cells directory and change the PostSizeLimit setting.
o According to the Portal Document Manager InfoCenter, 500000000 (500 MB) is the
largest supported size

3. Use Pathcmpnt and URL mappings for Portal Navigation (see the Redbook referenced below.)

e Coordinating Portal Navigation and Workplace Web Content Management Navigation should be
planned early because it affects the Site structure.

¢ One way of achieving this is to consider which teams manage the navigation. For example, if the
WebSphere Portal Admin team manages the top and side navigation, then that should be in
WebSphere Portal; and if the Content team is responsible for the navigation within a page, then
that should be in Workplace Web Content Management.

o Refer to the relevant section of the Redbook “IBM Workplace Web Content Management for
Portal 5.1 and IBM Workplace Web Content Management 2.5” for more information on planning
and coordinating these navigation responsibilities.
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4. Using a custom Launch page

[

Consider streamlining your common authoring tasks and creating a custom launch page so it
takes fewer clicks to do everyday tasks. Eg. The launch page could include a link to create
common content types and show documents awaiting the authors approval.

For more information see the Advanced Features - Custom Launch Page section and the 'Launch
Page' section of the InfoCenter

. Increasing the maximum rows per table

The configure mode of the authoring portlet allows the maximum rows per table to be increased
which will allow more content to be viewed before having to go to the next page. For usability the
default value of 10 can be increased but take care not to make it too large or the pages will take
too long to load.

6. Prototype your site and perform usability studies

Prototype your site framework and processes, so you can perform useability studies to ensure
you are building the best site for your audience. No matter how well the site is built technically, if
users can’t effectively use it, it won’t be a success. Even a simple paper prototype with a handful
of users is better than nothing at all. There are many references on the web on how to do this.

7. Having multiple environments

Development environment
Developers should have access to their own environment for unit testing

Integration and staging environments
The integration and staging environment should mimic the intended production environment,
including the platform, database, and operating system levels.

Production environment
The production environment should be designed for scalability, redundancy and failover.

1.4 Migration Considerations
¢ Review the 'Migration' section of the InfoCenter, especially the Post Migration section and plan to
make any of the recommended changes
¢ Review the 'Portal 6.0 Migration Best Practices guide'
o Check the ‘Recommended fixes and updates for WebSphere Portal’ site for any recommended
fixes and apply them before the migration begins
e Tune the Workplace Web Content Management database before the migration begins in order to
expedite the migration process
o See the 'Performance — Database Tuning' section for more information
o Don’t forget that customised settings from the old Workplace Web Content Management
configuration files (connect.cfg, aptrixjpe.properties, aptrixsearch.properties) need to be manually
entered into the new
<WPS_ROOT>\wcm\shared\app\config\wcmservices\WCMConfigServices.properties file.
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e Only one library is created for migrated data. After migration, set up the required libraries and
move the migrated content into them

e Freeze any content entry whilst performing a migration

e Always check the logs after a migration
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2 Content Creation
InfoCenter - Managing Web Content

The following section focuses on what to do and not do when creating a website

21 Do’s

1. Use Workflow to set content security.

o Content security may be set in Workflow stages. Use this to secure your content, instead of
content contributors needing to set the access.

2. Use Workplace Web Content Management taxonomies and Personalization Server (PZN) to add
personalization.

e Categorizing content will allow you to deliver personalized parts of your site. Menu components
and Personalization rules are the ways to do this, rather than using the Workplace Web Content
Management API.

3. Create custom authoring templates (New to v6.0)

e Use the access control settings for each item on the authoring templates to streamline authoring
rather than create many authoring templates.

e Hide any fields that a content author does not need to see.

e Where possible, enter field help and prompts, mark all mandatory fields as mandatory, restrict
value ranges and implement jsp validation to minimize authors entering bad data.

4. Use the ‘Insert Image’ button to add images into Presentation Templates and HTML/Rich Text fields

e Content creators can insert images into html and rich text components using the Insert Image
button. The image can be selected from the Image library or selected from the file system and
uploaded by the author into the Image library

¢ Allows the image size to be overridden when creating the link
InfoCenter — Insert Image

5. Create reusable components

e One of the strengths of Workplace Web Content Management is in the component model of web
pages. When developing it is important to keep this concept in mind. Each of the components a
developer creates can potentially be reused in many other pages, and each component should
be built to be reusable and modular. Before creating a new component check if one like it
already exists. Examples of reusable components are: The page header and footer, menu
headers and footers, menu and navigator layouts, the HTML Header and javascript declarations.

e Refer to the Redbook “IBM Workplace Web Content Management for Portal 5.1 and IBM
Workplace Web Content Management 2.5” for further examples

6. Include components on the Site and Site Areas to handle special needs, such as Image tied to Site
Area, Personalization rules, and Special Characters in Navigator.

o Components added to Sites and Site Areas can give each site a unique presentation. For
example, each Department Site can have an image of the Department Executive or the latest
team picture. Reference Components could also be added to include Personalization or a Menu
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component to display a list of content for the Site. Style sheets and a logo could also be stored on
each site to give multiple sites a unique look and feel.

7. Use generic names for any components that are potentially going to be reused in other sites.

e A company has 5 Intranet sites each with the same layout but a different logo and color scheme.
A presentation template called “Three Pane Presentation’ can be reused for each Intranet site so
there is one place to make any changes. The logo and style sheet can be stored on the Site and
referenced by the presentation template to give the Intranets their unique appearance. A
presentation template created in the first Intranet called ‘Finance Intranet Presentation’ would
have limited its reuse

8. Modularity

o All objects should preferably be modular - ie they should not rely on any other object to (for
example) close a <table> tag or put <script> tags around it. A component could be changed
slightly without changing the component relying on it, and then the two components don't work! All
functionality should remain within the component that needs it (either directly coded in it or in the
form of another complete component). Components that unnecessarily rely on other components
are extremely difficult maintain.

9. Use HTML Components for item layouts

o |tis more efficient to create html components that contain the layout to be used for menus and
navigators. For example, create html components named “ltemLayout-TitleDateSumary’ and
“ltemLayout-TitleSummary”. This will enable reuse of these components as well as enabling a
single place to make changes.

9. Use Link Components for all internal and external links (New to v6.0)
e Link components should be used for all external URL links and internal Workplace Web Content

Management links.
InfoCenter - Links

10. Use Page Navigation Components for paging of menus, navigators and search results (New to v6.0)

e Page Navigation Components should be used if a large number of results are likely to be returned
by a menu, navigator or search, to page through the results. Long lists of results make for large
amounts of html which can make the pages slow to load and render.

¢ Note that Page Navigation Components are not supported with Personalization components at
this time
InfoCenter — Page Navigation

11. Use Style sheet Components (New to v6.0)

e Rich Text fields should be configured to use a style sheet to control the look and feel of content
entered by authors and enable easy changing the styles at any time.
InfoCenter - Style sheets

12. Use the Inline editing to allow editing and authoring of content from within the site (New to v6.0)

¢ Inline editing improves the authoring experience by allowing them to edit and create documents
from menus, navigators or content. Refer to the InfoCenter for details on how to set up inline
editing.

¢ Its recommended that Inline editing only be used in authoring environments to avoid syndication
conflicts when the same items are edited in more than one environment
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e For more information see the Content Creation - Inline Authoring section.

13. Enter html into the No Results field for menus (New to v6.0)

o Enter a message to display if the menu returns no results or some hidden html which will assist
with troubleshooting if there are problems with the menu.

14. Avoid loops

o When creating dynamically generated content using Components such as Menus or Navigators, it
is essential that the data returned by these Components does not contain any references to the
Component itself.

15. Add Site Area Presentation/Authoring Templates Mappings to highest level in the site

e Authoring and Presentation template mappings are inherited from the parent site, so specify the
mappings at the highest level in the site, and always assign default content and lock it, to avoid
deletion. By having all the mappings in one place it will make maintenance easier as there is one
place to find and change mappings.

16. Always assign default content to Sites and Site Areas

e Assign default content to Sites and Site Areas to avoid incorrect links in Navigators and when
creating manual links to Site Areas

o Consider locking the default content to stop it being deleted or modified without administrator
approval

o Note that in Workplace Web Content Management v6, if default content isn’t assigned, then the
first content item added to the site area will be displayed

17. Use the ‘Apply Template’ button to apply Authoring Template changes

e Once content is created with an Authoring template, when changing the Authoring Template to
include new Components, it is easier to reapply the Template to the content than to add the new
components individually to the content.

18. Separate content and component presentation when being used in WebSphere Portal

¢ When creating presentation templates to use when displaying Workplace Web Content
Management content within a portlet, reference just the content you would like to display.
Components, such as menus and navigators, should be displayed in separate portlets and linked
to the Content Portlet as required

19. Consider the use of a custom Display Title field versus the out of the box ‘Display Title’ field

e The out of the box ‘Display Title’ field is intended to be used to allow content to be tagged with
non-ascii and/or localised names that are used both within the Workplace Web Content
Management Authoring Ul and to generate links.

o Eg. The title is set to ‘Chinese News’ and the display title is set to ‘News’ translated into
Chinese.

o If your site requires the use of Display Titles for each piece of content, but you have your own
naming convention that you wish to see within the Authoring Ul, then use a custom Display Title
field and leave the Web Content Management ‘Display Title’ field blank.

o Eg. The title is set to ‘A08567 - Top Ten Mistakes’, the display title is left blank and a
custom text element is added with a value set to ‘Top Ten Mistakes’
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20. Avoiding using security for Personalization.

¢ Avoiding using security for personalization as it can create performance problems, instead
consider profiling and the features of Portal Personalization server

21. Avoid excessive Workplace Web Content Management portlets on a page.

o Keep the number of portlets on the page to a reasonable number (<5), which is in line with
WebSphere Portal Best Practices.

e Enable session handling if there are multiple Workplace Web Content Management portlets on a
page.

22. Avoid excessive Workplace Web Content Management menus on a page.

o Keep the number of menus on the page to a reasonable number (~5) unless the page can be
cached, because many menus will cause the page to take a long time to load.

23. Consider the use of a library prefix when defining component references (even if you only have one
library)

o If you only have one library, technically you do not have to prefix components with the library
name.

e You may want to use a prefix to allow for creation of new libraries in the future and thus avoid any
confusion as to which library is being used.

e You may not want to use a prefix if you plan to (or are) using multiple libraries to create self-
contained content (where all referenced objects are within the same library)

e To specifically target the current library, use ‘./" as the prefix

2.2 Don’ts

1. Don’t use long (>50 characters) object names for Sites, Site Areas and Content.

o The names of Sites, Site Areas and Content are used to construct URLs so care needs to be
taken to avoid URLs which are too long as they can cause problems with some web servers and
proxies.

o If the site is to be pre-rendered, then the length of the constructed URLs must be less than the
maximum path length of the operating system on the destination server

e Long names can also cause viewing problems within the Authoring Ul

2. Don'’t save IDs externally and expect integrity.
o IDs are internal pointers to parts and may change as parts are updated or moved through a
workflow. You cannot rely on these being valid from session to session, so do not store them
externally, as you risk broken links.

3. Don’t change any product java files or JSPs (for example, view.jsp).

o If you make changes to any product code, including JSPs, you will not be able to get support, and
you must reapply any changes when new versions or releases come out.

4. Don’t use Personalization to secure content.

e Personalization does not secure content; instead, use Workflow and security settings to lock
down your content. (ie. the content is still accessible and might be linked to from other areas)

Dec 06 Page 12



5. Don’t use the context path in URLs to be used in Workplace Web Content Management Portlets

o When creating URLs in content to be used with the Workplace Web Content Management
portlets, the servlet path should be used instead of the context path

o See the 'Writing Links to Web Content Management Content' section of the InfoCenter for more
information

6. Don’t use Internal APls; only Public APIs are supported.
7. Don’t do development on your live production server
e |tis not recommended to only have one server but if only one exists because of budget
constraints then create a library specifically for testing and ensure that read access on all items is
not set to [All Users]
8. Don’t use the name of the site area in the content name or display title
o Use the Content by Site Area view to show content by site area. If it is entered in the content

name it is confusing when content is moved or linked to more than one site area.

2.3 Access Control Strategy (**Changed in v6.0)

InfoCenter — Developing an access control strategy

It is important to design an access control strategy during the design phase of the project including:

Library and Item Type security: Determines what access users have to the authoring portlet, the library
and the views and actions within the library

Item level security: Determines what is visible to the end user when viewing content on the website and in
the authoring portlet.

Including a security matrix in the design document is a good idea. Here is an example of what that may
look like for a public website with anonymous access allowed using the additive method described in the
InfoCenter and the groups defined below.

Groups

WCM Admins: Access to everything

Site Admins: Access to everything except the workflow stages, actions and workflows

Site Designers: Access to content, presentation templates, authoring templates and components
Content Authors: Access to content and components

Content Approvers: Access to content

2.3.1 Library Access

Groups | Allow | Allow | WCM Site Site Content Content [All
Prop | Inherit | Admins | Admins | Designers | Authors Approvers | users]

Roles
User X X
Contributor X X X X X X
Editor X X
Manager X X
Administrator | X X
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2.3.2

Authoring Templates

Item Type Access

Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
Roles
User X X
Contributor X X
Editor X X X
Manager X X X
Administrator | X X X
Components
Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
Roles
User X X
Contributor X X
Editor X X X X
Manager X X X
Administrator | X X X
Content
Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
Roles
User X X
Contributor X X X
Editor X X X X
Manager X X X
Administrator | X X X
Presentation Templates
Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
Roles
User X X
Contributor X X
Editor X X X
Manager X X X
Administrator | X X X
Site and Site Areas
Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
Roles
User X X
Contributor X X
Editor X X
Manager X X X
Administrator | X X X
Taxonomy
Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
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Roles

User X X
Contributor X X
Editor X X
Manager X X X
Administrator | X X X
Workflow and workflow elements
Groups | Allow | Allow | WCM Site Site Content Content
Prop | Inherit | Admins | Admins | Designers | Authors Approvers
Roles
User X X
Contributor X X
Editor X X
Manager X X
Administrator | X X X

Note:
o Refer to the InfoCenter for a description of what is allowed by each role and further details on how
to configure the libraries.
e Although Manager and Administrator roles have the similar permissions per item type, if you
assign an Administrator role to an entire library, you cannot then remove this role from any item
type views. This is not true for a Manager role

2.3.3 Individual Item Security

This is the lowest level of security restricting access on an individual item basis. There are three different
access levels that can be assigned to items in Workplace Web Content Management:

Read access
e The user can see the item in the Workplace Web Content Management authoring portlet, and in
the rendered site. (Note. There is no longer a Live access setting )
Edit access
e The user can edit the item.
Delete access
e The user can delete the object from Workplace Web Content Management.

Note that access levels inherit from the levels that are “lower” than they are. This means that if a user has
edit access, they also have read access, and so on.

Item Security Matrix

These are the settings for the system-defined security on all components that don’t have workflow. If the
component has workflow enabled an entry in this table is not required as the security will be defined by
the current workflow stage.

Groups WCM Site Site Authors/Approvers | [All
Admins Admins Developers Users]

Components
Authoring D D E R
Templates
Components | D D E R
Workflows, D R
actions and
stages
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Presentation D D E R

Templates

Siteand Site | D D E R

Areas

Taxonomy D D E R

D — Delete, E — Edit, R- Read

Workflow Security Matrix

Read Edit Delete Approve

Draft Authors WCM Admins Authors
Site Admins

Approval Authors Approvers WCM Admins Approvers
Site Admins

Published-Anonymous | [All Users] Authors WCM Admins Authors
Site Admins

2.4 Taxonomies, categories and authoring templates

InfoCenter — Planning a taxonomy

There is often confusion about when to use taxonomies, categories and authoring templates.

A taxonomy component is at the top of a taxonomy with its children being category components. Below is
an example of what your taxonomy may look like.

Categories generally relate to the subject matter and audience of the content and are used for profiling.

Authoring templates are used to define types of content with similar properties.

Figure 1. An example of a Taxonomy and Authoring Templates

Taxonomy

Authoring Templates

» All Categories
= All Locations
> New York
» Paris
» Rome
» San Francisco
» Sydney
= All Departments
> Sales
» Production
> Research
» Marketing
= All Staff
> Admin
» Manager
» Consultant
» Specialist
= All News Types
> Travel
» Entertainment
» Sports
» Business

> News

» Policy/Report/Guide

» Job vacancy
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Taxonomies can be used to personalize a site. Users can have a Profile established using taxonomy
categories, and these same categories are assigned to the Profile of the content by the authors. These

profiles are matched in the Menu components using the Category Further Options > User Selected (see
figure 2 and 3).

Figure 2. Matching Content to User Profile

User Profile Categories Content Profile

Travel —

/ —

Entertainment «————— Thumbs up for this movie
'\Super Bowl Sunday, get ready
Sports — .

it

Tech stocks gain steam

Business I

Figure 3. Menu specification for Matching Categories
Categories

For all selected and included categories:

D Include ancestors
Include descendents

D Results must match all categories

Search for content items profiled with these categories:

Select Category

= Further options

Include categeries from the following sources:

|:| User-specified rendering portlet configuration

|:| Current content

Restrict to:

Select Category

Current user

Restrict to:

Select Category

The User Profile can be assigned in one of three ways:
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1. Using the Authoring Ul, one user at a time, and set up by an administrator. This is not very
practical for large number of users.

2. Using a Taxonomy component to present a list of categories to the user, which they can maintain
themselves (if that is the desire).

3. Using a dynamic mapper to set the Users Profile categories. A sample mapper comes with
Workplace Web Content Management; most customers modify this code to use an LDAP
attribute, group membership, or a personalization rule to set the users’ categories.

2.5 Optimising the Content Creation and Approval Process

When building web sites components (Site Framework, Authoring Templates etc) for your web site, it's
important to keep in mind ease of use for both the content creator and approver.

The following new features in Workplace Web Content Management v6 make this easy:

e Enhanced Authoring Template form
¢ Inline authoring Functionality

2.5.1 Enhanced Authoring Template Form

Minimising the amount of entry an Author is required to make is essential. The authoring template should
be streamlined so that only meaningful content is needed without any extraneous options.

When creating an Authoring template there are 2 specification tabs:

Authoring Template Settings | Default Content Settings

The Authoring Template settings control the overall specifications for the template such as
e The style of the form
e Site Area selection
¢ Whether additional attributes are allowed
e Help text for the template.

The Default Content Settings control the default and additional attribute settings which may be set to
streamline authoring. These include:

Hide and show various attributes and sections

Set display options such as field width and height

Define validation rules

Set attribute based security, such that only some groups/users can view an attribute while other
groups/users are allowed to edit an attribute.

Set the help text

e Assign other display and validations via a JSP snippet.

To minimize the entry for Content Authors see the following recommended settings below:

2.5.1.1 Recommended Authoring Template Settings

Setting Recommendations Comment
Default Stylesheet Use Corporate standard
Content Form Layout If the majority of sections are This reduces space
hidden, then consider requirements for form
choosing ‘No Sections’
Allow Additional Elements ‘No’ Removes the ‘Manage
Elements’ button for authors
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Site Area selection

‘Selected sites areas only’

Site area should be pre-
selected

Site Area saving option

‘No Option’ if possible

Author does not have to select
the site area

2.5.1.2 Recommended Default Content Settings

Setting Recommendations Comment
All attributes Enter help text Be clear about validation for
fields
Name Set minimum, maximum and e This is always a required
size field
¢ Don’t allow name to be too
long as it will result in long
URLs
Display Title Set minimum, maximum and
size
Description Hide if not needed

Authors, Owners

Hide

Profile

Select required categories and
keywords and hide section

Content Properties

Hide section

Added elements

e Set display, validation and
security options

e Mark any required fields
as required

e Use custom JSP to add
other features

e Minimize space required
to display

e See the 'Customizing
elements using JSP'
section of the InfoCenter
for more information on
custom JSPs

Workflow Select workflow and Hide
section

Access Hide section

History Hide section

Tip: Use the Preview function to validate the Authoring Template settings are as you expect

2.5.2 Inline Authoring Functionality

The new Inline Authoring features of Workplace Web Content Management v6 can make creating,
modifying and approving content easy, by providing access to those authoring actions from the context of
the web site.

Once the author indicates an action, the display portlet content is replaced with the authoring template for
the specified content. The Author can then make any changes or additions, then select ‘save and close’
to see the change. Optionally, the Authoring tool can be configured to save changes as ‘draft’ and then
the normal workflow process for the content will be enforced.

To enable Inline editing you first create an authoring tools component which provides the look and feel of
the actions you wish to make available. To disable an action you simply don’t provide a ‘design’ for that
action.

Security isn’t bypassed by the Inline Authoring Functionality, as end-users must still have the appropriate
access to the item in order to perform any actions.
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For traditional projects with both authoring and rendering environments, it's recommended that Inline
Authoring be only used on the authoring server. If Inline editing is used on the rendering server then it will
require two-way syndication back to the authoring server and can result in syndication conflicts.

If you want to enable Inline Authoring on the authoring server only, then you could utilise the alternative
presentation template features of the Local and Remote Rendering Portlets to allow the authoring server
to utilise different presentation templates that have Inline authoring enabled.

For more information see the 'Authoring Tools Element' section of the InfoCenter

Dec 06 Page 20


http://publib.boulder.ibm.com/infocenter/wpdoc/v6r0/index.jsp?topic=/com.ibm.wp.ent.doc/wcm/wcm_dev_elements_authoring-tools.html

3 Advanced Features

3.1 Multi locale

When building multi-locale web sites, the following best practices should be used to create and manage
the multi-locale content.

Use a separate library per locale

Use the same site framework across locales

Use the same ‘Title’ field across multiple locale versions of a document

Utilise the ‘Joint Approval’ feature of workflows to allow each locale owner to be notified of
changes in the master document or any of the locale-specific versions

See the 'Multi Locale' section in the InfoCenter for more information

3.2 Search

With the release of Portal 6.0 the Workplace Web Content Management Search Module is no longer
available. This means that there are three options available for searching the repository.

e WebSphere Portal Search

e Workplace Web Content Management API

e Third-party search product

3.21 Do’s
1. Review the 'Portal Search' and 'Web Content Management Search Integration' sections of the
InfoCenter

2. Understand what is required by the search
e Understand what content is to be searched, where it is stored, how much content there is and its
format, what fields need to be searched, the format of the query and how the results are to be
displayed. By knowing these things it can be determined if the Portal Search Engine will meet the
requirements or if a third party search engine may be required.
3. Know your users

e Don’t bother with an advanced search if your users will never use it. The search needs to be
clear and easy for the users to use.

4. Use Dublin Core Meta tags instead of HTML Meta tags.

e The former are supported by many enterprise search engines (including WebSphere Portal
Search), and the latter are no longer used.

5. Search secure content

e Don’t be afraid to search secure content but ensure that authentication allows viewing of the
documents by authenticated users only.

6. Consider the use of a third party search engine
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3.2.2

If a project’s search requirements are comprehensive then consider integrating a third party
search engine. Refer to the IBM Redbook™ “IBM Workplace Web Content Management for
Portal 5.1 and IBM Workplace Web Content Management 2.5 for further information

Don’ts

1. Don’t write a custom search with the API because you can

If the Portal search does not meet your search requirements consider using an existing search
product before trying to build your own search engine using the API.

3.3 IBM Workplace Web Content Management API

InfoCenter - API

3.3.1

Do’s

Cache the “Workspace” object for each user in the session to improve performance. Creating a
workspace for a user is slow because Workplace Web Content Management needs to pre-
calculate the user’s permissions (which speeds up the rest of the API operations).
o For an example of doing this, see the ‘Custom Launch Page’ examples
o NOTE: This is a known issue when doing this with Web Content Management 6.0.0.0.
Apply PK35144 (Repository not logged in error when using the WCM API) to resolve the
problem

Put common functionality into utility JSP files and use “jsp:include” tags to integrate them. This
“‘componentizes” your JSP files; you change common functionality in one place once, and then all
your JSP files that use that functionality are updated automatically.

JSP files by Workplace Web Content Management JSP components need to be copied to the
following locations:

o Workspace Web Content Management WAR directory (for Servlet-Rendering, previewing
as a Web page and previewing/rendering in the Remote Rendering Portlet)

o Local Rendering Portlet WAR directory (for previewing/rendering in the Local Rendering
Portlet)

NOTE: Whenever the Local-Rendering Portlet or the Workplace Web Content Management
Application is updated, then any custom deployed JSPs will be removed and thus need to be
recopied into place.

JSP files used by Workplace Web Content Management JSP components aren’t syndicated, so
you need to ensure that they manually copied to any Subscriber servers.

Use the getComponentByReference() method instead of getComponent() when retrieving
components you aren’t going to edit or add to another container, to improve performance. The
getComponent() clones/copies the underlying content component, which is an expensive
operation if you only want to read some information off the content component.

When using the API from JSPs not managed by Workplace Web Content Management (i.e.,
those not referenced from Workplace Web Content Management JSP Components), you should
always call the Repository.endWorkspace() method after the JSP has finished processing a
request. This is because the endWorkspace method is somewhat of a misnomer in that it doesn’t
actually close a user’s workspace but rather tells Workplace Web Content Management that the
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current request is complete. Workplace Web Content Management then executes various “end
request” session management clean-up routines.

e Use the setCurrentDocumentLibrary method to make calls library-specific. If not specified, the
default library specified in the WCMConfigService.properties file is used

e Consider caching the results of jsp pages that aren’t security dependant using dynacache to
improve performance

e Avoid using the API to build custom menus (as the API code is unlikely to perform as the amount
of content increases) but rather use a Workplace Web Content Management menu component
and override its behaviour using query string arguments. See the 'Menu Search Properties'
section in the InfoCenter for more information

3.3.2 Don’ts

e Don’t use the Workplace Web Content Management API and JSP files if the same thing can be
done with Out-of-the-box functionality

3.4 Custom Authoring Interfaces

Although the IBM Workplace Web Content Management Authoring Ul is rich with features and
functionality, it's possible that a customer’s requirements could dictate that a custom authoring interface is
required.

The new enhancements to authoring templates in Workplace Web Content Management v6 should
negate the need for most types of Custom Authoring interfaces, so if you're new to version 6, then you
should check what'’s available before proceeding down the track of a Custom Authoring interface.

A Custom Authoring interface is primarily built using the Workplace Web Content Management API, so
skills in that area are required, as are skills in Java® and WebSphere Portal.

There are two types of Custom Authoring Interfaces:
e Complete Workplace Web Content Management Authoring Portlet replacements
o Custom launch pages for the official Workplace Web Content Management Authoring Portlet

The first is a completely separate replacement of the Workplace Web Content Management Authoring
Portlet where the creator rebuilds the required authoring functionality from scratch, whereas the second
provides a custom entry view for the official Workplace Web Content Management Authoring Portlet.

3.41 Workplace Web Content Management Authoring Portlet Replacements

As mentioned above, Authoring Portlet replacements are where the creator rebuilds the authoring
experience from scratch. Authoring Portlet replacements are usually lots of work and thus careful
consideration needs to be made as to whether one is really necessary; in fact, authoring portlet
replacements should actually be avoided if at all possible.

It should also be noted that Authoring Portlet replacements are not supported by IBM Support (they need
to be supported by the creator) however any Workplace Web Content Management official APIs used are
supported by IBM Support.

Authoring Portlet replacements might be necessary if the content creation process (not publishing
process) needs to be customized through integration with third party applications or use of custom entry
fields.
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An old example of a Workplace Web Content Management Authoring Portlet replacement is the Custom
Template Portlet (CTP), which is still available via the Portlet Catalog. Although the streamlined authoring
experience that the CTP provides can now be achieved via the official Workplace Web Content
Management Authoring Portlet (due to the Authoring Template enhancements in version 6), it is still an
example of creating an Authoring Portlet replacement and thus can be reviewed if needed.

NOTE: The Custom Template Portlet (CTP) is not supported nor are there any planned enhancements to
it.

3.4.2 Custom Launch Pages

Custom Launch Pages allow the creator to provide an alternative entry view for the Workplace Web
Content Management Authoring Portlet.

You might want to create a custom launch page if you want to provide shortcut links to commonly
performed actions, such as creating content using a particular authoring template or showing the current
user the list of items they need to approve (as well as providing the ability to approve/reject each item).

In providing functionality for a custom launch page, the only real limit is what the Workplace Web Content
Management API can provide, so part from that, the skies the limit in terms of what can be produced.

To show different launch pages to different groups of users, create multiple copies of the Workplace Web
Content Management Authoring Portlet, each with its own launch page then use ‘Visibility Rules’ within
the Portal layout to specify which users should see each authoring portlet. See the ‘Visibility Rules’
section of the InfoCenter for more information on this.

It's recommended to try to keep custom launch pages simple and relatively static, if your launch page is
complex then it might take a while to render and thus some custom caching might be required.

See the ‘Creating a custom launch page’ section of the InfoCenter for more information.

3.4.2.1 Example 1: Creating Content using all available authoring templates

The following example creates a launch page that provides a links to create content using all authoring
templates that the current user has access to.

Figure 4. Custom Launch Page that creates Content using all available authoring templates

Launch
Custom Launch Page for wpsadmin
Create a new Content Document using the Events Autharing Template
Create a new Content Document using the Mews Authoring Template
Open Main Autharing UI

Use the following steps to re-create it:

1. Create a new JSP page and copy into it the following text:

<%@page import="java.io.IOException"%>

<%@page import="com.ibm.workplace.wcm.api.*"%>

<%@page import="com.ibm.workplace.wcm.api.exceptions.*"%>
<%@page import="java.security.Principal"%>
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<!-- An example of a Launch Page which shows a 'create content link' for each authoring template the
current user has access to -->

<%

// Get reference to current user

Principal currentUser = (Principal) request.getUserPrincipal();
%>

<b>Custom Launch Page for <%= currentUser.getName () %></b>

<%
// Get workspace for current user
Workspace theWorkspace = getCurrentUsersWorkspace (request, response, currentUser);
if (theWorkspace != null)
{
// Uncomment to specify which library to use
//theWorkspace.setCurrentDocumentLibrary (theWorkspace.getDocumentLibrary ("<LIBRARY NAME>"));
// Find all authoring templates that the current user has access to
DocumentIdIterator authoringTemplatelIterator = theWorkspace.findByType (
DocumentTypes.AuthoringTemplate) ;
%>
<br><br><table>
<%
while (authoringTemplateIterator.hasNext())
{
DocumentId authoringTemplateId = (DocumentId)authoringTemplateIlterator.next();
if (authoringTemplateId != null)
{
// Retrieve authoring template (to get display title)
Document currentAuthoringTemplate = theWorkspace.getById(authoringTemplatelId) ;
if (currentAuthoringTemplate != null)
{
>
<tr><td><a href="?wcmAuthoringAction=new&type=com.ibm.workplace.wcm.api.WCM Contenté&atid=
<%= authoringTemplateId.toString() %>">Create a new Content Document using the
<%= currentAuthoringTemplate.getTitle() %> Authoring Template</a></td></tr>
<%
}
}
}
%>
</table>
<%
}
%>
<br><a href="?wcmAuthoringAction=openmainview&view=contentbysitearea">Open Main Authoring UI</a>
<%!
/**
* Returns the current workspace for the user
*/

Workspace getCurrentUsersWorkspace (HttpServletRequest request, HttpServletResponse response,
Principal currentUser)
throws IOException

String workspaceSessionKey = currentUser.getName () + Workspace.WCM WORKSPACE_KEY;

Workspace theWorkspace = (Workspace) request.getSession().getAttribute (workspaceSessionKey) ;
if (theWorkspace == null)
{
// theWorkspace wasn't in the session, create a new one and put it in the session
try
{
// Get workspace for current user
theWorkspace = WCM API.getRepository () .getWorkspace (currentUser) ;

// Store the workspace in the session to speed up next access
request.getSession () .setAttribute (workspaceSessionKey, theWorkspace);
iatch (ServiceNotAvailableException e)
{ response.getWriter () .println ("Error creating workspace, " + e.toString());
latch (OperationFailedException e)
{

response.getWriter () .println ("Error creating workspace, " + e.toString());
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return theWorkspace;

a°
\2

2. Copy the JSP page to your Authoring Portlet (eg. <WPS_ROOT>/installedApps/
WCM_Authoring_UI_PA_xxxxxxx.ear/PA_xxxxxxx.war/jsp/html)
3. Update your authoring portlet configuration to use the new launch page

3.4.2.2 Example 2: A Custom Approval interface

The following example creates a launch page that provides a links to each piece of content that the
current user needs to approve. It additionally provides approve/reject functionality.

Figure 5. Custom Launch Page that provides a custom approval interface

Launch

Custom Lawnch Page for wpsadmin

Dlocuments pending approval:
Todavs Mew Mews ~
Events for December « >

Open Main Authoring UI

Use the following steps to re-create it:

1. Create a new JSP page and copy into it the following text:

<%@page import="java.io.IOException"$%>

<%@page import="com.ibm.workplace.wcm.api.*"%>

<%@page import="com.ibm.workplace.wcm.api.exceptions.*"%>
<%@page import="java.security.Principal"$%>

<!-- An example of a Launch Page which shows the list of content that the current user has to -->
<!-- approve, as well as the approval tools to perform the approval. -=>
<!-- For best performance: -=>
<!-- 1. Only show this launch page to approvers —-=>
<!-- 2. Only give approvers 'read' access to items in the 'approve' stage. —-=>
<l-- —-—>
<!-- NOTE: This sample only checks if the current user is directly an approver and not if >
<!-- he/she belongs to an approvers group —-—=>
<%

// Get reference to current user
Principal currentUser = (Principal) request.getUserPrincipal();
String currentUserName = currentUser.getName () ;

%>

<b>Custom Launch Page for <%= currentUser.getName () %$></b>

<%
// Get workspace for current user
Workspace theWorkspace = getCurrentUsersWorkspace (request, response, currentUser);
if (theWorkspace != null)
{
// Indicates 1if the current user has items to approve
boolean hasItemsToApprove = false;
//Uncomment to specify which library to use
//theWorkspace.setCurrentDocumentLibrary(theWorkspace.getDocumentLibrary("<LIBRARY7NAME>”));
// Find all content that the current user has access to
DocumentIdIterator contentIterator = theWorkspace.findByType (DocumentTypes.Content) ;
&>
<br><br><table>
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A
oe

while (contentIterator.hasNext())
{
DocumentId currentContentId = (DocumentId)contentlIterator.next();
if (currentContentId.isDraft())
{
// Only process draft items

Content currentContent = (Content)theWorkspace.getById(currentContentId);
if (currentContent != null)
{

String currentContentApprovers[] = currentContent.getCurrentApprovers();

for(int 1 = 0; i < currentContentApprovers.length; i++)

{

if (currentUserName.equalsIgnoreCase (currentContentApprovers[i]))

{
if (!'hasItemsToApprove)
{

oe
Vv

<tr><td align="left"><u>Documents pending approval:</u></td></tr>

N
oe

hasItemsToApprove = true;

}

// Current user is an approver of this item, should the approval tools

o
\2

<tr><td><%= displayApprovalTools (response, currentContent, currentContentId)

A
oe

break;

}

oe
\2

</table>

A
oo

if ('hasItemsToApprove)
{

o
\2

<i>No Items to approve</i><br>

A
o

}

$></td></tr>

<br><a href="?wcmAuthoringAction=openmainview&view=contentbysitearea">Open Main Authoring UI</a>

<%!
/**
* Displays the approval tools (Read, Approve and Decline)
*/
String displayApprovalTools (HttpServletResponse response, Content currentContent,
DocumentId currentContentId)
{
StringBuffer approvalTools = new StringBuffer();
String imagesDir = response.encodeURL("") ;
String idAsString = currentContentId.toString();

// Add Link to Open object in read form
approvalTools.append ("<a href=\"?wcmAuthoringAction=read&docid=") .append (idAsString) ;
approvalTools.append ("\">") .append (currentContentId.getName ()) .append ("</a>") ;

// Add Approve Link
approvalTools.append ("&nbsp; &nbsp;<a href=\"?wcmAuthoringAction=approve&docid=") ;
approvalTools.append (idAsString) .append ("\">") ;
approvalTools.append ("<img style=\"vertical-align:middle;border=0\" src=\"");
approvalTools.append (imagesDir) ;

(

approvalTools.append ("images/commands/Approve.gif\" alt=\"Approve\" border=\"0\"/></a>");

// Add Decline Link
approvalTools.append ("&nbsp; &nbsp;<a href=\"?wcmAuthoringAction=declineg&docid=");
approvalTools.append (idAsString) .append ("\">") ;
approvalTools.append ("<img style=\"vertical-align:middle;border=0\" src=\"");
approvalTools.append (imagesDir) ;

(

approvalTools.append ("images/commands/Decline.gif\" alt=\"Decline\" border=\"0\"/></a>");

return approvalTools.toString();

}

/**
* Returns the current workspace for the user
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*/
Workspace getCurrentUsersWorkspace (HttpServletRequest request, HttpServletResponse response,
Principal currentUser)
throws IOException

String workspaceSessionKey = currentUser.getName () + Workspace.WCM WORKSPACE_KEY;

Workspace theWorkspace = (Workspace) request.getSession().getAttribute (workspaceSessionKey) ;
if (theWorkspace == null)
{
// theWorkspace wasn't in the session, create a new one and put it in the session
try
{
// Get workspace for current user
theWorkspace = WCM API.getRepository () .getWorkspace (currentUser) ;

// Store the workspace in the session to speed up next access
request.getSession () .setAttribute (workspaceSessionKey, theWorkspace);
}
catch (ServiceNotAvailableException e)
{
response.getWriter () .println ("Error creating workspace, " + e.toString());
}
catch (OperationFailedException e)
{
response.getWriter () .println ("Error creating workspace, " + e.toString());
}
}

return theWorkspace;

o
\2

2. Copy the JSP page to your Authoring Portlet (eg. <WPS_ROOT>/installedApps/
WCM_Authoring_UI_PA_xxxxxxx.ear/PA_xxxxxxx.war/jsp/html)
3. Update your authoring portlet configuration to use the new launch page

NOTE 1: For best performance:
1. Only show this launch page to approvers
2. Only give approvers 'read' access to items in the 'approve’ stage

NOTE 2: This sample only checks if the current user is directly an approver and not if he/she belongs
to an approvers group

3.5 Web Content Management and Portal Document Manager Integration

While all images and files can be created within Workplace Web Content Management, you might want to
consider using Portal Document Manager in some cases.

The following table highlights some feature differences between Workplace Web Content Management
Resources and Portal Document Manager and therefore can be used to help decide which one should be
used depending on the specific requirements of the customer.

Table 1. Feature comparison between Workplace Web Content Management Resources and Portal
Document Manager

Feature WCM Resources Portal Document Manager (PDM)
Supports Versioning Yes Yes

Supports Approval Yes Yes

API Support Yes (WCM API) Yes (WCM & PDM API*)

Support creation from Rich Yes No

Text Editor

Can resize images during Yes No

display

Syndicates Automatically Yes No

Supports Password-protected | No No
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files

Desktop Integration No Yes
Can perform conversion No Yes
during display

Can be edited within No Yes
Application

Can be organised within No Yes
folders

Can associate additional No Yes
metadata

* The Portal Document Manager API is provided under a DOU. Contact your IBM representative if this is
required.

For more information see the 'Portal Document Manager Integration' section of the InfoCenter

3.5.1 Handling Syndication of Portal Document Manager documents

Where syndication of content allows disparate server clusters to maintain the same level of content, it
does not extend to documents that may be referenced in Web Content Management Document Manager
components. You must ensure that these documents are transferred or published before syndicating the
content.

One way of ensuring Portal Document Manager documents are published first is:

1. Create all Document Manager Components in a separate Library called "External
Components" Library.
a. Note: If you are already using ‘All Live Items’ to syndicate the library that contains the
rest of your components, then a separate library isn’'t necessary
2. Enable workflow on all components if it hasn’t been done already
a. See the 'Authoring Options' section of the InfoCenter for more information
3. Use a Web Content Management workflow with a workflow stage that enables your
components to be created in a Draft state initially.
4. Create a Syndicator/Subscriber pair. Select your "External Components" library in the
Syndicator
a. Select All Live Item as your Item gatherer in your Syndicator.
5. Refer to the InfoCenter topic 'Staging a document library to Production' to transfer your Portal
Document Manager documents using the methods described.
6. Approve your Web Content Management Document Manager components in the draft stage,
as the transfer/publish process of the Portal Document Manager documents complete
successfully.

NOTE: If you need to change an existing Portal Document Manager document and have it staged
with some other Web Content Management related changes, then it's recommended that you
create a new Portal Document Manager document and update the Web Content Management
Document Manager component to use the new Portal Document Manager document. You would
then use the process above to deploy the changes and finally remove the old Portal Document
Manager document once the changes are published.

3.6 Web Content Management and Portal Personalization Integration

Workplace Web Content Management v6 has expanded the integration with Personalization rules by
enabling rules on Web Content Management custom attributes. Several new ‘pickers’ in the
Personalization rule editor make rule creation even easier.
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Personalization rules return a list of content, much like a Menu component. However rules are much
more flexible and are meant to be changed and managed by business users as needs of the business
change. Rules offer the ability to
e Target content to dynamic profiles,
Delivery time-based campaign content
Recommend content based on click stream or user affiliation
Display content from external sources such as relational tables.
Display content based on a custom search rule using elements on the authoring template form

Generally Web Content Management Menus are used for simple search rules whereas Personalization
Rules are used for more complex search rules, however you may additionally want to use Personalization
rules (over Web Content Management Menus) if you need any of the above abilities.

When building rules using authoring template elements, only text, numeric and date components are
supported. Additionally, avoid having too many rules using authoring template elements as they don’t
perform as well as rules that utilise standard metadata (such as keywords and categories)

For more information see the 'Web Content Management Portal Personalization Integration' section as
well as the main 'Portal Personalization' section of InfoCenter

3.6.1 Handling Syndication of Portal Personalization Rules

Where syndication of content allows disparate server clusters to maintain the same level of content, it
does not extend to rules that may be referenced in Web Content Management Personalization
components. You must ensure that these rules are transferred or published before syndicating the
content.

One way of ensuring Portal Personalization rules are published first is:

1. Create all Personalization components in a separate Library called "External Components"
Library.
a. Note: If you are already using ‘All Live ltems’ to syndicate the library that contains the
rest of your components, then a separate library isn’'t necessary
2. Enable workflow on all components if it hasn’t been done already
a. See the 'Authoring Options' section of the InfoCenter for more information
3. Use a Web Content Management workflow with a workflow stage that enables your
components to be created in a Draft state initially.
4. Create a Syndicator/Subscriber pair. Select your "External Components" library in the
Syndicator
a. Select All Live Item as your Item gatherer in your Syndicator.
5. Refer to the InfoCenter topic 'Staging Personalization rules to Production' to transfer your
Portal Personalization rules using the methods described.
6. Approve your Web Content Management Personalization components in the draft stage, as
the transfer/publish process of the Portal Personalization rules complete successfully.

NOTE: If you need to change an existing Portal Personalization rule and have it staged with some
other Web Content Management related changes, then it's recommended that you create a new
Portal Personalization rule and update the Web Content Management Personalization component
to use the new Portal Personalization rule. You would then use the process above to deploy the
changes and finally remove the old Portal Personalization rule once the changes are published.

3.6.2 Example: Display a list of content links based on a custom search rule

The following example shows how to display a list of links to Web Content Management content based on
a custom search rule.
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1. Create a Portal Personalization rule using the custom search parameters

Select Web Content

whose Site Area is web content/MySitefrea and
whose MyAuthoringTemplate.DateTime Start  is  DOecember 25, 2006 and

EHEE

whose Category is associated with MyCategory
add Conditien
order as is

show all items

2. Create a Personalization component that displays content from the rule

-- Design for each menu search result

<li><Placeholder tag="namelinkhref" start="" end=""/></li>

3. Add the Personalization component to an existing page or configure a Web Content Viewer Portlet to
display it directly
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4 Deployment

InfoCenter - Staging Web Content to Production
InfoCenter — Configuration Scenarios

41 Do’s

1. Manually set library access control settings after first time syndication or subsequent changes

o Library access permissions are not syndicated. If the library does not exist on the subscriber, it
will be created during syndication but no access control settings are specified on the new library

e On rendering servers you might want to specify different access control settings, to say disallow
content entry for all users

2. Check the users on the production LDAP

o Ensure that no test users have been left on the production LDAP that someone could hack into
the system with. This includes user and password combinations that are common or easy to
guess like Mickey Mouse / password and wpsadmin / wpsadmin or wpsadmin / password.

3. Set the subscriber.only property to “true” in WCMConfigServices.properties for all Workplace Web
Content Management instances that will not syndicate their repositories to other servers.

e This stops the monitoring task from running on the Workplace Web Content Management
instance that tracks object changes for later syndication to another server.

o Whenever the subscriber.only setting is changed, also reset the EventLog
(<WPS_ROOT>\config\WPSConfig wem-reset-event-log) before restarting the server

4. Syndicate just the Live Items when syndicating to the production server
e Unless there is a specific need to have all objects on the production environment (eg circular
syndication scenario where content may be authored directly in production), All Item syndication
should not be required.

5. Syndicate all required libraries

e If contentin library A references a component in library B then both library A and B need to
included in the one syndicator.

6. Create a tiered syndication structure if there are many subscribers
¢ Instead of having one server syndicate to many (> 5) subscribers, create a tiered architecture in
which the first syndicator syndicates to two servers and those servers further syndicate onto the
rest. This improves performance because you are decreasing the load on the syndicator server.
7. Consider using host names for syndication between non-cluster members
e Although the documentation says to use IP addresses in the subscriber/syndicator dialogs, host
names might be more useful because you can you add host aliases to redirect the traffic. Be sure

though that whatever you use matches what has been used in the configuration file.

8. When Syndicating between clusters, utilise the web server address of each cluster in the Syndicator
and Subscriber dialogs to ensure proper fail over occurs
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If a subscriber node is in the middle of syndicating some changes and it goes down, then the
syndication will be considered failed and will be re-tried by the next subscriber node.

If a syndicator node goes down during syndication, then the syndication will continue using the
next available syndicator node.

9. Avoid editing items in multiple environments

As Syndication uses the last modified date to determine whether an item should be overridden
and doesn’t have the ability to merge different changes to the one item, if an item is edited in
multiple environments, then the last change will take effect, causing the previous change to be
lost.

4.2 Don’ts

1. Don’t use the remote rendering portlet to communicate to a local Workplace Web Content
Management server.

The Remote Rendering portlet uses a URL connection to communicate with the Workplace Web
Content Management server, and using it to talk to a local server results in an extra request
thread being needed to service the original request. Under heavy loads, if all request threads are
being used to serve “incoming” requests to the Portlet, then the server will hang because each
incoming request to the portlet cannot establish a “backend” request to Workplace Web Content
Management

2. Don’t use Cloudscape for a production environment.

Cloudscape is a light-weight database server recommended for use in demos or very small
deployments only, it does not perform as well as enterprise database products like IBM DB2©

3. Don’t set up syndication of a library to a server which already has a library with the same name

This will cause errors

4. Don’t enable a syndicator on the production server

B

For performance reasons it is best to not create a syndicator on the production server.

When performing two-way Syndication, don’t configure any of the Syndicator’s to syndicate any Web

Content Management Libraries using the ‘Live Items’ scope

For two-way Syndication, both Syndicator’s must syndicate all Libraries using the ‘All ltems’ scope

or else Syndication will not work correctly.

For example, the following scenario will fail unless both servers use ‘All Items’ for all Libraries:
o Draft doc on server1 is sent to server2 via ‘All Items’ syndication. Draft doc is published
on server2. Attempt to send Published doc on server2 to server1 via ‘Live ltems’
syndication fails because the existing draft isn't being removed first.

4.3 Delivery / rendering environment

431

Remote rendering

Figure 6. Example of a remote rendering configuration
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e You can use the APl with remote rendering, but the JSP just needs to be on the Workplace Web
Content Management servers in Cluster B.

e If you are using PDM Integration, ensure that the PDM documents exist on the Workplace Web
Content Management servers in Cluster B.

e If you are using PZN Integration, ensure that the PZN rules exist on the Workplace Web Content
Management servers in Cluster B.

4.3.1.1 V6.0 Remote rendering portlet with 5.1.0.x Portal

The v6.0 Remote Rendering Portlet is additionally supported on a Portal 5.1.0.x instance. This may be
important if the delivery servers are running Portal applications which have to be rewritten and tested for
Portal v6.0. By upgrading the Workplace Web Content Management Authoring server to 6.0 and then
using the v6.0 remote rendering portlet on the 5.1 delivery servers the entire delivery environment does
not have to be upgraded immediately.

Note: Portal versions earlier than 5.1.0.x are not supported, and moreover will not work due to the
difference in requirements for JRE levels.
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4.3.2 Local rendering

Figure 7. Example of a local rendering configuration
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4.3.3 When to use remote versus local rendering

Table 2. When to use remote versus local rendering

Cluster &
Portal DB

Key
—— HTTP Requests

Syndicaticn
(Al Live ltems)

— DB Access

B DB Backup

Cluster B
WCM DB

Remote

Primary Considerations

Local

Less Volume

High volume of requests

Higher Throughput

Less Workplace Web Content
Management licenses required

Cost

More Workplace Web Content
Management licenses required

Remote Secondary Considerations Local
Yes (if redirection is setup and | Workplace Web Content No
fully qualify URLs is disabled) | Management can be placed
behind a firewall
Low Workplace Web Content High
Management CPU activity on
Delivery Portal Nodes
Yes Upgrade Workplace Web No

Content Management
independent of WebSphere
Portal

More complex

Complexity/Admin

Less complex

Longer Network Path

Network Traffic

Less Network activity

Less due to CPU requirement

HW Requirement per box

More horsepower needed

Required

Tuning

Required

4.4 Authoring environment

441 Typical Authoring environment

Figure 8. Example of a typical authoring environment
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e The use of a cluster in an authoring environment is optional, however its use can provide failover
(if the secondary node is configured for failover only) and/or performance benefits (if the
secondary node is configured for load balancing and failover)

4.4.2 Other authoring concepts

4.4.2.1 Separating Content and Design Editing with optional design review

If a separate design editing environment and/or design reviews (separate from content creation) are
required, then the following split authoring server approach should be considered:

Figure 9. Sample configuration with separate Content and Design editing servers
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Content, Sites, Site Areas, and optionally Images/File Resources are added / modified / deleted in
the ‘Content Library’ on the ‘Content Editing’ server by the Content Authors.
Design components (page designs, categories, workflow definitions, templates, and additional
images/file resources) are added / modified / deleted within the ‘Design Library’ on the ‘Design
Editing’ server by the Designers
For Design reviews:
o All design components should be placed within a three stage workflow
o Design Reviewers would then preview design components in the ‘Approve’ stage (against
the test data in the ‘Test Content Library’ and push those components to the final stage
once the review is complete
All live design components are syndicated to the ‘Content Editing Server’
The Designers then update the Presentation and Authoring Templates mappings on the ‘Content
Editing’ server (if required)
Finally, all live design components and content are then syndicated to the Staging / Delivery
environment

NOTE1: The Authoring Ul on the ‘Design Editing’ server should be locked down so that the ‘Content
Author’s can’t access it

NOTE 2: A common LDAP server is implied

4.4.2.2 Advanced previewing of draft content in the context of WebSphere Portal

Out of the box, Workplace Web Content Management allows you to preview draft content in a WebSphere
Portal site; however, it won’t allow you to preview that draft content in any menus, navigators, or JSPs--or
to validate the content’s published security settings. If that functionality is needed, then use the method
illustrated by the architecture shown in the below diagram.

Figure 10. Sample configuration with Preview Server
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The above diagram is based on a three-stage workflow (Draft, Approve, and Publish).
Both the Authoring server and Review server have copies of the static portal site on them:
o The Authoring server has its preview portlets configured to show draft content around the
static portal site.
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o The Review server has local rendering portlets deployed to show published content
around the static portal site.

When Authors are ready to have their content/objects approved, they must first move the
document to the Approve stage on the Authoring server.
If only a simple review is required (textual content only):

o Reviewers on the Authoring server locate any items in the Approve stage and preview
them in the available “preview” portlets on that server.

o If the Reviewer is happy with the changes, he then approves the items on the Authoring
server.

o If the Reviewer is unhappy with the changes, he then simply clicks the Decline button on
each item in the Authoring Server.

= NOTE: If the content/object has a two-stage workflow, then you need to restart
the workflow instead of clicking the Decline button.
If an advanced review is required (to preview the draft content in any menus, navigators, or JSPs,
or to validate the content’s published security settings):

o Reviewers on the Review server locate any items in the Approve stage and click the
Approve button to make them Live. Once the items are “Live” on the Approve server, they
can be reviewed in the context of the wider Portal site.

o If the Reviewer is happy with the changes, he then re-approves the items on the
Authoring Server.

o If the Reviewer is unhappy with the changes, he then simply clicks the Decline button on
each item in the Authoring Server.

= NOTE: If the content/object has a two-stage workflow, then you need to restart
the workflow instead of clicking the Decline button.

4.4.2.3 Geographically distributed authoring

If your company’s content authors are geographically distributed across a distance that prohibits various
departments from working on a single centralised server, then the following distributed authoring
approach should be considered.

Figure 11. Example of a distributed authoring configuration
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e The Taxonomy Tree and common components are created on the ‘Common-Design-Editing’

server.

e Each set of ‘Department Authors / Designers’ work on their own server and the Authoring Portlets
on each server are locked down to prevent access by other Departments
o Department Authors should only be able to view the ‘Content Management’ section of the

of the Authoring Portlet
o Department Designers shouldn’t be able to view the ‘Category Management’ section

o The Enterprise server’s data can be optionally backed up to avoid having to re-syndicate the data
from each Department server
e A common LDAP server is implied

Options for developing Site Framework

Various options exist for developing the Site Framework in a geographically distributed authoring

environment:

e A separate Site per Department:
o In this option, Designers on each Department server create and maintain their own Site

Framework.

o A separate Workplace Web Content Management library for each Department and a separate
Workplace Web Content Management library for the common design elements would be

recommended in this scenario
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e A shared Site across all Departments:
o In this option, the Designers on the ‘Common Design-Editing’ server create the top level Site
object and two levels of Site Areas per department. Eg.

Top Level Site
Department 1 Root
L Department 1 Main
Department 2 Root
L— Department 2 Main
Department n Root
L— Department n Main

o The security is setup such that only the Designer’s on the ‘Common Design-Editing’ have edit
access to the top level site and the root site area’s for each department, and the Department
Designers are the only ones that can edit the second level (eg. ‘Main’) site areas

= Eg. The Common Designer’s create the second level site areas for each department
and then remove themselves from the list of people able to edit each site area

o Web Content Management Content authored on the ‘Department’ servers will be placed
under the second and subsequent site area levels rather than under the root site area for
each Department

o Page Designs and Templates created by the Designer’s on the ‘Common Design-Editing’
server will be associated at either the top level site or the ‘root’ site area of every department

4.5 Clustering
Clustering can be considered load balancing (for example, Request Failover) plus the following additional
features:

e Session Persistence (Session Failover)
e Asingle repository across all nodes in the cluster (data failover and ease of configuration)
e A single administration interface across all notes in the cluster (ease of configuration)

From Workplace Web Content Management v6, full clustering is supported for both Rendering and
Authoring Servers.

It should be noted however that any un-saved changes to items will be lost in the event that an Authoring
node goes down. If a rendering node is in the middle of syndicating some changes and it goes down, then
the syndication will be considered failed and will be re-tried by the next rendering node. If an authoring
node goes down during syndication, then the syndication will continue using the next available authoring
node.

See the Portal InfoCenter topic on clustering for more information, including how to configure clustering

4.6 Syndication

4.6.1 General Best Practices

See the Deployment — Do’s and Deployment - Don’ts sections above
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4.6.2 Syndication when multiple libraries are used

When using multiple libraries with Workplace Web Content Management v6, if a library contains
references to another library then both libraries need to be included in the one Syndicator. This is to avoid
referential integrity problems.

4.6.3 Changing the frequency of Syndication

The frequency of Syndication can be controlled via the ‘ltemChangedTaskDelay’ setting in
<WPS_ROOT>\wcm\shared\app\config\wcmservices\WCMConfigServices.properties. Unlike previous
versions of Workplace Web Content Management, changing this setting to a large value will not cause
Syndication to never occur.

As Syndication does have a performance impact on both the Syndicator and Subscriber, it's a good idea
to increase the default Syndication frequency of 30 seconds for servers that don’t require frequent
Syndication. For test/staging servers for example, 10-20 minutes or more might be a more appropriate
setting.

If manual Syndication is required, then set ‘connect.moduleconfig.syndication.inittasks’ to false in
<WPS_ROOT>\wcm\shared\app\config\wcmservices\WCMConfigServices.properties. Once in manual
mode, syndication is only possible by manually initiating it from the Syndicator and Subscriber
Administration Portlets. Note that manual Syndication can only be set on a server-wide level.

4.6.4 Limitations

e Syndication frequency can only be set per server (not by syndicator)

o Additionally, Manual Syndication can only be enabled per server (not by syndicator)

e You cannot syndicate to a pre-existing library with the same name as the source library. This is
one to watch out, particularly because a “Web Content” library is created in each server by
default. Although the libraries have the same name, they have different UUIDs. That means that
in order to syndicate the “Web Content” library from one server to another, the library must be
either deleted or renamed on the subscriber server.

e Search Collections are not syndicated which means they have to be created on both servers first
before syndication.

¢ Anitem will fail to syndicate if an item it references has been deleted (but not purged) on the
subscriber machine

o Solution: Purge the deletion and rebuild the subscription so that the deleted item is resent
¢ Anitem will fail to syndicate if an item with the same name and same site path has been created
on the subscriber machine (the items will have different ids)
o Solution: Delete or rename the duplicate item on the subscriber machine

e JSP files used by Workplace Web Content Management JSP components aren’t syndicated, so
you need to ensure that they manually copied to any Subscriber servers.

o When performing two-way Syndication, both Syndicator’'s must syndicate all Libraries using the
‘All Items’ scope or else Syndication will not work correctly.

4.7 Different LDAP servers across environments

While it's recommended that a customer has a single LDAP server that all Portal/ Workplace Web Content
Management servers access, if that single LDAP server becomes overworked OR if the customer’s
security policies dictate, then multiple LDAP servers may be necessary.

By default, each instance of Portal allocates each LDAP user a unique Member ID (WMM ID) when
security is enabled.

As Web Content Management references users both by distinguished name and the WMM ID (from the
server that the content was originally created on), care must be taken when using multiple LDAPs or
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else Web Content Management authentication will break when data is syndicated from one server to
another.

The following additional scenarios highlight cases where Web Content Management security will fail:

¢ If you have two or more Web Content Management instances pointing to two different LDAP
servers, even if these LDAP servers have the same users within

¢ If you have two or more Web Content Management instances without security enabled trying to
syndicate between each other

It must be noted that the above two configurations are neither expected nor supported by WebSphere
Portal. As mentioned, Portal expects sharing of a central LDAP repository across instances. However,
there are several solutions that may alleviate or remedy these and similar problems.

Possible Solutions:
1. Use the same LDAP for all environments that Web Content Management is syndicating over.

2. Remap the WMM External ID to an unique LDAP attribute (such as the distinguished name of a
user or another unique attribute on each user record)

e See the Portal InfoCenter topic on mapping external ids in Member Manager for more
information

3. Set up user access on the server with Web Content Management/WPS virtual groups like All
Users, Anonymous, All Authenticated Portal Users.

o What this means is that for all environments, the customer can set access on objects using
the [All Users] group and Anonymous access or any other virtual group as the entry is not
stored in WMM / LDAP. So, if you want to have user A, B and C develop in one Web Content
Management instance, but not have access to objects in the second instance, you could give
access to the virtual group and then the security would be retained. If you adopt this solution,
you may still want to run the Web Content Management Member Fixer to clean up the data as
you will see a lot of warning in the logs. The limitation to this solution is that it will ONLY work
for Virtual Users/Groups as these are not stored in WMM. Any user/group definition stored in
WMM/LDAP will not work.

4. Ensure that all user/groups and their unique id's are synced across all the LDAP servers that are
a part of the Web Content Management syndication scenario.
e This can be achieved by exporting LDAP Idif files and/or maintaining some kind of LDAP
replication across servers

5. Run the Web Content Management Member Fixer on the Subscriber server at regular intervals or
after each syndication event.

¢ Not recommended, as it introduces a mandatory manual process
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5 Performance

5.1 Do’s

5.1.1 General Performance Considerations

1. Install the following iFixes (using the latest version of the Portal Update Installer)
o For Workplace Web Content Management 6.0.0.0:

o PK30057:
PK30516:
PK31598:
PK31802:
PK31933:
PK32016:
PK32455:
PK32457:
PK32538:
PK32541:
PK32544:
PK32630:
PK32856:
PK32944:
PK32949:
PK33025:
PK33026:
PK33051:

Required Cumulative iFix 1 for Web Content Management 6.0

WCM performance enhancement for Site Area save

The Menu Cache is being cleared when any item is saved.

Retrieving Site or Site Area children via the WCM API can lead to OOM errors
Menu Cmpnt does not display with security enabled when using categories.
Performance improvement to WCM's base cache implementation
Performance improvement to WCM's resource cache implementation

Allow Principallnformations to be cached

Allow Principallnformations to be cached (for Admin Portlet)

Allow Principallnformations to be cached (for Local Rendering Portlet)
Allow Principallnformations to be cached (for Remote Rendering Portlet)
Controllables are not being retrieved from controllable cache

Memory leak after manipulating WCM page for several hours

Allow Versioning to be disabled

Allow Versioning to be disabled (for Authoring Portlet)

Avoid logging into JCR where possible

Library Cmpnts are not lazy loaded for rendering in Local Rendering Portlet
Memory leak after manipulating WCM page for several hours (for Local

Rendering Portlet)

o PK33578:

Optimisation to Menu Cache processing for draft and expired items

e For Workplace Web Content Management 6.0.0.1:

e PK35618:

Required Cumulative iFix 1 for Web Content Management 6.0.0.1

2. Ensure that the JCR database (that holds the Workplace Web Content Management data) is

properly tuned

e See the 'Database Tuning' section for more information

3. Ensure that the LDAP server is properly tuned
e See the 'LDAP Tuning' section for more information
4. Review the 'Tuning' section of the InfoCenter
5. Ensure that the Portal server is properly tuned
e See the 'Official Portal Tuning Guide' for more information

6. Ensure that the Workplace Web Content Management application is properly tuned
e See the 'Official Workplace Web Content Management Tuning Guide' for more information

7. Actively resolve all errors (security, missing components etc) found within the Portal logs
8. Set the subscriber.only property to “true” in WCMConfigServices.properties for all Workplace Web
Content Management instances that will not syndicate their repositories to other servers.
e This stops the monitoring task from running on the Workplace Web Content Management
instance that tracks object changes for later syndication to another server.
o Whenever the subscriber.only setting is changed, also reset the EventLog
(fWPS_ROOT>\config\WPSConfig wem-reset-event-log) before restarting the server
9. Avoid having too many Subscribers linked to the one Syndicator
10. Avoid having a Homepage larger than 80 Kb
11. Ensure that all menu components are optimised
e See the 'Optimising Menu Components' section for more information

12. Ensure that all navigator components are optimised
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e See the 'Optimising Navigator Components' section for more information

13. Ensure that all Portal Personalization rules are optimised

e See the 'Optimising Portal Personalization Rules' section for more information

14. Consider disabling ‘Versioning’ for all items on both authoring and rendering servers

5.1.2
1.

5.1.3

5.2

5.2.1

Pob=

e If storing previous versions of items isn’t required, then disabling this feature can improve
performance of saving and syndication

Additional Rendering Performance Considerations

Use Pre-Rendering, Servlet-Caching (eg. Dynacache) or Web Content Management Basic
Caching where possible to speed up the rendering of static content
o For Portlet-based rendering where Basic Caching can’t be used, use Web Content
Management Advanced Caching (set to SITE) instead (it will provide the same result)
o See the 'Caching' section for more information on caching
If using Portal Search, consider using a dedicated server for the crawler and indexer

Additional Authoring Performance Considerations

Where many menus/navigators on a page can’t be avoided, avoid viewing those pages to verify
new content has been added, instead utilise dummy pages with a max of 1 or 2 menus/navigators
on them

Don’ts

General Performance Considerations

Don’t use Cloudscape in Production

Don’t Syndicate ‘All Items’ unless necessary, use ‘All Live Items’ instead
Don’t use security to do personalization

Don’t display single large images, break into multiple smaller images

Additional Rendering Performance Consideration

Don’t mix cacheable and non-cacheable items on the same page
Don’t Cache personalized content

Database Tuning

Use a dedicated server
Monitor CPU activity of database server and add additional hardware as required
Perform database tuning as indicated in database products documentation
Split portal domains (eg. WMM, WPS, JCR etc) into their own databases rather than one
database with multiple schemas
Monitor database usage over time and add/remove Database indexes to improve performance
specific to the customer’s usage pattern
For DB2:
o See DB2 Tuning section from 'Official Portal Tuning Guide'
o Consider changing the DB2 query level to 2 (for the JCR Database):
= HOW TO ENABLE:
e Enter the following commands from the DB2 Command prompt:
o DB2 CONNECT TO <jcrdb_name> USER <db2admin_id>
USING <db2admin_pwd>
o DB2 UPDATE DB CFG FOR <jcrdb_name> USING
DFT_QUERYOPT 2
o DB2 DISCONNECT <dbname>
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Restart the DB2 service
Restart the Portal Server

= HOW TO DISABLE:

Enter the following commands from the DB2 Command prompt:
o DB2 CONNECT TO <jcrdb_name> USER <db2admin_id>
USING <db2admin_pwd>
o DB2 UPDATE DB CFG FOR <jcrdb_name> USING
DFT_QUERYOPT 5
o DB2 DISCONNECT <dbname>
Restart the DB2 service
Restart the Portal Server

o Consider using binary collation:
=  IMPACTS:

Using binary collation will cause ordering within the Web Content
Management Authoring Ul, Menu’s and Personalisation Rules to be case
sensitive and words with accent and/or non-English characters will also
be ordered incorrectly

This is difficult and time consuming to enable / disable

= HOW TO ENABLE:

Install a new version of Portal on another machine
Before switching to DB2 storage, edit the
<WPS_ROOT>PortalServer\config\templates\db\db2\createdb2.bat file,
as follows:
o Copy the ‘CREATE DB..’ line and place the copy immediately
after the first instance
o Comment out the first ‘CREATE DB...’ line by adding ‘REM’ to
the front of the line
= Eg. REM db2 -v "CREATE DB %1 USING CODESET
UTF-8 TERRITORY us COLLATE USING UCA400_NO
PAGESIZE 8192"
o Remove the string ‘COLLATE USING UCA400_NO’ from the
second ‘CREATE DB...’ line
Follow the Portal InfoCenter instructions on switching to DB2 Storage
Syndicate all data to the new server
Either switch to use the new server, or perform a 'DB2 backup' of the
data and restore it to the original server

= HOW TO DISABLE:

e For Oracle:

Install a new version of Portal on another machine

Follow the Portal InfoCenter instructions on switching to DB2 Storage
Syndicate all data to the new server

Either switch to use the new server, or perform a 'DB2 backup' of the
data and restore it to the original server

o Enable the CLOB Cache
= HOW TO ENABLE / DISABLE: See the Oracle Documentation and/or contact
Oracle Support

5.4 LDAP Tuning

Use a dedicated server

e Monitor CPU activity of the LDAP server and add additional hardware as required
e Perform tuning as indicated in LDAP products documentation
e Avoid too many nested groups
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5.5 Optimising Menu Components

¢ Avoid too many search criteria (in ‘Menu Element Query’ section)

e Avoid utilising the options in the ‘Further options’ section for each criteria unless really necessary

o For Category and/or Site Area restricted menus, only select both ‘Ancestors’ and ‘Descendents’ if
really necessary

¢ Disable sorting by ‘Description’ unless really required (set the value to one of the other sort fields
to disable)

e For unsecure sites (where content is accessed anonymously or always accessed by the same
user, eg. Administrator), set ‘Maximum pages to include’ and ‘Pages to read ahead’ to 1

5.6 Optimising Navigator Components

e Only select both ‘Ancestors’ and ‘Descendents’ if really necessary
e For unsecure sites (where content is accessed anonymously or always accessed by the same
user, eg. Administrator), set ‘Maximum pages to include’ and ‘Pages to read ahead’ to 1

5.7 Optimising Portal Personalisation Rules

¢ Avoid having too many rules based off authoring template elements as they don’t perform as well
as rules that utilise standard metadata (such as keywords and categories)

5.8 Caching and Pre-Rendering

o Workplace Web Content Management Caching, Servlet Caching (Dynacache) & Pre-Rendering are
used to improve the performance of Workplace Web Content Management Web Sites

e While Pre-Rendering is the fastest option, its various limitations mean that most users will choose
Web Content Management Caching or Servlet Caching over pre-rendering.

e For more Information on Pre-Rendering and Web Content Management Caching, see the InfoCenter
topics on 'Pre-Rendering' and 'Caching' and the DeveloperWorks paper on ‘Using WCM with
Dynacache’

5.8.1 Which Cache is right for me?

Browser

3

Pre-Rendering

—

WAS Sarvar %TQ

(Dyrnacaches)

)

WCM Caching

ey

IHS (HTTF Server) S

WPSWCM Server -
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e While the diagram above clearly shows how each type of cache differs in performance, the choice of
which cache to use isn’t as easy as picking the fastest option
e The following decision tree can be used to decide which cache to use:
o Ifthe Site is not personalised and is never going to personalised: Use the Pre-Renderer

o If the Site is a mixture of personalised and non-personalised content:
= [f you only want to cache your non-personalised content: Use Servlet Caching
= |f you want to cache both personalised and non-personalised content: Use either
Web Content Management Caching solely or a combination of it and Servlet Caching

o Ifthe Site is all personalised (or will be in the future): Use Web Content Management Caching

o If Web Content Management Caching is to be used, then the following additional decision tree can be
used to determine which type of Web Content Management caching to use:
o Content is not personalised: Use ‘Basic Caching’ or the “Site” Advanced cache type so every
user can access the same cached items
o Content is personalised:
= Content is unigue for different groups of users: Use the “Secured” Advanced cache
type so users that belong to the same groups will access the same cached items
= Content is unigue for different personalization profiles: Use the “Personalized”
Advanced cache type so users that share the same personalization profile will access
the same cached items
= Content is unique for every user: Use the “User” Advanced cache type so every user
gets its own cached items
= Content is unigue for every session: Use the “Session” Advanced cache type so
every session gets its own cached items

5.8.2 Servilet Caching (Dynacache)

e Servlet Caching involves caching the request at the WebSphere layer

e This type of caching isn’t as fast as Pre-Rendering, but it faster than Web Content Management
Caching and depending on your needs can be more flexible

o While Servlet Caching can’t cache personalised content, it can be used to selectively cache (or not
cache) individual pages

¢ Depending on the type of rendering being used, Servlet Caching can be enabled to either cache the
results of portlets or the Web Content Management Servlet

5.8.2.1 Considerations / Limitations

e As Servlet Caching will need to be re-enabled if a fixpack or cumulative-iFix is applied, its
recommended to keep a backup of your cachespec.xml file so it can be easily re-enabled.
e You need to restart the server for changes to the cachespec.xml to be picked up
o When specifying ‘pathinfo’ components in a cache-id, don’t forget to include the Web Content
Management library name in any ‘non-value’ and ‘value’ attributes and additionally remove any ‘+’
characters from the URLs
e Error responses from the portlets and servlet are cached (such as file not found and exceptions)
o Specifying a URL to a Site or Site Area in either the ‘non-value’ or ‘value’ attributes does not also
specify the Site or Site Areas children i.e. the only way to do selective caching is to either:
o A. Specify the URL of every page that shouldn’t be cached (using the non-value attribute)
o B. Specify the URL of every page that should be cached (using the value-attribute)

Additional Considerations / Limitations for Rendering Portlets

e The default context of a portlet can’t be cached

e Dynacache can’t understand Alternate Page Design feature (i.e. if alternate page design is enabled
after caching, then the design won’t be shown until the cache is cleared)
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Additional Considerations / Limitations for Servlet-Rendering

¢ As Web Content Management v6 includes some internal integrations with Dynacache, when using
Dynacache with Servlet-Rendering, be careful not to overwrite the existing cachespec.xml file but
rather add your cache-id sections after the existing one

¢ Unlike the Rendering Portlets, when using Servlet Rendering caching, if the following arguments
aren’t specified in the cache id, then the following behaviour will be experienced:

Argument What happens if not specifed

id Dynacache won't distinguish between Draft and Published copies of the same object
pagedesign Dynacache won't distinguish between the default and alternate pagedesigns of the same content
version Dynacache won't distinguish between the current and previous versions of the same object
source Library and Content components won't render under some conditions

cmpntname  |Library and Content components won't render under some conditions

cmpntid Library and Content components won't render under some conditions

e |t's recommended a specific cache-id entry be added to disable Servlet-Caching for Web Content
Management’s Utility Modules and Syndication, as caching these elements will break both the Utility

Modules and Syndication. The following cache-id section can be added to achieve this:

<cache-id>
<component id="MOD" type="parameter">
<required>true</required>
<not-value>Subs</not-value>
<not-value>Synd</not-value>
<not-value>ItemDispatcher</not-value>
<not-value>Syndication</not-value>
<not-value>MemberFixer</not-value>
<not-value>VersioningEnablement</not-value>
<not-value>WorkflowEnablement</not-value>
<not-value>PlutoUploadFile</not-value>
<not-value>PlutoDownloadFile</not-value>
<not-value>AJPECatSelect</not-value>
<not-value>Template</not-value>
</component>
<timeout>7200</timeout>
</cache-id>

5.8.2.2 How to configure

Local-Rendering Caching
1. Ensure that Dynacache is enabled in WebSphere first

a. See the ‘Configuring Servlet Caching’ section of the WebSphere Application Server

InfoCenter for more information
2. Define your cachespec.xml file (this describes what is and isn’t cached)

a. See The Cachespec.xml section of the WebSphere Application Server InfoCenter for more

information
3. Use the following commands to backup and then update the Local-Rendering Portlet:
a. From a command-prompt, navigate to [WPS_ROOT\installableApps

Copy ilwwcm-localrendering-portlet.war to ilwwcm-localrendering-portlet.war.backup

b.
c. Make a new directory called ‘wcm_Irp_war’ and navigate to it
d. Run the following command:

[WAS_ROOT]/java/bin/jar —xf ../ilwwcm-localrendering-portlet.war

a0}

Run the following command:
[WAS_ROOT]/java/bin/jar —cf ../ilwwcm-localrendering-portlet.war *

Copy your cachespec.xml file to [WPS_ROOT]/installableApps/wem_Irp_war/WEB-INF
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4. Use Portal’'s Administration interface to re-deploy the modified portlet(s) from the
[WPS_ROOT\installableApps directory

5. [Optional] Install the Dynamic Cache Monitor. See the WebSphere Application Server InfoCenter
‘Displaying cache information’ for more information

Remote-Rendering Caching
1. Ensure that Dynacache is enabled in WebSphere first
a. See the ‘Configuring Servlet Caching’ section of the WebSphere Application Server
InfoCenter for more information
2. Define your cachespec.xml file (this describes what is and isn’t cached)
a. See The Cachespec.xml section of the WebSphere Application Server InfoCenter for more
information
3. Use the following commands to backup and then update the Remote-Rendering Portlet:
a. From a command-prompt, navigate to [WPS_ROOT]\installableApps
b. Copy ilwwcm-remoterendering-portlet.war to ilwwcm-remoterendering-portlet.war.backup
c. Make a new directory called ‘wem_rrp_war’ and navigate to it
d. Run the following command:
[WAS_ROOT]/java/bin/jar —xf ../ilwwcm-remoterendering-portlet.war
e. Copy your cachespec.xml file to [WPS_ROOT]/installableApps/wcm_rrp_war/WEB-INF
f.  Run the following command:
[WAS_ROOT]/java/bin/jar —cf ../ilwwcm-remoterendering-portlet.war *
4. Use Portal’'s Administration interface to re-deploy the modified portlet(s) from the
[WPS_ROOT]\installableApps directory
5. [Optional] Install the Dynamic Cache Monitor. See the WebSphere Application Server InfoCenter
‘Displaying cache information’ for more information

Servlet-Rendering Caching
1. Ensure that Dynacache is enabled in WebSphere first
a. See the ‘Configuring Servlet Caching’ section of the WebSphere Application Server
InfoCenter for more information
2. Define your cachespec.xml file (this describes what is and isn’t cached)
a. See The Cachespec.xml section of the WAS InfoCenter for more information
3. Use the following commands to backup and then update WCM’s ear file:
a. From a command-prompt, navigate to [WPS_ROOT]\wcmlinstallableApps
b. Rename wcm.ear to wem.ear.backup
c. Run the following command:
[WAS_ROOT]/bin/earexpander.bat —ear wcm.ear —operationDir ./wcm_ear —operation
expand
d. Merge your cachespec.xml file with the one already existing in ./wcm_ear/ilwwcm.war/WEB-
INF (don’t overwrite the existing cachespec file)
e. Run the following command:
[WAS_ROOT]/bin/earexpander.bat —ear wcm.ear —operationDir ./wcm_ear —operation
collapse
f.  Run the following Portal Config command(s) to redeploy the updated wcm.ear file:
[WPS_ROOT]/config/WPSconfig.bat update-wcm-ear
4. [Optional] Install the Dynamic Cache Monitor. See the WebSphere Application Server InfoCenter
‘Displaying cache information’ for more information
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6 Administration

6.1 Dos

1.

Have a backup strategy in place

o Ensure that you have an adequate backup strategy in place, so that your data can be restored in
the event of major failure. When restoring Workplace Web Content Management databases, you
should manually delete existing Syndicator/Subscriber pairs and create new pairs.

e Test your backup and restore procedure so that you know it works and all required components
are being backed up.

e As Web Content Management data is now stored within the JCR database, administrators should
note that backing up (or restoring) the JCR database will effect all applications that use that
database (eg. PDM and PZN etc)

Run the Member Fixer Module if any of the following conditions have occurred:

o The DN of a user or group has been changed

o This means that your data contains references to missing/invalid users/groups
e A user or group has been permanently removed from WebSphere Portal.

o This means that your data contains references to missing users/groups.

o |f WebSphere Portal security has been enabled or disabled (or Syndicated from another server
with different WebSphere Portal security settings).

o This means that all the user/group references are now invalid because the DN structure
has changed to either include or remove your real organization name.

o If the customer’s LDAP structure has been modified.

o This means that all the user/group references are now invalid because the DN structure
has changed.

¢ If you have moved your data to a Portal server and WMM is configured to use its default auto-
generated ID (rather than a unique attribute from each user’s LDAP record).

o This means that all the user/group references are now invalid because the WMM External
IDs won’t match.

e A user or group has been removed and then re-added to WebSphere Portal, and WMM is
configured to use its default auto-generated ID (rather than a unique attribute from each user’s
LDAP record).

o This means that your data contains references to users/groups with WMM External IDs
that don’t match the current Portal server.

o When requested by Workplace Web Content Management Level 3 Support.

NOTE 1: For more information on the MemberFixer, see the InfoCenter (Link)

NOTE 2: If the Principal Information Cache is enabled (available with PK32457 but not enabled by
default), then run the ‘Member Cache Manager Module’ as described in the iFix read-me before
running the ‘Member Fixer’

Ensure that the 'Web Content Management Must-Gather' information is gathered before contacting
IBM support

Monitor the ‘Recommended fixes and updates for WebSphere Portal’ site for new recommended fixes

e This will allow you to keep up to date with important fixes to ensure the smooth running of your
website
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o Whenever installing iFixes, always use the latest 'Portal Update Installer' to ensure that iFixes are
installed and removed correctly

¢ Note that when multiple iFixes have to be installed, it's usually ok to install them in one batch and
then perform any manual instructions once at the end. If you’re unsure, check with IBM Support.

5. Ensure that the recommendations in the ‘Performance’ section have been carried out
e This will ensure that your website performs as well as it should
6. Re-tune the JCR database (that holds the Web Content Management data) periodically
o See the 'Performance — Database Tuning' section for more information
e This will ensure that your website continues to perform as well as it should
o If your website is no longer changing, then a re-tune is not required
7. Store any custom JSP pages in a separate directory outside of the Portal Installation Directory
e This will allow them to be recopied into the appropriate places when portlets and the Web Content
Management application are updated
6.2 Don’ts
1. Don’t perform an upgrade or apply any iFixes without testing first

¢ Always test and document any changes before doing them on the production server

2. Don’t enable tracing and then leave it on

o |f detailed tracing has been requested by the Workplace Web Content Management Support team
ensure that it is turned off after getting the necessary logs because performance will be impacted
if is left on.
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7 Conclusion

Using the expert knowledge captured in this document will help make your IBM Workplace Web Content
Management implementation a success and will position you to better understand your design choices
when building new Web content sites.

7.1 Resources

Creating content with three clicks using IBM Workplace Web Content Management
http://www.ibm.com/developerworks/websphere/library/techarticles/0506 smit/0506 smit.html

Introducing IBM Workplace Web Content Management in WebSphere Portal V6
http://www.ibm.com/developerworks/websphere/library/techarticles/0612 viehweger/0611 viehweger.html

IBM Workplace Web Content Management for WebSphere Portal 5.1 and IBM Workplace Web
Content Management 2.5
http://www.redbooks.ibm.com/abstracts/sg246792.html

Understanding syndication in IBM Workplace Web Content Management
http://www.ibm.com/developerworks/workplace/library/wwcm-syndication/

Using WebSphere Dynamic Cache Service with IBM Workplace Web Content Management
http://www.ibm.com/developerworks/workplace/library/dynamic-cache-wcm/

WebSphere Portal and Workplace Web Content Management product documentation, including all
current levels of the InfoCenter
http://www.ibm.com/developerworks/websphere/zones/portal/proddoc.html

WebSphere Portal zone
http://www.ibm.com/developerworks/websphere/zones/portal/

Web Content Management resources page
http://www.ibm.com/developerworks/workplace/products/webcontentmanagement/
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Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
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This information is provided “as is” without warranty of any kind, express or implied, and is based on
IBM’s current product plans and strategy, which are subject to change by IBM without notice. IBM shall
not be responsible for any damages arising out of the use of, or otherwise related to, this document.
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