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This brief article explains how to set up a reverse proxy server for an IBM® Rational®
Jazz Team Server™ and the security effect of that change.

How reverse proxy servers work with Jazz.net

A proxy server is a server (a computer system or a software application) that
forwards requests to other servers. A reverse proxy server or surrogate server is a
proxy server that is associated with one or more servers, such as in front of a group
of Web servers. Typically, proxy servers are set up to route all connections coming
from the Internet that are addressed to one of the Web servers, however the proxy
server may either handle the request or pass it wholly or partially to the main Web
servers.

The proxy server can provide an additional layer of defense by separating the type
of server that is behind the reverse proxy. This configuration can protect the servers
that are further up the chain, mainly through obfuscation.

The reverse proxy server enables the jazz.net name to serve content from the
jazzdev server. However, Jazz.net's proxy does not allow total access to the jazzdev
server through jazz.net. This adds a level of security that applies to non-IBM® users.
The future plan is to enable caching for better performance.
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Why proxy?

Other than for security, proxy servers can provide load balancing
between your Web servers, apply encryption, and streamline
server-client transactions using a number of techniques, including
caching of static content, compression, and "spoon-feeding" of
dynamically-generated Web pages.

System environment

The following applications were used in this example:

* IBM® HTTP Server Version 6.1
* IBM® WebSphere® Application Server Version 6.1, Fix Pack 13

* Moazilla Firefox® Version 3.0.1 or later

Proxy server setup

1. Install IBM HTTP Server on the reverse proxy server.

2. Go to the IBM Key Management tool on the HTTP server (sometimes
referred to as IKeyMan), create a personnel certificate, and extract it to
this location (merely an example):

D:\Program Files\HTTP Server

3. Modify the httpd.conf file by adding the lines shown in code Listing 1.

Note:
Make sure that the .so file exists in D:\Program Files\HTTP Server \modules.

Listing 1. Code to add to the httpd.conf file

LoadModul e proxy_nodul e nodul es/ nbd_pr oxy. so

LoadMobdul e proxy_connect _nodul e nodul es/ nod_proxy_connect . so
LoadModul e proxy_ftp_nodul e nodul es/ nod_proxy_ftp.so
LoadMbdul e proxy_http_nodul e nodul es/ nod_proxy_http. so

Listen 0.0.0.0:443 — This is for the server to listen in the default SSL Port
LoadModul e i bm ssl _nodul e "D:\ Program Fi |l es\| BM HTTPSer ver \ nodul es\ nod_i bm ssl . so"
Pr oxyRequest s of f

SSLPr oxyEngi ne on

ProxyPass / https://RTCAppserver: 9443/

<Location />

ProxyPassRever se /
</ Locati on>

KeyFil e "D:\ Program Fil es\| BM HTTPSer ver\ key. kdb"
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<virtual host *:443>

SSLEnabl e

KeyFile "D\ Program Fi | es\| BM HTTPSer ver\ key. kdb"
SSLCi pher Spec 27

SSLCi pher Spec 21

SSLCi pher Spec 23

SSLCi pher Spec 3A

SSLCi pher Spec 34

SSLCi pher Spec 35

</ vi rtual host >

Note:

+« SSLDisable is to disable for the rest. We have it enabled for the virtual
hosts that connect

» SSL CipherSpec refers to specific SSL codes.

4.  Stop and restart the HTTP server.

5. Inthe Web browser, type this URL:
https://rtcserver: 9443/ jazz/ web

Server certificate setup

Extract the server certificate by following these steps:

1. Start Mozilla Firefox® Version 3.0.1 or later.
2. Click Tools > Options.

3. Onthe Advanced panel of the Options dialog box, click the Encryption
tab, and click View Certificates.

4. Onthe Servers tab of the Certificate Manager dialog box, click Add
Exception.

5. Inthe Add Security Exception dialog, under Location, enter the URL of
your Web server (in this example, https://9.34.106.118:9443/jazz/web),
and click Get Certificate (see Figure 1).

Figure 1. Add a security exception to the Firefox browser
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Add Security Exception

You are sbout to override how Firefox identifies thes site.
Legitimate banks, stores, and other public sites will not ask you to do this.

M _ - |

SErVEr

Location: -I'H:l:ps:.l',l"il.:ﬁ.llilﬁ.113:'3443.|'iazz!m.eb . et Certificate

Certificabe Stabus

This sibe attempts bo dentify ksef with imealid informatian,

Wrong Site

Certificabe belongs to & dfferent site, which could indicate an identicy Hheft,
Unknown Identity

Certificabe is not trusted, because & hasn't been verified by a recognized authority.

Permanently store this excepbion

[@nfimSe:uih‘Excentiun] [ Cancel ]

6. Click View, and in the Certificate Viewer dialog box, click the Details tab,
and then click Export (Figure 2).

Figure 2. Certificate Viewer
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Certificate Viewer:" qwind32.svispt 7.com

Certificate Hierarchy
owind 52, svkspt7.com

Certificate Fields
= gwin452 . svkspt 7.com "'"
=l Cartificate
Wearsian
Serial Number
Cartificabe Signatura Algorithm
Issuer
= Valdity
Mok Biefiore
Mok After
Field ¥alue

| <

Expork...

Close

7. Inthe Save Certificate To File dialog, under File name, enter a name for
the certificate.

8. Under Save as type, select X509 Certificate (DER) and click Save.
9. Inthe Certificate Viewer dialog, click Close.

10. Inthe Add Security Exception dialog, click Confirm Security Exception,
as shown in Figure 3.

Figure 3. Confirm the certificate
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Add Security Exception g|

¥ou are about to override how Firefox identifies this cite,

Legitimate banks, stores, and other public sites will not ask you to do this.
Server
Location: | htkps: /9,234,106, 1189443 jazz/web Get Certificate
Certificate Skatus
This site atkempts to identify itself with irsalid information, T
YWrong Site
Certificate belongs ko a different site, which could indicate anidentity theft,
Unknown Identity
Certificate is not krusted, because it hasn't been werified by a recagnized autharity,
Permanently stare this exception

Confirm Security Exception ‘ [ Cancel

11. Inthe Certificate Manager dialog, click OK, and then click OK again in the
Firefox Options dialog box.

12. Copy the *.der certificate to the proxy server.

13. Go back to the HTTP server and add the certificate to the trusted site by
using the IBM Key Management tool.

14. Select the personnel certificate, add signer certificates (Figure 4), and
then add the server certificate from the copied location.
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Figure 4. Add certificates
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15. Restart the HTTP server.

Setup Jazz server authentication

Convert the IBM® Rational® Jazz Team Server™ to support Basic authentication by
modifying the web.xml file and adding the code in Listing 2.

Listing 2. Code to add to the web.xml file

<l ogi n- confi g>

<r eal m nane>Def aul t Real nx/real m nane>
<aut h- met hod>BASI C</ aut h- et hod>

</l ogi n- confi g>

D: \ Program Fi | es\ | BM WebSpher e\ AppSer ver\ profi | es\ AppSrv01\ confi g\ cel | s\
gwi n451NodeO1Cel | \ appl i cations\jazz_war. ear\depl oynents\jazz_war\jazz. war\ WEB- | NF

D: \ Program Fi | es\ | BM WebSpher e\ AppSer ver\ profil es\ AppSrv01\
i nstal | edApps\ gwi n451Node01Cel I \jazz_war . ear\jazz. war\VEB-INF (this one is optional)

1. Comment out "Form" in web.xml, save and close the file.
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2. Restart the application server.

You should now be able to access your IBM Rational Team Concert server through
the reverse proxy server:
https://proxyserver/jazz/web
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Resources

Learn

* For more information, read TNOO13: Jazz Team Server Authentication
Explained This tech note on the Jazz.net site (registration required) explains the
authentication mechanism used by IBM Rational Jazz Team Server and the
rationale for the design. It also describes how to change the configuration to use
alternate authentication methods and to unsecure feed URLSs for a custom
deployment, along with the tradeoffs associated with each configuration. .

* Read TN0014: Updating the Deployment Descriptor for a Previously-Deployed
Java EE Web Application Archive. This article on the Jazz.net site explains how
to modify the Rational Jazz Team Server Java™ Enterprise Edition Web
Application Archive (WAR file) after it has been deployed. Instructions cover
both the Apache Tomcat and IBM® WebSphere® Application Server
environments.

* Get Jazz and Rational Team Concert downloads and updates and participate in
the forum discussions at Jazz.net. Registration required (free). This is also
where you can enter and review enhancement requests and bug reports.

» Visit the Rational software area on developerWorks for technical resources and
best practices for Rational Software Delivery Platform products.

» Explore Rational computer-based, Web-based, and instructor-led online
courses. Hone your skills and learn more about Rational tools with these
courses, which range from introductory to advanced. The courses on this
catalog are available for purchase through computer-based training or
Web-based training. Additionally, some "Getting Started" courses are available
free of charge.

» Subscribe to the Rational Edge newsletter for articles on the concepts behind
effective software development.

» Subscribe to the IBM developerWorks newsletter, a weekly update on the best
of developerWorks tutorials, articles, downloads, community activities, webcasts
and events.

» Browse the technology bookstore for books on these and other technical topics.
Get products and technologies

» Visit the Rational Team Concert area on developerWorks for articles,
downloads and other technical resources.

+ Download trial versions of IBM Rational software.

» Download these IBM product evaluation versions and get your hands on
application development tools and middleware products from DB2®, Lotus®,
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Tivoli®, and WebSphere®.
Discuss
» Join a Jazz Forum where you can ask specific questions related to the platform.

» Check out developerWorks blogs and get involved in the developerWorks
community.
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