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1 Introduction 

1.1 Purpose 

This document describes how to integrate IBM Cognos 8 with the CA 
Siteminder for authentication. It will describe how to leverage CA Siteminder 
with IBM Cognos BI in particular but mention general concepts and things to 
know about when integrating with other IBM Cognos products as well. 

1.2 Applicability 

The explanations made herein are applicable to all versions of IBM Cognos 8  
BI including all Fix packs and Refresh packs if not stated otherwise explicitly. 
Further to this the concepts documented apply to all supported operating 
systems and installs as covered by the Supported Environments listed here: 
http://www-01.ibm.com/support/docview.wss?rs=3442&uid=swg27014432. 

The statements referring to CA Siteminder apply to Siteminder versions 5.5, 
6.0 and 6.5 including all fix packs. Mind though, that Siteminder 5.5 is only 
supported at “compatible” level and it is strongly advised to upgrade to an 
actively supported version. 

1.3 Exclusions and Exceptions 

The document will not explain how to install and configure CA Siteminder 
over those parts which are required to comprehend the context and setup 
requirements in regards to IBM Cognos 8 BI.  
For details on installing and setting up CA Siteminder refer to your Siteminder 
product Documentation. 

 

2 CA Siteminder and IBM Cognos 8  

When deploying IBM Cognos 8 to enterprise environments the need will arise 
to integrate with corporate security infrastructures. One important component 
is corporate identity management and consistent authentication throughout 
the enterprise. While IBM addresses all of these requirements with the IBM 
Tivoli Access Manager product there are of course other competitors 
participating in that market. One of those competitor products is CA eTrust 
Siteminder, formerly known as Netegrity Siteminder. This tool competes 
against IBM Tivoli WebSEAL and has quite some footprint in the customer 
base.  

This document will describe how to integrate IBM Cognos 8 BI (and other 
sub-products being part of the IBM Cognos 8 solution) with CA Siteminder so 
customers can leverage their existing investments in security infrastructure 
with IBM Cognos 8 BI. This becomes of interest whenever single sign-on is 
desired to adhere to company guidelines and practices or when extra security 
is required at the infrastructure level, on top of the application security 
offered by IBM Cognos 8. 

The challenges involved with the integration are mostly about understanding 
the prerequisites for both, CA Siteminder and IBM Cognos 8 and choosing the 
correct level of integration. The document will help with both. 
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2.1 CA Siteminder Background 

CA eTrust SiteMinder (formerly Netegrity Siteminder) is a Web Access Management 
(WAM) tool which is part of the broader context of Identity Management. Tool like 
this are used to secure resources/services offered by web servers and application 
servers in an enterprise across various domains. Each service may use different 
credential types, different user accounts or different policies. WAM products will help 
centralize the administration and management of global sessions, policies and single 
sign-on.  
Other products in that market are IBM Tivoli Federated Identity Manager (TFIM, 
WebSEAL component), Sun Access Manager (SAM) and Oracle Access Manager 
(OAM, OBLIX component). 
CA Siteminder offers flexible authentication services to web resources sometimes 
beyond the means of web servers and application servers by applying defined 
policies and rules for access at fine granularity. The big asset though is that 
SiteMinder interfaces with lots of other security infrastructures like the operating 
system and other enterprise solutions so on enterprise scale one can federate 
authentication. WAM tools implement homogenous authentication/authorization 
services across systems and platforms at enterprise level by offering global session 
management with full audit capabilities.  
 
For a user accessing a resource protected by Siteminder by either a web browser or 
some other client like a web application, this results in a request to authenticate to 
Siteminder. Only if he is allowed access the resource will be served to him. 
Depending on the way of access this implies a browser prompt or the client (like an 
application) must implement handling of HTTP protocol codes returned during the 
authentication phase.  
 

2.1.1 Siteminder Architecture 

Siteminder (SM) uses a plug-in concept for implementing its service. This means that 
some Agent component has to be installed to each web server or application server 
hosting resources which are due to protection by Siteminder. Technically, those 
agents are for example modules (Apache web server) , ISAPI filters (Microsoft IIS) or 
Servlet filters (TAI – Java Application Servers). The Agent will intercept each 
incoming request and after authenticating the user evaluate policies defined 
governing the access to the requested resource.  
 
For this the Agent will communicate with the so called Policy Server. The Policy 
Server is the central backbone of the Siteminder infrastructure to which all agents 
will reach out to. It manages a central metadata repository, the Policy Store, which 
stores all Siteminder metadata. This involves Siteminder infrastructure information 
like Agents, hosts, IP addresses, configuration settings and more. Of course all 
defined security policies for all resources protected by the Siteminder infrastructure 
are stored there as well. Technically the Policy Store can be a data base or an LDAP 
server. The Policy Server is a daemon process running on a server waiting for client 
requests.  
For user information and authentication of users Siteminder relies on 3rd party user 
repositories like LDAP servers, Microsoft Active Directory, NTLM user data bases or 
other authentication providers. So are called User Directories and are accessed 
whenever user information is required or user’s must be authenticated. 
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If a user is granted access to a resource an encrypted session cookie called 
SMSESSION will be used to save the session’s security context.  In addition arbitrary 
HTTP header variables can be set as well. 
 
SiteMinder allows for failover and load balancing; hence there can be multiple Policy 
Servers to which agents attach. In addition clusters of protected servers can be 
defined, each running its own Agent but acting as one resource in regards to serving 
protected resources.  
 
All communication between SiteMinder’s components is based on the TCP protocol. 
The playload is encrypted though based on various methods. Thus the whole 
Siteminder infrastructure is secured against intrusion and can be considered a logical 
bus to which only Siteminder components have access (red arrows).  
Agents and Policy Server(s) use some static shared secret based encryption. Recent 
versions of Siteminder improved this to be shared secret with dynamic updates. 
However, only Siteminder software stack components may interface with this bus. 
There is an SDK available to facilitate integration to Siteminder.  
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2.1.2 Accessing a resource protected by Siteminder 

 
To describe this process we will need to establish some vocabulary first. 
 
SM operates based on what is called a Domain. A Domain defines a named space of 
protected resources, users accessing those and the policies used to verify access1.  
 
Users are read from 3rd party user repositories like LDAP, Active Directory, NTLM and 
others. A user repository in SM is called User Directory. A Domain can reference to 
one or many User Directories. That way Siteminder can leverage central user 
repositories in an enterprise deployment and grant cross domain user access to 
protected resources.  
 
A protected resource is defined by a Realm which basically identifies what to protect 
based on a virtual directory name/context root or part of a request URL. In addition 
the Realm will specify the Agent (aka the web/application server) protecting that 
resource. Finally the Realm specifies which authentication scheme is used to 
authenticate to the Realm. Authentication schemes range from “basic authentication” 
(HTTP 401 challenge response) , “form based” (HTTP 302 redirect which re-routes 
the client to a custom defined log on page) to SecureID or Security Card based 
authentication mechanisms. 
Each Realm will have Rules attached to it. A Rule defines what level of access, which 
actions (like HTTP actions GET, PUT, ..) are allowed or denied to which resources 
within a realm. A Rule can be defined for all of a Realm or only specific resources 
within the Realm. Rules can be valid anytime or only during defined windows of time. 
 
Finally, Policies will map which Rules apply to which users or clients accessing the 
Domain at what time. A Policy can define a set of users from any defined User 
Directory of the Domain and specify which rules of a Realm apply to them. User sets 
can be based on parameters like Username, Groups or Roles read from the User 
Directory. Clients can be identified based on client IP addresses for example. 
Policies can define a window of time at which the policy is valid and thus achieve 
access control at fine granularity.  
 

                                           
 
 
 
 
 
 
 
 
 
 
 
 
 
1 In addition there’s a fourth object type, a Response which allows to send customized 
responses to users based on authentication/authorization events but this is out of scope here.  
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To give an example of how to defines the various elements:  
 
Requirement: SM shall protect  “/myApp/…” allowing all users being a member of the 
LDAP Role “Application Users” to retrieve documents (HTTP GET) from the 
applications virtual directory /help between 8:00 AM and 5:00 PM. The user should 
be prompted by the browser to authenticate. Users shall be fetched from some LDAP 
server. 
 

� Domain: “MyApp” 
o Realm: /myApp/*, use BASIC authentication 

� Rule: on /help/*.* , Allow access , by HTTP GET 
o Policy: User is member of LDAP role, policy restricts access to 8:00 AM 

till 5:00 PM. 
 
The process of accessing a resource protected by Siteminder then comes down to: 
 
Client requests a resource protected by Siteminder from the hosting server. The 
Siteminder agent deployed to that server will intercept the request and in the first 
step verify if the session has been authenticated before. For this the request is 
investigated for a cookie named SMSESSION.  
 
If that cookie does exist and it’s decrypted contents confirm that the client of this 
session has authenticated to Siteminder before the process continues at evaluating 
policies. If however the cookie does not exist or the decrypted information of the 
cookie does relate to a different resource, an expired session or is invalid in any 
other way Siteminder will initiate the process of authenticating the client. 
 
Authentication happens according to the authentication scheme defined for the 
Realm. If BASIC authentication has been configured, the agent will respond to the 
client by HTTP 401 (authentication required). The client will then have to resend the 
initial request but this time with credentials added to it. Usually, if the client is a web 
browser this implies the browser displaying a log on dialog to the user. Once the 
user typed in his credentials the request plus credentials will be sent in again. In 
case of other clients, like an application it’s upon the application to handle that HTTP 
return code and act accordingly. If FORM based authentication has been configured, 
the Agent will send a HTTP 302 (Found -> redirect) and redirect the client to a 
custom HTML page for authentication. This page (example delivered with SM out of 
the box) will use HTML FORMs to send in the entered credentials by a POST request 
back to the Agent. 
Once the Agent received some credentials it will forward them to the Policy Server 
which will check back with the configured User Repository for this Domain. If the 
authentication succeeds the next step of evaluating policies is started. 
 
Once the user is authenticated Siteminder Policy Server will evaluate which policies 
defined for the actual domain apply to the authenticated user. This involves checking 
for group/role memberships, IP address checking and verifying access times. Once 
the applying policies have been identified the rules attached to them are processed. 
Depending on the outcome of this the Agent is signaled either success or failure and 
the session is authenticated and authorized in Policy Server. 
 
If the log on was successful the Agent will now add the encrypted session-cookie 
SMSESSION the response it’s sending back to the client. Any subsequent request to 
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the protected resource should contain this cookie so the request isn’t checked again. 
If the log on failed the Agent will respond with HTTP 401 up to 2 additional time to 
allow the client to provide valid credentials. After three failures the Agent will 
respond with an error message in an HTTP response and deny logging in.  
 
This is just a short very compact description to help understand the context. 
SiteMinder offers numerous features and possibilities which are not described here.  
For further information about SiteMinder take a look at the following links 
 
eTrust SiteMinder : http://www3.ca.com/solutions/Product.asp?ID=5262 
SiteMinder White Paper:  
http://www3.ca.com/Solutions/CollateralList.asp?CCT=19505&ID=5262 

2.2 IBM Cognos 8 BI interfacing CA Siteminder 
 
The following will explain in technical detail how IBM Cognos 8 interfaces with CA 
Siteminder. It’s not necessary, though advantageous, to have read this section to 
follow the Best Practice documented in  
 
 

2.2.1 The approach on integration with Siteminder 

 
As described earlier in Section 2.1.1 the Siteminder architecture Siteminder has its 
own secured logical bus over which the agents communicate with the Policy Server. 
From that it can be concluded that for any software looking to integrate with 
Siteminder the use of the Siteminder SDK provided by the vendor is mandatory. 
There is no other way to obtain information from Siteminder or even to decode the 
cookie. The alternative would be to rely on HTTP headers populated by Siteminder 
only. While this can work it is a less secure approach and prevents any integration 
from supporting features of the Siteminder infrastructure like multiple Policy Servers. 
HTTP header level integration may be reasonable though depending on the 
requirements, refer to section 2.3 for details.  
IBM Cognos 8 though does make use of the Siteminder SDK and its API.  
 
When looking at use cases for integration with Siteminder this clearly is about 
authentication and establishing single sign-on (SSO) between Siteminder and IBM 
Cognos 8. In detail this implies that a user authenticated to Siteminder first and only 
then he access IBM Cognos 8. Cognos is supposed to authenticate the user 
seamlessly without re-prompting him. This is what’s called “SSO with Siteminder”, 
actually a bad wording because it’s more of SSO from Siteminder to Cognos. 
The other way round, which is logging in to Cognos 8 and be authenticated in 
Siteminder as well, is not possible.  
Another idea might be to take on Siteminder policies to secure Cognos content, or 
reflect the user profile in Cognos as well, basically authorization contexts. This is 
pointless though as policies are targeted at web resources only not application 
objects in Cognos and user profiles (like what groups and roles a user belongs to) 
can be read from the user repository independently from Siteminder. To sum it up, 
Siteminder integration is about authentication only. 
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So if it would be possible for Cognos to attach to the same underlying user 
repository, like an LDAP server or Active Directory, Siteminder is using and if further 
Cognos could obtain the name of the user as authenticated by Siteminder, it could 
trust the authentication run by Siteminder and simply verify the user by looking him 
up in the user repository.  
 
Fortunately IBM Cognos 8 does support most of the User Directories supported by 
Siteminder and Cognos does leverage the Siteminder API which allows decrypting 
the session cookie Siteminder adds to the session (SMSESSION). That cookie can be 
used to obtain the username and hence Cognos can obtain all the required 
information to facilitate SSO from Siteminder to IBM Cognos 8. 
 
The authentication scheme of the Siteminder Realm is completely irrelevant to 
Cognos 8 in regards to the authentication itself. The authentication happens before 
the request even hits Cognos 8, so whatever happens there is transparent to 
Cognos. There are however challenges when it’s not a browser accessing IBM 
Cognos 8 but some other client for the reasons mentioned before. Clients may need 
to explicitly react to HTTP responses sent by the Agent. Examples are Framework 
Manager, Go! Mobile and Planning, basically whenever some client, not a browser, is 
connecting to an IBM Cognos8 entry point (a Gateway or a Dispatcher) which is 
secured by Siteminder. See chapter Error! Reference source not found. for details. 
 

2.2.2 IBM Cognos 8 authentication 

Now with the understanding about the integration approach provided in 2.2.1 this 
has to be reflected on the IBM Cognos 8 security architecture. 
 
IBM Cognos 8 handles authentication in a software component called Cognos Access 
Manager (CAM) which is located at the Content Manager install. This component 
provides authentication, authorization and other services to the platform. For 
authentication CAM follows the design concept of pluggable authentication providers.  
 
IBM Cognos 8 does not authenticate users itself but rather relies on external 3rd 
party authentication sources like LDAP, Active Directory, SAP, Series 7 or NTLM to do 
so. While CAM does provide the framework for authentication and interfacing with 
the platform, the actual implementation of handling authentication with a specific 
type of authentication source is packaged in what is called an Authentication 
Provider. Consequently there does exist an Authentication Provider for LDAP, another 
one for Active Directory, one for Series 7 and so on, one per supported 
authentication source. Technically those APs are C++ code packaged in libraries 
which get called during the authentication process. That we the architecture is 
flexible and extendible.   
 
In the IBM Cognos8 architecture there are two types of authentication providers as 
described in “Custom Authentication Provider Developer Guide” which is part of the 
SDK. There are “full” authentication providers (AP) opposed to “Trusted Signon 
Providers” (TSP). 
 
A full Cognos authentication provider implements a Namespace. A Namespace shows 
up in Cognos Connection and exposes users, groups and/or roles from the underlying 
authentication source in a hierarchical structure. The authentication provider has to 
provide things like searching for objects (browsing) and their attributes, 
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authenticating a user based on provided credentials and possibly SSO based on 
standard methods like HTTP headers.  
 
In contrast, TSPs are quite more lightweight. While APs have to implement the full 
set of functionality for handling authentication with the underlying authentication 
source TSPs only obtain the users identity based on some arbitrary “token” passed to 
them in the request. Technically these tokens could be anything which can be part of 
a http or SOAP request, usually they are cookies or HTTP headers containing some 
encrypted or obscured payload.  
A TSP will do whatever is required to deduct a username or some other valid 
credential information from that token. The information will then be passed to a 
second “full” AP which then can consume this information by one of its supported 
SSO mechanisms2 (usually by leveraging REMOTE_USER) and eventually 
authenticate the user to IBM Cognos 8.  
However a TSP cannot authenticate a user itself as it has no connection to any 
authentication source; it’s only a proxy to help SSO based on information which is 
not supported for SSO by any AP directly. Finally, TSPs don’t implement the full 
range functionality of Namespaces and hence don’t show up in Cognos 
Configuration. They are selectable for authentication though when prompting to 
select a namespace for authentication. 
  
While this is a very rough and brief description it’s sufficient to comprehend the 
technical approach taken with Siteminder integration.  
 

2.2.3 The Siteminder authentication provider 

 
IBM Cognos 8 delivers support for Siteminder integration by a dedicated Siteminder 
authentication provider (“Siteminder Namespace”). This provider is of type TSP 
which makes perfect sense given the backgrounds described in section 2.2.2. At the 
same time this implies that the Siteminder authentication provider requires a 
secondary authentication provider configured along with it to pass the authentication 
request to. Actually the Siteminder AP can pass on authentication requests to one of 
many secondary authentication providers. This is because of the way Siteminder 
architecture is designed.  
 

                                           
 
 
 
 
 
 
 
 
 
 
 
 
 
2 For a more comprehensive explanation see the “Custom Authentication Provider Developer Guide”. 



Integrating IBM Cognos 8 with            CA Siteminder 12 
 

 

 

  
 

As explained before (refer section 2.1), Siteminder users originate from User 
Directories. For the SSO integration to work IBM Cognos 8 will have to reach out to 
those User Directories to look up users trying to authentication to Cognos. As there 
can be multiple User Directories attached to a Siteminder Realm IBM Cognos 8 might 
have to reach out to multiple User Directories. Accessing a User Directory for Cognos 
is accomplished by configuring a full authentication provider of appropriate type 
(LDAP, AD, ..) referring to the exact same user repository which is configured as 
User Directory in Siteminder. Effectively if a Siteminder infrastructure uses multiple 
User Directories, one has to configure one full authentication provider per User 
Directory and a single Siteminder authentication provider on top of that. 
Those full authentication providers referring to the User Directories will act as the 
secondary namespaces for the Siteminder TSP. 
 
Technically the provider is leveraging the Siteminder API and a concept called a 
“custom Agent”. This custom agent is eligible to decode the Siteminder session 
cookie (SMSESSION). From there the provider will deduct the username and pass it 
to the secondary authentication provider.   
 

2.2.3.1 Configuration 
 
The Siteminder provider requires quite some configuration. All parameters are 
specified in the Siteminder authentication provider configuration (aka “Siteminder 
Namespace configuration” object) inside Cognos Configuration. From there the 
Siteminder TSP will obtain all its configuration parameters.  
 

 
Screenshot 1 - Siteminder Namespace configuration overview 

 
The configuration shown above resembles a Siteminder setup which uses two Policy 
Servers and two User Directories.  
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The main element is the Siteminder namespace. It takes all the common namespace 
parameters like Namespace ID and Selectable for authentication. More important is 
the information about the Agent which has to be entered here. 
 

 
Screenshot 2 - Siteminder Namesapce resource properties 

 
The namespace requires to provide the Agent name and the shared secret. 
Underneath the Siteminder namespace Policy Server objects have to be created 
(right click on the Siteminder namespace and choose new resource), one per Policy 
Server configured in Siteminder. Each Policy Server object takes configuration 
parameters like Host address, port and request timeouts.  
 

 
Screenshot 3 - Policy Server resource properties 

 
Finally underneath the Policy Servers new child objects of type User Directory have 
to be created, one per User Directory configured in Siteminder. As pointed out 
before, Cognos will access the User Directories through some full authentication 
provider and hence the properties for a User Directory in the Siteminder namespace 
configuration are simply a name and a reference to a full authentication provider 
configuration object.  
 

 
 
Refer to Screenshot 1 - Siteminder Namespace configuration overview  to get an 
overview again. The referenced namespace has to exist in Cognos Configuration and 
the reference is based on the namespace ID and NOT the name! 
 
Note: 
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Sometime concerns arise about why parameters like the Agent’s shared secret, which 
is considered sensible, or the Policy Server connection information has to be 
provided for configuration.  
It’s important to understand that it’s not the Cognos code requiring this information 
but the Siteminder API calls; it’s transparent to the provider code what happens to 
those parameters, they are simply passed on to the Siteminder API. Because of the 
technical approach used by the provider (“Siteminder custom Agent”) which cannot 
be changed easily using this specific Siteminder API version is crucial. Instantiating a 
“Custom Agent“ through the Siteminder API explicitly requires the shared secret for 
example.  
So for now it’s mandatory to provide this information to be able to use the 
Siteminder authentication provider which facilitates the secure Siteminder cookie for 
SSO. If for some reason the parameters cannot be provided refer to section 2.3 for 
an alternative.  
 
 
 
 
 
 

2.2.3.2 Logging in 
  
The process of authenticating through the Siteminder authentication provider works 
like described below. 
 
The Siteminder provider first calls the Siteminder API to instantiate a custom Agent. 
For this various configuration parameters like Policy Server connection information 
and sensible Agent information like the Agent’s name and shared secret are required.  
These parameters are specified in the Siteminder authentication provider 
configuration (aka “Namespace” configuration object) in Cognos Configuration. From 
there the Siteminder TSP will obtain all its configuration parameters. 
 
If this initial call fails the provider will error out with  

CAM-AAA-0165 The SiteMinder agent API function call  to ‘Sm-

AgentApi_Init()’ failed with error code ‘SM_AGENTAP I_FAILURE’ 

 
If possible a more specific information is provided in an additional error code like 

CAM-AAA-0162 Unable to initialize SiteMinder agent ‘XXXXX’. Shared 

Secret or agent name is incorrect. 

 
If the call succeeds the provider by the means of the Custom Agent which now is 
connected to the Siteminder infrastructure logical bus can obtain information from 
the Policy Server. The custom Agent may reach out to the Policy Server and hence it 
is considered best practice to ensure communication can happen between the 
Content Manager computer(s) and the Policy Server(s) on all Policy Server ports 
specified in the configuration. Whether this communication actually takes place is 
transparent to Cognos as the Siteminder API in that regard is a black box. 
 
Once the Agent has been instantiated, the authentication provider will call the 
Siteminder API to decode the cookie (SMSESSION) passed to Cognos in the browser 
request when the user was accessing IBM Cognos 8. If this call succeeds the result 
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will be the name of the User Directory the user authenticated to along with his name 
as valid in the User Directory (SM_AGENTAPI_ATTR_USERDN as returned by 
Siteminder). The syntax of the name will depend on the type of User Directory like 
LDAP, NTLM or something else. In case of LDAP the name will be an absolute DN of 
the user in the LDAP directory used for User Repository. This is by far the most 
common use case. In case of other User Directory types the name may look different 
which impacts the configuration of SSO for the secondary authentication provider. 
 
Next the provider will check whether a User Directory resource has been specified in 
the Siteminder Namespace configuration which has a matching name. That is, the 
provider is looking for an entry in its namespace configuration of the same name. 
This is a simple string match and no logic is applied so it’s essential that names 
match up here. If found the provider will take the “Namespace Reference ID” value 
from the User Directory entry as this will determine the secondary authentication 
provider to pass the authentication request to.  
If there’s no matching User Directory entry in the namespace configuration the 
authentication will fail at this point with “CAM-AAA-0169 Unable to find a mapping 
for the SiteMinder user directory.”   

 
By now the provider fulfilled its purpose and has gathered enough information to 
pass on the authentication request to the secondary provider. It will add the 
REMOTE_USER HTTP header variable to the original authentication request and 
populate it with the username deducted from the SMSESSION cookie. The variable is 
added as a trusted variable which implies the secondary namespace will trust its 
value without further challenging or verifying it. In addition the provider will add the 
CAMNamespace parameter to the request and set its value to the “Namespace 
Reference ID” value obtained from the User Directory entry from its configuration. 
This parameter determines which authentication provider, out of all configured ones, 
will handle the request. Last the cam.action of the request is set to “LogonAs” to 
indicate the request already contains all required parameters to run the 
authentication. Eventually the Siteminder TSP will destroy the custom Agent and 
pass on the request before quitting its processing.  
 
Given that the Siteminder TSP passed the information deducted from the cookie in 
REMOTE_USER implies that for secondary authentication provider only those types 
can be chosen which support SSO based on REMOTE_USER. In fact only LDAP, 
NTLM, Series 7 and Active Directory are supporting SSO based on REMOTE_USER.  
Since Series 7 is a proprietary Cognos user repository it is not valid for Siteminder 
which leaves NTLM, Active Directory and LDAP namespace for secondary 
namespaces.  
 
However this is not entirely correct. One could use any authentication provider which 
supports SSO based on REMOTE_USER if the username passed to it does exist in the 
authentication source it represents. The user is only looked up in the authentication 
source, there is no credential verification as this is a trusted authentication at this 
point in the context of the secondary namespace. So if Siteminder TSP passed down 
user X the secondary namespace will look for user X in it’s attached authentication 
source. If he exists the user is authenticated. Theoretically this means a Novell User 
Directory in Siteminder could be mapped to a Series 7 namespace in IBM Cognos 8. 
Best practice is to use authentication providers matching the type of User Directory 
configured in Siteminder though. 
 



Integrating IBM Cognos 8 with            CA Siteminder 16 
 

 

 

  
 

Eventually the secondary authentication provider receives the authentication request 
which now has a trusted variable (REMOTE_USER) set. If one of the authentication 
providers supporting SSO based on REMOTE_USER is used it will call 

GetTrustededEnvVarValue(“REMOTE_USER”)  which will return the value stored by 
Siteminder TSP. NTLM and Active Directory will expect the value to be a windows 
user name and try to look up the user. The LDAP authentication provider allows 
leveraging the “external Identity mapping” property of its configuration to form an 
LDAP search filter for looking up the user, by default though, if the User Directory is 
of type LDAP the value will be an absolute DN so that it can be used as a search-
string unchanged. Series7 will expect a string which is compared to a defined 
OSSignon for a user.  
If the lookup succeeds the user gets authenticated by that secondary authentication 
provider otherwise an error like 

CAM-AAA-0036 The provided credentials are invalid 

will show up. 
 
 

2.2.4 SSO Prerequisites 

Successful integration of IBM Cognos 8 with CA Siteminder depends on some 
prerequisites which are listed here more detailed than in documentation or 
Technotes. 
 
• For SSO to work the users must have authenticated to Siteminder prior to 

accessing IBM Cognos 8. Only then the SMSESSION cookie will be present in the 
request sent to Cognos. This implies that the Cognos 8 entry point, like the 
Cognos Gateway or the Cognos Dispatcher, has to be secured by Siteminder. 

 
• Since the Siteminder authentication provider is of type TSP there’s always going 

to be at least two namespaces configured for Cognos 8. When users access IBM 
Cognos 8 they will get prompted to choose on of the configured namespace for 
authentication. This breaks the seamless experience.  
This most easily way of “fixing” this is to specify the “default Namespace” 
property on the Cognos8 Gateway configuration. By this one specifies which 
namespace is used by default. This should be the Siteminder namespace of 
course. In setups where there is no Cognos Gateway (for example Application 
Server Plug-ins are used) one can append the CAMNamespace parameter to the 
URL. For example by providing a prepared link or bookmark somewhere like 
 
Example: http://<server>:<port>/<alias>/cgi-bin/cognos.cgi?CAMNamespace=<SMNamespID> 

 
• Stemming from the technical approach taken for implementing the Siteminder 

authentication provider there is a prerequisite a specific to Siteminder. The 
custom Agent API used by the Siteminder provider uses a static value for the 
shared secret. Newer versions of Siteminder have evolved to use dynamic roll-
over of shared secret to increase security. This however is incompatible with the 
Custom Agent API. Hence the Agent protecting the IBM Cognos 8 entry point 
must be configured to support the so called “V4 Protocol” for communication to 
the Siteminder Policy Server; otherwise the Siteminder provider will not be able 
to instantiate a custom Agent.  
The configuration is done in the Siteminder Policy Server User Interface. Below 
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screenshot displays the properties of the Agent Object. The required setting is 
the “Support 4.x agents” in the upper left. Once the option is activated the 
“Shared Secret” box becomes active and allows entering a shared secret. To be 
precise only by facilitating the V4 protocol the Shared Secret must be entered 
manually. Newer protocol versions automatically generate it and support timed 
rollover to raise security further.  
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2.3 Alternate interfacing method “Siteminder light” 

The previous chapters described how integration facilitating the Siteminder 
authentication provider, delivered out of the box, works. There are scenarios when 
using the Siteminder authentication provider is not possible or may not be required 
at all.  
 
As pointed out in the product documentation - briefly though - is, that there’s no 
Siteminder Namespace on LINUX and 64bit version of IBM Cognos 8 simply because 
the product doesn’t support it. Another reason could be that the 4.x compatibility 
mode is not allowed in a corporate Siteminder infrastructure or the Siteminder 
session cookie cannot be passed. Both would render using the Siteminder 
namespace impossible. Finally, if for some reason there is no network connectivity 
between the Content Manager machine(s) and the Policy Server(s) using the 
Siteminder Namespace is risky as it’s not clear whether the SM customer Agent APIs 
do require that connectivity in every case or not. Again this would imply looking for 
alternatives.  
 
In addition there may be scenarios where using the Siteminder TSP is not necessary 
because the security requirements are less restrictive or/and a simple and quick 
straight forward setup is all that is required.  
 
For all those setups an alternate way of integration is available if Siteminder is 
configured to use a single User Directory for the desired Realm only or if only users 
from a single User Directory shall have access to Cognos 8. 
Under these conditions, as mentioned in IBM Cognos 8’s “Installation and 
Configuration Guide” one can opt to authenticate in a simpler and more straight 
forward way. We will call this approach “Siteminder light”.  
 
Instead of facilitating the Siteminder TSP plus a secondary full authentication 
provider one can simply configure a single authentication provider of matching type 
against the user repository underlying the Siteminder User Directory. This again is 
limited to LDAP, Active Directory, Series 7 and NTLM type User Directories.  
 
In this approach the Siteminder authentication provider won’t be used. Hence SSO 
cannot be based on the Siteminder session cookie because there is no other way 
decrypting it but using Siteminder SDK.  
That on another thought implies that REMOTE_USER must not remain the only 
option regarding tokens/headers SSO. Since there is no TSP passing information in 
REMOTE_USER other header/variable is set by Siteminder this potentially can be 
leveraged as well if the authentication provider configured for Cognos 8 does support 
SSO based on them. Refer to the subsections for details. 
Last, there’s no need to specify a default Namespace by either a Gateway 
configuration setting appending some variable to the URL since “Siteminder light” 
can work with a single namespace configured. 
 
The following table sums up some pros and cons for both approaches: 
 

SiteMinder AP SiteMinder light 

+ Maximum Security through use of - Less secure through use of 
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encrypted SM cookie unencrypted headers. Requires SSL to 
prevent clear-text from crossing the wire. 

- Access to SM PS needed.  + Will work without access to SM 
infrastructure at all 

+ Works with multiple SM User 
Directories, failover, clustering of SM 
infrastructure. 

- Single SM User Directory only, no 
support for SM infrastructure features. 

- Two Namespaces needed, needs 
default Namespace specified 

+ Simple to configure, one Namespace 
only. No default Namespace required. 

- 2ndary Namespace must support SSO 
based on REMOTE_USER  

+ SSO can be based on whatever the 
namespace supports, i.e.SM_USER 

- Not available on LINUX or 64bit + Works on LINUX and 64bit as well  
 

The best practice is to use the Siteminder authentication provider whenever possible 
though. If not possible the Siteminder light approach offers a proven alternative 
which delivers similar functionality. From the perspective of user experience they are 
identical. 
 

2.3.1 Siteminder light using NTLM  

The NTLM authentication provider does support SSO based on REMOTE_USER only 
and requires it to contain a valid NTLM username. There’s no way to apply any 
configuration to this mechanism for the NTLM provider so if the Siteminder User 
directory is indeed NTLM (for example by using some NTLM authentication scheme) 
this can work straight forward. However, as there’s no TSP populating the 
REMOTE_USER HTTP variable for the NTLM provider this has to be achieved 
otherwise. Actually, Siteminder can do that if configured accordingly. 
 
After successful authentication Siteminder by default populates the SMSESSION 
cookie only. By applying some configuration change one can achieve that the Agent 
will populate REMOTE_USER with the login user name.  
This can be achieved in the SiteMinder Policy Server User interface by changing the 
property “SetRemoteUser” in the AgentConf Object to “yes”. 
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With this configuration change in place the Siteminder Agent will populate 
REMOTE_USER with the login user username, so whatever the user typed in for 
username when promoted to authenticate to Siteimder. Since we assume that the 
user Directory for Siteminder is of type NTLM as well tat username will be valid for 
an NTLM namespace in Cognos 8 as well. The NTLM Authentication provider checks 
for REMOTE_USER automatically, no additional configuration is required. SSO should 
work in this setup without issues. 
  

2.3.2 Siteminder light using Active Directory 

The IBM Cognos 8 Acitve Directory authentication provider supports two modes of 
SSO.  
The first and default mode is SSO based on Windows Kerberos tokens. This mode is 
not applicable for Siteminder integration though. 
The second mode is “identity mapping” mode by which the Ad provider will leverage 
the REMOTE_USER variable. This can work similar as for NTLM if the AD 
authentication provider has been configured accordingly and Siteminder is configured 
to populate REMOTE_USER and the Siteminder User Directory is Active Directory. 
 
To switch the Cognos AD authentication provider to “identity mapping” mode, an 
advanced property has to be set for the namespace in Cognos Configuration. 
 

 
 
The property to add is singleSignonOption with a value of IdentityMapping like 
this 
 

 
 
Once this change is applied and Siteminder is populating REMOTE_USER with the 
user’s login username SSO will work if the username matches the sAMAccountName 
attribute in Active Directory. To that attribute the Active Directory provider will 
compare the contents of REMOTE_USER. 
 
If this doesn’t work out because Siteminder is configured to use a different Active 
Directory Schema attribute for username one can try to achieve SSO to Cognos by 
using an LDAP namespace which allows more flexible configuration.  
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2.3.3 Siteminder light using Series 7 

The IBM Cognos 8 Series 7 authentication provider is basically a wrapper around the 
Cognos Series 7 libraries implementing the Series 7 security. It does support SSO for 
whatever Series 7 offers which is (as of version 7.4) SSO based on arbitrary HTTP 
headers and arbitrary cookies. 
In Series 7 a user can have a basic signon (unsername and password) maintained by 
Series 7 Access Manager and he can be assigned an OSSignon. The OSSignon is 
basically a string which is compared to some external authentication token like a 
HTTP header or cookie passed in by some HTTP based request to authenticate to 
Series 7. In Series 7 Access Manager Adminsitation console a string expression using 
three different macros (${environment(“HTTP_HEADER_NAME”)}, 

${cookie(“COOKIE_NAME”)}  and ${replace(source, expr1, expr2)})  can be can be 
crafted which will produce a single string value which is compared to a user’s 
OSSignon attribute. If they match up, the user is authenticated to the Series 7 
Access Manager security.  For details refer to Access Manager Administration Guide -
Use Variables for Namespace OS Signons for Web Users. 
 
This concept transfers to the Series 7 namespace in Cognos 8 as well as the request 
is passed to the same libraries. This has to be configured in Series 7 Access Manager 
Administration console however.  
 
If set up correctly though, this implies whatever Siteminder is passing in either a 
default header like REMOTE_USER or some cookie the Series 7 namespace most 
possibly can leverage it as long as it’s clear text. For more sophisticated scenarios it’s 
even possible to add custom code using some SDK provided, basically a TSP for 
Series 7. However, there is no such module for Siteminder delivered with the Series 
7 product out of the box. Hence the concept described here is actually the only way 
to integrate Series 7 and Siteminder and is a proven practice. 
 
Siteminder can populate default HTTP header variables like REMOTE_USER or it can 
be configured to populate other default Siteminder HTTP header variables 
(SM_USER, SM_USER_FULL, SM_EMAIL….) or even cookies. There is a concept of 
Responses available in Siteminder for that. Please refer to Siteminder documentation 
for details. 
The flexibility of SSO support by Series 7 will most likely allow to find a solution. The 
input received from Siteminder can be manipulated by the string expression for Web 
SSO in Series 7 and the OSSignon attribute itself can be set to any string value. 
 

The most common way to integrate Series 7 with Siteminder though is by leveraging 
REMOTE_USER. The OSSignon attribute of the Series 7 users would be set to the 
user’s login name they provide to Siteminder (depending on the type of user 
Directory in Siteminder) and the string expression in Series 7 Access Manager would 
be set to something like ${environment(“REMOTE_USER”)  or 
${replace(${environment("REMOTE_USER")}, "DOMAIN\\" , "") in case of Windows 

Credentials for example. Again, refer to Access Manager Admin Guide and various 
technotes regarding this topic.  
 

2.3.4 Siteminder light using LDAP 

The IBM Cognos 8 authentication provider for LDAP is one of the most versatile and 
flexible ones in regards to configuration, SSO not being an exception to that. 
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The provider supports SSO based on arbitrary HTTP header variables, cookies are 
not supported. For SSO to happen the provider will allow crafting an LDAP search 
filter which is used to run a look-up search over all user objects in the LDAP 
indicated by a certain object class. If that search produces a single result the user 
matching the filter is authenticated.  
 
The filter is configured in the external Identity Mapping property of an LDAP 
namespace configuration. 
 

 
 
The string entered here must be a valid LDAP search filter. In addition the use of two 

macros ${environment(“HTTP_HEADER_NAME”)}  and ${replace(source, expr1, 

expr2)} ) is supported. Using these macros will allow crafting a filter which 

incorporates the value of a HTTP header variable and possibly manipulate it buy 
replacing/cutting parts of it and match it with an attribute of a user entry. The filter 
expression actually supports the full range of LDAP filter syntax so filters using 
multiple conditions concatenated by logical AND (“&&”) or logical OR (“||”) can be 
build. With this great flexibility using almost any value in any HTTP header variable is 
possible for SSO. 
 
Siteminder can populate default HTTP header variables like REMOTE_USER or it can 
be configured to populate other default Siteminder HTTP header variables 
(SM_USER, SM_USER_FULL, SM_EMAIL….) or even cookies. There is a concept of 
Responses available in Siteminder for that. Please refer to Siteminder documentation 
for details.  
 
The by far most common approach is to leverage REMOTE_USER standard header 
variable. The external identity mapping string for that depends on what’s in 
REMOTE_USER which in turn is determined by what type of User Directory is 
configured in Siteminder. Here are some examples 
• Siteminder User Directory of type LDAP 

 
Assumption: Users authenticate by providing a userid stored in the uid 
attribute of their LDAP entry. 
 
External Identity Mapping String: (uid=${environment(“REMOTE_USER”)}) 
 

• Siteminder User Directory of type LDAP 
 
Assumption: Users authenticate by providing their email stored in the email                  
attribute of their LDAP entry. Siteminder uses SM_EMAIL header. 
 
External Identity Mapping String: (email=${environment(“SM_EMAIL”)}) 
 

• Siteminder User Directory of type Active Directory 
 
Assumption: Users authenticate by providing their windows login name without 
domain prefix. Siteminder uses SM_USER header. 
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External Identity Mapping String: 
(sAMAccountName=${environment(“SM_USER”)}) 
 
As you can see, Active Directory can be perceived as just another LDAP. This 
serves setup where using an Active Directory Namespace for Cognos 8 is not 
possible since the header being used is not REMOTE_USER. 
 

• Siteminder User Directory of type Active Directory 
 
Assumption: Users authenticate by providing their windows login name including 
domain prefix of “DOMAIN”. Siteminder uses SM_USER header. 
 
External Identity Mapping String: 
(sAMAccountName=${replace(${environment(“SM_USER”)},”DOMAIN\\”,””)}) 
 
As you can see, Active Directory can be perceived as just another LDAP. This 
serves setup where using an Active Directory Namespace for Cognos 8 is not 
possible since the header being used is not REMOTE_USER. 
 

It’s impossible to name all possibilities here but in general LDAP is the most flexible 
provider of all and by identifying the header being passed, the content syntax and 
value of it it comes down to finding a user entry attribute in the LDAP which matches 
the value. If necessary one can even add the required values to some unused LDAP 
attribute.  
For more information refer to the IBM Cognos 8 Securtiy and Administration Guide as 
well as your LDAP Administrator. 
 
 
 
 
 

3 Set up IBM Cognos 8 integration with CA Siteminder 

This section provides a step by step guide in setting up SSO between 
Siteminder and IBM Cognos 8 using the Cognos 8 Siteminder Namespace. 

We assume that the facts provided in section 2.3 already have been used to 
decide whether using the Siteminder authentication provider really is the best 
applicable solution and that it was concluded it is.  

 

3.1 Verify the Siteminder configuration 
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1. Make sure that Siteminder is configured correctly to protect the IBM Cognos 8 
entry point. This implies either the Cognos 8 Gateway or the Cognos 8 
Dispatcher.  
For the most common approach of securing the Cognos 8 Gateway ensure 
that the Gateway URI is part of a Siteminder Realm and users can 
successfully access the IBM Cognos 8 through it once they authenticate to 
Siteminder successfully. 
 
In case of multiple entry points being configured (like multiple 

Gateways), ensure that all servers hosting entry points are part of 
the same Siteminder Realm and all refer to the same Web Agent 
Configuration Object in Siteminder's configuration so that they 

all share the same Agent Name 
 
Use the Siteminder test tool provided with the Siteminder installation files to 
verify that the resource is protected, authenticated and authorized. Only if 
that is the case you may proceed. 
 

2. Use the Siteminder Policy Server Administration console to verify the 
following prerequisites 
 

a. Find the Agent Configuration object for the WebAgent protecting the 
Cognos 8 entry point URL. Verify the Agent Configuration Object’s 
properties are set that 
 

1. BadCssChars is deactivated 
2. DisableSessionVars  is deactivated 

 
b. Find the Agent object for the WebAgent protecting the Cognos 8 entry 

point URL. Verify that the Agent configuration is supporting version 
4.x Agents. Refer to section 2.2.4 for details.  
 

3.2 Determine Siteminder infrastructure information  

To configure the Siteminder authentication provider correctly several details 
about the Siteminder configuration are required. It’s easiest to look up the 
information in the Siteminder Policy Server administration console. 

 

• Identify the User Directory/ies configured for the Domain the Cognos 8 
entry point will be part of. Find and write down  

o the type of each User Directory 

o the name of the user Directory as specified in Siteminder 

o connection information (host, port, binding credentials, lookup 
filters, etc) 
 

• Identify the Agent configured for the Realm which the IBM Cognos 8 
entry point is protected by. Find and write down 

o The Agent name as defined in the Agent Configuration object 
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o The Agent shared secret as defined in the Agent Configuration 
object 

o The ports specified for Policy Server services (Accounting, 
Authentication, Authorization), defaults are 44441,44442 and 
44443 respectivly. 

3.3 Configure Cognos 8 Siteminder Namespace 

On every computer running a Content Manager open Cognos Configuration 
and follow the steps provided in the subsections. 

 

3.3.1 Namespaces for User Directories 

First create the namespaces referring to the Siteminder User Directories by 
repeating steps 1 - 5 for each User Directory configured in Siteminder.  
These will be referred to by the Siteminder Namespace later on.  
 

1. In the Explorer Window, under Security, right-click Authentication, and select 
New Resource -> Namespace. 
 

2. In the upcoming dialog specify a name and select the correct type which has 
to match the type if User Directory as defined in Siteminder. This information 
was looked up in section 3.2. Click OK. 
 
Best Practice: Use a name which allows you to differentiate the sources of 
the user information, for example "MyLDAP Users". This should NOT be the 
same as the user Directory Names as looked up in 3.2 to avoid confusion 
when troubleshooting. 
 

3. For the newly created Namespace specify a unique Namespace ID 
 
Best Practice: Use something like “SMUD1”, “SMUD2”  
 

4. If the new Namespace is of type LDAP set "Use external Identity" to 
TRUE and provide the default value which 

is ${environment("REMOTE_USER")} .  

 
Tip: You may want to use "reset to default" by right-clicking on this 
property if unsure you typed correct.  

 
If the new Namespace is of type Series 7 make sure you specify the 

external identity mapping (for web users only) property to be 

${environment("REMOTE_USER")} on the Signons tab of the Series 7 
Namespace properties dialogue in Series 7 Access Manager Administration 
console. Don’t forget to enable OS signons for the Series 7 Namespace as 
well and provide values for users’ OSSigon attributes. 
 

5. Fill in all other properties required for this type of Namespace so it 
connects to the underlying authentication source using the same 
settings as defined in Siteminder. So for example use the same 

connection parameters and bind users’ credentials. 
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Tip: Use the "test" functionality by right-clicking on the Namespace 
to check for any configuration errors at this point. 

3.3.2 Add Siteminder Namespace 
 

6. In the Explorer Window, under Security, right-click Authentication, 
and select New Resource -> Namespace  
 

7. In the upcoming dialogue specify a name for the Namespace and 
select "Netegrity SiteMinder" for type. Click OK.  
 

8. Specify all the properties for the newly created namespace in the 
properties pane using the information looked up in section 3.2.  
 
Specify namespace ID to be something indicating it is a Siteminder 

TSP to help troubleshooting.  
 

 
Now Repeat steps 9 - 13 for any Policy Server configured in Siteminder's 
configuration which is part of either a load balancing or failover clustering 
defined in Siteminder. 

 
9. Right-Click the new Siteminder Namespace in the Explorer Pane 

and select New Resource -> SiteMinder Policy Server  
 

10. Enter a unique arbitrary name and click OK. Using the Policy Server’s 
NetBIOS name is not a bad idea.  
 

11. Select the new Policy Server Resource and provide a value for the 
host property. Obviously this is the hostname/IP of the host 
running the Policy Server. 
 

 
Last create the User Directory references. Repeat steps 12 & 13 for each User 
Directory configured in SiteMinder ! 
 
 

12. Right-Click the new Policy Server Resource and select New 
Resource -> User Directory. 

 
Specify the name exactly (case sensitive) as looked up from 

Siteminder Policy Server Administration Console.  
Don't mix this up with the name chosen in Step 2, it's the one from 
the Siteminder configuration which goes here. 

The type is fixed to SiteMinder user directory so click OK. 

 
13. Select the new User Directory resource and provide the reference to 

to the corresponding Namespaces defined for that User Directory in 

the Namespace ID property as created in step 3. Click Ok. 
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Save the configuration. Right-click the Siteminder namespace and select 

the test option. This will reveal configuration errors like wrong shared 
secret or agent names as it will trigger the provider to try initializing the 

custom Agent. If the test succeeds at least this step is ensured to work. In 
case of errors showing up here read them carefully and act accordingly. 
For more comprehensive troubleshooting refer to Chapter 5. 

The Siteminder Namespace is configured and ready to go at this point. 

4 Non-Browser clients considerations  

IBM Cognos 8 is a platform and since securing it’s entry points with Siteminder will 
not only impact user connecting via browsers. There are several other tools using 
other clients connecting to Cognos 8’s entry point.  
This can pose a challenge in that other clients may be required to handle Siteminder 
responses explicitly which a browser would do automatically.  In general as of today 
(IBM Cognos 8.4 FP2) all other IBM Cognos 8 products support Siteminder 
integration with only a few exceptions. 
 

4.1 Framework Manager 

Framework Manager (FM) needs to connect to IBM Cognos 8 for two reasons.  
 
First there is metadata retrieval. FM will reach out to the Cognos 8 Gateway to 
retrieve metadata about the DataSources configured for IBM Cognos 8. Second is the 
publishing of packages. This is done by connecting to a Cognos 8 Dispatcher directly.  
Both endpoints mentioned get configured in FMs local configuration.  
 
If the Cognos 8 Gateway is protected by Siteminder obviously FM needs to provide 
credentials to it for being able to access the Cognos 8 Gateway. Fortunately FM 
leverages a so called Browser Control which can be perceived as something like an 
embedded Internet Explorer. This implies it behaves like a browser would for the 
most part. Upon accessing the Cognos Gateway the Siteminder Agent will respond 
with either a HTTP 401 challenge or a HTTP 302 to redirect the client. Both is 
supported by the browser control and hence the user will either get prompted to 
provide Siteminder credentials or the control will display the Siteminder login page 
where the user is supposed to enter his Siteminder credentials. Hence integrating 
with Siteminder is not a problem for Framework Manager. 
 
While the second channel of connecting to a Dispatcher does not apply here directly 
there can be situations where this becomes of interest. In setups where there is no 
direct communication path between the box running FM and the Cognos 8 
Dispatcher (firewalled) it’s a common approach to route the traffic destined for the 
Dispatcher identified by the Dispatcher URI for external Applications property in 
configuration through a Gateway instead. This has several other implications but 
regardless of these this will not work if the used Gateway is protected by Siteminder! 
The code which expects to interact with the Dispatcher directly does not support 
handling HTTP 401 or HTTP 302 response codes. In short, the URL specified for 
Dispatcher URI for external Applications must not be secured at all. 
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4.2 IBM Cognos 8 Go! Mobile 

IBM Cognos 8 Go! Mobile will add a new service to the Cognos 8 platform. 
The Go! Mobile clients deployed to the portable devices must communicate 
with this back-end service in order for the product to work. The 
communication is happening over the Cognos 8 Gateway. If the Gateway is 
secured by Siteminder the Go! Mobile client will have to support this 
explicitly. 

Go! Mobile does support HTTP 401 and as of recent HTTP 302 return codes. 
That implies that the user will either get prompted to provide Siteminder 
credentials or the Go! Mobile client will display the custom Siteminder login 
page where the user is supposed to enter his Siteminder credential. 

However, there is a limitation for Siteminder running the form based 
authentication scheme such, that the Go! Mobile client will not display 
arbitrary web pages as-is. The client is not a browser and does not support 
the full range of browser functionality. Therefore the client “parses” web 
pages’ HTML code to identify any FORM elements. It will then display the 
forms and allow entering and submitting them but nothing beyond that. So if 
the custom login page used by Siteminder for form based authentication 
scheme cannot be parsed or requires using script code of any language to be 
executed this wont work with Go! Mobile. So far this has been encountered 
but once but it should be noted that custom login pages should refrain from 
using script languages to render forms dynamically or the like. Standard 
HTML elements work fine. 

 

4.3 IBM Cognos 8 Go! Office 

IBM Cognos 8 Go! Office delivers the Microsoft Office plug-ins which have to 
be installed as part of the solution. These plug-ins coded in .NET are clients 
communicating with the Report Data Service running on the IBM Cognos 8 
platform. This communication is via the Cognos 8 Gateway. Consequently if 
the Cognos 8 Gateway is secured by Siteminder the plug-ins will be required 
to handle Siteminder authentication explicitly. 

The plug-ins handle HTTP 401 return codes by prompting the user to provide 
credentials. For supporting HTTP 302 (redirect) as part of Siteminder form 
based authentication scheme an extra setting is required in the plug-ins’ 
configuration.  
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Only then the redirect will work. The plug-ins use some browser control which 
can be perceived as something like an embedded IE browser. This will display 
the custom login page for Siteminder form based authentication. 
 
Go! Office therefore supports environments where integration with CA 
Siteminder has been set up. 
 

4.4 IBM Cognos Planning 

The IBM Cognos Planning suite is special in that it’s not an (add-on ) 
component of IBM Cognos 8 but it’s own self-sufficient product suite. 
However Planning uses the IBM Cognos 8 platform and hence an increasing 
number of integrated set-ups is seen where Planning and BI coexist on a 
single Cognos 8 platform deployment.  

Planning contains several fat clients which communicate with the planning 
Service and it leverage the Planning Gateway for part of its’ client 
provisioning functionality. In a mixed Planning/BI setup the Gateways usually 
get federated to that Siteminder integration applies to both suites. 
Planning does support Siteminder integration by handling the required HTTP 
response codes in the clients. For the parts of the planning suite which 
leverage the Cognos 8 platform this is implicitly supported. 
However, the provisioning functionality which is used to allow automatic 
downloading of clients by users does not support Siteminder integration. 
 

4.5 Cognos 8 SDK applications 

Any application coded using the IBM Cognos 8 SDK will most likely be 
required to communicate with the platform through a Dispatcher. This is 
similar to the remarks made about Framework Manager. Usually this is not 
affected by Siteminder integration. However, if the application is accessing a 
Cognos 8 Gateway which is secured by Siteminder it’s on the application to 
handle the authentication with Siteminder.  

Again there are several reasons why this could become of interest; No having 
direct network access to the Dispatcher due to firewalls is the most common. 
On the other hand, Siteminder offers the possibility for an SDK application to 
achieve SSO. If the SDK application can provide achieve SSO to Siteminder it 
would automatically achieve SSO to Cognos as well.  

Software developers should keep these points in mind when developing for a 
target platform involving Siteminder and Cognos 8.  

5 Troubleshooting 

Troubleshooting Siteminder integration comes down to two essential tasks: 
a) verifying the setup 
b) understand the Siteminder authentication provider processing 

 
The first point solves 85% of all Siteminder related issues, this is a value based on 
experience and numbers gathered in IBM Cognos 8 Support. It’s often interweaved 
with the second point which then reflects in wrong configuration.  
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Both points have been addressed in this document extensively. This section will 
hence provide FAQ only to cover most common issues. 
 
Some general best practices for troubleshooting are 
 
• In any case, the first step of troubleshooting should be to go through 

section 3 by the letter.  
 
• Information about the Siteminder setup should be gathered in screenshots 

whenever possible. This will not only document it for you but you can pass it on 
to IBM Support should you need to contact them. They will most definitely ask 
for it anyway. 

 
• If you applied changes to the Agent configuration restart the web servers to 

apply them. 
 
• Try reverting to BASIC authentication scheme first and only move on to more 

complex schemes once the general functionality is working. 
 
• Contact you Siteminder Administrator to enable Siteminder logging. Siteminder 

provides logging at the Agent level which will show at the request level what 
happens.  

 
• Use the Siteminder Test tool provided as part of the Siteminder install to verify 

the Siteminder setup is working outside of Cognos. 
 
• Try authenticating to the namespace connecting to the User Directory without 

going through the Siteminder TSP.  
 
• Use tools to record the TCP traffic between your browser and the webserver 

hosting the Cognos 8 Gateway. This will show cookies and how they are passed. 

5.1 Information required to raise a PMR with IBM about Cognos 8 
/Siteminder integration 

 
If you need to contact IBM Support about an issue and get assistance please provide 
the following pieces of information. This will make a significant difference and enable 
Support to help you out even quicker. 
 

• Concise description of the issue. What happens at what action using which 
tools/part of the product ? 

• Screenshot of the error message or complete text (including java 
traceback if applicable) 

• The cmplst.txt file located in your Cognos 8 installation root folder 
• exact version of Siteminder, best to take a screenshot. 
• The cogstartup.xml file located in the /configuration subdirectory of your 

Cognos 8 installation from the install containing Content Manager. 
• Information about the webserver used (port, vendor) 
• Information about the Siteminder configuration from Siteminder Policy Server 

Administration Console. Screenshots in JPG/GIF format are appreciated. 
Required information are 
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1. Agent name 
2. User Directory names and configuration 
3. Agent conf object properties 

• Zipped contents of the /logs subfolder of each install running Content 
Manager component. 

 
Additional log output may be requested, be prepared to provide it if asked to. 
 
• An “AAA trace”  
• SM Logfiles (have to be activated in the Agent configuration) 

 

5.2 How to create a “AAA trace” 

A “AAA trace” will contain all the actions processed during authentication of a 
request in IBM Cognos 8 including all Namespaces. It’s used to troubleshoot 
any authentication issue with IBM Cognos 8. 

The logging can be enabled without stopping the Cognos 8 system. However 
whenever possible stop and clean out the /logs folder on each install running 
Content Manager component before applying below steps to create a clean 
set of log files. 

 
Rename <COGNOS_ROOT>/configuration/ipfaaaclientconfig.xml. sample  to  
<COGNOS_ROOT>/configuration/ipfclientconfig.xml. 

This change will be picked up by Cognos 8 after 60s at the maximum. A new 
file “AAAclient.log” will show up in the logs folder. 
 

 Now reproduce the issue.  
  

Zip all the contents of the /logs folders and send them to IBM Support. 
 

5.3 FAQ 

 
Q: I receive the following error when trying to access Cognos Connection  
 

     
 
A: This indicates that the Siteminder authentication provider was not able to find a  
    User Directory resource with the name of X or that the namespace reference  
    using namespace ID of Y was not found.  
 
    The “name” stated is the name of the User Directory as deducted from the 
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    SMSESSION cookie. There has to be a child object of that name underneath the 
    Policy Server resource of the Siteminder Namespace.  
 
    The “type” indicated in the error message is the Namespace ID of the secondary 
    namespace the provider will pass on authentication to. If that namespace ID  
    entered for Namespace ID reference of a User Directory resource in the 
    Siteminder namespace is not found among the other namespaces configured for 
    Cognos 8 this error will appear.  
 
 
Q: Does Cognos 8 Siteminder Namespace support Kerberos authentication 
A: No 
 
 
Q: Why there is no Siteminder Namespace available on LINUX, UNIX or 64 bit installs 
     available in Cognos Configuration 
A: IBM Cognos 8 does not support the Siteminder namespace on those platforms. 
    The reason is the underlying Siteminder API which is not available on all  
     platforms. 
 


