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Abstract

This spe cification defines mechanisms to allow different security realms to federate, such
that authorized access to resources managed in one realm can be provided to security
principals whose identities and attributes are managed in other realms. This includes
mechanisms for brokering of identity, attribute, authentication and authorization assertions
between realms , and privacy of federated claims

Modular Architecture

By using the XML , SOAP and WSDL extensibility models, the WS -* gpecifications are

designed t o be composed with each other to provide a rich Web services environment. WS -
Federation by itself does not provide a complete security solutio n for Web services. WS -
Federation is a building block that is used in conjunction with other Web service , transpo rt,
and application -specific protocols to accommodate a wide variety of security models.

Status

This WS -Federation Specification is a public draft release and is provided for review and

evaluation only. The Authors hope to solicit your contributions and su ggestions in the near
future. The Authors make no warrantees or representations regarding the specifications in

any manner whatsoever.

Table of Contents
1. Introduction
1.1. Document Roadmap
1.2. Goals and Requirements
1.2.1 Requirements
1.2.2 Non -Goals
1.3. Notational Conventions



1.4. Namespaces
1.5. Schema and WSDL Files
1.6. Terminology
1.7. Compliance
2. Model
2.1. Federation Basics
2.2. Metadata Model
2.3. Security Model
2.4. Trust To pologies and Security Token Issuance
2.5. Identity Providers
2.6. Attributes and Pseudonyms
2.7. Attributes, Pseudonyms, and IP/STS Services
3. Federation Metadata
3.1 Federation Metadata Document
3.1.1. Referencing Other Metadata Documents
3.1.2 TokenSigningKeylnfo Element
3.1.3 TokenKeyTransferKeylnfo Element
3.1.4 IssuerNamesOffered Element
3.1.5 TokenlssuerName Element
3.1.6 TokenlssuerE ndpoint Element
3.1.7 PseudonymServiceEndpoint Element
3.1.8 AttributeServiceEndpoint Element
3.1.9 SingleSignOutSubscripionEndpoint Element

3.1.10 SingleSignOutNotificationEndpoint Element

3.1.11 TokenTypesOffered Element
3.1.12 UriNamedClaimTypesOffered Element
3.1.13 Aut omaticPseudonyms Element
3.1.14 [Signature] Property
3.1.15 Example Federation Metadata Document
3.2. Acquiring the Federation Metadata Document
3.2.1 WSDL
3.2.2 The Federation Metadata Path
3.2.3 Retrieval Mechanisms
3.2.4 FederatedMetadataHandler Header
3.2.5 Metadata Exchange Dialect
3.2.6 Publishing Federation Metadata Location
3.2.7 Federation Metadata Acquisition Security
4. Sign -Out
4.1. Sign -Out Message
4.2. Federating Sign -Out Messages



5. Attribute Service
6. Pseudonym Service
6.1. Filtering Pseudonyms
6.2. Getting Pseudonyms
6.3. Setting Pseudonyms
6.4. Deleting Pseudonyms
6.5. Creat ing Pseudonyms
7. Security Tokens and Pseudonyms
7.1. RST and RSTR Extensions
7.2. Usernames and Passwords
7.3. Public K eys
7.4. Symmetric Keys
8. Additional WS - Trust Extensions
8.1. Reference Tokens
8.2. Indicating Federations
8.3. Obtaining Proof Tokens from Validation
8.4. Client -Based Pseudonyms
8.5. Indicating Freshness Requirements
9. Authorization
9.1. Authorization Model
9.2 Indicating Authorization Context
9.3 Common Claim Dialect
9.4. Authorization Requirements
10. Indicating Specific Policy/Metadata
11. Authentication Types
12. Privacy
12.1 Confidential Tokens
12.2 Parameter Confirmation
12.3 Privacy Statements
13. Web (Passive) Requestors
13.1. Approach
13.1.1. Sign -On
13.1.2. Sign -Out
13.1.3. Attributes
13.1.4. Pseudonyms
13.1.5. Artifacts/Cookies
13.1.6. Bearer Tokens and Token References
13.1.7. Freshness
13.2. HTTP Protocol Syntax
13.2.1. Parameters
13.2.2. Reques ting Security Tokens



13.2.3. Returning Security Tokens
13.2.4. Sign -Out Request Syntax
13.2.5. Attribute Request Syntax
13.2.6. Pseudonym Request Syntax
13.3. Detailed Example of Web Requester Syntax
13.4. Request and Result References
13.5. Home Realm Discovery
13.5.1 Discovery Service
13.6. Minimum Requirements
13.6.1 Requesting Security Tokens
13.6.2 Returning Security Tokens
13.6.3 Details of the RequestSecurityTokenResponse element
13.6.4 Details of the Returned Security Token Signature
13.6.5 Request and Response References
14. Additional Policy Assertions
14.1. RequireReferenceToken Assertion
14.2. WebBinding Assertion
14.3. Authorization Policy
15 Error Handling
16. Security Considerations
17. Acknowledgements
18. References
Appendix | - WSDL
Appendix Il. Sample HTTP Flows for Web Requestor Detailed Example
Appendix Ill. Sample Use Cases
[11.1. Single Sign On
[11.2. Sign -Out
[11.3. Attributes
[1l.4. Pseudonyms
l11.5. Detailed Example
[11.6. No Resource STS
N.7.3 "-Party STS
111.8. Delegated Resource Access
[11.9. Additional Web Examples
[11.9.1. No Resource STS
1.9.2.3 "-Party STS
[11.9.3. Sign  -Out
[11.9.4. Delegated Resource Access



1. Introduction

This specification defines mechanisms to allow different security realms to federate , such
that authorized access to resources managed in one realm can be provided to security

principals whose identities are managed in other realms. While the final access control
decision is enforced strictly by the realm that controls the resource, feder ation provides
mechanisms that enable the decision to be based on the declaration  (or brokering ) of
identity, attribute, authentication and authorization assertions between realms.  The choice
of mechanisms, in turn, is dependent upon trust relationship s between the realms. While
trust establishment  is outside the scope of this document, the use of metadata to help

auto mate the process is discussed.

A general federation framework must be capable of integrating existing infrastructures into

the federation  without requiring major new infrastructure investments. This means that the

types of security tokens and infrastructures can vary as can the attribute stores and

discovery mechanisms. Additionally, the trust topologies, relationships, and mechanisms

canal so vary requiring the federation framewor Kk
rather than forcing the resource to change.

The federation framework defined in this specification builds on WS -Security, WS -Trust, and
the WS -* family of specificati  ons providing a rich extensible mechanism for federation . The
WS-Security and WS - Trust specification allow for different types of security tokens,

infrastructures, and trust topologies. This specification uses these building blocks to define

additional f ederation mechanisms that extend these specifications and leverage other WS -*

specifications.

The mechanisms defined in this specification can be used by Web service (SOAP) requestors
as wellas Web browser requestors . The Web service requestors are assum ed to understand

the WS-Security and WS -Trust mechanisms and be capable of interacting directly with Web
service providers . The Web browser mechanisms describe how the WS -* messages (e.g.
WS-Trust 6 RST and RSTR) are encoded in HTTP messages such that the y can be passed

between resources and  Identity Provider ( IP)/ Security Token Service ( STS) parties by way
of a Web browser client. This definition allows the full richness of WS -Trust, WS -Policy, and
other WS -* mechanismsto be leveraged in Web browser en  vironments.

Itis expected that WS  -Policy and WS - SecurityPolicy (as well as extensions in th is
specification) are used to describe what aspects of the federation framework are
required/supported by federation participants and that this information is used to determine

the appropriate communication options

1.1. Document Roadmap

The remainder of this section describes the goals, conventions, namespaces, schema and
WSDL locations , and terminology for this document.

Chapter 2 provides  an overview of the fede  ration model.  This includes a discussion of the
federation goals and issues, different trust topologies, identity mapping, and the
components of the federation framework.

Chapter 3 describes  the overall federation metadata  model and how it  is used within the
federation framework. This includes how it is expressed and obtained within and across
federations.

Chapter 4 describes the optional sign -out mechanisms of the federation framework. This
includes how sign -out messages are managed within and across fe derations including the
details of sign -out messages.



Chapter 5 describes the role of attribute services in the federation framework.
Chapter 6 defines the pseudonym service within the federation framework. This includes

how pseudonyms are obtained, map ped, and managed.

Chapter 7 presents how pseudonyms can be directly integrated into security token services

by extending the token request and response messages defined in WS -Trust.

Chapter 8 introduces additional extensions to WS -Trust that are de  signed t o facilitate

federation and includes the use of token references, federation selection, extraction of keys
for different trust styles, and different authentication types.

Chapter 9 describes federated authorization including extensions to WS -Trust and mini  mum
requirements.

Chapter 10 describes how specific policy and metadata can be provided for a specific
message pattern and during normal requestor/recipient interactions.

Chapter 11 describes pre  -defined types of authentication for use with WS -Trust.

Chapt er 1 2 describes extensions to WS - Trust for privacy of security token claims and how
privacy statements can be made in federated metadata documents.

Chapter 13 describes how WS -Federation and WS -Trust can be used by web browser
requestors and web applicatio ns that do not support direct SOAP messaging.

Chapter 14 describes extensions to WS - SecurityPolicy to allow federation participants to
indicate additional federation requirements.

Chapters 1 5 and 1 6 define federation -specific error codes and outline securi ty
considerations for architects, implementers, and administrators of federated systems.

Chapters 1 7 and 1 8 acknowledge contributors to the specification and all references made
by this specification to other documents.

Appendix | providesa  sample WSDL de finition of the services defined in this specifications.

Appendix Il provides a detailed example of the messages for a Web browser -based
requestor that is using the federation mechanisms described in chapter 9.

Appendix | 1l describes several additional use cases motivating the federation framework for
both SOAP -based and Web browser -based requestors.

1. 2. Goals and Requirements
The primary goal of this specification is to enable federation of identity, attribute,
authentication, and authorization informatio n.

1. 2.1 Requirements
The following list identifies the key driving requirements for this specification:

e Enable appropriate sharing of identity, authentication, and authorization data using
different or like  mechanisms

e Allow federation using different t ypes of security tokens, trust topologies, and security
infrastructures

e Facilitate b rokering of trust and security token exchange for both SOAP requestors and

Web browsers using common underlying mechanisms and semantics

e Express federation metadata to faci litate communication and interoperability between
federation participants

e Allow identity mapping to occur at either requestor, target service, or any IP/STS



e Provide identity mapping support if target services choose to maintain optional local
identities, b ut do not require local identities

e Allow for different levels of privacy for identity (e.g. different forms and uniqueness of
digital identitie  s) information and attributes

e Allow for authenticated but anonymous federation

1.2. 2 Non -Goals
The following topi  c¢s are outside the scope of this document:
e Definition of message security (see WS - Security)

e Trust establishment/verification protocols (see WS -Trust)

e Management of trust  or trust relationships

e Specification of new security token formats beyond token refere  nces
e Specification of new attribute store interfaces beyond UDDI

o Definition of new security token assertion /claim formats
e Requirement on specific security token formats

e Requirement on specific types of trust relationships

¢ Requirement on specific types of a ccount linkages

e Requirement on specific types of identity mapping

1.3. Notational Conventions

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpr eted as described in  RFC 2119 [KEYWORDS].

When describing abstract data models, this specification uses the notational convention
used by the [XML-Infoset ]. Specifically, abstract property names always appear in square
bracket s (e.g., [some property]).

When describing concrete XML schemas, this specification uses the notational convention of
WS-Security. Specifically, each member of an
described using an XPath  -like notation (e.g. , /x:MyHeader/x:SomeProperty/@valuel). The
use of {any} indicates the presence of an element wildcard ( <xs:any/> ). The use of
@{any} indicates the presence of an attribute wildcard (<xs:anyAttribute/> ).

1.4. Namespaces
The following namespaces are used in this document:

Prefix Namespace

fed http://schemas.xmlsoap.org/ws/2006/ 12/federation
auth http:  //schemas.xmlsoap.org/ws/2006/12 [/ authorization
priv http:  //schemas.xmlsoap.org/ws/2006/12 / privacy
mex http://schemas.xmlsoap.org/ws/2004/09/mex

el ement 0 :



It should be noted that the versions i

Prefix

S11

S12

wsp

wsa

wsse

wssell

wst

Sp

wsr t

wsxf

wsu

ds

XS

Namespace

http:/  /schemas.xmlsoap.org/soap/envelope/

http://www.w3.org/ 2003/05/soap - envelope

http://schemas.xmlsoap.org/ws/2004/09/policy

http://www.w3.0rg/2005/08/addressing

http://docs.oasis - open.org/wss/2004/01/oasis - 200401 -
Wwss- wssecurity - secext -1.0 .xsd

http://docs.oasis - open.org/wss/  oasis - wss-wsecurity -
secext -1.1.xsd

http://docs.oasis - open.org/ws - sx/ws - trust/200512

http://docs.oasis - open.org/ws - sx/ws -
securitypolicy/200512

http://schemas.xmlsoap.org/ws/2006/08/resourceTransfer

http://schemas.xmlsoap.org/ws/2004/09/transfer

http://docs.oasis - open.org/wss/2004/01/oasis - 200401 -
Wwss- wssecurity - utility -1.0.xsd
http://www.w3.0rg/2000/09/xmldsig #

http://wvww.w3.0rg/2001/XMLSchema

identified in referenced specifications.

1.5. Schema and WSDL Files

The schema s for this specification can be located at:

http://

schemas.xmlsoap.org/ws/2006/12/federation /federation. xsd

http://schemas.xmlsoap.org/ws/2006/12/authorization/ authorization

dentified in the above table supersede versions

.xsd

http://schemas.xmlsoap.org/ws/2006/12/privacy/privacy.xsd

The WSDL for this specification can be located at:

http://schemas.xmlsoap.org/ws/200 6/ 12/ federation/ federation.wsdl



http://schemas.xmlsoap.org/ws/2006/12/federation/federation.xsd
http://schemas.xmlsoap.org/ws/2006/12/authorization/authorization.xsd
http://schemas.xmlsoap.org/ws/2006/12/privacy/privacy.xsd
http://schemas.xmlsoap.org/ws/2006/12/federation/federation.wsdl

1.6. Terminology

The following definitions establish the terminology and usage in this specification.

Association T The relationship established to uniquely link a principal across trust realms,
despite t he pingdferenpidehtifiess inheack trust realm. This is also referred to
as fAlinked accountso for the more narrowly scoped def

Attribute  Service - An attribute service is a Web service that maintains information
(attribu tes) about principals within a trust realm or federation. The term principal, in this
context, can be applied to any system entity, not just a person.

Authorization Service T A specialized type of  Security Token Service (STS) that makes
authorization de cisions.

Claim 1 A claim is a declaration made by an entity (e.g. name, identity, key, group,

privilege, capability, attribute, etc).

Digest T A digest is a cryptographic checksum of an octet stream.

Digital Identity T A digital representation of a princip al (or group of principals) that is

unique to that principal (or group) , and that acts as a reference to that principal (or group)

For example, an email address MAYbe treated as a digital identity,
unigue IP address MAY also be treate d as a digital identity , or even a generated unique

identifier . In the context of this document, the term identity is often used to refertoa

digital identity. A principal may have multiple digital identities,

Digital Signature - A digital signature (of d ata or a message) is a value computed on the
data/message (typically a hash) and protected with a cryptographic function. This has the

effect of binding the digital signature to the data/message in such a way that intended

recipients of the data can use th e signature to verify that the data/message has not been
altered since it was signed by the signer.

Digital Signature Validation 1 Digital s ignature validation is the process of verifying that
digitally signed data/message has not been altered since it w as signed .

Direct Brokered Trust i Direct Brokered Trust  is when one party trusts a second party
who, in turn, trusts and vouches for, the claims of a third party.

Direct Trust T Directtrust iswhena Relying Party accepts as true all (or some subset of )
the claims in the token sent by the requestor.

Federated Context i A group of realms to which a principal has established associations

and to which a principal has presented Security Tokens and obtained session credentials. A
federated context is dynamic , in that a realm is not part of the federated context if the

principal has not presented Security Tokens. A federated context is not persistent, in that it

does not exist beyond the principals (Single) Sign -Out actions.

Federation i A federation is a coll ection of realms that have established a producer -
consumer relationship whereby one realm can provide authorized access to a resource it
manages based on an identity, and possibly associated attributes, that are asserted in
another realm. Federation requ ires trust such that a Relying Party can make awell -
informed access control decision based on the credibility of identity and attribute data that

is vouched for by another realm.

Federate 1 The process of establishing a federation between realms (partners ).
Associations are how principals create linkages between federated realms.

Identity Mapping i ldentity Mapping is a method of creating relationships between digital
identit ies or attributes associated with an individual principal by different Identity o r Service
Providers
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Identity Provider (IP) 1 An Identity Provider is an entity thatactsasa  n authentication
service to end requestor s and a data origin authentication service to service providers (this
is typically an extension of a Security Token Servic €). Identity Providers (IP) are trusted
(logical) 3rd parties which need to be trusted both by the requestor (to maintain the

requestor's identity information as the loss of this information can result in the compromise

of the requestors identity) and the service provider which may grant access to valuable
resources and information based upon the integrity of the identity information provided by

the IP.

Indirect Brokered Trust i Indirect Brokered Trust is a variation on direct brokered trust
where the seco nd party can not immediately validate the claims of the third party to the

first party and negotiates with the third party, or additional parties, to validate the claims

and assess the trust of the third party.

IP/STS 1 The acronym IP/STS isused toindica te a service thatis either an Identity
Provider (IP) or Security Token Service (STS)

Metadata 1 Any data that describes characteristics of a subject. For example, federation

metadata describes attributes used in the federation process such as those used to identify
T and either locate or determine the relationship to 1 a particular Identity Provider, Security
Token Service or Relying Party service.

Metadata Endpoint Reference (MEPR) T A location expressed as an endpoint reference
that enables a request  or to obtain all the required metadata for secure communications with

a target service. This location may contain the metadata or a pointer to where it can be

obtained.

Principal 1 An end user, an application, a machine, or any other type of entity that m ay act
as a requestor. A principal is typically represented with a digital identity and may have
multiple valid digital identities

Pl 7 Personally identifying information is any type of information that can be used to
distinguish a specific individual or party, such as your name, address, phone number, or e -
mail address .

Proof -of -Possession 1 Proof-of-possession is authentication data that is provided with a

message to prove that the message was sent and or created by a claimed identity.

Proof -of -Possessio n Token 1 A proof -of-possession token is a security token that
contains data that a sending party can use to demonstrate proof -of-possession. Typically,
although not exclusively, the proof - of - possession information is encrypted with a key known
only to th e sender and recipient.

Pseudonym  Service 1 A pseudonym service is a Web service that maintains alternate
identity information about principals within a trust realm or federation. The term principal,

in this context, can be applied to any system entity, n ot just a person.

Realm or Domain T A realm or domain represents a single unit of security administration

or trust .

Relying Party i A Web application or service that consumes Security Tokens issued by a
Security Token Service.

Security Token T A security token represents a collection of claims.

Security Token Service (STS) - A Security Token Service is a Web service that provides

issuance and management of  security tokens (see  [WS-Security ] for a description of
security to kens). That is, it makes security statements or claims often, although not
required to be, in cryptographically protected sets. These statements are based on the

11



receipt of evidence that it can directly verify, or security tokens from authorities that it

trusts. To assert trust, a service might prove its right to assert a set of claims by providing

a security token or set of security tokens issued by an STS, or it could issue a security token

with its own trust statement (note that for some security toke n formats this can just be a
re-issuance or co -signature). This forms the basis of trust brokering.

Sender Authentication I Sender authentication is corroborated authentication evidence
possibly across Web service actors/roles indicating the sender of a W eb service message
(and its associated data). Note that it is possible that a message may have multiple

senders if authenticated intermediaries exist. Also note that it is application -dependent (and
out of scope) as to how it is determined who first creat ed the messages as the message
originator might be independent of, or hidden behind an authenticated sender.

Signed Security Token T A signed security token is a security token that is asserted and
cryptographically  signed by a specific authority (e.g. an X.509 certificate or a Kerberos
ticket)

Sign -Out T The process by which a principal indicates that they will no longer be using their
token and services in the realm in response to which the realm typically destroy s their token
caches and clear saved sessio  n credentials for the principal

Single Sign -Out (SSO) T The process of sign -out in a federated context which involves
notification to Security Token Services and Relying Parties to clear saved session credentials
and Security Tokens

SOAP Recipient 17 A SOAP recipient is an application that is capable of receiving Web
services messages such as those described in WS - Security, WS -Trust, and this specification

SOAP Requestor i A SOAP requestor is an application (possibly a Web browser) that is
capable of issu ing Web services messages such as those described in WS -Security, WS -
Trust, and this specification

Subset T A subset is a set of restrictions to limit options for interoperability

Trust - Trustis the characteristic  whereby one entity is willing to rely upon a second entity
to execute a set of actions and/or to make a set of assertions about a set of principals

and/or digital identities. In the general sense, trust derives from some relationship

(typically a business or organizational relationship) betwe en the entities. With respect to

the assertions made by one entity to another, trust is commonly asserted by binding

messages containing those assertions to a specific entity through the use of digital

signatures and/or encryption.

Trust Realm /Domain - A Trust Realm/Domain is an administered security space in which
the source and target of a request can determine and agree whether particular sets of
credentials from a source satisfy the relevant security policies of the target. The target may

defer the trust decision to athird party (if this has been established as part of the

agreement) thus including the trusted third party in the Trust Domain/Realm

Validation  Service - A validation service isa specialized formofa  Security Token Service
that uses the WS -Trust mechanisms to validate provided tokens and assess their level of
trust (e.g. claims trusted).

Web Browser Requestor i A Web browser requestor is an HTTP browser capable of
broadly supported [HTTP]. If a Web browser is not able to construct a SOAP message then
it is often referred to as a passive requestor .

12



1.7. Compliance

An implementation is not compliant with this specification if it fails to satisfy one or more of

the MUST or REQUIRED level requirements defined herein. A SOAP Node MUST N OT use the
XML namespace identifier for this specification (listed in Section 1.4) within SOAP Envelopes
unless it is compliant with this specification.

This specification references a number of other specifications (see the table above). In
order to comp ly with this specification, an implementation MUST implement the portions of
referenced specifications necessary to comply with the required provisions of this

specification . Additionally, the implementation of the portions of the referenced

specifications that are specifically cited in this specification MUST comply with the rules for

those portions as established in the referenced specification.

Additionally normative text within this specification takes precedence over normative

outlines (as described  in section 1.3), which in turn take precedence over the XML Schema
[ XML Schema Part1 , Part2 ]and WSDL[ WSDL 1.1 ] descriptions. That is, the normative
text in this specific  ation further constrains the schemas and/or WSDL that are part of this
specification; and this specification contains further constraints on the elements defined in
referenced schemas.

If an OPTIONAL message is not supported, then the implementation SHOULD Fault just as it
would for any other unrecognized/unsupported message.

2. Model

This chapter describes the ove rall model for federation building on the foundations specified
in [WS-Security ], [WS-Security Policy], and [WS-Trust].

2.1. Federation Basics

The goal of federation is to allow security principal identit ies and attributes to be shared
across trust boundaries according to established policies. The policies dictate, among other
things, formats and options, as well as trusts and privacy/sharing requi rements.

In the context of web services the goal is to allow these identities and attributes to be
brokered from identity and security token issuers to services and other relying parties

without requiring user intervention (unless specified by the underlyi ng policies). This
process involves the sharing of federation metadata which describes information about

federated services, policies describing common communication requirements, and brokering
of trust and tokens via security token exchange (issuances, v alidation, etc.).

Federations must support a wide variety of configurations and environments. This

framework leverages the WS -* specifications to create an evolutionary federation path
allowing services to use only what they need and leverage existing inf rastructures and
investments.

Federations can exist within organizations and companies as well as across organizations
and companies. They can also be ad -hoc collections of principals that choose to participate
in a community. The figure below illustrate s a few sample federations:
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Company A Company A Company B Company A Company B Company C
Identity _ Identity Identity Identity Identity
Provider Resource Provider Resource Provider Provider Provider
\ / Y i ] i
Y Y A Y
Requestor Requestor Requestor Requestor Requestor
() (b) ()
Figures 1a, 1b, 1c: Sample Federation Scenarios
As a consequence, federations MAY exist within one or multiple administrative domains ,

span multiple security domains, and
occurring) or implicit

MAY be explicit (requestor kn ows federation is
(federation is hidden such as in a portal) as illustrated in the figure

below:
Company A Company A Company B
Identity N Identity a
Provider ~ Resource Provider = Resource
A
\ / |
Requestor Requestor
(@) (b)
Company A Company B Company A Company B
Identity _ Identity ‘
Provider > Resource Provider > Resource
i
\J
Requestor Requestor
(©) (d)

Figures 2a, 2b, 2c, 2d: Sample Administrative Domains

Two point s of differentiation for these models
and Identity Provider  services can communicate and the levels of trust between the parties.

For example,incross -domai n scenari os, Idemtit Proveler u eMaY ke difedly
trusted and accessible orit MAY have a certificate from a trusted source and  be hidden
behind a firewall making it unreachable as illustrated in the Figure below:

are the degree to which the Resource Provider

14



Company A Company B
Identity |«
Provider Resource
i
'
Requestor
@

Company A

Identity
Provider

A

y

Requestor

Company B

Resource

(b)

Figures 3a, 3b: Accessibility of Identity Provider

In the federation process some level of information is shared. The
shared is governed by policy and often dictated by contract. This is because the information
shared is often of a personal or confidential nature. For example, this may indicate name,

personal identification numbers, addresses, etc.

amount of information

In some cases the only information that is

g. empl oyee

Company B

exchanged is an authentication statement (e.
actual requestor to be anonymous as in the example below:
Company A
|dentity <
Provider
u/P ID
ID [12%)
Requestor

To establish a federatio
accepted ( so t h

context) , or it must be brokered into a trusted identity
. The latter case
the conversion of a  digital identity from one realm to

the federation context

) J

Figure 4: Sample Anonymous Access

ncontex tfor a principal

at i ts

Resource

o f allowimgrifpea n y

either the p r i n c iiderdity i8 sniversally
a s seosctiaabtliiosnh eidsd fiapcrreoss tr us

by a party that trusts the starting realm and has the rights to speak

relevant to each trust realm within
requires the process of

identity mapping i that

a digital identity valid in another

for (make assertions

t real

is,
realm
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to) the ending realm , or make assertions that the ending realm trusts . ldentity mapping
(t his brokering )is typically implemented by an  IP/STS when initially obtaining tokens for a
service or when exchanging ST8kens at a servicebs | P/

A pri nci pa ldentgy canibgrepreaehtediin different forms requiring different types of
mappings. For example, if a digital identity is fixed (immutable across realms within a
federation) , it may only need to be mapped if alocal identityi s needed . Fixed identities
make service tracking  (e.g. personalization)  easy butthis can also be a privacy concern
(service collusion) . This concern is lessened if the principal has multiple identities and

chooses which to apply to which service, but co llusion is still possible . Note that in some
environments, collusion is desirable in that it can (for example) provide a principal with a

better experience.

Another approach to identity mapping is pair -wise mapping where a unique digital identity is
used for each principal at each target service. This simplifies service tracking (since the
service is given a unique ID for each requestor ) and prevents cross -service collusion by
identity (if performed by a trusted service) . While addressing collusion, thi S requires the
principalés I P/ STS to drive identity mapping.

A third approach is to require the service to be responsible for the identity mapping. That

is, the service is given an opaque handle which it must then have mapped into an identity it

understan ds i assuming it cannot directly process the opaque handle. More specifically, the
requestor 6s | P/ S didtal glentitye r that carsot be reliably used by the target

service as a key for local identity mapping (e.g. the marker is known to be rando m or the

mar ker 6 s r ssnschat kmover. The target servi ce then uses the reques
service (called a pseudonym serv ice) to map the given ( potentially random) digital identity

into a constant service  -specific digital identity whichithasregi stered wi t h t he requesto
mapping service . This also addresses the collusion issue but pushes the mapping burden

onto the service (but keeps the privacy of all inforr

The following sections describe how the WS -* specif ications are used and extended to
create a federation framework to support these concepts.

2. 2. Metadata Model

As discussed in the previous section, federations can be loosely coupled. As well, even
within tightly coupled federations there is a need to di scover the metadata and policies of
the participants within the federation with whom a requestor is going to communicate.

This discovery process begins with the target service , that is, the service to which the
requester wishes to ultimately communicate. Given the metadata endpoint reference
(MEPR) for th e target service allows the request  or to obtain all requirement metadata about
the service (e.g. federation metadata, communication policies, WSDL, etc.).

This section describes the model where the MEPR points to an endpoint ~ where the metadata
can be obtain , whichis ,inturn, used to locate the actual service . An equally valid approach
is to have a MEPR that points to the actual service and also contains all of the associated
metadata (as described in [ WS- MetadataExchange ]) and thereby not requiring the extra
discover y steps.

Federation metadata describes settings and information about how a service is used within

a federation and how it participates in the federation. Federation metadata is only one
component of the overall metadata for a service I thereisalso communication policy that
describes the requirements for web service messages sent to the service and a WSDL

description of the organization of the service, endpoints, and messages.
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It should be noted that federation metadata , like communication policy , can be scoped to
service s, endpoints, or even to messages. As well, the kinds of information described are

likely to vary depending on a services role within the federation (e.qg. target service , security
token service ¢€)

Using the target s arrequestae @s disooeer thedMEPRs of any related
services thati t needs to use if itis to fully engage with the target service. The discovery
process is repeated for each of the related services to discover the full set of requirements

to communicate with the target service. This is illustrated in the figure below:

Target Service

MEPR
[N
ﬂ Related Service
Target MEPR
Service | Related Service N
ps Related
Service
Related
Service
Requestor
Related Service
MEPR
Related
> Service

Figure 5 a: Obtaining Federation Metadata (not embedded in EPR)

The discovery of metadata can be done statically or dynamica lly. Note that if it is obtained
statically, there is a possibility of the data becoming stale resulting in communication
failures.

As previously noted the MEPR MAY contain the metadata and refer to the actual service

That is, the EPR for the actual ser vice MAY be within the metadata pointed to by the EPR
(Figure 5a) . As well, the EPR for the actual service MAY also contain (embed) the metadata
(Figure 5b). An alternate view of Figure 5a in this style is presented in Figure 5b:
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Target Service

MEPR
Related Service
MEPR
Related Service
Target
Service
[ 7 _| Related
Related Service
Service
Y
Requestor

Related Service
MEPR

Related
*  Service

Figure 5b: Obtaining  Federation Metadata (embedded)

Figures 5a and 5b illustrate homogenous use of MEPRSs, but a mix is allowed. That is, some
MEPRs might point at metadata endpoints where the metadata can be obtained (which
contain s the actual service endpoints) and some may contain actual service references with
t he s ermetadata 6 ambedded within the EPR

In some cases there is a need to refer to services by a name , thereby allowing a level of
indirection to occur. This can be handled directly by the application if there are a set of
well -known application -specific logical names or using some external mechanism or

directory. In such cases the mapping of logical endpoints to physical endpoints is handled
directly and such mappings are outside the scope of this specificati on. The following
example illustrates the use of logical service names:

Target Service

MEPR
[N
Target |«
Service
\\
N
N
\\
Rel ated S \\
“\. Related Service
SN MEPR
LN
fi >
8 Requestor [*————— > » Related
MEPR Service
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Figure 6: Example of Logical Service Names

To simplify metadata access, and to allow different kinds of metadata to be scoped to

different levels of the services, both communication policies (defined in [WS-Policy]) and
federation metadata (described in next chapter) can be embedded within WSDL using the
mechanisms described in [ WS-PolicyAt tachment ].

In some scenarios a setrvice MAY be part of multiple fede  rations. In such cases there is a
need to make all federation metadata available, but there is often a desire to minimize what

needs to be downloaded. For this reason federat ion metadata can reference metadata
sections located elsewhere as well as having the metadata directly in the document . For
example, this approach allows, a service to have a metadata document that has the
metadata for the two most common federations in which the service participates and
pointers (MEPR) to the metadata documents for the other federations. This is illustrated in
the figure below:
Federaton Federaton
Metadata Metadata
Federationl Federation3
é é
é é
é é
Federation2
é
é
¢ Federaton
Federation3 Metadata
Federation4
Federation4
— | ;
| ¢
p

Figure 7: Federat ion Metadata Document

This section started by ~ assuming knowledge of  the MEPR for the target service. In some
cases thisis not known an  d a discovery process (described in section 3 ) is needed to obtain
the federat ion metadata in order to bootstrap the process described in this section (e.g.
using DNS or well -known addresses)

2. 3. Security Model

As described in  [WS-Trust ], a web service MAY require asetof claims, codified in security
tokens and related message elements , to process a n incoming request. Upon evaluating
the policy and metadata |, ifthe requester does not have the necessary security token(s) to

prove itsright to assert  the required claims,it MAY use the mech anisms described in [WS-

Trust] (using security tokens or secrets it has already ) to acquire additional security tokens.

This process of exchanging security tokens is typically bootstrapped by a requestor
authenticatingtoan|  P/STS to obtain initial securi ty tokens using mechanisms defined in
[WS-Trust]. Additional mechanisms defined in this specification along with [WS-
MetadataExchange ] can be used to enable the requestor to discover applicable policy, WSDL
and schema about a service endpoint , which cani nturn be used to determine the

metadata, security tokens , claims , and communication requirements that are needed to
obtain accessto aresource (recall thatfederation metadata was discussed in the previous
section) .

19



These initial security ~ tokens MAY be accepted by various Web services or exchanged at
Security Token Services (STS) / Identity Providers  (IP) for additional security tokens subject
to established trust  relationships and trust policies as described in WS -Trust. This exchange
can be used to cr eate a local access token or to map to a local identity.

This specification also describes an Attribute/Pseudonym service that can be u sed to provide
mechanisms for restricted sharing of principal information and principal identity mapping
(when different  identities are used at different resources) . The metadata mechanisms
described in this document are used to enable  a requestor to discover the location of

various Attribute/Pseudonym services.

Finally, it should be noted that just as a resource MAY act as its own IP/STS or have an
embedded IP/STS. Similarly , a requestor MAY also act as its own IP/STS or have an
embedded IP/STS

2.4.Trust Topologies and Security Token Issuance

The models defined in ~ [WS-Security ], [WS-Trust], and [WS-Policy] provides the b asis for
federated trust . This specification  extends this foundation by describing how these models

are combined to enable richer trust realm mechanisms across and within federations. This
section describes different trust topologies and how token exchan ge (or mapping) can be
used to broker the trust for each scenario. Many of the scenarios described in section 2.1

are illustrated here in terms of their trust topologies and illustrate possible token issuance

patterns for those scenarios.

0
Security : Security
Token(s) Token(s)
I IP/ISTS IP/ISTS \
Policy 0 Policy
A
1
Security Securit
y
Token(s) Token(s)
I Requestor > Resource ‘
Policy : Policy

Figur e 8: Federation and Trust Model

Figure 8 above illustrate s one waythe WS-Trust model may be applied to simple federation
scenarios . Here security tokens (1) from the requestor & trustrealm are used to acquire
security tokens from the resource & trust realm (2) These tokens are then presented to the
resource/ ser vi cte acsessrtleearbsourcé/service . Thatis, a token from one STS
is exchanged for another at a second STS or possibly stamped or cross - certified by a second
STS (note that this proc  ess can be repeated allowing for trust chains of different lengths ).

Note that in the figure above the trust of the requestor to its IP/STS and the resource to its
IP/STS are illustrated. These are omitted from subsequent diagrams to make the diagrams
for legible.
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Figure 9 below illustrates another approach where the resource/service acts as a validation
service. I n this scenario, the

(1, 2)to the resource provider, where the resource provider

of the presented token should be returned
|
Security ' Security
Token(s) ' Token(s)
I IP/ISTS TRUST IP/STS I
Policy » Policy
]
]
]
1 . 3
]
Security !
) Security
Token(s) ] Token(s)
— Requestor 5—.—* Resource .
Policy 1 Policy
]

requestor

Figure 9: Alternate Federation and Trust Model

Note that the model above also allows for different IP/STS services within the same trust

realm (e.g. authentication and authorization service S).
In both of the above examples,

a trust relationship

security token services. Alternatively, as illustrated in

trust relationship, but

and confirm  separate direct

an indirect trust relationship that

trust relationships

has been established
Figure 10, th ere may not be a direct
relies on a third -party to establish

presents
uses its security token service
to understand and validate this security token(s) (3). In this case information on the validity

by

between the

t

he
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IP/STS

Security
Token(s)

Policy

Security
Token(s)

Policy

]
Security ]
Token(s) ]
I IPISTS ]
Policy :
]

1
[]
]
Security L :
Token(s) '
— Requestor <]
Policy (1
]

Resource

Security
Token(s)

Policy

Figure 10: Indirect Trust

In practice, a requestor is likely to interact with multiple resources/services which are part

of multiple trust  realms as illustrated in the figure below:

[ ]
IP/STS “liE!EiIl"

IP/STS

]
.
ilt
TRUST
.

Resource (4™

Requestor

-~

IP/STS

Figure 11: Multiple Trust Domains

Resource

Similarly, in response to a request a resource/service may need to access other
resources/service on behalf of the requestor as illustrated in figure

12:
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Figure 12: Trust between Requestor

In such cases (as illustrated in Figure
on behalf of the original
delegation. It should be noted that there are a number of variations on
for the final resource
(illustrated belo  w), as

requestor

proof of (ability for)
this scenario. For example, the security token service
atrust rel ationship with the token service from the original requestor
opposed to the figure

Specifically,

—'
A
- cle . .
w
-

IPISTS

)
'
[
IPISTS IPISTS
'
]
'
1
2.0
"
'
'
Requestor "—:" Resource
3 ]
]

Resource

12) the first resource, in its capacity as a

requestor,

-Resource and Resource

-Delegate Resource

second

provides security tokens to allow /indicate

may only have

above wher e

t he

trust

)

doesnodt

e xi

IP/STS

[ ]
[ ]
]
IP/STS IP/STS
]
[ ]
[ ]
1
2.1
[ ]
]
[ ]
Requestor "‘—"': Resource
3 ]
[ ]

Resource

Figure 13: No Trust Relat ionship between Resource Providers

in Figure 13

for a security token that delegates the required claims. For more details on how to format

such requests, refer to WS
<wst :RequestSecurityToken>

-Trust . These options are specified as part of the

request.

st

the resource or resource's security token service initiates a request

wi.t h

23

t

he



It should be noted that delegation token s, as well as the identity token of the delegation
target , might need to be presented to the final service to ensure proper authoriz ation.

In all cases, the original requestor indicates the degree of delegation it is willing to support.
Security token services  SHOULD NOT allow any delegation or disclosure not specifically
authorized by the  original requestor , or by the service 's policy.

Another form of federation involves ad hoc networks of peertrust . Thatis, there may be
direct trust relationships that are not based on certificate chains. I n such cases an
chain is irrelevant or may even be self -signed. Such trusts may be enforced at an IP/STS or

ata Relying Party directly.

2. 5. Identity Providers

A Security Token Service (STS) is a generic service that issues/exchanges security tokens

using a common model and set of messages. As such, any Web service can, itself, be a n
STS simply by supporting the [WS-Trust ] specification. Consequently, there are different

types of security token services which provide different types of functions. For example, an

STS might simply verify credentials for entrance to a realm or evaluat e the trust of supplied
security tokens.

One possible function of a security token service is to provide digital identities T an Identity
Provider (IP ). This is a special type of security token service that, at a minimum, performs
authentication and can m ake identity (or origin) claims in issued security tokens.

In many cases IP and STS  services are interchangeable and many references within this
document identify both.

The following example illustrates a possible combination of an Identity Provider ( 1P) and
STS. In Figure 14 |, arequestor obtains an identity security token from its Identity Provider
(1) and then presents/proves this to the STS for the desired resource. If successful 2,
and if trust exists and authorization is approved, the STS retur ns an access token to the

requestor. The requestor then uses the access token on requests to the resource or Web
service (3). Note that it is assumed that there is a trust relationship between the STS and

the identity provider
Identity
o s

[

1. Obtain identity

security token
2. Present/prove identity and

obtain access token

Requestor ~ o Resource

3. Present/prove
access on messages

Figure 14: Role of IP/S TS in Basic Federation Model

2. 6. Attributes and Pseudonyms

Attributes are typically used when applications need additional information about the
requestor that has not already been provided or cached, or is not appropriate to be sentin
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every request or s aved in security tokens. Attributes are also used when ad hoc information
is needed that cannot be known at the time the requests or token issuance.

Protecting privacy in a federated environment often requires additional controls and
mechanisms. One such  example is detailed access control for any information that may be
considered personal or subject to privacy governances. Another example is obfuscation of

identity information from identity providers (and security token services) to prevent

unwanted cor relation or mapping of separately managed identities.

When requestors interact with resources in different trust realms (or different parts of a
federation), there is often a need to know additional information about the requestor in
orderto authorize, pr ocess, or personalize the experience. A service, known as an  Attribute
Service may be available within a realm or federation . As such, an attribute service is used

to provide the attributes about a requestor that are relevant to the completion of a request ,
given that the service is authorized to obtain this information. This approach allows the

sharing of data between authorized entities.

To facilitate single sign  -on where multiple identities need to be automatically mapped and

the privacy of the  princi pal need s to be maintained, there may also be a pseudonym

service . A pseudonym service allows a principal to have different aliases at different
resources/services or in different realms , and to optionally have the pseudonym change per -
service or per -login. While some scenarios support identities that are trusted as presented,
pseudonyms services allow those cases where identity mapping needs to occur between an

identity and a pseudonym on behalf of the principal

There are different approaches to identit y mapping. For example, the mapping can be
performed by the IP/STS when requesting a token for the target service. Alternatively,
target services can register their own mappings. This latter approach is needed when the

digital identity ~ cannot be reliabi lity used as a key for local identity mapping (e.g. when a
random digital identity  is used not a constant or pair -wise digital identity ).
Figure 15 illustrates the general model for Attribute & Pseudonym Services (note that there
are different variations w hich are discussed later in this specification). This figure illustrates
two realms with associated attribute/pseudonym services and some of the possible
interactions.  Note that it is assumed that there is a trust relationship between the realms .

Attribute &

Pseudonym

Service

1b
IP/STS Trust IP/STS
4 2 4
Y Y
Requestor [ 4 “l Resource
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Figure 15: Attributes & Pse udonyms

With respect to Figure 15, in an initial (bootstrap) case, a requestor has knowledge of the
policies of a resource, including its IP/ STS. The requestor  obtains its identity token from its
IP/STS (1a) and communicates with the resource's IP/STS (2)  to obtain an access token for
the resource . Inthis examplet he resource IP/STS has registe red a pseudonym with the
requestor's pseudonym service (3) possibly for sign  -out notification or for service -driven
mappings . The requestor a ccesses the resource using the pseudonym token (4). The

resource can obtain  additional information (5) from the requestor's attribute service if
authorized based on its identity token (1c). It should be noted that trust relationships will
need to existi n order for the resource or its IP/STS to access the requestor's attribute or
pseudonym service. In subsequent interactions, the requestor's IP/STS may automatically
obtain pseudonym credentials for the resource (1b) if they are available. In such cases,

steps 2 and 3 are omitted. Another possible scenario is that the requestor registers the
tokens from step 2 with its pseudonym service directly (not illustrated). Note that if the
mapping occurs at the IP/STS then a service -consumable identity is return ed in step 1a.

Pseudonym services could be integrated with identity providers and security token services
Similarly, a pseudonym service could be integrated with an attribute service as a specialized
form of attribute.

Pseudonyms are an optional mechanis m that can be used by authorized cooperating

services to federate identities and securely and safely access profile attribute information ,
whil e protecting t he Thigisdone bymloWwirdgservicesitousaue y
pseudonyms for authenticated id entities and letting authorized services query for profile

attributes which they are allowed to access, including pseudonyms specific to the requesting

service. The need for service -driven mapping is typically known up -front or indicated in
metadata.

Whil e pseudonyms are helpful for principals who want to keep from having their activities

tracked between the various sites they visit, they may add a level of complexity as the
principal must typically manage the authorization and privacy of each pseudonym. For
principals who find this difficult to coordinate , or don't have requirements that would

necessitate pseudonyms , identity providers MAY offer a constant identifier for that principal.
For example, a requestor authenticates with Business456.com with the ir primary identity
"Fred.Jones". However, when the requestor interacts with Fabrikam123.com, he uses the

pseudonym "Freddo".

Some identity providers issue a constant digital identity such asanameorID  ata particular
realm . However, there is often a desire to prevent identity collusion between service
providers . This specification provides two possible countermeasures. T he first approach is
to have identity  providers issue random (or pseudo -random, pairwise ,etc.) IDs eachtime a
requestor signsi n. This means that the resulting identity token contains a unique (or
relatively unique) identifier, typically random, that hides their identity. As such, it cannot

be used (by itself) as a digital identity  (e.g. for personalization). The identity needs to be
mapped into a service -specific digital identity . This can be done by the requestor ahead of

time when requesting a service -specific token or by the service when processing the

request. The following example illustrate mapping by the service.

In th is example the unique identity returned is "ABC123@Business456.com” . The requestor
then visits Fabrikam123.com. The Web service at Fabrikam123.com can request
information about the requestor "ABC123@Business456.com” from the pseudonym/attribute
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service fo r Business456.com.  If the requester has authorized it, the information will be
provided by the identity service.

A variation on th is first approach is  the use of randomly generated pseudonyms; the
requestor may indicate that they are "Freddo" to the Web service at Fabrikam123.com
through some sort of  mapping . Fabrikam123.com can now inform the pseudonym service

for Business456.com that"  ABC123@Business456.com " is known as
"Freddo@Fabrikam123.com " (if authorized and allowed by the principal's privacy poli cy) .
This is illustrated below:

. Businessd456.com
Business456.com /IT—I\ Attr/Pseudonym

. . st
Identity Provider \J—l/ Service

T 2. Token is \

1. Sign in as 4. Set "Freddo@Fabrikam123.com
Fred.Jones B 5BC14253'§@ as the local pseudonym for
| ”3'“'*31 -com ABC123@Business456.com

3. Access service
Requestor = using ABC123@ == Resource
Business456.com

Figure 16: Pseudonym

Note that the attribute, pseudonym, and Identity Provider services could be combined or
separated in many different configurations. Figure 16 illustr ates a configuration where the
IP is separate from the pseudonym service. In such a case there is shared information or
specialized trust to allow the pseudonym service to perform the mapping or to make calls to

the IP to facilitate the mapping. Differen t environments will have different configurations
based on their needs, security policies, technologies used, and existing infrastructure.

The next time the  requestor signs in to Business456.com Identity Provider , it might return a
new identifier , like XYZ321@Business456.com , in the token to be presented to Fabrikam in

step 3. The Web service at Fabrikam123.com can now request a local pseudonym for
XYZ321@Business456.com and be told " Freddo@Fabrikam123.com " This is possible

because the Business456 pseudon  ym service interacts with the Business456 IP and is

authorized and allowed under the principal's privacy policy to reverse map
"XYZ321@Business456.com” into a known identity at Business456.com which has

associated with it pseudonyms for different realms. (Note that later in this section a

mechanism for directly returning the pseudonym by the IP is discussed) . Figure 17 below
illustrates this scenario:
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. Business456.com
Business456.com
4 Trust 1 Attr/Pseudonym
Identity Provider Service

2. Token is t 5. Return

1. Signin as XYZ321@ 4. Request local Freddo@
Fred.Jones Busi 5456 pseudonym for Fabrikam123
usines .com XYZ321@ abrikam123.com

* Business456.com \
N

3. Access service ,
Requestor - Using XYZ321@ Fabrikam123.com

R Resource
Business456.com
Figure 17: Pseudonym - local id
Now the Fabrikam web service can complete the request using the local name to obtain data

stored within the local realm on behalf of the requestor as illustrated below:

XY L3211 @Businessd56,.com =
Freddo@Fabrikam123.com

ACCEss service :
Requestor |« using XYZ321@ = Fabr;c:ﬂn;l.r?::om '
Business456. com

Freddo
...userdata. ..

Figure 1 8: Pseudonym - local realm

Another variation of the first approach is to have the requestor map the identity , by creating
pseudonyms for specific services . Inthiscase the Identity Provider (or STS) can operate
hand -in-hand with the  pseudonym service. That is, the requestor asks it s |dentity Provider
(or STS) for atoken to a specified trust realm orresource/service. The STS looks for

pseudonyms and issues a token which can be used at the specified resource/service as
illustrated in figure 1 9 below:

i / [ | Business456.com

ﬁ::hn;fdﬁiiﬁ: \Jﬂ\/ Attr/Pseudonym
Service

! |

1. Sign in as 2. Token is
Fred.Jones Freddo@
’ Fabrikam123.com

'

3. Use token Fabrikam123.com
Requestor +nn message&_.' Resource
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Figure 19: Pseudonym i token acceptance

The second approach is to create static identities for each service (or a group of services).

digital identity 12, principle A at service Y is
given the digital identity 75, principle B at service X is given the digital identity 46, and so
on. Operationally this approach is much like the last variation from the first approach. That

That is, principle A at service X is given the

is, the requestor must map its identity to an identity for the se

rvice (or service group) via a

token request from its IP/STS (or using the pseudonym service directly). Consequently

requestor mapping from random identities and pa
equivalent.

ir

-wise mapping are functionally

2. 7. Attributes, Pseudonyms, and IP/STS Servic es
This specification extends the WS -Trust model to allow attributes and pseudonyms to be
integrated into the token issuance mechanism to provide  federated identity mapping and
attribute retrieval mechanisms , whil e protecti ng a Figurei 20dbélgval s 6
illustrates the key aspects of this extended model:
o Federated
PrIn.CIpaI S|gn out Account
Attribute Management
Management Messages g
Attribute Pseudonym
Services [ Services
Custom
i Get/Set/Delete
Attribute >an Token Psuedonyms
Interfaces Out requests

Figure 20: Pseudonym s, Attributes and Token Issuance

As shown above , Principal s request security tokens from Identity Provider s and security

token services . Aswell, Principals MAY send sign-out requests (either explicitly

later or implicitly by cancelling tokens ) indicating that cached or state information can be
flushed immediately. Principals request tokens for resources/service using the mechanisms
described in WS -Trust and the issued tokens may either represent the principals' primary

identity or some pseudonym appropriate for the scope. The

optionally sends sign -out notifications to subscribers

associated with the attribute/pseudonym service
and used.

3. Federation Metadata

Identity Provider  (or STS)
(as described later) . Principals are

s and attributes and pseudonyms are added

Once two parties have made the decision to federate their computing systems, it is usually
necessary to configure their respective systems to enabl
example, the officers of a company such as contoso.com might reach a business

arrangement where they choose to provide a set of services to someone who can present

e federated operation. For

as described
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identity credentials (in the form of security tokens) issued by fabrikam.com. In this
example, it may be necessary for contoso.com administrator to update a local database with
the public key that fabrikam.com uses to sign its security tokens. In addition to the signing

key, it may be necessary for an organization to make available other types of information
pertinent to a federated relationship. Depending on the arrangement between the

organizations, in some cases it is desirable to help automate this configuration process.

This section defines a XML document format for federation metadata  that can be made
available by an organization to make it easier for partners to federate with that

organization. Furthermore, this section defines  a process by which this document can be
obtained securely.

It should be noted that a service may be part of multiple federations and be capable of

receiv ing messages at the same endpoint in the context of all, or some subset of these
federations. Consequently the federation metadata document allows for statements to be

made about each fe  deration.

The metadata document can take different forms. The following list identifies a few
common forms:

A A document describing the metadata for a single federation

A A document with separate sections for each federation , when a service is part of
multipl e federation s

A A document with references to metadata documents

A A document for a single service identifying multiple issuance MEPRs that are offered

by the service (the MEPRSs can be used to obtain  issuer - specific metadata)
A A document embedded inside of a W SDL description (described below)

Federation metadata documents may be obtained in a variety of ways as described in
section 3.2. It should be noted that services MAY return different federation metadata
documents based on the identity and claims presente d by a requestor.

3.1 Federation Metadata Document
The federation metadata document is a container that organizations can fill to proffer
information that may be useful to partners for establishing a federation. This section
defin es the overall document f ormat and several optional elements that MAY be included in
the federation metadata document.
The federation metadata document MUST be of the following form:
<?xml version="1.0" encoding="..." ?>
<fed: FederationMetadata xmins:fed ="... " .. >

<fed: Federati on [Federation ID=".. "] .. > +

[ Federation Metadatal]
</fed:Federation>
[Signature]

</ fed: FederationMetadata>
The document consists of one or more federation sections which describe the metadata for
the endpoint within a federation. The federation s ection MAY specify an URIlindicating an
identifier for the federation using the Federation ID attribute, orit MAY omitthis identifier
indicating the fdef aul t, oflyeodessectonh imay anitthe H Bederation riD
attribute if multiple sections  are provided.



The [ Federation Metadata] property of the metadata document represents a set of one or
more optional XML elements  within a federation scope that the federation metadata provider
wants to supply to its partners. The [Signature] property provi des a digital signature
(typically using XML Digital Signature [XML - Signature] ) over the federation metadata

document to ensure data integrity and provide data origin authentication. The recipient of a

federation metadata document SHOULD ignore any metadat a elements that it does not
understand or know how to process.

Participants in a federation have different roles. Consequently not all metadata statements
apply to all roles. There are three general role  s: requestors who make web service
requests, security token services  who issues federated tokens, and service provides who
rely on tokens from token providers.

The following table outlines the common roles and associated metadata statements:

Role Applicable Metadata Statements

Any participant mex :Metadata Reference,
fed:AttributeServiceEndpoint

Security Token Service fed:TokenSigningKeyinfo
fed:PseudonymServiceEndpoint,

fed:S ingle Sign Out SubscriptionEndpoint,
fed: TokenTypesOffered,
fed:UriNamedClaimTypesOffered,
fed:AutomaticPseudonyms
fed:lIssuerNamesOffer ed

Service provider / Relying Party fed:TokenlssuerName,

(includes Security Token Service ) fed: TokenlssuerEndpoint
fed:TokenKeyTransferKeylinfo,
fed:SingleSignoutNotificationEndpoint

The contents of the federated metadata are extensible so services can add new elements.
Each federated metadata statement MUST define if it is optional or required for specific

roles. When processing a federated metadata document , unknown elements SHOULD be
ignored.

The following sections detail referencing federation me  tadata documents, the predefined
elements , signing metadata documents, and provide a sample federation metadata
document .

3.1.1. Referencing Other Metadata Documents

An endpoint MAY choose not to provide the statements about each federation to which it
belongs. Instead it MAY provide an endpoint reference to which a request for federation
metadata can be sentto retrieve the metadata for that specific federation. This is indicated

by placinga <mexMetadataReference> element inside the  <fed:Federation> for the
federation.  In such cases the reference MUST identify a document containing only

federat ion metadata sections. Retrieval of the referenced federation metadata documents is

done using the mechanisms defined in [WS-MetadataExchange ]. The content MUS T match
the reference context. That is, if the reference is from the default <fed:Federation> then
the target MUST contain a <fed:Federation Metadata > document with a default
<fed:Federation> . Ifthe reference  is from a <fed:Federation> element with a

Federation ID then the target MUST contain a <fed:Federation Metadata > document with a
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element that has the
element .

<fed:Federation>
<fed:Federation>

It should be noted that an endpoint MAY choose to only report a subset of fed

which it belongs  to requestors.

The following pseudo -example illustrates a

participation in three federations . The metadata for

within the document itsel f, whereas metadata

other two federations.

<?xml version="1.0" encoding="utf

<fed: FederationMetadata xmins:
xmlns:mex=
xmins:wsa=
xmins:wsse=
xmin s:ds=" ... ">

-8" 7>
fed =" ... "

<fed:Federation>
<fed: TokenSigningKeylnfo>
<wsse:SecurityTokenReference>
<ds:X509Data>
<ds:X509Certificate>

</ds:X509Certificate>
</ds:X509Data>
</ wsse:SecurityTokenRefer
</ fed: TokenSigningKeylnfo>

ence>

</fed:Federation>
<fed:Federation Federation
<mex:MetadataReference>

federation metadata document that
the default
references are specified

same Federation ID asthe source

federation is specified in
for details on the

ID=" http://example.com/federation35532 ">

<wsa:Address>http://example.com/federation35332/FedMD

</wsa:Address>
</ mex:Met adataReference >
</fed:Federation>
<fed:Federation Federation
<mex:MetadataReference>

ID=" http://fexample.com/federation54478 ">

<wsa:Address>http://example.com/federation54478/FedMD

</wsa:Address>
</ mex:MetadataReference >
</fed:Feder ation>
</ fed: FederationMetadata>

Federation metadata documents can also be named with a URI and referenced to allow
sharing of content (e.g. at different endpoints in a WSDL file). To share content between

two <fed:Federation>

element s the <fed:Federation

Include > elementis used. When

erations to

identifies

-line

placed inside a <fed:Federation>
indicatesthat the i dent i f i
containing <fed:Federation>

element the
ed

element.

federati

<fed:Federation
onobds

Include > element
met adat a

statements
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For example, the following examples are functionally equivalent:

<?xml version="1.0" encoding="utf -8" 7>
<fed: FederationMetadata xmins: fed ="... " xmins: wsse="... " xmins: ds="... ">
<fed:Federation FederationID= " http://example.com/f1 ">

<fed: TokenSigningKeylnfo>
<wsse :SecurityTokenReference>
<ds:X509Data>
<ds:X509Certificate>

</ds:X509Certificate>
</ds:X509Data>
</ wsse:SecurityTokenReference>
</ fed: TokenSigningKeylnfo>
</fed:Federation>
<fed :Federation FederationID= " http://example.com/federation35532 ">
<fed: TokenSigningKeylnfo>
<wsse :SecurityTokenReference>
<ds:X509Data>
<ds:X509Certificate>

</ds:X509Certificate>
</ds:X509Data>
</ wsse:SecurityTokenReference>
</ fed: TokenSigningKeylnfo>
</fed:Federation>
</ fed: FederationMetadata>

and
<?xml version="1.0" encoding="utf -8" 7>
<fed: FederationMetadata xmins: fed =" ... xmins:wsse="..." xmIns:ds="...
<fed:Federation Fed erationID= " http://example.com/fl ">
<fed: TokenSigningKeylnfo>
<wsse :SecurityTokenReference>
<ds:X509Data>
<ds:X509Certificate>

</ds:X509Certificate>
</ds:X509Data>
</ wsse:SecurityToke  nReference>

</ fed: TokenSigningKeylnfo>
</fed:Federation>
<fed:Federation Federation|D= " http://example.com/federation35532 ">

<fed:Federationinclude >http://example.com/f1 </ fed:Federationinclude >
</fed:Federation>

</ fed: FederationMetadata>
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Typic ally a <fed:Federationinclude> reference identifies  a <fed:Federation > element

elsewhere in the document. However, the URI MAY represent a fAwlkehdéwnd metadat a
document that is known to the processor. The mechanism by which a processor fAknows?o
such URIs is undefined and outside the scope of this specification

When referencing or including other metadata documents the contents are logically
combined. As such it is possible for some elements to be repeated. While the semantics of
this is defined by eac  h element, typically it indicates a union of the information. That is,
both elements apply.

The mechanisms defined in this section allow creation of composite federation metadata
documents. For example, if there is metadata common to multiple federations it can be
described separately and then referenced from the definitions of each federation which can

then include additional (non -conflicting) metadata specific to the federation.

3.1 .2 TokenSigningKeyInfo Element
The optional <fed: TokenSigningKeylnfo > element allows a federation metadata provider
to specify what key will be used by it to sign security tokens issued by it. This is only
specified by token issuers and security token services. This is typically a service -level
statement but can be an endpoi nt - level statement. This element populates the [Federation
Metadata] property. The signing key can be specified using any of the mechanisms
supported by the  <wsse :SecurityTokenReference > element defined in [WS-Security ] as
shown below.
<fed: TokenSigningKeylnfo . >

<wsse :SecurityTokenReference >

</ wsse:SecurityTokenReference >
</ fed: TokenSigningKeylnfo>
Any top -level element legally allowed as a child of the ds: Keylnfo element (as per[ XML-
Signature ]) can appear as a child ofthe <wsse:SecurityTokenReference > element .

This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.

For example, the token signing key can be carried inside an X.509 certificate and specified
as follows.
<fed: TokenSigningKeylnfo>
<wsse :SecurityTokenReference >
<ds:X509Data>
<ds:X509Certificate >

MIIBSTCCAV+gAwIBAgIQz9jmro9+5ahJyMQzgtSAvzAIBgUrDgMCHQUAMBYXFDASBgNVBAMTC1Jvb
3QgQWdIbmN5MB4XDTALMDKWMTEXNTUzNFoXDTM5MTIzZAWMKk10VowFDESMBAGA1LUEAXMJIbG9jYW
Xx0b3NOMIGFMAOGCSqGSIb3DQEBAQUAA4AGNADCBIQKBgQCNK1hCowhf6K3YrKoKuB87j6rdCrSHrne
xzkPeglYDwp6Gqul3DVaD+VNRyYSRENI1yrqjDWyprp4FiJesPgs94PJRE6wWz6Y521CfthMUsIh2t+X
hBtJycvmLEZX+3Lt2y6PCf49qlwfX/TqReCiIMKYM9h+OVN32sFPQnz6dMUfH4QIDAQAB0Os wSTBHB
gNVHQEEQDA+gBAS5AktBhOdTWCNY SHcFmRjoRgwFEUMBIGALIUEAXMLUM9vdCBBZ2VuY3mCEAY 3bA
CqAGSKECc+41KpcNfQWCQYFKw4DAhOFAANBAFLLkisG90jZ2QtIfwjVJUdrsNzBO8JZOrLI81zd9l/
/hZ6643L4sbIBFB8ttbJjT4rdt5sKjpezRn3ZVIcvbQE=

</ds:X509Certificate>
</ds:X509Data>
</ wsse :SecurityTokenReference >
</ fed: TokenSigningKeylnfo>
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Note that an X.509 certificate chain can also be specified using this mechanism since the
ds: X509Data element supports specifying a chain. There are no requirements that the
signing key be al eaf certificate 1 it can be anywhere in a certificate chain.
As another example, the token signing key can be specified as a raw RSA key as follows.
<fed: TokenSigningKeyInfo>
<wsse :SecurityTokenReference >
<ds:RSAKeyValue>
<ds:Modulus>

A7SEU+e0yQH5rm9kbCDN903aPlo7HbP7tX6WOocLZAtNfyxSZDU16ksL6WjubafOgNEpcwR3RdAFST
7bCgnXPBe5ELh5u4VEy19MzxkXRgrMvavzyBpVRgBUwUIV5foK5hhmbktQhyNdy/6LpQRhDUDSTVK
+g9Ucj47es9AQJI3U=

</ds:Modulus>
<ds:Exponent>AQAB</ds:Exponent>
</ds:RSAKeyValue>
</ wsse :SecurityTokenReference >
</ fed: TokenSigningKeylnfo>

3.1. 3 Token KeyTransfer Keylnfo Element

The optional <fed:TokenKeyTransferKeyinfo > element allows a federation metadata
provider, a security token service or Relying Party in this case, to specify wh at key should
be used to encrypt keys and key material targeted for the service . This is typically a
service -level statement but can be an endpoint -level statement. This element populates the
[Federation Metadata] property. The key transfer key can be s pecified using any of the
mechanisms supported by the <wsse :SecurityTokenReference > element definedin [WS-
Security ] as shown below.
<fed: Token KeyTransfer Keylnfo ... >

<wsse :SecurityTokenReference >

</ wsse:Security = TokenReference >
</ fed: Token KeyTransfer Keylnfo>

Any top -level element legally allowed as a child of the ds: Keylnfo element (as per[ XML-
Signature ]) can appear as a child of the <wsse :SecurityTokenReference > element .
This element allows attributes to be ad ded so long as they do not alter the semantics

defined in this specification.

For example, the token signing key can be carried inside an X.509 certificate and specified
as follows.

<fed: Token KeyTransfer Keylnfo>

<wsse :SecurityTokenReference >
<ds:X 509Data>
<ds:X509Certificate >

MIIBSTCCAV+gAwIBAgIQz9jmro9+5ahJyMQzgtSAvzAIBgUrDgMCHQUAMBYXFDASBgNVBAMTC1Jvb
3Q9QWdIbmN5MB4XDTALMDKwMTEXNTUzNFoXDTM5MTIzMTIzNTk10VowFDESMBAGA1IUEAXMJIbG9jYW
x0b3NOMIGfMAOGCSqGSIb3DQEBAQUAA4AGNADCBIQKBgQCNnK1hCowhf6K3YrKaB87j6rdCrSHrne
xzkPeglYDwp6Gqul3DVaD+VNRyYSRENI1yrgiDWyprp4FiJesPgs94PJRE6wWz6Y5Z1CfhMUs|h2t+X
hBtJycvmLEZX+3Lt2y6PCf49qlwfX/TgReCiIMKYM9h+OVN32sFPQnz6dMUfH4QIDAQAB0OswSTBHB
gNVHQEEQDA+gBAS5AktBhOdTWCNY SHcFmMRjoRgWFEUMBIGALUEAXMLUM9vdCBBZ2VuY3mCEAY 3bA
CqAGSKECc+4KpcNfQwWCQYFKw4DAhOFAANBAFLLkisG90jZ2QtlfwjVIUdrsNzBO8JZOrLI8IZd9l/
/hZ6643L4sbIBFB8ttbJjT4rdt5sKjpezRn3ZVIcvbQE=
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</ds:X509Certificate>
</ds:X509Data>
</ wsse :SecurityTokenReference >
</ fed: TokenSigningKeylnfo>

Note that i f thispelcamdnretd,i ssm&d t he signing key
MAY be used as the key transfer key.

3.1.4 IssuerNamesOffered Element

In some scenarios token issuers are referred to be a logical name representing an

equivalence class of issuers. For ex ample, a Relying Party may not care what specific bank
issues a token so long as the issuance is associated with a specific credit card program. To

facilitate this, federated metadata provides the <fed:Issuer = NamesOffered> element to
indicate the logical n  ames associated with an issuer and the <fed:TokenlssuerName>

element (described below) to indicate that a Relying Party needs a token from a specific

class of issuer.

As stated, t he optional <fed:lssuerNamesOffered > element allows a federation metadata

pro vider , specifically a token service in this case, tospecify a set of Al ogi cal
associated with the provider. That is, when a Relying Party indicates a logical name for a

token issuer using the <fed :TokenlssuerName > element this element can be used as a
correlation mechanism by clients. This element populates the [Federation Metadata]
property. This is typically a service -level statement but can be an endpoint -level statement.

The schema for this optional element is shown below.
<fed:lssuer = NamesOffered ... >
<fed:IssuerName Uri=" xs:anyURl " ... /> +

</fed:IssuerName  sOffered >

The following example illustrates using this optional element to specify a logical name of the
federating organization as a token issuer.
<fed:IssuerName sOffered >

<fed: IssuerName Uri= " http://fabrikam.com/federation/corporate ">
</fed:IssuerName  sOffered >

3.1. 5 TokenlssuerName Element

The optional <fed: TokenlssuerName > element allows a federation metadata provider to
specify afil ogi c al formdrosedtoken issuer orclass of issuer  which canbe used by a
client when requesting tokens to be consumed by the metadata provider (see section 3.1.4
for an overview of the mechanism) . More specifically, the logical name reference s the
metadata provider organization as an issuer entity. This element populates the [Federation
Metadata] property. This is specified by any  Relying Party (e.g. token issuers, security

token services, and service providers). This is typically a service -level statement but can be
an endpoint -level statement. This element MAY be specified even if the

<fed:Tokenlss  uerEndpoint > element is specified.

The schema for this optional element is shown below.
<fed: TokenlssuerName ... >x s:anyURI </fed: Toke nissuerName>

The content of this  elementis an URI which serve s as a logical name of the issuer entity.
This logical name do es not say or imply anything about the specific endpoint(s) of an STS
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http://fabrikam.com/federation/corporate

that can issue corresponding federated tokens. The issuing STS endpoints must be either
explicitly specified (see Section 3.1. 6) in the metadata or resolved by some other means.
This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.
The following example illustrates using this optional element to specify a logical name of the
federating organization as a token issuer.
<fed: TokenlssuerName >

http://  fabrikam.com /federation / corporate
</ fed: TokenlssuerName >

3.1. 6 Token IssuerEndpoint Element

The optional <fed: TokenlssuerEndpoint > element allows a federation metadata provider

to specify the endpoint address  atrusted STS which canbe used by federated partners
when requesting tokens  to be consumed by the metadata provider . This element populates
the [Federation = Metadata] property. This is specified by any  Relying Party (e.g. token
issuers, security token services, and service providers). This is typically a service -level
statement but can be an endpoint -level statement. This element MAY be specified even if

th e <fed:TokenlssuerName> element is specified.

The schema for this optional element is shown below.
<fed: TokenlssuerEndpoint >

wsa:EndpointReferenceType
</ fed: Token Issuer Endpoint>
The content of this  elementis an endpoint reference as defined by [WS -Addre ssing] that
identifies an endpoint address for the issuer STS. The endpoint reference MAY (and SHOULD
if there is no expectation that the policy is known a priori ) include metadata for the STS
endpoint or a reference to an endpoint from where such metadata can be retrieved by a
token requestor (see [WS-Addressing ] and [WS-MetadataExchange ] for additional details)
This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.
It should be noted that this element MAY occur multiple times indicating different services
or different endpoints at a common service.
The following example illustrates using this optional element to specify an endpoint address
for the token issuing STS of the federating organizatio n.
<fed: TokenlssuerEndpoint >

<wsa:Address> http://fabrkam.com/federation/STS </wsa:Address>
</ fed: TokenIssuer Endpoint>

3.1. 7 Pse udonymsServiceEndpoint Element

The optional <fed:PseudonymServiceEndpoint > element allows a federation metadata
provider to spe cify the endpoint address of its pseudonym service which can be referenced
by federated partners when requesting tokens from it. When present, this indicates that
services SHOULD use the pseudonym service to map identities to local names as the

identities MAY vary across invocations. This element populates the [Federation Metadata]
property. This is typically specifie d by token issuers and security token services. This is
typically a service -level statement but can be an endpoint -level statement.

The sch ema for this optional element is shown below.
<fed:PseudonymServiceEndpoint>
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wsa:EndpointReferenceType
</fed:PseudonymServiceEndpoint>

The content of this  elementis an endpoint reference as defined by [WS - Addressing]
providing a transport address for th e pseudonym service. The endpoint reference MAY (and
SHOULD if there is no expectation that the policy is known a priori ) include metadata for the

STS endpoint or a reference to an endpoint from where such metadata can be retrieved by
a token requestor (s ee [WS-Addressing ] and [WS-MetadataExchange ] for additional
details).
This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.
It should be noted that this element MAY occur multiple times indicat ing different services
or different endpoints at a common service.
The following example illustrates using this optional element to specify an endpoint address
for the pseudonym service of the federating organization.
<fed:PseudonymServiceEndpoint>

<wsa: Address> http://fabrkam.com/federation/Pseudo </wsa:Address>
</fed:PseudonymServiceEndpoint>

3.1. 8 AttributeServiceEndpoint Element

The optional <fed:AttributeServiceEndpoint > element allows a federation metadata
provider to specify  the endpoint address of its attribute service which can be referenced by
federated partners when requesting tokens from it. This element populates the [Federation
Metadata] property. This is typically specifie d by requestors and is a service -level
statement.
The schema for this  optional element is shown below.
<fed:AttributeServiceEndpoint>

wsa:EndpointReferenceType
</fed:AttributeServiceEndpoint>

The content of this  elementis an endpoint reference as defined by [WS -Addressing]
providing a transport address for the issuer STS . The endpoint reference MAY (and SHOULD
if there is no expectation that the policy is known a priori ) include metadata for the STS

endpoint or a reference to an endpoint from where such metadata can be retrieved by a
token requestor (see  [WS-Addressing | and [WS-MetadataExchange ] for additional details).
This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.
It should be noted that this element MAY occur multiple times indicating different servi ces
or different endpoints at a common service.
The following example illustrates using this optional element to specify an endpoint address
for the attribute service of the federating organization.
<fed:AttributeServiceEndpoint>
<wsa:Address> http://fab rkam.com/federation/Attr </wsa:Address>
</fed:AttributeServiceEndpoint>

3.1. 9 Single Sign Out SubscripionEndpoint Element

The optional <fed:S ingle Sign CQut SubscriptionEndpoint > element allows a federation
metadata provider to specify the endpoint address of its subscription service which can be
used to subscribe to  federated sign -out messages. This element populates the [Federation
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Metadata] property. This is typically specifie d by token issuers and security token services.
This is typically a service  -level st atement but can be an endpoint -level statement.
The schema for this optional element is shown below.
<fed:S ingle Sign Qut SubscriptionEndpoint>
wsa:EndpointReferenceType
</fed:S ingle Sign Qut SubscriptionEndpoint>

The content of this  elementis an endpointref erence as defined by [WS - Addressing]
providing a transport address for the subscription manager.

This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.

3.1. 10 SingleSignOutNatificationEndpoint Element

Services MAY subscribe for sign  -out notifications however clients MAY also push notifications

to services. The optional <fed:SingleSignOutNotificationEndpoint > element allows a
federation metadata provider to specify the endpoint address to which push notifications of

sign -out are to be sent. This element populates the [Federation Metadata] property. This is
typically specified by  service providers and security token services. This is typically a

service -level statement but can be an endpoint -lev el statement.
The schema for this optional element is shown below.
<fed:SingleSig nOutNoatificationEndpoint >

wsa:EndpointReferenceType
</fed:SingleSignOut Notification Endpoint>
The content of this  elementis an endpoint reference as defined by [WS -Addressin g]
providing a transport address for the subscription manager.

This element allows attributes to be added so long as they do not alter the semantics
defined in this specification.

3.1. 11 TokenTypesOffered Element

The optional <fed: TokenTypesOffered > eleme nt allows a federation metadata provider to
specify the list of offered security token types that can be issued by its STS. A federated
partner can use the offered token types to decide what token type to ask for when

requesting tokens from it. This elemen t populates the [Federation Metadata] property. This
is typically specifie d by token issuers and security token services. This is typically a service -
level statement but can be an endpoint -level statement.
The schema for this optional element is shown be low.
<fed: TokenTypesOffered . >

<fed: TokenType Uri=" xs:anyURI " ... >

</fed:TokenType> +

</ fed: TokenTypesOffered>
The following describes the elements listed in the schema outlined above:

/fed: TokenTypesOffered
This elementisusedto e  xpress the list of token types that the federating STS is capable
of issuing.

/fed: TokenTypesOffered /fed: TokenType
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This element indicates an individual token type that the STS can issue.

/fed: TokenTypesOffered /fed: TokenType/@Uri
This attribute provides the unique identifier (URI) of the individual token type that the
STS can issue.

/fed:TokenTypesOffered /fed:TokenType/ {any}

The semantics of any content for this element are undefined. Any extensibility or use of
sub -elements MUST NOT alter the semantics def ined in this specification.
/fed:TokenTypesOffered /fed:TokenType/@{any}
This extensibility mechanism allows attributes to b

or alter the semantics defined in this specification.

/fed:TokenTypesOffered /@{any}
Thisextens i bi Il ity mechanism all ows attributes to be add
or alter the semantics defined in this specification.

/fed:TokenTypesOffered /{any}
The semantics of any content for this element are undefined. Any extensibility or use of
sub - elements MUST NOT alter the semantics defined in this specification.
The following example illustrates using this optional element to specify that the issuing STS
of the federating organization can issue both SAML 1.1 and SAML 2.0 tokens
[WSS:SAMLTokenProfi le].

<fed: TokenTypesOffered>
<fed: TokenType Uri=" urn:oasis:names:tc:SAML:1.1 ">
<fed: TokenType Uri=" urn:oasis:names:tc:SAML: 2.0"/>
</ fed: TokenTypesOffered>

3.1. 12 UriNamedClaimTypesOffered Element

The optional <fed: UriNamedClaimTypesOffered > element allows a federation metadata
provider to specify  the list of publicly offered claim types, named using URIs, that can be
asserted in security tokens issued by its STS. Note that issuers MAY support additional
claims and that not all claims may be availabl e for all token types. If other means of
describing /identifying claims are used in the future, then corresponding XML elements can

be introduced to  publish the new claim types. A federated partner can use the offered claim

types to decide which claims to ask for when requesting tokens from it. This specification
places no requirements on the syntax used to describe the claims. This element populate s
the [Federation Metadata] property. This is typically specified by token issuers and security
token servic es. This is typically a service -level statement but can be an endpoint -level
statement.
The schema for this optional element is shown below.
<fed: UriNamedClaimTypesOffered . >
(<fed: ClaimType Uri="  xs:anyURI " ... >
<fed: DisplayName ... >xs:string </ fed : DisplayName> ?
<fed: Description ... >xs:string </ fed: Description> ?

</ fed: ClaimType>) +

</ fed: UriNamedClaimTypesOffered>
The following describes the elements listed in the schema outlined above:
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/fed: UriNamedClaimTypesOffered
This elemen tis used to express the list of claim types that the STS is capable of issuing.

/fed: UriNamedClaimTypesOffered /fed: Claim Type
This required element indicates an individual claim type that the STS can assert.

/fed: UriNamedClaimTypesOffered /fed: Claim Type /@Ur i
This required attribute provides the unique name or identifier (as a URI) of the individual
claim type that the STS can assert.

/fed: UriNamedClaimTypesOffered /fed: Claim Type/fed: Display Name
This optional element provides a friendly name for this claim typ e that can be shown in
user interfaces.

/fed:UriNamedClaimTypesOffered  /fed: Claim Type/fed:DisplayName/@{any}
This extensibility point allows attributes to be ad
semantics defined in this specification.

/fed: UriNamedClaimTy pesOffered /fed: Claim Type /fed: Description
This optional element provides a description of the semantics for this claim type.
/fed:UriNamedClaimTypesOffered  /fed: Claim Type/fed:Description /@{any}
This extensibility point allows attributes to be added so long a s they donét alter
semantics defined in this specification.

/fed:UriNamedClaimTypesOffered  /fed:ClaimType/{any}
This extensibility point allows additional informative elements to be added so long as

they dondét alter the semantdtians defined in this spec
/fed:UriNamedClaimTypesOffered  /fed: Claim Type/@{any}
This extensibility point allows attributes to be ad

semantics defined in this specification.
/fed:UriNamedClaimTypesOffered [/ @{any}
This extensibility point allow s attributes to be added so | ong as t
semantics defined in this specification.
The following example illustrates using this optional element to specify that the issuing STS
of the federating organization can assert two claim types named using URIs.
<fed: UriNamedClaimTypesOffered>
<fed: ClaimType Uri="http://... / claims/EmailAddr">
<fed: DisplayName>Email Address</ fed: DisplayName>
</ fed: ClaimType>
<fed: ClaimType Uri="http://... / claims/IsMember">
<fed: DisplayName>Is a Member (yes /no)</ fed: DisplayName>
<fed: Description>If a person is a member of this club</ fed: Description>
</ fed: ClaimType>
</ fed: UriNamedClaimTypesOffered>

3.1. 13 AutomaticPseudonyms Element

The optional <fed:AutomaticPseudonyms > element allows a federation met adata provider
to indicate if it automatically maps pseudonyms or applies some form of identity mapping.

This element populates the [Federation Metadata] property. This is typically specified by
token issuers and security token services. This is typical ly a service -level statement but can
be an endpoint -level statement. If not specified, requestors should assume that the service

does not perform automatic map ping (although it MAY).
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The schema for this optional element is shown below.
<fed:AutomaticPseud onyms>

xs:bool ean
</fed:AutomaticPseudonyms>

3.1.14 [ Signature ] Property

The optional [Signature] property provides a digital signature over the federation metadata
document to ensure data integrity and provide data origin authentication. The provider of
federation metadata document SHOULD include a digital signature over the metadata
document, and consumers of the metadata document SHOULD perform signature
verification if a signature is present.

The token used to sign this document MUST speak for the e ndpoint. If the metadata is for a
token issuer then the key used to sign issued tokens SHOULD be used to sign this

document. This meansthati f a <fed:TokenSigningKey > is specified, it SHOULD be used to
sign this document.

This section describes the use of [ XML- Signature ] to sign the federation metadata

document, but other forms of digital signatures MAY be used for the [Signature] property.

XML Sig nature is the RECOMMENDED signing mechanism. The [Signature] property (in the
case of XML Sig nature thisi s represented by the  <ds:Signature > element ) provides the
ability for a federation metadata provider organization to sign the metadata document such

that a partner organization consuming the metadata can authenticate its origin.

The signature over the  federation metadata document MUST be signed using an enveloped
signature format as defined by the [ XML- Signature ] specification . In such cases the root of
the signature envelope MUST be the <fed: FederationMetadata > element as shown in the
following example.  If the metadata document is included inside another XML document,

such as a SOAP message, the root of the signature envelope MUST remain the same.

Additionally, XML Exclusive Canonicalization [XML-C14N] MUST be used when signing with
[ XML- Sig nature ].

(01 ) [<?xml version="1.0" encoding=... >

(02) < fed: FederationMetadata

(03) xmins:fed ="... " xmlnsds= ".. "

(04) wsu:ld="_fedMetadata">

(05) ...

(06) <ds:Signature xmins:ds=" e >

(07) <ds:Signedinfo>

(08) <ds:CanonicalizationMethod Algorit hm="..." />

(09) <ds:SignatureMethod Algorithm="..." />

(10) <ds:Reference URI="_fedMetadata">

(11) <ds:Transforms>

(12) <ds:Transform Algorithm=".../xmldsig#enveloped - signature" />

(13) <ds:Transform Algorithm=".../xml - exc - cl4n#" />

(14) </ds:Transforms>

(15) <ds:DigestMethod Algorithm="..." />

(16) <ds:DigestValue>xdJRPBPERvazD9gTt4e6Mg==</ds:DigestValue>

(17)  </ds:Reference>

(18) </ds:Signedinfo>

(19) <ds:SignatureValue> mpcFEK6JuUFBP0JQ8VBW2Q= =</ds:SignatureValue>
(20) <ds:Keylnfo>
(21)

(22) ;}ds:KeyInfo>
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(23) </ds:Signature>

(2 4) </ fed: FederationMetadata>

Note that the enveloped signature contains a single ds:Reference  element (line 10)
containing a URI reference to the <fed : FederationMetadata > root element (line 04) of the
metadata document.

3.1.15 Example Federation Metadata Document

The following example illustrates a signed federation metadata document that uses the
optional metadata element s described above and an envelo  ped [XML Signature ] to sign the
document.

<?xml version="1.0" encoding="utf -8" 7>

<fed: FederationMetadata wsu:ld="_fedMetadata"

xmins:fed ="... " xmins:wsu="..." xmlns:wsse="..." xmlIns:ds="..."
xmins:wsa="..." >

<fed:Federation>
<fed: TokenSigningKeyln fo>
<wsse :SecurityTokenReference >
<ds:X509Data>
<ds:X509Certificate>
MIIBSTCCAV+g...zZRn3ZVIcvbQE=
</ds:X509Certificate>
</ds:X509Data>
</ wsse:SecurityTokenReference >
</ fed: TokenSigningKeylnfo>
<fed: TokenlssuerName >
http :// fabrikam . conV federation / corporate
</ fed: TokenlssuerName >
<fed: TokenlssuerEndpoint >
<wsa:Address> http://fabrkam.com/federation/STS </wsa:Address>
</ fed: Token Issuer Endpoint>
<fed: TokenTypesOffered>
<fed: TokenType U ri=" urn:oasis:names:tc:SAML:1.1 ">
<fed: TokenType Uri=" urn:oasis:names:tc:SAML: 2.0"/>
</ fed: TokenTypesOffered>
<fed: UriNamedClaimTypesOffered>
<fed: ClaimType Uri="http://... / claims/EmailAddr">
<fed: DisplayName>Email Address</ fed: Display Name>
</ fed: ClaimType>
<fed: ClaimType Uri="http://... / claims/IsMember">
<fed: DisplayName>Is a Member (yes/no)</ fed: DisplayName>
<fed: Description>If a person is a member of this club</ fed: Description>
</ fed: ClaimType>
</ fed: UriName dClaimTypesOffered>
</fed:Federation>



<ds:Signature xmIns:ds=" . >
<ds:SignedIinfo>
<ds:CanonicalizationMethod Algorithm="..." />
<ds:SignatureMethod Algorithm="..." />
<ds:Reference URI="_fedMetadata">
<ds:Transforms>
<ds:Transform Algorithm=".../xmldsig#enveloped - signature" />
<ds:Transform Algorithm=".../xml - exc - cl4n#" />
</ds:Transforms>
<ds:DigestMethod Algorithm="..." />
<ds:DigestValue>xdJRPBPERvazZD9gTt4e6Mg==</ds:DigestVa lue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>mpcFEK6JuUUFBP0JQ8VBW?2Q==</ds:SignatureValue>
<ds:Keylnfo>

</dg:KeyInfo>
</ds:Signature>
</ fed: FederationMetadata>

3.2 . Acquiring the Federation Metadata Document

This section provide s specific details and restrictions on how a party may securely obtain
federation metadata document for a target domain representing a target organization it
wishes to federate with. It should be noted that some providers of federation metadata
documents MAY require authentication of requestors or MAY provide different (subset)

documents if requestors are not authenticated.

It is assumed that the target domain is expressed as a fully -qualified domain name (FQDN).
In other words, itise  xpressed as the DNS domain name of the target organization, e.g.,
fabrikam.com.

It should be noted that compliant services are NOT REQUIRED to support all of the

mechanisms defined in this section. If a client only has a DNS host name and wants to

obtain the federation metadata, the following order is the RECOMMENDED bootstrap search

order:

Use the well -known HTTPS address with the federation ID
Use the well -known HTTPS address for the default federation
Use the well -known HTTP address with the federation ID

E S

Use the well -known HTTP address for the default federation
5. Look for any DNS SRV records indicating federation metadata locations

If multiple locations are available and no additional prioritization is specified, the following
order is the RECOMMENDED do wnload processing order:

1. HTTPS
2. WS-Transfer/WS -ResourceTransfer
3. HTTP
3.2.1 WSDL
The metadata document MAY be included within a WSDL document using the extensibility

mechanisms of WSDL. Specifically the <fed:Federat ion Metadata > element can be placed
inside of WSDL documents in the same manner  as policy documents are as specified in WS
PolicyAttachment

the
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The metadata document can appear in WSDL for a service, port, or binding

3.2 .2 The Federation Metadata Path

A default path MAY be supported to provide fede ration metadata. The path for obtaining

the federation metadata document for the default federatio
target -DNS -domain SHOULD be constructed as follows:

n for a target domain denoted by

http: // server -name / FederationMetadata / spec-version / FederationMetadata.xm I

or
https: // server -name / FederationMetadata / spec-version
where

server -name is the hostname (DNS name) ofaserver p

| FederationMetadata.xml

roviding the federation metadata

document . It SHOULD be obtained by doing a DNS query of SRV records for target -
DNS -domain as described in  Section 3.2. 6. If no DNS record is found, then the

target DNS domain name MUST BE used as the default
well.

value of the server name as

spec-version is the version of the f ederation metadata specification supported by the
acquiring p arty. For this version of the specification the spec -version MUST BE the

string "2006 -12".

Implementations MAY choose to use a short form of the
the primary domain and suffix, but this choice is implementation

The following subsections describe the mechanisms through wh

target DNS domain name, such as
specific.
ich the federation metadata

document for a target domain may be acquired by a federating party. The target domain

MUST support at least one of the mechanisms described below,
more than one mechanism.

but MAY choose to suppor t

Itis RECOMMENDED that a target domain (or organization) that makes federation metadata

available for acquisition by partners SHOULD publish DNS SRV
acquiring party to locate the servers where the met adata

resource records to allow an
is available. The type and format

of the SRV resource records to be published in DNS  is described in Section 3.2. 6. These
records correspond to each metadata acquisition mechanism specified in the following

subsections .

If a specific federation cont  ext is known, the following URLs SHOULD be checked prior to

checking for the default federation context.

http: // server -name / FederationMetadata / spec-version /fed -id/ FederationMetadata.xml

or
https: // server -name / FederationMetadata / spec -version
where

fed-id is the FederationID value described previously for id

3.2 .3 Retrieval Mechanisms
The following OPTIONAL retrieval mechanisms are defined:
Using HTTP

/fed -id/Federati onMetadata.xml

entifying a specific federation.

The f ederation metadata document may be obtain ed from the following URL using HTTP GET

mechanism:
http: path
where path is constructed as described in Section 3.2. 2.
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Metadata signatures are RECOMMENDED when using HTTP download.
Using HTTPS

The federation metadata document may be obtained from the follo wing URL using HTTPS
GET mechanism:

https: path
where path is constructed as describedin Section 3.2. 2.

There is no requirement that the HTTPS server key be related to the signing key identified
in the metadata document, but it is RECOMMENDED that requesto rs verify that both keys
can speak for the target service.

Using WS -Transfer/ WS -ResourceTransfer

The federation metadata document can be obtained by sending the [WS-Transfer ] "Get"
operation to an endpoint that serves that metadata as described in [ WS-Meta dataExchange ]
(see also section 3.2.5) . Notethatthe [WS-ResourceTransfer ] extensions MAY be used to

filter the metadata information returned.

The use of [WS-Security ] with [WS-Transfer/ WS-ResourceTransfer ] is RECOMMENDED to
authenticate the sender and p rotect the integrity of the message

3.2 .4 FederatedMetadataHandler Header

If an endpoint reference for metadata obtained via SOAP requests s not already available to
a requester (e.g. when only a URL is know) , the requestor SHOULD include the

<fed:Federa tionMetadataHandler> header to allow metadata requests to be quickly

identified. The syntax is as follows

<fed: FederationMetadataHandler T b

The<fed: FederationMetadataHandler > header SHOULD NOT use a

S:mustUnderstand= ' 1' attribute. Inclusion of this h eader allow s a front -end service to
know that federation metadata is being requested and perform header -based routing.

The following example illustrates a [WS-Transfer ] with [WS-ResourceTransfer ] extensions

request message to obtain the f ederat ion m etadat a document for an organization with
contoso.com as its domain name.

(01) <s12:Envelope

(02) xmins:s12= "
(03) xmins:wsa=
(04) xmins:ws xf="..

(05) xmins:fed =".. ">

(06) <si12:Header>

(07) <wsa:Action>

(08) http://schema s.xmlsoap.org/ws/2004/09/transfer/Get
(09) </wsa:Action>

(10) <wsa:MessagelD>

(12) uuid:73d7edfd - 5¢3d - b949 - 46ba - 02decaee433f
(12) </wsa:MessagelD>

(13) <wsa:ReplyTo>

(14) <wsa:Address>http://fabrikam.com/Endpoint</wsa:Address>
(15) </wsa:ReplyTo>

(16) <wsa:To>
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@7 http://contoso.com/FederationMetadata/2006 - 12/FederationMetadata.xml
(18) </wsa:To>

19) < fed: FederatedMetadataHandler />

(20) </sl2:Header>

(21 ) <sl12:Body />

(22 ) </s12:Envelope>

The respon se tothe [WS-Transfer | with [WS-ResourceTransfer ] extensions request
message is illustrated below.

(01) <s12:Envelope

(02) xmins:s12= "

(03) xmins:wsa=

(04) xmins:ws xf=".."

(05) xmins: fed ="... ">

(06) <si12:Header>

(07 ) <wsa: To>http://fabrikam .com/Endpoint </wsa:To>

(08 ) <wsa:Action>

(09) http://schemas.xmlsoap.org/ws/2004/09/transfer/Get Response

(10) </wsa:Action>
(11) <wsa:MessagelD>

(12) uuid:86d7eac5 - 6e3d- b869- 64bc- 35edac ee743d
(13) </wsa:Message ID>

(14) <wsa:RelatesTo>

(15) uuid:73d7edfd - 5¢c3d - b949 - 46ba - 02decaee433f
(16 ) </wsa: Relates To>

(17 ) </sl2:Header>
(18 ) <sl1l2:Body>

(29) <fed: FederationMetadata
(20) xmins:fed =".. ">
(21)

(22) </ fed: FederationMeta data>

(21) </ sl2:Body>
(22 ) </s12:Envelope>

3.2.5 Metadata Exchange Dialect
The federation metadata document can be included as a metadata unit within a Web service
<mex:Metadata > element, which is a collection of metadata units, using the metadata unit

inclusion mechanisms described in [ WS-MetadataExchange ]. This can be done by including
a <mex:MetadataSection > element that contains the federation metadata document in -line

or by reference. To facilitate inclusion of the federation metadata as a particular type of
metadata unit, the following metadata dialect URI is defined in this specification that MUST
be used as the value of the <mex:MetadataSection/@Dialect > XML attribute:

http://schemas.xmlsoap.org/ws/2006/ 12/federation

No identifiers for fede ration metadata units, as specified by the value of the optional
<mex:MetadataSection/@Identifier > XML attribute, are defined in this specification.

For example, a federation metadata unit specified in -line withina  <mex:Metadata > element
is shown below:
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<mex:Metadata>

<mex:MetadataSection
Dialect="http://schemas.xmlsoap.org/ws/2006/ 12/federation'>

<fed:FederationMetadata ...>

</fed:FederationMetadata>
<mex:MetadataSection>
<mex:Metadata>

3.2 .6 Publishing Federation Metada ta Location

A target domain (or organization) that makes federation metadata available for acquisition

by partners should publish SRV resource records in the DNS database to allow an acquiring

party to locate the servers where the metadata is available. Th e specific format and content
of the SRV resource records to be published is described here.

The SRV record is used to map the name of a service (in this case the federation metadata

service) to the DNS hostname of a server that offers the service. For mor e information
about SRV resource records, see [ DNS-SRV-RR]. The general form of the owner name ofa
SRV record to be published is as follows:

_Service. Protocol.TargetDnsDomain

In this case, a target domain offers the ofinfoedfer ati on
the protocol mechanisms described earlier (namely, HTTP, HTTPS or WS-Transfer/ WS-
ResourceTransfer ). For each protocol mechanism supported by a target domain, a

corresponding SRV record should be published in DNS as follows.

If acquisition of the federation metadata document using HTTP GET ( Section 3.2. 3) is
supported, then the owner name of the published SRV record must be of the form below:
_fedMetadata. http.TargetDnsDomain

If acquisition of the federation metadata document using HTTPS GET ( Section 3.2. 3) is
supported, then the owner name of the published SRV record must be of the form below:
_fedMetadata._https.TargetDnsDomain

If acquisition of the federation metadata document using [WS-Transfer/ WS-
ResourceTransfer ] (Section 3.2. 3) is supported , then the owner name of the published SRV
record must be of the form below:

_fedMetadata._wsxfr._http.TargetDnsDomain

The remaining information included in the SRV record content is as follows:

Priority ~ The priority of the server. Clients attempt to cont act the server with the
lowest priority and move to higher values if servers are unavailable (or not
desired) .

Weight A load - balancing mechanism that is used when selecting a target server from
those that have the same priority. Clients can randomly choos e a server with
probability proportional to the weight.

Port The port where the server is listening for the service.
Target  The fully -qualified domain name of the host server.

Note that if multiple protocols are specified with the same priority, the req uestor MAY use
any protocol or process in any order it chooses.
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The following example illustrates the complete SRV records published by the organization
with domain name ficontoso.como that makes its f
three mechanisms d iscussed earlier.

serverl.contoso.com IN A 128.128.128.0

server2.contoso.com IN A 128.128.128.1

_fedMetadata. http.contoso.com IN SRV 0 0 80 serverl.contoso.com
_fedMetadata._https.contoso.com IN SRV 0 0 443 serverl.contoso.com
_fedMetadata._ wsx  fr.contoso.com IN SRV 0 0 80 server2.contoso.com

A client attempting to acquire the federation metadata for a target domain using any
selected protocol mechanism should query DNS for SRV records using one of the
appropriate owner name forms described abo ve.

3.2 .7 Federation Metadata Acquisition Security

It is RECOMMENDED that a target domain publishing federation metadata SHOULD include a
signature in the metadata document using a key that is authorized to "speak for" the target

domain. If the metadataco ntainsa <fed:TokenSigningKey > element then this key

SHOULD be used for the signature. If there are multiple Federation elements specified
then the default scopeds signing key SHOULD be
choice is up to the sign  er. Recipients of federation metadata SHOULD validate that

signature to authenticate the metadata publisher and verify the integrity of the data.
Specifically, a recipient SHOULD verify that the key used to sign the document has the right
to "speak for"t he target domain (see target -DNS-domain in Section 3.2. 2) with which the
recipient is trying to federate . See also the security considerations  at the end of this
document .

4. Sign -Out

The purpose of a federated sign -out isto cleanup any cached state and security tokens that
may exist within the federation , but which are no longer required . In typical usage , sign -
out notification serves as a hint T upon termination of a pr i ncisessidndisthatitis OK to
flush cached data (such as security tokens) or state information  for that specific principal.

It should be noted that a sign -out messageisa one-way message (that is,
reply). Depending on the type of application that is being used to sign -out, the process

may vary . For example, th e implication of sign  -out on currently active transactions is

undefined and is resource -specific.

In some cases, formal sign  -out is implicit or not required. This section defines messages
that MAY be used by profiles for explicit sign -out.

In general, sig n-out messages are unreliable and correct operation must be ensured in their
absence (i.e., the messages serve as hints only). Consequently, these messages MUST also
be treated as idempotent since multiple deliveries could occur.

When sign -out is supporte d, it is typically provided as part of the IP/STS as it is usually the
central processing point.

Sign -out is separate from token cancellation as it applies to all tokens and all target sites for
the principal within the domain/realm.

4.1. Sign -Out Message

The sign -out mechanism allows requestor s to send a message to its IP/STS indicating that
the requester is initiating a termination of the ~ SSO. That is, cached information or state
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information can safely be flushed. This specification  defines optional sign-out messages
that MAY be used . It should be noted , however, that the typical usage pattern is that only
token issuance and message security are used and sign -out messages are only for special
scenarios . Sign - out messages, whether from the client to the IP/STS, from the IP/STS to a
subscriber, or from the client to a service provider, all use the same message form

described in this section.

For SOAP, the action of this message is as follows:

http://schemas.xmlsoap.org/200 6/ 12/Federation / SignOut
The follo wing represents an overview of the syntax of the <fed: SignOut> element:
<fed :SignOut wsu:ld="..." . >

<fed :Realm> xs: anyURI </ fed :Realm> ?

<fed :SignOutBasis ... >..< fed :SignOutBasis>

</ fed : SignOut >
The following describes elements and attrib utesused ina <fed :SignOut > element.

/fed: SignOut
This element represents a sign -out message .

/fed: SignOut /fed: Realm
This optional element specifies the "realm" to which the sign -out applies and is specified
as a URI. If norealm is specified, then it is assumed that the recipient understands and
uses a fixed /default realm.

/fed: SignOut /fed: SignOut Basis
The contents of this REQUIRED element indicate the principal that is signing out. Note
that any security token or security token reference MAY be used he re and multiple
tokens MAY be specified. That said, it is expected that the <UsernameToken> will be the
most common. Note that a security token or security token reference MUST be specified.

/fed: SignOut /fed: SignOutBasis/ @{any}
This is an extensibility mechanism to allow additional attributes, based on schemas, to

be added to the el ement so |l ong as they donodt alter
/fed:SignOut /fed:SignOutBasis/ {any}
This is an extensibility mechanism to allow the inclusion of the rel evant security token

reference or security token(s)
/fed: SignOut /@ wsu:ld
This optional attribute specifies a string label for this element .

/fed: SignOut /@{any}
This is an extensibility mechanism to allow additional attributes, based on schemas, to

be adde dtotheelement so | ong as they dondét alter the semant
/fed: SignOut /Hany}
This is an extensibility mechanism to allow additional elements to be used. For
example, an STS might use extensibility to further qualify the sign -out b asis.
The <fed :SignOut> message SHOULD be signed by the requestor  to prevent tampering and
to prevent unauthorized sign -out messages (i.e., Alice sending a sign - out message for Bob
without Bob's knowledge or permission). The signature SHOULD contain a tim estamp to
prevent replay attacks (see WS - Security for further discussion on this) . It should be noted,
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however, that a principal MAY delegate the right to issue such messages on their behalf.

The following represents an example of the <fed: SignOut > message :
<S:Envelope xmIns:S="..." xmIns:wsa="..." xmIns:wsxf="..." xmins:fed="..."
xmlns:wsu="..." xmIns:wsse="...">
<S:Header>

<wsu:Timestamp wsu:ld="ts">

</wsu:Timestamp>
<wsse :Security>

<! -- Signature referecing IDs "ts" & "s0" - >

</ wsse:Security>
</S:Header>
<S:Body>
<fed :SignOut wsu:ld=" so" >
<fed :SignOutBasis>
<wsse :UsernameToken>
<wsse :Username>NNK</ wsse:Us ername>
</ wsse :UsernameToken>
</ fed :SignOutBasis>
</ fed : SignOut >
</S:Body>

</S:Envelope>

4.2. Federating  Sign -Out Messages

In many environments there is a need to take the messages indicating sign -out and
distribute them a  cross the federation, subject to authorization and privacy rules.
Consequently, these messages result from when an explicit message is senttothe [IP/STS

(by either the principal or a delegate such as an IP/STS), or implicitly from an IP/STS as a
result o f some other action  (such as a token request)

In the typical use case, federated sign -out messages will be generated by the principal

terminating a session, either at the Apri mary STBHOHSTSEhthat manages the |
identity ) or at one of the  resource providers (or its STS) accessed during the session. There

aretwo p rimary flows forthese messages. In one case they are effectively chained through

all the STSs involved in the session; that is , a mechanism is used (if available) by the
Apriya8TSo0 t o soetmessages m all the other STSs in a sequential manner by

causing each message to cause the next message to occur in sequence resulting in a

message back toitself either on completion or at each step to orchestrate the process . The

second approach i s to require the fpr i roatmessages Ball theothes end si gn
token services and target service sin parallel (those that it knows about)
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The chained (sequential) approach has been found to be fragile. If one of the message fails

to complete its local processing and does not pass the sign -out message on 1 orthe

network partitions 1 the sign -out notification does not reach all the involved parties . For

this reason, compliant implementations SHOULD employ the parallel approach . Ifthe

session is terminated at a resource provider, it SHOULD clean up any local state and then

sendasign -out message to the #Aprimary STSOo. Theoutl atter !

messages to all the other STSs.

Sessions may involve secondary branc hes (between token services at different resources) of
which the Aprimary STS0 has no knowl edge. | toket hese ¢
services SHOULD perform the rol e o-outdfthesebremachgs. STSO0 for s

It should be noted that clien ts MAY also push (send) sign  -out messages directly to other
services such as secondary IP/STSs or service providers.

Sign-out coul d potentially be applied to one of two dif
session. Sign -out i nitiated at ot hSeHWLrD nhaarvye SgNMSobal scope ar
resource STSs and all branches of the session. Sign -out initiated at a resource STS could

also have global scope as described above. However, it could also be considered as a

request to clean up only the sessio n state related to that particular resource provider. Thus

implementations MAY provide a mechanism to restrict the scope of federated sign -out

requests that originate at a resource STS to its part
This SHOULD resu It in cleaning up all state at (or centered upon) that STS. It SHOULD

involve a request to be sent to the fAprimary STS0 to
particular STS or resource provider.

Federated sign -out request processing could involve provid ing status messages to the user.
This behavior is implementation specific and out -of-scope of this specification

The result of a successful request isthatall compliant SSO messages generated implicitly or
explicitly are sent to the requesting endpoints if allowed by the authorization/privacy rules.

SSO messages are obtained by subscribing to the subscription endpoint using the
mechanisms described in  [WS-Eventing ]. The subscription endpoint, if available, is
described in the federation metadata docum ent.

The [WS-Eventing ] mechanisms allow for subscriptions to be created, renewed, and
cancelled. SSO subscriptions can be filtered using the XPath filter defined in [WS-Eventing ]
or using the SSO filter specified by the following URI:

http://schemas.xmlso ap.org/ws/2006/ 12/ federation/ ssoevt

This filter allows the specification of a realm and security tokens to restrict the SSO
messages. The syntax is as follows:

<wse:Subscribe ...>

<wse:Filter Dialect= " ... [ federation/ ssoevt ">
<fed :Realm>...</ fe d:Realm> 2
...security tokens...

</ wse:Filter>

</wse:Subscribe>

The following describes elements and attributes illustrated above:
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/wse:Filter /fed: Realm
This optional element specifies the "realm" to which the sign -out applies. Atmoston e
<fe d:Realm> can be specified. = The contents of this element are the same type and
usage asinthe fed: Signout/fed:Rea | mdescribed above. If this element is not
specified it is assumed  that either the subscription service knows how to infer the correct
realm and uses a single service -determined realm  or the request fails . Note that if
multiple realms are desired then multiple subscriptions are needed.

/wse:Filter /é security tokens(s) &

The contents of these optional elements restrict messages to only the spec ified identities.
Note that any security token or security token reference MAY be used here and multiple
tokens MAY be specified. That said, it is expected that the <wsse: UsernameToken> will
be the most common. Note that if multiple tokens are specified they represent a logical
OR i thatis, messages that match any of the tokens for the corresponding realm are
reported.

This filter dialect does not allow any contents other than those described above. If no filter

is specified then the subscription ser vice MAY fail or MAY choose a default filter for the
subscription.

5. Attribute Service

Web s ervices often need to be able to obtain additional data related to service requestors to

provide the requestor with a richer (e .g. personalized) experience. This ¢ an be addressed by
having an attribute service that requesters and services MAY use to access this additional
information. In many cases, the release of this information about a service requestor is

subject to authorization and privacy rules and access to this data (or the separate service

that has data available for such purposes) is only granted to authorized services for any

given attribute.

Attribute stores most likely exist in some form already in service environments using
service -specific protocols ( e.g. such as LDAP). An attribute service provides the interface to
this attribute store.

Figure 21 below illustrates the conceptual namespace of an attribute service

An attribute  service MAY leverage existing repositories and may provide some level of
organization or context. That is, this specification makes no proposals or requirements on

the organization of the data, just that if a principal exist s, any corresponding attribute data
should be addressable using the mechanisms described here.

Principals represent any kind of resource, not just people. Consequently, the attribute
mechanisms MAY be used to associate attributes with any resource, not just with identities.

Said another way, principal identities represent just one class of resource that can be used
by this specification.

Principals and resources may have specific policies that are required when accessing and

managing their attributes. Such policies use the [WS-Policy] framework. As well, these
principals (and resources) MAY be specified as domain expressions to scope policy

assertions as described in [ WS- PolicyAttachment ].
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Service-specific organization
Root
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1

Principal 1

Associated aftributes

-
Attribute 1 = Value

Attribute 2 = Value

Scoped to

Attribute 3 = Value service 1

Figure 21 Attribute Service

Itis expected that  separate attributes MAY be shared differently and MAY require differe nt
degrees of privacy and protection. Consequently, each attribute expression SHOULD be
capable of expressing its own access control and privacy policy . As well, the access control
and privacy policy SHOULD take into account the associated scope(s) and p rincipals that
can speak for the scope(s).

Different services MAY support different types of attribute services which MAY be identified
via policy by definition of new policy assertions indicating the attribute service supported

Each attribute store may support different subsets of the functionality as described above.
The store's policy indicates what functionality it supports.

This specification does not require or define a specific attribute service definition or
interface.

6. Pseudonym Service

The p seudonym service is a special type of attribute service which maintains alternate
identity information (and optionally associated tokens) for principals.

Pseudonym services may exist in some form already in service environments using service
specific proto cols. This specification defines an additional, generic, interface to these
services for interoperability with Web services.

The figure below illustrates the conceptual namespace of a pseudonym service:
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Figure 22 Pseudonym Service
The service MAY provide some level of organization or context. That is, this specification
makes no proposals or requirements on the organization of the data, just that a principal
exist and be addressable using the mechanis ms described here.

Within the namespace principals are associated and a set of zero or more pseudonyms
defined. Each pseudonym MAY be scoped , th at is, each pseudonym may have a scope to
which it applies (possibly more than one resource/service)

A pseudonym MAY have zero or more associated security tokens. This is an important
aspect because it allows an IP to directly return the appropriate token for specified scopes.

For example, when Fred.Jones requested a token for Fabrikam123.com, his IP could ha ve
returned the Freddo identity directly allowing the requestor to pass this to Fabrikam123.

This approach is more efficient and allows for greater privacy options.

It is expected that pseudonyms may have different access cont rol and privacy policies  and
that these can vary by principal or by scope within principal . Consequently, each

pseudonym SHOULD be capable  of expressing its own access control and privacy policy . As
well, the access control and privacy policy SHOULD take into account the associated

scope(s) and principals that can speak for the scope(s).

Pseudonym services MUST support the interfaces defined in this section  for getting, setting,
and deleting pseudonyms .

6.1. Filtering Pseudonyms

When performing operations on a pseudonym store it is R ECOMMENDED to filter the scope
of the operation. This is done using the following dialect  with the [WS-ResourceTransfer ]
extensionsto [WS-Transfer ]:

http://schemas.xmlsoap.org/ws/2006/ 12/federation /pseudonymdialect
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Alternatively, the  <fed : Filter Pseudonyms> header MAY be specified with WS -Transfer to
allow filtering to be specified as part of an endpoint reference (EPR).

The syntax for the  <fed : Filter Pseudonyms> element is as follows:

<fed:FilterPseudonym s .. >
<fed:PseudonymBasis ... >..<[/fed:Pseudony mBasis> ?
<fed:RelativeTo ... >..<[fed:RelativeTo> ?
</fed:FilterPseudonym s>
The following describes elements and attributes used in a <fed : Filter ~Pseudonyms>
element .

/fed: FilterPseudonym s
This element indicates a request to filter a pseudonym operation based on given identity
information and applicability scope

/fed: FilterPseudonym s/fed: PseudonymBasis
This element specifies a security token or security token reference identifying the known
identity information . This element is typically requi red to identify the basis but may be
omitted if the context is known. This specification places no requirements on what
information (claims) are required to be a pseudonym basis T that can vary by service.

/fed: FilterPseudonym s/fed: PseudonymBasis/@{any}
This is an extensibility point allowing attributes to be specified . Note that no attribute
can alter semantic defined in this specification.

/fed:FilterPseudonyms /fed:PseudonymBasis/ {any}
This is an extensibility mechanism to allow the inclusion of the rel evant security token
reference or security token.

/fed: FilterPseudonym s/fed: RelativeTo
This RECOMMENDED element indicates the scope for which the pseudonym is requested.
This element has the same type as <wsp:AppliesTo>

/fed: FilterPseudonym s/fed: Relative To/@{any}
This is an extensibility point allowing attributes to be specified . Note that no attribute
can alter semantic defined in this specification.

/fed: FilterPseudonym s/@{any}
This is an extensibility point allowing attributes to be specified . Note t hat no attribute
can alter semantic defined in this specification.

/fed: FilterPseudonym s/{any}
This is an extensibility point allowing content elements to be specified . Note that no
element can alter semantic defined in this specification.

As note d above, in some circumstances it MAY be desirable to include a filter as part of an
EPR. To accommodate this, <fed : Filter ~Pseudonyms> element MAY be specified as a SOAP

header. Itis RECOMMENDED that the SOAP  mustUnderstand attribute be specified as true

wheneve r this is used as a header. If a <fed : Filter Pseudonyms> header is specified, the
message MUST NOT contain additional filtering.
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6. 2. Getting Pseudonyms

Pseudonyms are requested from a pseudonym service using the [WS-Transfer | A GET 0
method with the [WS-ResourceTransfer ] extensions . The dialect definedin6.1 (or the
<fed : Filter Pseudonyms> header ) is used to restrict the pseudonyms that are returned

Pseudonyms are returned in the body of the GET response message in a <fed : Pseudonym>
element as follow s:

<fe d:Pseudonym ... >
<fed:PseudonymBasis ... >..<[fed:PseudonymBasis>
<fed:RelativeTo ... >..<[fed:RelativeTo>

<wsu:Expires>...</wsu:Expires>
<fed :SecurityToken .. >..</ fed :SecurityToken> *

<fed :ProofToken ... >..</ fed :ProofToken> *

</ fed :Pseu donym>
The following describes elements and attributes described above:

/fed: Pseudonym
This element represents a pseudonym for a principal.

/fed: Pseudonym/ fed: PseudonymBasis
This element specifies a security token or security token reference identifying the known
identity information (see [WS-Security ]). Often this is equivalent to the basis in the
request although if multiple pseudonyms are returned that value may be different.

/ fed:Pseudonym/fed:PseudonymBasis/@{any}
This is an extensibility point all owing attributes to be specified . Note that no attribute
can alter semantic defined in this specification.

/ fed:Pseudonym/fed:PseudonymBasis/{any}
This is an extensibility mechanism to allow the inclusion of the relevant security token
reference or securi ty token.

/fed: Pseudonym/ fed: RelativeTo

The required element indicates the scope for which the pseudonym is requested. This
element has the same type as <wsp:AppliesTo>

/ fed:Pseudonym/fed:RelativeTo/@{any}
This is an extensibility point allowing attribut es to be specified . Note that no attribute
can alter semantic defined in this specification.

/fed: Pseudonym/w su:Expires
This optional element indicates the expiration of the pseudonym.

/fed: Pseudonym/ fed: SecurityToken
This optional element indicates a sec urity token for the scope. Note that multiple tokens
MAY be specified.

/ fed:Pseudonym/fed:SecurityToken/@{any}
This is an extensibility point allowing attributes to be specified . Note that no attribute
can alter semantic defined in this specification.

/fed:Pseudonym/fed:Security Token/{any}
This is an extensibility mechanism to allow the inclusion of the relevant security token(s).
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/fed: Pseudonym/ fed: ProofToken
This optional element indicates a proof token for the scope. Note that multiple tokens
MAY be s pecified.

/ fed:Pseudonym/fed:ProofToken/@{any}
This is an extensibility point allowing attributes to be specified . Note that no attribute
can alter semantic defined in this specification.

/ fed:Pseudonym/fed:ProofToken/{any}
This is an extensibility mechan ism to allow the inclusion of the relevant security token(s).

/ fed:Pseudonym/@{any}
This is an extensibility point allowing attributes to be specified . Note that no attribute
can alter semantic defined in this specification.

/ fed:Pseudonym/{any}
This is an extensibility point allowing content elements to be specified . Note that no
element can alter semantic defined in this specification.

For example, the following example obtains the local pseudonym associated with the
identity (indicated binary security token) for the locality (target scope) indicated by the URI
http://www.fabrikam123.com/NNK.
<S:Envelope xmIns:S="..." xmIns:wsa="..." xmIns:wsxf="..." xmins:fed="..."
xmins:wsu="..." xmIns:wsse="..." xmIns:wsrt="...">
<S:Body>
<wsrt:Get
Dialect="  http://schemas.xmlsoap.org/ws/2006/12/federation/pseudonymdialect">

<wsrt:Expression>
<fed:FilterPseudonyms>
<fed:PseudonymBasis>
<wsse:BinarySecurityToken>...</wsse:BinarySecurityToken>
</fed:PseudonymBasis>
<fed:RelativeTo>
<wsa:Address>
http://www.fabrikam123.com/NNK
</wsa:Address>
</fed:RelativeTo>
</fed:FilterPseudonyms>
</wsrt:Expression>
</wsrt:Get>
</S:Body>
</S:Envelope>
A sam ple response might be as follows:
<S:Envelope xmiIns:S="..." xmIns:wsa="..." xmIns:wsxf="..." xmins:fed="...

xmins:wsu="..." xmlns:wsse="..." xmlns:wsrt="...">
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<S:Body>
<wsrt:GetResponse>
<wsrt:Result>
<fed:Pseudonym>
<fed :Re lativeTo>

<wsa:Address >
http://www.fabrikam123.com/NNK

</wsa:Address>

</ fed :RelativeTo>

<wsu:Expires>2003 - 12- 10T09:00Z</wsu:Expires>

<fed :SecurityToken>...</ fed :SecurityToken>

<f ed:ProofToken>...</ fed :ProofToken>

</ fed :Pseudonym>
</wsrt:Result>
</wsrt:GetResponse>
</S:Body>

</S:Envelope>

6. 3. Setting Pseudonyms

Pseudonyms are updated in a pseudonym service using the [WS-Transfer | APUT 0
with the [WS-ResourceTransfer ] extensions using the dialect defined in 6.1 ( orthe
<fed : Filter Pseudonyms> header) . This allows one or more pseudonyms to be added.
filter is not specified, then the PUT impacts the full pseudonym set. Itis RECOMMENDED

that filters be  used.

The following example sets pseudonym associated with the identity (indicated binary
security token) for the locality (target scope) indicated by the URI
http://www.fabrikam123.com/NNK.

<S:Envelope xmlns:S="..." xmIns:wsa="..." xmIns:wsxf="..." xmlIns fed="..."
xmlns:wsu="..." xmIns:wsse="..." xmIns:wsrt="...">
<S:Body>
<wsrt:Put

Dialect="http://schemas.xmlsoap.org/ws/2006/12/federation/pseudonymdialect">
<wsrt:Fragment Mode="Inset">
<wsrt:Expression>
<fed:FilterPseudonyms>
<fed:PseudonymBasis>
<wsse:BinarySecurityToken>...</wsse:BinarySecurityToken>

</fed:PseudonymBasis>

operatior

If a
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<fed:RelativeTo>
<wsa:Address>
http://www.fabrikam123.com/NNK
</wsa:Addres s>
</fed:RelativeTo>
</fed:FilterPseudonyms>
</wsrt:Expression>
<wsrt:Value>
<fed:Pseudonym>
<fed:PseudonymBasis>
<wsse:BinarySecurityToken>...</wsse:BinarySecurityToken>
</fed:PseudonymBasi s>
<fed:RelativeTo>
<wsa:Address>
http://www.fabrikam123.com/NNK
</wsa:Address>
</fed:RelativeTo>
<fed:SecurityToken>
<wsse:UsernameToken>
<wsse:Username> "Nick" </wsse:Username>
</wsse:UsernameToken>
</fed:SecurityToken>
<fed:ProofToken>...</fed:ProofToken>
</fed:Pseudonym>
</wsrt:Value>
</wsrt:Fragment>
</wsrt:Put>
</S:Body>

</S:Envelope>

6.4. Dele ting Pseudonyms

Pseudonyms are deleted in a pseudonym service using the [WS-Transfer ] iPUTO oper ati on
with the [WS-ResourceTransfer ] extensions . The dialect defined in 6.1 (or the
<fed : Filter Pseudonyms> header) is used to restrict the scope of the i P U Tadonly remove

pseudonym information corresponding to the filter. If a filter is not specified, then the PUT
impacts the full pseudonym set. Itis RECOMMENDED that filters be used.
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The following example deletes the pseudonym associated with the identity ( indicated binary
security token) for the locality (target scope) indicated by the URI
http://www.fabrikam123.com/NNK.

<S:Envelope xmIns:S="..." xmIns:wsa="..." xmIns:wsxf="..." xmins:fed="..."
xmlns:wsu="..." xmIns:wsse="..." xmIns:wsrt="...">
<S:Body >
<wsrt:Put
Dialect= " http://[schemas.xmlsoap.org/ws/2006/ 12/federation /pseudonymdialect ">
<wsrt:Fragment Mode= " Remove" >

<wsrt:Expression>
<fed:FilterPseudonym s>
<fed:PseudonymBasis>
<wsse :BinarySecurityToken>...< / wsse :BinarySecurityToken>
</ fed:PseudonymBasis>
<fed:RelativeTo>
<wsa:Address>
http://www.fabrikam123.com/NNK
</wsa:Address>
</fed:RelativeTo>
</fed:FilterPseudonym s>
</wsrt :Expression>
</wsrt:Fragment>
</wsrt:Put>
</S:Body>

</S:Envelope>

6. 5. Creating Pseudonyms

Pseudonyms are created in a pseudonym service using the WS-Resource ACREATEDO
operation with the [WS-ResourceTransfer ] extensions. This allows one or more

pseudonyms to be added. The dialect defined in 6.1 (or the <fed : Filter Pseudonyms>

header) is specified on the CREATE to only create pseudonym information corresponding to

the filter. If a filter is not specified, then the CREATE impacts the full pseudony  m set. Itis
RECOMMENDED that filters be used.

The following example creates pseudonym associated with the identity (indicated binary
security token) for the locality (target scope) indicated by the URI
http://www.fabrikam123.com/NNK.

<S:Envelope xmins:S= . xmins:wsa="..." xmIns:wsxf="..." xmlns:fed="..."

xmins:wsu="..." xmlns:wsse="..." xmlns:wsrt="...">
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<S:Body>
<wsrt:Create
Dialect= " http://schemas.xmlsoap.org/ws/2006/

<wsrt:Fragment>
<wsrt:Expression>
<fed:FilterPseudonym s>
<fed:PseudonymBasis>
<wsse :BinarySecurityToken>...<
</ fed:PseudonymBasis>
<fed:RelativeTo>

<wsa:Address>
http://www.fabrikam123

</wsa:Address>
</fed:RelativeTo>
</fed:FilterPseudonym s>
</wsrt:Expression>
<wsrt:Value>
<fed:Pseudonym>
<fed:PseudonymBasis>
<wsse :BinarySecurityToken>...<
</ fed:PseudonymBasis>
<fed:RelativeTo>

<wsa:Address>

12/federation /pseudonymdialect

/ wsse :BinarySecurityToken>

.com/NNK

/ wsse :BinarySecurityTok en>

http://www.fabrikam123.com/NNK

</wsa:Address>
</fed:RelativeTo>
<fed:SecurityToken>

<wsse :UsernameToken>

<wsse: Username> "Nick" </

</ wsse :UsernameToken>
</ fed :SecurityToken>

<fed:ProofToken>...</fed:ProofToken>

</fed:Pseudonym>
</wsrt:Value>
</wsrt:Fragment>

</wsrt:Create>
</S:Body>

wsse: Userename>
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</S:Envelope>

7. Security Tokens and Pseudonyms

As previously mentioned, the pseudonym service can also be used to store tokens

associated with the  pseudonym . Cooperating Identity Provider s and security token services
can then be used to auto  matically obtain the  pseudonym s and token s based on security
token requests for scopes associated with the pseudonyms.

Figure 23 below illustrates two examples of how security tokens are associated with
resources/services. In the figure on the left, ther equestor first obtainsthe security
token(s) fromthe  IP/STS for the resource/service (1) andthen saves them inthe
pseudonym service (2). The pseudonyms can be obtained from the pseudonym service

prior to subsequent communication with the resource remov ing the need for the resource's
IP/STS to communicate with the requestor's pseudonym service (3) . Thefigure on the right
illustrates the scenario where IP/STS for the resource/service associates the security

token(s) for the requestor as needed and looks  them up (as illustrated in previous sections)

4. Associate token
with Resource

Attr/Pseudo Attr/Pseudo
Service e Service | et
A
2. Associgte token /1. Get token 3. Get token
with Resource / for Resource for Resource
Requestor Resource Requestor Resource

Figure 23: Attribute & Pseudonym Services Relationships to IP/STS Services

However when the  requestor requests tokens for a resource/service ,usinga WS -Trust
<RequestSecurityToken> whose scope has an ass ociated pseudonym/token, it is returned
as illustrated below inthe <RequestSecurityTokenResponse> which can then be used when

communicating with the resource:
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Figure 24: Attribute & Pseudonym Service F ronted by IP/STS

The pseudonym service SHOULD be self -maintained with respect to valid security tokens.
Thatis, security tokens that have expired or are otherwise not valid for any reason MAY be
automatically discarded by the service.

This approach is an  alternative to having the pseudonym service directly return the security
token issuance. Both approaches SHOULD be supported in order to address different
scenarios and requirements.

The following sub  -sections describe how token issuance works for differ ent types of keys.

7.1. RST and RSTR Extensions

With the addition of pseudonyms and the integration of an IP/STS with a pseudonym

service, an IP/STS MAY automatically map ps eudonyms based on the target service. Ifit
doesndt, t h addtiond dptb vehsiM@Y be included in the security token requests
using the <wst :RequestSecurityToken> request to explicitly request a mapping or to clarify
the type of mapping desired

The following syntax illustrates the RST extension to support these new options:

<f ed: RequestPseudonym SingleUse=" xs:boolean " ? Lookup ="xs:boolean" ? .. >
</fed:RequestPseudonym>
/fed: RequestPseudonym
This optional element MAY be specified in a <wst :RequestSecurityToken> request to
indicate how pseudonyms are to be processed for t he requested token
/fed: RequestPseudonym/@SingleUse
This optional attribute indicates if a single -use pseudonym is returned (true), or if the
service uses a constant identifier (false i the default).

/fed: RequestPseudonym/@Lookup
This optional attribute i  ndicates ifa n associated pseudonym for the specified scope is
used (true T the default) or if the primary identity is used even if an appropriate
pseudonym is associated (false).

/fed: Request Pseudonym/{any}
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This is an extensibility mechanism to allow addi tional information to be specified.

/fed: Request Pseudonym/@{any}
This is an extensibility mechanism to allow additional attributes to be specified.

If the <RequestPseudonym> isn't present, pseudonym usage /lookup and single use is at the
discretion of the | P/STS. Note that if present, as with all RST parameters, processing is at

the discretion of the STS and it MAY choose to use its own policy instead of honoring the
requestoro6s parameters.

Note that the above may be echoe d in a RSTR response confirming the value used by the
STS.

7. 2. Usernames and Passwords

Ifan IP/STS returnsa security token based on a username, then the token can be stored in
the pseudonym service.

If a corresponding password is issued (or if the requestor specified one), then it too MAY be
stored with the pseudonym and security token so that it can be returned as the proof -of-
possession token in the RSTR response.

If a pseudonym is present, but no security token is specified, then the IP/ISTS MAY return a
<UsernameT oken > in the RSTR re sponse to indicate the pseudonym.

7. 3. Public Keys

Generally, whena n IP/STS issues a new security token with public key credentials, the

public key in the new  security token is the same as the key in the provided input security
token thereby allowing th e same proof (private key) to be used with the new token since
the public key is the same . In such cases, the new token can be saved directly.

If, however, the  IP/STS issues a new public key (and corresponding private key), then the
private key MAY be sto  red with the pseudonym as a proof token  so that it can be
subsequently returned as the proof -of-possession token in the RSTR response.

7.4 . Symmetric Keys

Ifan IP/STS returns a token based on a symmetric key (and the corresponding proof
information), then the proof inf ormation MAY be stored with the pseudonym and token so
thatitcan be usedtoconstructa  proof -of-possession token in the RSTR response.

8. Additional WS - Trust Extensions

The following sub -sections define additional extensions to [WS-Trust ] to facilitate
federation.

8.1 . Reference Tokens

Tokens are exchanged using the mechanisms described in [WS-Trust]. Insome cases,
however, itis more efficient to not return the token, but return a handle to the token along

with the proof information. Re questors can then send messages to services secured with
the proof token but only passing the token reference. The recipient is then responsible for
obtaining the actual token.

To support this scenario , a reference token MAY be returned in a RSTR respon se message
instead of the actual token. This is a security token and can be used in any way a security

token is used; itis justthat its contents need to be fetched before they can be processed.
Specifically, t his token can then be used with [WS-Securit y] (referenced by ID only) to
associate a token with the message. Note that the proof key corresponding to the token

65



referenced is used to sign messages. The actual token can later be obtained from the

issuing party (or its delegate) using the reference p rovided.
The following URI is defined to identify a reference token within [WS-Security ]:
http://schemas.xmlsoap.org/ws/2006/ 12/federation /reftoken

The following syntax defines a reference token that can be used in compliance with this
specification:

<fe d:ReferenceToken . >

<fed:ReferenceEPR> wsa:EndpointReferenceType </fed:ReferenceEPR> +

<fed:ReferenceDigest ... >Xs: base64Binary </fed:ReferenceDigest> ?
<fed: Reference Type ... >xs:anyURI </fed:ReferenceType> ?
<fed:SerialNo ... >..<[fed:SerialNo> ?

</fed:ReferenceToken>
/ fed: ReferenceToken

This specifies a reference token indicating the EPR to which a [WS-Transfer ] (optionally

with [WS-ResourceTransfer ] extensions) GET request can be made to obtain the token.

/fed: ReferenceToken/ fed: ReferenceEPR
The actual EPR to which the [WS-Transfer/ WS-ResourceTransfer | GET request is
directed. At least one EPR MUST be specified.

/fed: ReferenceToken/ fed: ReferenceDigest
An optional SHAL digest of token to be returned. The value is the base64 encoding of
the SH Al digest. If the returned token is a binary token, the SHA1 is computed over
the raw octets. If the returned token is XML, the SHAL is computed over the Exclusive
XML Canonicalized [XML-C14N] form of the token.

/ fed:ReferenceToken/fed:ReferenceDigest/@{ any}
This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.

/fed: ReferenceToken/ fed: Reference Type
An optional URI value that indicates the type of token that is be ing referenced. Itis
RECOMMENDED that this be provided to allow processors to determine acceptance
without having to fetch the token, but in some circumstances this is difficult so it is not
required.

/ fed:ReferenceToken/fed:ReferenceType/@{any}
This ext ensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.

/fed: ReferenceToken/ fed: SerialNo
An optional URI value that uniquely identifies the reference token.

/fed:ReferenceT oken/fed:SerialNo/@{any}

This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.

/fed: ReferenceToken/{any}
This extensibility mechanism allows additional informativ e elements to be specified so
long as they do not alter the semantics defined in this specification.
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/ fed: ReferenceToken/@{any}
This extensibility mechanism allows additional attributes to be specified so long as they

do not alter the semantics defined in this specification.
There are no requirements on the security associated with the handle or dereferencing it. If
the resulting token is secured or does not contain sensitive information the STS MAY just
make it openly accessible. Alternatively , the STS MA Y use the <wsp: AppliesTo > information

from the RST to secure  the token such that only requestors that can speak for that address
can obtain the token .

8.2 . Indicating Federations

In some scenariosa n STS, resource provider, or service provider may be part  of multiple
federations and allow token requests at a single endpoint that could be processed in the

context of any of the federations (so long as the requestor is authorized). In such cases ,
there may be a need for the requestor to identify the federatio n context in which it would
like the token request to be processed.

The following <fed : FederationID > element can be included in a RST (as well as an RSTR)
<fed:FederationID ... >xs:anyURI </fed:FederationlD>

/fed: FederationID
This element identifies the f ederation context as a URI value in which the token request
is made (or was processed).

/fed: FederationID/@{any}
This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specificat ion.

Note thatifa FederationID  is not specified, the  default federation is assumed.

8.3 . Obtaining Proof Tokens from Validation
A requestor may obtain a token for a federation for v

actually have the rights to use and ex tract the session key. For example, when a
requestoro6s | P/ STS and the recipientds | P/ STSthehave ar
requestor and recipient only describe federation between themselves. In such cases , the

requestor and the recipient musto btain the session keys (proof tokens) from their

respective IP/STS. For the requestor this is returned in the proof token of its request.

For the recipient, it must pass the message to its IP/STS to have it validated. As part of the
validation process,t he proof token can be requested by including the parameter below in

the RST. When this element isreceived by an IP/STS, itindicates a desire to have a
<wst:RequestedProofToken> returned with the session key so that the recipient does not
have to submit subsequent messages for validation

The syntax of the  <fed:Request ProofToken> is as follows:

<fed:RequestProofToken . >

</fed:RequestProofToken>

/fed: RequestProofToken
When used with a  Validate request this indicates that the requestor would like th e STS
to return a proof token so that subsequent messages using the same token/key can be
processed by the recipient directly.

/fed: RequestProofToken/@{any}
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This extensibility mechanism allows additional attributes to be specified so long as they
do not al ter the semantics defined in this specification.

/fed: RequestProofToken/{any}
This contents of this element are undefined and MAY be extended so long as the
semantics defined in this document are not changed.

8.4 . Client -Based Pseudonyms

Previous sections have discussed requesting pseudonyms based on registered identities. In
some cases a requestor desires a pseudonym to be issued using ad hoc data that is
specifies as an extension to the RST request. As with all WS - Trust parameters, the IP/STS
is NOT REQ UIRED to honor the parameter, but if it does, it SHOULD echo the parameter in

the RSTR.

A requestor MAY s pecify the <fed:ClientPseudonym> element to indicate pseudonym
information it would like used in the issued token. The STS MUST accept all of the

info rmation or none of it. Thatis, it M UST NOT use some pseudonym information but not
other pseudonym information.

The syntax of the  <fed : ClientPseudonym > elementis as follow s:
<fed:ClientPseudonym . >

<fed:PP ID ... >xs:string </fed:PP ID> ?

<fed:DisplayN ame ... >xs:string </fed:DisplayName> ?

<fed:E mmil .. >xs:string </fed:EMail> ?

</fed:ClientPseudonym>

/fed: ClientPseudonym
This indicates a request to use specific identity information in resulting security tokens.

/fed: ClientPseudonym/ fed: PPID
If th e resulting security token contain s any form of private personal identifier, this string
value isto be used asthe basis . Theissue r MAY use this value as the input (a seed) to
a custom function and the result used in the iss ued token.

/fed: ClientPseudon ym/ fed: PPID/@{any}
This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.
/fed: ClientPseudonym/ fed: DisplayName
If the resulting security token contain s any form of display or subject name, this string
value is to be used.
/fed: ClientPseudonym/ fed: DisplayName/@{any}
This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.
/fed: ClientPseudonym/ fed: EMail
If the resulting security token contain s any form electronic mail address , this string
value is to be used.
/fed: ClientPseudonym/ fed: Email/@{any}
This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.
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/fed: ClientPseudonym/{any}
This extensibility point allows other pseudonym information to be specified. If the STS
does not understand any element it MUST either ignore the entire
<fed: Client Pseudonym> or Fault.

/fed: ClientPseudonym/@{any}
This extensibility mechanism allows additional attributes to be specified so long as they
do not alter the semantics defined in this specification.

8.5. Indicating Freshness Requirements

There are times when  a token requestor desires to limit the age of the credentials used to
authenticate. The parameter MAY be specified in a RST to indicate the desired upper bound
on credential age.  As well this parameter is used to indicate if the requestor is willing to
allow issuance based on cached credentials.

The syntax of the  <fed : Freshness > element is as follow:
<fed:Freshness AllowCache= "xs:boolean" . >
xs:unsignedint

</fed:Freshness>

/fed: Freshness
This indicates a  desire to limit the age of authentication cred entials . This required
unsigned integer value indicates the upper bound on credential age specified in minutes
only . A value of zero (0) indicates that the STS is to immediately verify identity if
possible or use the minimum age credentials possible if im mediate (e.g. interactive)
verification is not possible. If the AllowCache attribute is specified, then the cached
credentials SHOULD meet the freshness time window.

/fed: Freshness /@{any}
This extensibility mechanism allows additional attributes to be spe cified so long as they
do not alter the semantics defined in this specification.

/fed: Freshness/@AllowCache
This OPTIONAL Boolean qualifier indicates if cached credentials are allowed. The default

value is true indicating that cached information MAY be us ed. If false the STS SHOULD

NOT use cached credentials in processing the request.

If the credentials provided are valid but do not meet the freshness requirements, then the
fed:NeedFresherCredentials fault MUST be returned informing the requestor that the
need to obtain fresher credentials in order to process their request.

9. Authorization

An authorization service is a specific instance of a security token service (STS). To ensure
consistent processing and interoperability, this specification defines a common model for
authorization services, a set of extensions enabling rich authorization, and a common profile

of [WS-Trust ] to facilitate interoperability with authorization services.

This section describes a model and two extensions specific to rich auth orization. The first
allows additional context information to be provided in authorization requests. The second

allows services to indicate that additional claims are required to successfully process specific
requests.
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9.1 . Authorization Model

An authori zation service is an STS that operates in a decision brokering process. That is, it

receives a request (either directly or on behalf of another party) for a token (or set of

tokens) to access another service. Such a service MAY be separate from the targe t service
or it MAY be co -located. The authorization service determines if the requested party can

access the indicated service and, if it can, issues a token (or set of tokens) with the allowed

rights at the specified service. These two aspects are dist  inct and could be performed by
different collaborating services.

In order to make the authorization decision, the authorization service must ensure that the
requestor has presented and proven the claims required to access the target service (or

resource) indicated in the request (e.g. in the <wsp: AppliesTo > parameter) . Logically, the
authorization service constructs a table of name/value pairs representing the claims
required by the target service. The logical requirement table  is constructed from the

foll owing sources and may be supplemented by additional service resources:
A The address of the EPR for the target service
A The reference properties from the EPR of the target service
A Parameters of the RST
A External access control policies

Similarly, the claimtab  le is a logical table representing the claims and information available
for the requestor that the authorization service uses as the basis for its decisions. This
logical table is constructed from the following sources:

A Proven claims that are bound to the RST request (both primary and supporting)
A Supplemental authorization context information provided in the request
A External authorization policies

9.2 Indicating Authorization Context

Inthe [WS-Trust] protocol, the requestor of a token conveys the desired properties of the
required token (such as the token type, key type, claims needed, etc.) in the token request
represented by the RST element. Each such property is represented by a child element of

the RST, and is typically specified by the Relying Party t hat will consume the issued token in
its security  policy assertion as defined by [ WS- SecurityPolicy ]. The token properties
specified in a token request (RST) generally translate into some aspect of the content of the

token that is issued by a STS. However, in many scenarios, there is a need to be able to
convey additional contextual data in the token request that influences the processing and

token issuance behavior at the STS. The supplied data may or may not directly translate

into some aspect of the actu al token content.

To enable this a new element , <auth : AdditionalContext> , is defined to provide additional
context information. This MAY be specified in RST requests and MAY be included in RSTR
responses.

The syntax is as follows:

<wst:RequestSecurity T oken>
<auth :AdditionalContext >
<auth : Context Item Name= xs: anyURI" Scope="xs: anyURI" ?.. >
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(< auth :Value>xs:string</ auth :Value> |
xs:any ) ?

</ auth :Contextltem> *

</ auth :AdditionalContext >

</wst:RequestSecurity T oken>
The following describes the above syntax:
€ /auth :AdditionalContext

This optional element provides additional context for the authorization decision (which
determines token issuance).

€ /auth :AdditionalContext/Contextltem
This element is provides addit ional authorization context as simple name/value pairs.

Note that this is the only fed :AdditionalContext element defined in this specification.
é /auth :AdditionalContext/Contextltem/@Name
This required URI attribute specifies the kind of the context item being provided.

There are no pre -defined context names.
€ /auth :AdditionalContext/Contextitem/@Scope

This OPTIONAL URI attribute specifies the scope of the context item. That is, the
subject of the context item. If this is not specified, then the scope is undefined.

The following scopes a pre  -defined but others MAY be added:

URI Description

http://schemas.xmlsoap.org/ws/20 06/ 12/ authorization /ctx/requestor The contex t
item applies
to the
requestor of
the token
(or the
OnBehalfOf)

http://schemas.xmlsoap.or g/ws/20 06/ 12/ authorization [ctx/target The context
item applies
to the
intended
target
(AppliesTo)
of the token
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URI

http://schemas.xmlsoap.org/ws/20

06/ 12/ authorization

[ctx/action

Description

The context
item applies
to the
intended
action at the
intended
target
(Applies To)
of the token

€ /auth :AdditionalContext/Contextltem/Value
This OPTIONAL string element specifies the simple string value of the context item.
é /auth :AdditionalContext/Contextltem/ {any}

This OPTIONAL element allows a custom context value to be associate d with the context
item. This CANNOT be specified along with the Value element (there can only be a
single value).

€ /auth :AdditionalContext/Contextltem/@{any}

This extensibility point allows additional attributes to be specified so long as they do not
vio late any semantics defined in this document.

é /auth :AdditionalContext/@{any}

This extensibility point allows additional attributes to be specified so long as they do not
violate any semantics defined in this document.

€ /auth :AdditionalContext/  {any}

This el ement has an open content model allowing different types of context to be
specified. That is, custom elements can be defined and included so long as all involved
parties understand the elements.

An example ofan  RST token request where th is element is use d to specify additional
context data is given below.  Note that this example specifies claims using a custom dialect.

<wst:RequestSecurityToken>
<wst:TokenType>
urn:oasis:names:tc:SAML:1.0:assertion
</wst:TokenType>
<wst:RequestType>
http:/ /docs.oasis - open.org/ws - sx/ws - trust/200512/Issue
</wst:RequestType>

<wst:Claims Dialect= "o ">

</wst:Claims>
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<auth :AdditionalContext>
<auth : Contextltem Name="urn:...:PurchaseAmount">
<auth : Value >125.00</ auth :Value >
</ auth :Context Item>
<auth : Contextltem Name="urn:...:.Merchantld ">
<auth :Value>FABRIKAM 92305645883256</  auth :Value>
</ auth :Contextltem>
</ auth :AdditionalContext>

</wst:RequestSecurityToken>

9.3 Common Claim Dialect

There are different claim representations that are used across different Web Service

implementations making it difficult to express claims in a general way. To facilitate

interoperability, this section describes a simple dialect for expressing basic claims in a

format -neutral way. This new dialect is represented by the following URI:
http://schemas.xmlsoap.org/ws/200 6/ 12/ authorization/ auth claims
This dialect is used within the <wst:Claims>  element when making token requests (and

MAY be included in RST responses). The syntax is as follows:

<wst:Reques tSecurityToken>

<wst:Claims
Di al e chttpg/schemas.xmlsoap.org/ws/200 6/ 12/ authorization/
<auth :ClaimType Uri ="xs: anyURI" Optional= "xs: boolean

(< auth :Value>...</ auth :Value> |
xs:any )?
</ auth :ClaimType >*

</wst :Claims >

</wst:RequestSecurityToken>
The following describes the above syntax:
€ /auth :ClaimType
This element represents a specific claim.
é /auth :ClaimType/@Uri

This required URI attribute specifies the kind of the claim being indicated.

claim type is pre -defined, but other types MAY be defined:

authclaims o >

The followin g
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URI Description

http://schemas.xmlsoap.org/ws/20 06/ 12/ authorization [claims/action The
wsa:Action
specified in
a request

€ /auth :ClaimType/@Optional

This optional boolean attribute specifies t he claim is optional (true) or required (false).
€ /auth :ClaimType/ auth :Value

This OPTIONAL element allows a specific string value to be specified for the claim.
€ /auth :Claim Type/@{any}

This extensibility point allows additional attributes to be specified s o long as they do not
violate any semantics defined in this document.

é /auth :Claim Type/{any}
This extensibility point allows additional values types to be specified for the claim

9.4. Authorization Requirements

Authorization requestors and issuing servic es (providers) compliant with this specification

MUST conform to the rules described in this section when issuing RST requests and

returning RSTR responses.

RO01 i The authorization servicer MUST accept an <wsp:AppliesTo > targetin the RST

R002 i The author ization service MUST specify an <wsp:AppliesTo > target in the RSTR if
one is specified in the RST

RO03 i The authorization service SHOULD encode the <wsp:AppliesTo > targetin issued
tokens if the token format support S it

R004 i The <wsp:AppliesTo > target forissued token MAY be for a broader scope than the
scope specified in the RST butM  UST NOT be narrower (as specified in WS -Trust)

RO05 i The authorization service MUST accept reference properties in the <wsp:AppliesTo >
target

R0O06 i The authorization serv  ice MUST accept the <auth :AdditionalContext > parameter

RO07 7 The authorization service MUST accept the claim dialect defined in this specification

R0O08 i The authorization service MAY ignore elements in the auth :AdditionalContext
parameter i f i t deocognéze d tinderstand them

10. Indicating Specific Policy/ Metadata

When a requestor communicates with a recipient service there may be additional security

requirements, beyond those in the general security policy or other metadata, that are

requiredbased on t he specifics of the request. For exampl €
customero custom message header to indicate customer
proof that the requestor is a gold member may be required when the request is actually

aut horiz ed. There may also be contextual requirements which are hard to express in a

general policy. For example, if a requestor wants to submit a purchase, it may be required

to present a token from a trusted source attesting that the requestor has the req uisite

funds.
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To address this scenario a mechanism is introduced whereby the recipient service can

indicate to the requestor that additional security semantics apply to the request. The

requestor MAY reconstruct the message in accordance with the new requ irements if it can
do so. In some cases the requestor may need to obtain additional tokens from an

authorization or identity service and then reconstruct and resubmit the message.

The mechanism for dynamically indicating that a specific policy or metadata applies to a
specific request is to issue a specialized SOAP Fault. This fault indicates to the requestor
that additional security metadata is required. The new metadata, in its complete form (not
a delta) is specified in the fault message using the WS -MetadataExchange format.

The faultisthe fed :Specific  Metadata and is specified as the fault code. The <S:Detail >
of this fault contains a mex:Metadata element containing sections with the effective
metadata for the endpoint processing this specific reque st.

The following example illustrates a fault with embedded policy:
<S:Envelope xmlns:S="..." xmIns:auth="..." xmIns:wst="..." xmiIns:fed="..."
xmlns:sp="..." xmIns:wsp="..." xmIns:mex="...">
<S:Body>
<S:Fault>
<S:Code>
<S:Value>fed:Sp ecificMetadata</S:Value>
</S:Code>
<S:Reason>
<S:Text>Additional credentials required in order to
perform operation. Please resubmit request with
appropriate credentials.
</S:Text>
</S:Reas on>
<S:Detail>
<mex:Metadata>

<mex:MetadataSection
Dialect="http://schemas.xmlsoap.org/ws/2004/09/policy’ >

<wsp:Policy>

<sp:EndorsingSupportingTokens>
<sp:lssuedToken>
<sp:lssuer>...</sp:lssuer>
<sp:RequestSecurityTokenTemplate>

<wst:Claims>

</wst:Claims>
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<auth :AdditionalContext>

</ auth : AdditionalContext>

</sp:RequestSecurityTokenTemplate>

</sp:lssuedToken>

</sp:EndorsingSupportingTokens>

</wsp:Policy>
</mex:MetadataSection>
</mex:Metadata>
</S:Detail>
</S:Fault>
</S:Body>

</S:Envelope>

11. Authentication Types
The [WS-Trust ] specification defines the

wst:AuthenticationType

desired type of authentication (or to return the type of authentication verified). However,
no pre -defined values are specified. While any URI can be used, to facilitate federations the
following optional types are defined but are NOT REQUIRED to be used:

parameter to indicate a

URI Description

http://schemas.xmlsoap.org/ws/2006/ 12 | Unknown lev el of authentication

/ authorization/ authntypes/unknown

http://schemas.xmlsoap.org/ws/2006/ 12 | Default sign -in mechanisms

[ authorization/ authntypes/default

http://schemas.xmlsoap.org/ws/2006/ 12 | Sign-in using SSL

[/ authorization/ authntypes/Ssl

http://schemas.xmlsoap.org/ws/2006/ 12 | Sign-in using SSL and a security key

[ authorizati on/ authntypes/SslAndKey

http://schemas.xmlsoap.org/ws/2006/ 12 | Sign-in using SSL and a ;g
[ authorization/ authntypes/SslAndStron

gPasssword

http://schemas.xmlsoap.org/ws/2006/ 12 | Sign-i n using SSLand a fst
[/ authorization/ authntypes/Ssl AndStron with expiration

gPasswordWithExpiration

http://schemas.xmlsoap.org/ws/2006/ 12 | Sign-in using Smart Card

[ authorization/ authntypes/smartcard
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12 . Privacy

When a requestor contacts an authority to obtain a sec urity token or to obtain authorization
for an action it is often the case that information subject to personal or organizational
privacy requirements may be presented in order to authorize the request. In such cases the

authority may require the requestor to indicate the restrictions it expects on the use and
distribution of sensitive information contained in tokens it obtains. In this document, this is
referred to as a fidisclosure constrainto. It shoul d

apply if t he requestor is requesting tokens for itself or if the requestor is acting on behalf of
another party.

This specification describes how requestors can communicate their disclosure constraints to

security token services using the [WS-Trust ] protocol. Itad ditionally facilitates the

requestoro6s compliance with such constraints by all o\
protection for some or all of the response and issued tokens. The disclosure constraint and

protection elevation request are communicated using existing WS -Trust mechanisms as well

as extensions defined in this specification.

The WS - Trust specification describes how to request tokens as well as parameters to the

token request (RST) for indicating how to encrypt proof information as well as algorit hms to
be used. The following sub  -sections define extension parameters that MAY be specified in

RST requests (and echoed in RSTR responses) to indicate additional privacy options which
complement the existing WS - Trust parameters.

12.1 Confidential Tokens

The information contained within an issued token may be confidential or sensitive.

Consequently, the requestor may wish to have this information protected (confide ntial) so

that only the intended recipient of the resulting token (or tokens) can access the

information.

The [WS-Trust ] specification describes how to indicate a key to use if any data in the token

is to be encrypted, but doesndét s perawhat yatamisitgbemandat es
protected. This parameter indicates a protection requirement from the requestor (the STS
MAYchoose to protect data even if the requestor doesn
Any protected (encrypted) information is secured using the token specified in the

<wst:Encryption > parameter or using a token the recipient knows to be correc t for the

request.

The following parameters MAY be specified in an RST request (and echoed in an RSTR
response) to indicate that potentially sensitive information in the token be protected:

<wst:RequestSecurityToken >
<priv :ProtectData ... >
<wst:Claims ...>...</wst:Claims> ?

</ priv :ProtectData>

</ wst:RequestSecurityToken >
The following describes the above syntax:
€ /priv :ProtectData
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This optional parameter indicates that sensitive information in any resultant tokens

MUST be prote cted (encrypted). If specific claims are identified they MUST be
protected. The issuer may have an out -of -band agreement with the requestor as to
what must be protected. If not, and if specific claims are not identified, the issuer MUST
protect all clai ms. The issuer MAY choose to protect more than just the requested
claims.

€ /priv :ProtectData/@{any}
This extensibility point allows additional attributes to be specified so long as they do not
violate any semantics defined in this document.

€ /priv :Protect Data/wst:Claims

This allows the requestor to indicate specific claims which, at a minimum, MUST be

protected. Thisre -uses the claim specification mechanism from [WS-Trust]. Claims
specified in this set MUST be protected. There is no requirement thatal | claims specified
are in the issued token. That is, claims identified but not issued MAY be ignored by the

STS.

€ /priv :ProtectData/ {any}

This extensibility point allows additional content to be specified so long as it does not
violate any semantics defin  ed in this document.

12 .2 Parameter Confirmation

The RSTrequest MAYcont ain a number of parameters indicating
constraints and data protection preferences. The STS is not required to honor these

preferences and may, or may not, in clude selected parameters in any RSTR response.

For privacy reasons a requestor may wish to (a) know if privacy preferences (or any RST

parameter) were accepted or not , (b) what default parameter values were used , (¢) require

that privacy preferences (or a ny RST parameter) be honored, and ( d) know what the STS is

reporting in a token if it is protected and unreadable by the requestor.
The following parameters MAY be specified in a RST request (and echoed in an RSTR

response) to indicate to support these req uirements:
<wst:RequestSecurityToken >
<priv :EnumerateParameters . >

<xs:list itemType="xs:QName' />
</ priv :EnumerateParameters >
<priv :FaultOnUnacceptedRstParameters . >

</priv:FaultOnUnacceptedRstParameters>
<priv :EnumerateAllClaims . >

<priv:EnumerateAllClaims ...>

</ wst:RequestSecurityToken >
The following describes the above syntax:
€ /priv :EnumerateParameters
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A RST request MAY include parameters but the STS is not required to honor them. As

such there is no way for the requestor to know what values where used by the STS.

This optional parameter provides a way to request the STS to return the values it used

for parameters (or Fault if it refuses) T either taken from the RST or defaulted using
internal policy or settings . The contents of this parameter indicate a list of QNames that
represents RST parameters  which MUST be included in the RSTR. That is, each QName
listed MUST be present in the RSTR returned by the STS indicating the value the STS

used for the parameter

€ /priv :EnumerateParameters/@{any}

This extensibility point allows additional attributes to be specified so long as they do not
violate any semantics defined in this document.

€ /priv :FaultOnUnacceptedRstParameters
This optional parameter indicates that if a ny parameters specified in the RST are not
accepted by the STS, then the STS MUST Fault the request (see the Error Code section
for the applicable Fault code). This means that any unknown parameter causes the
request to fail. Note that this includes exte nsion parameters to the RST.

é /priv :FaultOnUnacceptedRstParameters/@{any}

This extensibility point allows additional attributes to be specified so long as they do not
violate any semantics defined in this document.

é /priv :FaultOnUnacceptedRstParameters/  {an y}
This extensibility point allows additional content to be specified so long as it does not
violate any semantics defined in this document.

€ /priv :EnumerateAllClaims
This optional parameter indicates that all claims issued in resulting tokens MUST be

iden tified in the RSTR so that the requestor can inspect them. The claims are returned
ina <wst:Claims> elementin the RSTR.

é /priv :EnumerateAllClaims/@{any}
This extensibility point allows additional attributes to be specified so long as they do not
violate any semantics defined in this document.

é /priv :EnumerateAllClaims/  {any}

This extensibility point allows additional content to be specified so long as it does not
violate any semantics defined in this document.

12 .3 Privacy Statements

Some services offer p  rivacy statements. This specification defines a mechanism by which
privacy statements, in any form of representation, can be obtained using the mechanisms
defined in [WS-Transfer/ WS-ResourceTransfer ].

The following URI is defined which can be used as a metadata section dialect in [WS-
Transfer/ WS-ResourceTransfer ]:
http://schemas.xmlsoap.org/ws/2006/ 12/privacy/  privacypolicy
As well, the following element can be used to indicate the EPR to which a [WS-Transfer/ WS-
ResourceTransfer ] GET message can be sentt o obtain the privacy policy:
<priv :PrivacyPolicyEndpoint SupportsMex="xs:bool ean" ?>
endpoint reference value...
</ priv :PrivacyPolicyEndpoint
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This element is an endpoint  -reference as described in [WS-Addressing ]. A [WS-
Transfer/ WS-ResourceTransfer | GET message can be sent to it to obtain the previously
defined privacy policy dialect. If the SupportsMex attribute is true (the default is false),
then a [WS-MetadataExchange ] request can be directed at the endpoint.

Note that no specific privacy policy form is mandated so requestors must inspect the
contents of the returned privacy policy (or policies) to determine if they can process it

(them). The privacy policy could be a complete privacy policy document, a privacy policy
document that references ot her privacy policies, or even a compact form of a privacy policy.
The form of these documents is outside the scope of this document.

Alternatively, HTTP GET targets can be specified by including a URL with the following
federated metadata statement:

<priv :PrivacyNoticeAt ...> location URL </ priv :PrivacyNoticeAt>

13. Web ( Passive ) Requestors

This specification defines a model and set of messages for brokering trust and federation of
identity and authentication information across different trust realms and protocols. This
section describes  how this Federations model is applied to Web requestors such as Web
browsers that cannot directly make Web Service requests

13.1. Approach

The federation model previously described builds on the foundation established by [WS-
Security ] and [WS-Trust]. Typical Web client requestors cannot perform the message

security and token request operations defined in these specifications. Consequently, this

section describes the mechanisms for requesting, exchanging, and issuing secu rity tokens
within the context of a Web requestor.

Web requestors use different but philosophically compatible message exchanges. For

example, the resource might act as its own Security Token Service (STS) and not use a
separate service (or even URI) ther eby eliminating some steps. It is expected that
subsequent profiles can be defined to extend the Web mechanisms to include additional
exchange patterns.

13.1.1.Sign -On

The primary issue for ~ Web browsers isthatthereisno easy way to directly issue SOAP
requests . Consequently, the processing must be performed within the confines of the base

HTTP 1.1 functionality (GET, POST, redirects, and cookies) and conform as closely as

possible to the WS -Trust protocols for token acquisition.

At a high -level, reque stors are associated with an Identity Provider (IP) or  Security Token
Service (STS) where they authenticate themselves. At the time/point of initial
authentication an artifact/cookie MAY be created for the requestor at their Identity Provider

so that ever y request for a resource doesn't require requestor intervention. At other times,
authentication at each request is the desired behavior.

Inth e Web approach , there is a common pattern used when communicating with a n IP/STS.
In the first step, the requestor accesses the resource; the requestor is then redirected to an

IP/STS if no token  or cookie is supplied on the request. The requestor may be redirected to

a local IP/STS operated by the resource provider. If it has not cached data indicating that

the req uestor has already been authenticated, a second redirection to the requestor's

IP/STS will be performed . This redirection process may require prompting the user to
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determinethe requestor 6 s home .ThedPISASE i n t he request orgererathso me r e

a security token for use by the federated party . Thistoken may be consumed directly by

the resource , or be exchanged at the r e s o u rlR/ET8 ®r a token consumable by the

resource . In some casesthe r e q u e s tPtSTSbhas the requisite information cached to be

able to issue a token,  in other cases it must prompt the user .Note that the resourc
| P/ STS can be omitted if the resource is willing to ¢
The figure below illustrates an example flow where there is no resour ce IP/STS. As

depicted, all communication occurs with the standard HTTP GET and POST methods , using

redirects (steps 2 A 3 and 5A 6) to automate the communication. Note that when returning

non -URL content a POST is required (e.g. in step 6) if aresult refe renceis notused . Instep

2 the resource may act as its own IP/STS so communication with an additional service isn't
requred. Note that step 3 depicts the resource redirecti

IP/STS. As previously discussed, this could red irect to an IP/STS for the resource (or any
number of chained IP/STS services). It might also redirect to a home realm discovery
service.

It should be noted that in step 4, the authentication protocol employed MAY be
implementation -dependent.
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Browser IP/STS Resource
1 3
Access Resource ~
\\
2. = -
I Request authentication o\
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. __-.. !
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authentication R
i |
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Authentication S
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/Issue authentication v
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", -~
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. . &
Issue authentication &
f/
7. |-
Return result
Figure 25: Sample Browser Sign -On
13.1.2.Sign -Out
For Web browsers, sign -out can be initiated by selecting the sign -out URL at a resource. In
doing so, the browser will ultimately be redirected to the requ estor's IP/STS indicating sign -

out. Note that the browser MAY be first redirected to the resource's IP/STS and then to the

81



requestor's IP/STS. Note that if multiple IP/STS services are used, and unaware of each

other, multiple sign

-outs may be required.

The requestor's IP/STS SHOULD keep track of the realms to which it has issued tokens

where cleanup may be required

different). When the sign
clean -up (e.g.

cleanup is in effect or it can use the sign

-out is received at the requestor's IP/STS, it

mechanism by which this occurs is up to the IP/STS

requirement is that a sign
requests to

-out cleanup be performed
t he |

P/ STS d

i specifically the IP/STS for the realms (or resources if

SHOULD ini tiate

issuing HTTP GET requests against the tracked realms indicating a sign
-out mechanism  previously discussed)

-out
. The exact

and is policy -driven. The only

onobt us e

cached

at the IP/STS so that subsequent

dat a

As described in section 4.2, there are two possible flows for these messages. They could be

effectively cha
the browser
IP/STS can send sign

each

resource

I P/ STS

ined through all the STSs involved in the session by successively redirecting
bet ween
-out messages to all the other STSs in parallel. The chained

and t he

(sequen tial) approach has been found to be fragile in practice. If a resource IP/STS fails to
redirect the user after cleaning up local state, or the network partitions, the sign

notification will not reach all the resource IP/STSs involved. For this reason

implementations SHOULD employ the parallel approach.

When a sign -out clean -up GET is received at a realm, the realm SHOULD clean
cached information and delete any associated artifacts/cookies. If requested, on completion

the requestor

is redirected back to requestor's IP/STS.
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Figure 26: Sample Browser Sign -Out

The figure above illustrates this process

mechanism illustrated u

where a resource

-speci fic

se redirection in steps 2 and 4 (optional) and the general

-out

, compliant

-up any

correlation
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of messages to chain the sign -out. As previously noted there could be a resource -specific
IP/STS which handles local chaining or natification.

It should be noted that as a result of th e single sign -out request (steps 5 and 6), an IP/STS
MAY send sign -out messages as described in this specification

13.1. 3. Attributes

At a high -level, attribute processing uses the same mechanisms defined for security token
service requests and responses. That is, redirection is used to issue requests to attribute
services and subsequent redirection returns the results of the attribute operations. All
communication occurs with the standard HTTP 1.1 GET and POST methods using redirects
to automate the com  munication as shown in the example below.

Figure 27: Sample Browser Attribute Access

The figure above illustrates this process including calling out the redirection in steps 2 and 4
and the gene ral correlation of messages for an attribute scenario where there is no
resource -specific IP/STS

As well, it should be noted that as a result of step 3 the IP/STS MAY prompt the user for
approval before proceeding to step 4.

13.1. 4. Pseudonyms

At a high -level, pseudonym processing uses the same mechanisms defined for attribute and
security token service requests. That is, redirection is used to issue requests to pseudonym

services and subsequent redirection returns the results of the pseudonym operations. All
communication occurs with the standard HTTP GET and POST methods using redirects to

automate the communication as in the example below.
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