<|lI!

Linux on System z9 and zSeries

Using the Dump lools
October 14, 2005

Linux Kernel 26 ( October 2005 stream)

SC33-8290-00






<|lI!

Linux on System z9 and zSeries

Using the Dump lools
October 14, 2005

Linux Kernel 26 ( October 2005 stream)

SC33-8290-00



Note
FBefore using this information and the product it supports, read the information in FNotices" on page 29/

First Edition (October 2005)
This edition applies to Linux kernel 2.6 (October 2005 stream), s390-tools version 1.5.0, and to all subsequent
releases and modifications until otherwise indicated in new editions.

This edition is the October 2005 stream equivalent to SC33-8286-00, that applies to the Linux on zSeries kernel 2.6,
April 2004 stream. This edition applies to both the October 2005 stream and the April 2004 stream.

© Copyright International Business Machines Corporation 2001, 2005. All rights reserved.
US Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA ADP Schedule Contract

with IBM Corp.



Contents

Updates for the October 2005 stream .

Chapter 1. Introduction.
Stand-alone tools
VMDUMP .

Chapter 2. Using a DASD dump device
Installing the DASD dump tool. .
Initiating a DASD dump . . .
Copying the dump from DASD

Using the zgetdump tool .

Using the Icrash tool

Chapter 3. Using a tape dump device .
Installing the tape dump tool
Initiating a tape dump .
Tape display messages .
Copying the dump from tape .
Preparing the dump tape.
Using the zgetdump tool .

Chapter 4. Using a SCSI dump device
Installing the SCSI disk dump tool .
SCSI dump tool parameters .
Example 1: Combined dump and target partltlon

Example 2: Menu configuration with separate dump and target partltlons

Initiating a SCSI dump .
Printing the dump header .

Chapter 5. Using VMDUMP . .
Intitiating a dump with VMDUMP
Copying the dump to Linux
Converting the dump.

Appendix A. Examples for initiating dumps
z/NM . . .

Using DASD.

Using tape

Using VMDUMP
HMC or SE .

Appendix B. Obtaining a dump with limited size

Appendix C. Command summary
The zgetdump tool
Examples .
The crash tool .
The Icrash tool .
The vmconvert tool
Example .

Notices

© Copyright IBM Corp. 2001, 2005

N = =

13,0 N N NG Y

© 00 0NN~

. 23

. 25
. 25
. 25
.27
. 27
. 27
. 28

. 29



Trademarks .

iV Using the Dump Tools — October 14, 2005

. 30



. Updates for the October 2005 stream

| This revision contains changes related to the October 14™. 2005 software drop.
| This book applies to both the October 2005 stream and the April 2004 stream.

I Changes compared to SC33-8286-00 are as follows:

New Information
* The vmconvert tool now supports positional parameters.

» The vmconvert tool can now handle dumps from VM guests with more than 2 GB
(for z/VM version 5.2 or later).

I Changed Information
| This revision also includes maintenance and editorial changes.

| Deleted Information
| * None.
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Chapter 1. Introduction

This document describes tools for obtaining dumps of Linux® for System z9,
zSeries®, and S/390% instances.

You can use the dump analysis tool Icrash (from Ikcdutils version 3.1.2 and higher)
or crash (from version 3.10-13.2) to analyze a dump. Depending on your service
contract, you might also want to send a dump to IBM® support to be analyzed.

Visit|http://Tkcd.sourceforge.net|for more information on Linux dump analysis.

summarizes the available dump tools:

Table 1. Dump tools summary

Tool Stand-alone tools VMDUMP
DASD SCSI Tape

Environment VM and LPAR LPAR only VM and LPAR VM only

Size small, depending large, depending large because of 2 GB up to
on disk size® on SCSI disk multivolume zZNM® 5.2

and what other support
data it contains

Speed fast fast slow medium

Medium ECKD™ or Linux file system tape cartridges VM reader
FBA® pasp on a SCSI disk

Compression no yes yesEb no

possible

Disruptive yes yes yes no

Notes:

1. Dumps can include z/VM NSS’s and DCSS'’s.
2. ECKD model 27, for example, provides 27 GB.

3. As of z/VM 5.1, SCSI disks can be emulated as FBA disks. This dump method can,
therefore, be used for SCSI-only VM installations.

4. |BM TotalStorage® Enterprise Tape System 3590 and IBM 3490 Magnetic Tape
Subsystem offer hardware compression.

5. The dump process kills a running operating system.

Note on device nodes
In all examples, the traditional device nodes for DASD, tape, and SCSI
devices are used. If you are using a Linux distribution that provides udev, you
can also use the device nodes that udev creates for you. Refer to your
distribution documentation to find out which nodes are available.

Stand-alone tools

Three stand-alone dump tools are shipped in the s390-tools package as part of the
zipl package:

* DASD dump tool for dumps on DASD volumes

» Tape dump tool for dumps on (channel-attached) tape devices

© Copyright IBM Corp. 2001, 2005 1
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* SCSI disk dump tool for dumps on a SCSI disks

You need to install these tools on the dump device. The dump device is the device
you want to use for dumping the memory. If you install dump tools that are
compiled for 64-bit, you can create both 64-bit and 31-bit Linux dumps. If you install
dump tools that are compiled for 31-bit, you can create 31-bit Linux dumps only.

Typically, the system operator initiates a dump after a system crash, but you can
initiate a dump at any time. To initiate a dump, you must IPL the dump device. This
is destructive, that is, the running Linux operating system is killed. The IPL process
writes the system memory to the IPL device (DASD and tape) or directly to a file on
a SCSI disk.

All examples for installing stand-alone tools by using a zipl configuration file
assume that /etc/zipl.conf is used as the configuration file and that
/etc/zipl.conf is the default configuration file.

For more information on zipl, refer to the zipl man page and to the zipl description
in Linux on System z9 and zSeries Device Drivers, Features, and Commands. You
can find the latest version of this document on developerWorks® at:

libm.com/developerworks/1inux/1inux390/october2005 documentation.html|

VMDUMP

You can use the VM dump tool VMDUMP for the following types of Linux instances:
* VM guests on z/VM 5.1 or earlier with up to 2 GB memory

* VM guests on z/VM 5.2 or later with memory greater than 2 GB

The VMDUMP tool is a part of z/VM and does not need to be installed separately.
Dumping with VMDUMP is not destructive. If you dump an operating Linux instance,
the instance continues running after the dump is completed.

VMDUMP can also create dumps for VM guests that use z/VM named saved
systems (NSS) and discontiguous saved segments (DCSS).

For more information on VMDUMP refer to z/VM CP Command and Utility
Reference, SC24-6008.
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Chapter 2. Using a DASD dump device

DASD dumps are written directly to a DASD partition that has not been formatted
with a file system. The following DASD types are supported:

+ ECKD DASDs
— 3380
— 3390

» FBA DASDs

This chapter provides information on how to install the stand-alone DASD dump
tool, how to perform the dump process, and how to copy the dump to a file in a
Linux file system.

Installing the DASD dump tool

Requirement: You need an unused DASD partition with enough space (memory
size + 10 MB) to hold the system memory.

This section describes how to install the DASD dump tool on an unused DASD
partition. Dumps are written to this partition.

The examples in this section assume that /dev/dasdc is the dump device and that
we want to dump to the first partition /dev/dasdcl.

The steps you need to perform for installing the DASD dump tool depend on your
type of DASD, ECKD or FBA:

 If you are using an ECKD-type DASD, perform all three of the following steps:
* If you are using an FBA-type DASD, skip steps 1 and 2 and perform step 3 only:

1. Format your DASD with dasdfmt (ECKD only). A block size of 4 KB is
recommended:

Example:

C# dasdfmt -f /dev/dasdc -b 4096 )

2. Create a partition with fdasd (ECKD only). The partition must be sufficiently
large (the memory size + 10 MB):

Example:
G fdasd /dev/dasdc )

3. Install the dump tool using the zipl command. You can specify the dump device
on the command line or use a configuration file.

Command line example:
C# zipl -d /dev/dasdcl )

Configuration file example:
a. Edit /etc/zipl.conf to add the following lines:

[dump_dasd]
dumpto=/dev/dasdcl

b. Issue:
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(} zipl dump_dasd :)

Note: When using an ECKD-type DASD formatted with the traditional Linux disk
layout Idl, the dump tool must be reinstalled using zipl after each dump.

Initiating a DASD dump

To obtain a dump with the DASD dump tool, perform the following main steps:
1. Stop all CPUs.

2. Store status on the IPL CPU.

3. IPL the dump tool on the IPL CPU.

Note: Do not clear storage!

The dump process can take several minutes depending on the device type you
are using and the amount of system memory. After the dump has completed,
the IPL CPU should go into disabled wait.

The following PSW indicates that the dump process has completed successfully:

(31-bit) PSW: 000A0000 00000000
(64-bit) PSW: 00020000 80000000 00000000 0OAOOBOO

Any other disabled wait PSW indicates an error.
4. You can IPL Linux again.

See [Appendix A, “Examples for initiating dumps,” on page 17|for more details.

Copying the dump from DASD

This section describes how to copy a DASD dump to a file system. You can use the
zgetdump tool or the Icrash tool.

For general information on zgetdump, see [‘The zgetdump tool” on page 25| or the
man page.

Icrash is maintained within the Linux Kernel Crash Dumps (LKCD) project. For
more information, refer to the documentation at|http://Tkcd.sourceforge.net|or to
the man page.

Using the zgetdump tool

By default, the zgetdump tool takes the dump device as input and writes its
contents to standard output. To write the dump to a file system you must redirect
the output to a file.

Assuming that the dump is on DASD device /dev/dasdbl and you want to copy it to
a file named dump_file:

C# zgetdump /dev/dasdcl > dump_file )

You can also use zgetdump to display information on the dump. See |“Checking|
[whether a DASD dump is valid and printing the dump header” on page 27| for an
example.
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Using the Icrash tool

The ’-s’ (save dump) option of the LKCD crash analysis tool Icrash copies a dump
from a DASD dump device to a file. The resulting dump is gzip compressed. This
option is available with Ikcdutils-4.2 or higher.

To copy a dump from DASD to a file system, call Icrash with the ’-s’ (save dump)
and ’-d’ (dump device) options.

The ’-s’ option specifies the destination directory for the resulting dump file. If the
destination directory contains a file ’bounds’ which contains an ASCII integer <n>,
Icrash uses this number to generate a dump file name of the form dump.<n>. After
a dump has been written successfully, lcrash updates the bounds file and
increments the number by 1.

If there is no bounds file, lcrash uses dump.0 as the dump file name. If there is no
bounds file and a file dump.0 already exists, Icrash replaces the existing file
dump.0 with the new dump.

You can optionally specify the ’-p’ option to display the progress of saving the
dump.

Example:

e
# cat /tmp/bounds
# 2
# lcrash -s /tmp -d /dev/dasdcl -p
lcrash
Lcrash is free software. It is covered by the GNU General Public License.
You are welcome to change it and/or distribute copies of it under certain
conditions. Type "help -C" to see the conditions. Absolutely no warranty
is given for Lcrash. Type "help -W" for warranty details.

- 100.0%

# 1s /tmp
# bounds dump.2
# cat /tmp/bounds

#3
A J

The ’-s’ option is equivalent to using the Icrash savedump command (available
with Ikcdutils-4.2 or higher) but does not require the map and kerntypes files to be
present. By using the savedump command, you can reduce the dump size further
by discarding specific memory pages. Refer to the LKCD documentation for details.

Chapter 2. Using a DASD dump device 5



Checking whether a dump is valid and printing the dump header
To print the dump file header and check if the dump is valid use Icrash with options
- and -d’.

Example:

-
# lcrash -i -d /dev/dasdcl

Dump Type:
Machine:
CPU ID:

Memory Start:
Memory End:
Memory Size:
Time of dump:
Number of pages:
Kernel page size:
Version number:
Magic number:
Dump header size:
Dump Tevel:

Build arch:

Time of dump end:

s390 standalone dump
$390x (ESAME)
0xff10000620640000

0x0

0x10000000

268435456

Fri Jul 2 18:51:06 2004
65536

4096

2

0xa8190173618f23fd

4096

0x4

$390x (ESAME)

Fri Jul 2 18:51:31 2004

End Marker found! Dump is valid!
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Chapter 3. Using a tape dump device

The following tape devices are supported:
» 3480
* 3490
» 3590

This chapter provides information on how to install the stand-alone tape dump tool,
how to perform the dump process, and how to copy the dump to a file in a Linux file
system.

Installing the tape dump tool

Requirement: Have enough empty tapes ready to hold the system memory
(memory size + 10 MB).

The examples in this section assume that /dev/ntibm0 is the tape device you want
to dump to.

Perform these steps to install the tape dump tool:
1. Insert an empty dump cartridge into your tape device.
2. Ensure that the tape is rewound.

3. Install the dump tool using the zipl command. You can specify the dump device
on the command line or use a configuration file.

Command line example:
C# zipl -d /dev/ntibm@ )

Configuration file example:
a. Edit /etc/zipl.conf to add the following lines:

[dump_tape]
dumpto=/dev/ntibm0

b. Issue zipl:

G‘ zipl dump_tape )

Initiating a tape dump

You can accommodate a large dump by using multiple tapes. Only the first tape
(that you IPL from) needs to have the tape dump tool installed.

To obtain a dump with the tape dump tool, perform the following main steps:
1. Set the cartridge loader to AUTO and insert a sufficient number of cartridges.

Attention: The dump tool loads tapes automatically from the cartridge holder
and overwrites any data on them. Be sure that the cartridge holder does not
hold tapes with data that are still needed.

Ensure that the tapes are rewound.
Stop all CPUs.

Store status on the IPL CPU.

IPL the dump tool on the IPL CPU.

S A
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Note: Do not clear storage!

The dump tool writes messages to the tape drive message display (not to the
operator console). First the number of dumped MB is displayed. When a tape
cartridge is full, it is automatically unloaded and the message next*vol is
displayed. If more cartridges are available, they are loaded and the dump
continues. If no cartridge is available, the dump tool waits for the operator to
load one.

The dump process can take several minutes, depending on the device type you
are using and the amount of system memory available. When the dump is
complete, the message dump*end is displayed and the IPL CPU should go into
disabled wait.

The following PSW indicates that the dump was taken successfully:

(31-bit) PSW: 000A0000 00000000
(64-bit) PSW: 00020000 80000000 00AO0000 OOEOO0OO

Any other disabled wait PSW indicates an error.
6. You can IPL Linux again.

See |Appendix A, “Examples for initiating dumps,” on page 17| for more details.

Tape display messages

next*vol
The dump tool loads the next tape cartridge, or, if none is available, waits
for the operator to load one.

number
The number of MB dumped.

dump*end
The dump process ended successfully.

Copying the dump from tape

This section describes how to copy a tape dump to a file system using the
zgetdump tool.

Prerequisite: You must have installed the mt utility.

Preparing the dump tape
You need to rewind the tape, and find the correct position on the tape to start
copying from. Use the mt tool to do this.

1. Rewind the tape.
Example:

Q mt -f /dev/ntibm0 rewind )

2. Skip the first file on the tape (this is the dump tool itself).
Example:

G mt -f /dev/ntibm@ fsf )
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Using the zgetdump tool

For a multivolume dump, the cartridges must be loaded in the right order, starting
with the first volume. You can use the cartridge loader for automatic loading. When
zgetdump finds the end of a volume (that is not the end of the dump) it writes a
message and attempts to load the next cartridge.

By default, the zgetdump tool takes the dump device as input and writes its
contents to standard output. To write the dump to a file system you must redirect
the output to a file.

Note: Always use the AUTO setting on your tape device when working with
zgetdump.

Example: Assuming that the tape is in the correct position (see

[dump tape” on page 8) and is on tape device /dev/ntibm0, use the following
command to copy the dump from tape to a file dump_file in the file system:

(# zgetdump /dev/ntibm0@ > dump_file )

For general information on zgetdump, see [‘The zgetdump tool” on page 25| or the
man page.

Checking whether a dump is valid, and printing the dump header
To check whether a single-volume or a multivolume dump is valid, use the -i option.
For multivolume dumps, use the -a option to signal that you are working with a
multivolume dump. For example, to check whether a multivolume dump is valid:

1. Ensure that the volumes are loaded in the correct sequence.
2. Skip the first file on the first tape (this is the dump tool itself):

G mt -f /dev/ntibm@ fsf )

3. lIssue:
C# zgetdump -i -a /dev/ntibm0 )

zgetdump goes through all the volumes until it reaches the end of the dump.
See also [‘Using zgetdump to copy a multivolume tape dump” on page 26

Chapter 3. Using a tape dump device 9
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Chapter 4. Using a SCSI dump device

You can use SCSI disks that are accessed through the zfcp device driver as dump
devices. SCSI disk dumps are written as files in an existing file system on the dump
partition. No copying is necessary.

This section describes how to install the SCSI dump tool and how to initiate a SCSI
dump.

Installing the SCSI disk dump tool

Requirement: The dump directory needs enough free space (memory size +
10 MB) to hold the system memory.

The SCSI dump tool (also referred to as the SCSI Linux System Dumper, or SD) is
written to one partition, referred to here as the target partition. The dump can be
written to a second partition, the dump patrtition, provided it is on the same physical
disk. Only the target partition need be mounted when zipl is run. In a
single-partition configuration, the target partition is also the dump partition.

SCSI dump tool parameters

When installing the SCSI disk dump tool, the following parameters can be specified
in a ‘parameters’ line in the zipl configuration file or using the ’-P’ option in the zipl
command line.

dump_dir=/<directory>
Path to the directory (relative to the root of the dump partition) to which the
dump file is to be written. This directory is specified with a leading slash.
The directory must exist when the dump is initiated.

Example: If the dump partition is mounted as /dumps, and the parameter
“dump_dir=/mydumps” is defined, the dump directory would be accessed as
“/dumps/mydumps”.

The default is “/” (the root directory of the partition).

dump_compress=gziplnone
Dump compression option. Compression can be time-consuming on slower
systems with a large amount of memory.

The default is “none”.

dump_mode=interactivelauto
Action taken if there is no room on the file system for the new dump file.
“interactive” prompts the user to confirm that the dump with the lowest
number is to be deleted. “auto” automatically deletes this file.

The default is “interactive”.

Example 1: Combined dump and target partition

This example assumes that /dev/sda is a SCSI device that contains no data and is
to be used exclusively as a dump device. Because no other data is to be stored on
the device, a single partition is created that serves as both dump and target
partition. The example also shows how to use the dump_compress parameter to
generate the dump in gzip format.

1. Create a single partition with fdisk, using the PC-BIOS layout:

Example:

© Copyright IBM Corp. 2001, 2005 11



C# fdisk /dev/sda )

The created partition is /dev/sdal.

2. Format this partition with a file system that is supported by the SCSI dump tool
(for example, ext2 or ext3).

Example:

G‘ mke2fs /dev/sdal )

3. Mount the partition at a mount point of your choice and create a subdirectory to
hold the dump files.

Example:
# mount /dev/sdal /dumps
# mkdir /dumps/mydumps

4. Install the dump tool using the zipl command. You can specify the dump device
on the command line or use a configuration file.

Command line example:

G zipl -D /dev/sdal -t /dumps -P "dump_dir=/mydumps dump_compress=gzip" )

Configuration file example:
a. Edit /etc/zipl.conf to add the following lines:

[scsidump]

target=/dumps

dumptofs=/dev/sdal

parameters="dump_dir=/mydumps dump_compress=gzip"

b. Issue zipl:

G# zipl scsidump )
5. Unmount the file system:

C# umount /dumps )

When /dev/sdal is IPLed, the dump is written to directory mydumps on partition 1 of
/dev/sda.

Example 2: Menu configuration with separate dump and target
partitions

This example assumes that a SCSI device /dev/sda is to be used as a dump
device. In the example, the dump configuration is part of a menu configuration.
Menu configurations are specified in a zipl configuration file and have a common
target directory that is specified in the menu section of the configuration file. To
keep the dumps separated from other data, separate dump and target partitions are
used. The example assumes that there are already three partitions:

» /dev/sdal is the production partition and mounted as the root file system.

« /dev/sda2 is the target partition, has been formatted with the PC-BIOS disk
layout, and is mounted under /boot. /boot contains files for two Linux boot
configurations (parmfile, image-1, and image-2).
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» /dev/sda3 is the dump partition and has been formatted with the PC-BIOS disk
layout. The dump files are to be written to the root directory of the dump partition.

1. On the dump partition, create a file system that is supported by the SCSI dump
tool (for example, ext2 or ext3):

(} mke2fs /dev/sda3 :)

2. Edit /etc/zipl.conf to add the following lines:

[ip11]
image=/boot/image-1
parmfile=/boot/parmfile
target=/boot

[ip12]
image=/boot/image-2
parmfile=/boot/parmfile
target=/boot

[scsidumpl]

dumptofs=/dev/sda3
parameters="dump_compress=gzip"
target=/boot

# Menu containing all 3 configurations
:menul

1=ipll

2=ipl12

3=scsidumpl

default=1

target=/boot

3. Install the menu configuration, including the dump tool, by issuing:

(} zipl --menu menul :)

When specifying the configuration “scsidump1” at IPL time, the dump configuration
is used and a system dump is initiated.

For more information on using a configuration file, see the zipl.conf man page or
refer to |Linux on System z9 and zSeries Device Drivers, Features, and Commands)

Initiating a SCSI dump

Restriction: You need to initiate SCSI dumps from the HMC or SE. You cannot
initiate SCSI dumps from VM.

To initiate the dump, IPL the dump tool using the SCSI dump load type. See
for SE” on page 18|

The dump process can take several minutes depending on the device type you are
using and the amount of system memory. The dump progress and any error
messages are reported on the operating system messages console.

The dump process creates a new dump file in the dump directory. All dumps are
named dump.<n> where <n> is the dump number. A new dump receives the next
highest dump number out of all dumps in the dump directory (see the dump_dir
parameter under ['SCSI dump tool parameters” on page 11).
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Example: If there are already two dump files, “dump.0” and “dump.1”, in the dump
directory, the new dump will be “dump.2”.

When the dump completes successfully, you can IPL Linux again.

See [Appendix A, “Examples for initiating dumps,” on page 17|for more details.

You do not need to convert the dump or copy it to a different medium. To access
the dumps, mount the dump partition.

Printing the dump header

To print the dump file header use Icrash with the ’-i’ and ’-d’ option.

Ve
# lcrash -i -d dump.0
Dump Type: LKCD-Dump
Systemname: Linux
Nodename: gfree06
Release: 2.6.5
Version: #7 SMP Fri Jul 2 16:17:35 CET 2004
Machine: s390x
Domainname: (none)
Memory Start: 0x0
Memory End: 0x10000000
Memory Size: 268435456
Time of dump: Fri Jul 2 18:51:06 2004
Panic string: zSeries-dump (CPUID = ff10000620640000)
Number of pages: 9378
Kernel page size: 4096
Version number: 8
Magic number: 0xa8190173618f23ed
mp header size: 734
Dump Tevel: 0x4

-
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Chapter 5. Using VMDUMP

You can use the VM dump tool VMDUMP and write the dump to a VM reader for
the following types of Linux instances:

* VM guests on z/VM 5.1 or earlier with up to 2 GB memory
* VM guests on z/VM 5.2 or later with memory greater than 2 GB

VMDUMP does not need to be installed separately.

This section describes how to create a dump with VMDUMP, how to transfer the
dump to Linux, and how to convert the VM dump to a convenient format.

Intitiating a dump with VMDUMP

Issue the following command from the guest’s 3270 console:

GCP VMDUMP )

Result: VM stops the Linux guest and creates a dump file in the guest's VM reader.
After the dump is complete the Linux guest continues operating.

You can use the “TO” option of the VMDUMP command to direct the dump to the
reader of another guest of the same VM.

Example: To write the dump to a VM guest “linux02” issue:

(#CP VMDUMP TO LINUX02 )

If you want to include NSSs and DCSSs in your dump, use the “ALL” operand:

C#cp VMDUMP 0:ALL )

For more information on VMDUMP refer to z/VM CP Command and Ultility
Reference, SC24-6008.

Copying the dump to Linux

Use the CMS DUMPLOAD command to access the dump. The DUMPLOAD
command copies the dump from the VM reader to the CMS file system.

From the CMS file system, you can then transfer the dump to a Linux file system,
for example with ftp.

Converting the dump

On Linux, you can use the vmconvert command to convert the dump into a format
that can be processed with the Linux dump analysis tool Icrash or crash.

Example: To convert a VMDUMP-created dump file “myvmdump” into a dump file
“mydump.lkcd” issue:

C# vmconvert -f myvmdump -o mydump.lkcd )

© Copyright IBM Corp. 2001, 2005 15



The created file, mydump.lkecd, can then be used as input to Icrash.

See ['The vmconvert tool” on page 27| for more details.

16  Using the Dump Tools — October 14, 2005



Appendix A. Examples for initiating dumps

The following sections describe how to initiate a dump from different control points.

Note: SCSI dump from VM is not supported.

The following examples assume the 64-bit mode. Corresponding 31-bit examples
would have a different PSW but be the same otherwise.

Using DASD
If 193 is the dump device:

#cp cpu all stop
#cp store status
#cp 1 193

On z/VM, a three-processor machine in this example, you will see messages about
the disabled wait:

01: The virtual machine is placed in CP mode due to a SIGP stop from CPU 00.
02: The virtual machine is placed in CP mode due to a SIGP stop from CPU 00.
"CP entered; disabled wait PSW 00020000 80000000 00000000 00000000"

You can now IPL your Linux instance and resume operations.

Using tape
If 193 is the tape device:

#cp rewind 193
#cp cpu all stop
#cp store status
#cp 1 193

On z/VM, a three-processor machine in this example, you will see messages about
the disabled wait:

01: The virtual machine is placed in CP mode due to a SIGP stop from CPU 00.
02: The virtual machine is placed in CP mode due to a SIGP stop from CPU 00.
"CP entered; disabled wait PSW 00020000 80000000 00000000 00000000"

You can now IPL your Linux instance and resume operations.

Using VMDUMP

To initialize a dump with VMDUMP issue this command from your Linux guest’s
3270 console:

(}cp vmdump j)

Dumping does not force you to IPL. If the Linux instance ran as required before
dumping, it will continue running when the dump is completed.
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HMC or SE

You can initiate a dump process on an LPAR from an HMC (Hardware Management
Console) or SE (Support Element). The following description refers to an HMC, but
the steps also apply to an SE.

The steps are similar for DASD, tape, and SCSI. Differences are noted where
applicable. You cannot initiate a dump with VMDUMP from the HMC or SE.

To initiate the dump:

1. Click the Groups icon in the Views Area of the HMC to display the Groups Work
Area.

Groups icon View area Task area

=) SR
CPC Recovery

Har dware
Messages Q Hel
Operating

System

Messages

Groups Work Area Single
g Oblect
Operations

o E O

W Defined  UINUXME Start

[NEGEE] CPCs

lIl Stop

Reset
N il

P3W
Restart

Reser
Clear

\ Load
e 1T

=
Dizplos = g‘:up's contarts ntre work area oy doual=-cisking 2 eroup con. \ B =]
Images icon Work area

2. Click the Images icon in the Groups Work Area to display the CPC Images
Work Area with all defined images.
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Hardware messages icon

@] [ IHUXHC A Hardware Management [ansale Warlplace (versinn 1.7.51 &E £l =]
CPC Recovery
- Hardware
ik | =1 Messages 0 Heli
Glotips Operating
System
— Messages
TE single
I Object
mages Work Area g Operations
Bl & & = & o f
aala Start
LiG7 LIGF [RicK) LiG# LG LIGT PEOMDREY
DELZA DELZB DEL2C DELZ2D DELZE DELZF P1
(GDLBOLYM) (BOLVMLZD) (BOLVMLZL) (DOLVMLZI) ; Stop
) A m ]
e
ST KO0BABRA  XADBABRA XADBAROA XODBABRDA Hormal
DERT DER2 DER3 DER4 DERS T
Restart
Reset
H Clear
Load
A\ m T
[i=ploy a=iails by doublecicking anlmace imon or siar atask by diangeitg anlmace icuyék = \ oo
icon i
Stop ico Load icon

Note: The appearance of the Stop and Start icons can vary. On some consoles

they appear as green # and red § traffic lights.

3. Select the image for which you want to initiate the dump.

4. Proceed according to your dump device:

* If you are dumping to DASD or tape, click the Stop icon in the Task Area to
stop all CPUs. Confirm when you are prompted to do so.

* If you are dumping to a SCSI disk, skip this step and proceed with step
5. Click the Load icon in the Task Area to display the Load panel.

For a dump to DASD or tape:

a. Select Load type “Normal”.

b. Select the Store status check box.

c. Type the device number of the dump device into the Load address field.
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Image: DER1

Load type: @ Hormal (o Clear

|+ Store status

Load address |635B
Load parameter I
Time-out value 060 60 to GO0 seconds

[ [] )

]
| Reset | | Cancel | | Help |

Figure 1. Load panel for dumping to DASD or tape

For a dump to SCSI disk:

a.
b.

Select Load type "SCSI dump”.

Type the device number of the FCP adapter for the SCSI disk into the Load
address field.

Type the World Wide Port name of the SCSI disk into the World wide port
name field.

Type the Logical Unit Number of the SCSI disk into the Logical unit
number field.

Type the configuration number of the dump IPL configuration in the Boot
program selector field.

The ’configuration number’ defines the IPL or dump configuration which is to
be IPLed. The numbering starts with 1 and is related to the menu of
IPL/dump entries in the zipl configuration file for the SCSI disk.
Configuration number 0 specifies the default configuration. In |“Example 2:
[Menu configuration with separate dump and target partitions” on page 12,
the dump configuration has the number 3.

Leave the fields Load parameter, Boot record logical block address, and
OS specific load parameters blank.
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:
CPC: POOOF12B
Image: ZFCP5

Load type: _Hormal (’Clear [ SCSI (® SCS|I dump

| Stove status

Load address ]W

Load parameter ]7 s
{ine ol value i U8 to B8O seeonds

World wide port name m

Logical unit number {m

Boot program selector 13—

Boot record logical block address

0S specific load parameters -

Reset: Cancel Help

Figure 2. Load panel with enabled SCSI feature for dumping to SCSI disk

6. Click OK to start the dump.

7. Wait until the dump process completes. Check the dump progress according to
your dump device:

 If you are dumping to DASD or tape, click the Hardware Messages icon in
the Task Area to display the hardware messages. When the dump process
has completed, a hardware message indicates a disabled wait.

* If you are dumping to a SCSI disk, click the Operating System Messages
icon for progress and error information.

When the dump has completed successfully, you can IPL Linux again.
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Appendix B. Obtaining a dump with limited size

The “mem” kernel parameter can make Linux use less memory than is available to
it. A dump of a Linux system like this does not need to include the unused memory.
You can use the zipl “size” option to limit the amount of memory that is dumped.

The “size” option is available for all zipl based dumps: DASD, tape, and SCSI, in
command line mode or in configuration file mode. The “size” option is appended to
the dump device specification, with a comma as separator.

The value is a decimal number that can optionally be suffixed with K for kilobytes,
M for megabytes, or G for gigabytes. Values specified in byte or kilobyte are
rounded to the next megabyte boundary.

Be sure not to limit the dump size below the amount of memory actually used by
the system to be dumped. Limiting the below the amount of used memory results in
an incomplete dump.

Example: The following command prepares a DASD dump device for a dump that
is limited to 100 megabyte:

(# zipl -d /dev/dasdcl,100M )

An equivalent section in a configuration file could look like this:

[dump1]
dumpto=/dev/dasdcl,100M
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Appendix C. Command summary

The descriptions of the commands contain only the relevant options and
parameters, for a full description refer to the man pages.

The zgetdump tool

The zgetdump tool reads a dump from the given dump device and writes its
contents to standard out, unless the operator redirects it to a file.

— zgetdump Command

standard out—|
»>—zgetdump <dumpdevice <
|__-i_| |___| |—><dum i >—|
a p_file
-h

Where:

<dumpdevice>
specifies the DASD or tape device where the dump is located.

<dump_file>
is the file to which the output is redirected. The default is standard out.

-i or --info
displays the header information from the dump and performs a validity
check.

-a signals that the dump is a multivolume tape dump.

-h or --help

displays the help information for the command.

Examples

Using zgetdump to copy a dump
Assuming that the dump is on DASD device /dev/dasdbl and that you want to copy
it to a file named dump_file:

G zgetdump /dev/dasdbl > dump_file )
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Using zgetdump to copy a multivolume tape dump
Assuming that the tape device is /dev/ntibmo:

s
# zgetdump /dev/ntimb@® > dump file
Dump device: /dev/ntibm0

Tape Volume 0

>>> Dump header information <<<
Dump created on: Wed Jul 7 17:20:16 2004
Magic number: 0xa8190173618f23fd
Version number: 2

Header size: 4096

Page size: 4096

Physical memory: 268435456

Number of pages: 65536

cpu id: 0xff02453096720000
System Arch: $390 (ESA)

Build Arch: s390

>>> End of Dump header <<<

Reading dump content ........cciiiiiiiiiiiiiian..
End of Volume reached.

Waiting for next volume to be loaded... done
Tape Volume 1 of a multi volume dump.

Reading dump content ......
Dump ended on: Wed Jul 7 17:23:31 2004

Dump End Marker found: this dump is valid.
N P J

Checking whether a multivolume tape dump is valid, and printing
the dump header
Assuming that the tape device is /dev/ntibm0:

~
# zgetdump -i -a /dev/ntibm@

"zgetdump -i -a" checks if a multi-volume tape dump is valid.
Please make sure that all volumes are Toaded in sequence.

Dump device: /dev/ntibm0
Tape Volume 0

>> Dump header information <<<

>> End of Dump header <<<

Checking if the dump is valid - this might take a while...
Reached End of Volume 0.
Waiting for Volume 1 to be Toaded... done

Tape Volume 1 of a multi volume dump.
Dump End found: This Dump is valid.

26  Using the Dump Tools — October 14, 2005



Checking whether a DASD dump is valid and printing the dump

header

Assuming that the dump is on a partition, part1, of a DASD device /dev/dasdbl:

)

vV V.V Vv

Dump created on:

Magic number:
Version number:
Header size:
Page size:
Physical memory:
Number of pages:
cpu id:

System Arch:
Build Arch:

>>>  End of Dump

Dump ended on:

-

zgetdump -i /dev/dasdbl

"zgetdump -i" checks if a dump on either
a dasd volume or single tape is valid.
If the tape is part of a multi-volume tape dump,
it checks if it is a valid portion of the dump.

Dump device: /dev/dasdbl

>>> Dump header information <<<

Mon Jul 5 16:53:40 2004

0xa8190173618f23fd
2

4096

4096

268435456

65536
0xff20000620640000
$390 (ESA)

$390x (ESAME)
header <<<

Mon Jul 5 16:54:06 2004

Dump End Marker found: this dump is valid.

~

The crash tool

The crash tool is a GPL-licensed tool maintained by Red Hat. For more details see
the tool online help.

The Icrash tool

The Icrash tool is maintained within the LKCD project. See the documentation at

[rttp://1kcd.sourceforge.net|and the man page for further information.

The vmconvert tool

— vmconvert syntax

»»>—vmconvert

The vmconvert tool converts a dump that was created with VMDUMP into a that
can be analyzed with Icrash or crash.

(— -0 dump.lkcd

-f <vmdump_file

(— dump. Tkecd

|— -0 <output_file>—

<vmdump_file

L— <output file>—

-V

-h
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Where:

<vmdump_file> or -f <vmdump_file> or --file <vmdump_file>
specifies the VMDUMP created dump file to be converted.

<output_file> or -0 <output_file> or --output <output_file>
specifies the name of the dump file to be created. The default is dump.lkcd.

-V or --version
displays the tool version.

-h or --help
displays the help information for the command.

Example

To convert a VMDUMP-created dump file “vmdump1” into a dump file “dump1.lkcd”
that can be processed with Icrash or crash issue:

(} vmconvert -f vmdumpl -o dumpl.lkcd :)

You can also use positional parameters:

# vmconvert vm.dump Tkcd.dump

in: vm.dump, out: Tkcd.dump

vmdump information: 20

architecture: 32 bit

date........: Fri Feb 18 11:06:45 2005

storage.....: 16 MB

CPUS..veen.a: B

16 of 16 |#######HHFHFFHFHHFHHHA | 100%25
\:1kcd.dump' has been written successfully.
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Notices

This information was developed for products and services offered in the U.S.A. IBM
may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program,
or service is not intended to state or imply that only that IBM product, program, or
service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However,
it is the user’s responsibility to evaluate and verify the operation of any non-IBM
product, program, or setrvice.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those
Web sites. The materials at those Web sites are not part of the materials for this
IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.
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The licensed program described in this information and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement, or any equivalent agreement
between us.

All statements regarding IBM’s future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

This information is for planning purposes only. The information herein is subject to
change before the products described become available.

Trademarks

The following terms are trademarks of International Business Machines Corporation
in the United States, other countries, or both:
* developerWorks

+ ECKD

* IBM

* S/390

* System z9

» TotalStorage

e zSeries

« z/VM

29

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Other company, product, and service names may be trademarks or service marks
of others.

30  Using the Dump Tools — October 14, 2005



Readers’ Comments — We’d Like to Hear from You

Linux on System z9 and zSeries

Using the Dump Tools

October 14, 2005

Linux Kernel 2.6 (October 2005 stream)
Publication No. SC33-8290-00

Overall, how satisfied are you with the information in this book?

Very Satisfied Satisfied Neutral
Overall satisfaction O O O

How satisfied are you that the information in this book is:

Very Satisfied Satisfied Neutral
Accurate O O ]
Complete O O |
Easy to find ] ] ]
Easy to understand ] ] ]
Well organized ] ] ]
Applicable to your tasks ] ] ]

Please tell us how we can improve this book:

Thank you for your responses. May we contact you? [] Yes [] No

Dissatisfied

0

Dissatisfied

Ooogooon

Very Dissatisfied
]

Very Dissatisfied

Ooogooon

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any

way it believes appropriate without incurring any obligation to you.

Name Address

Company or Organization

Phone No.



SC33-8290-00 Along Line

|
|
|
Readers’ Comments — We’d Like to Hear from You } gluotnorl_Fir?gi
SC33-8290-00 | g
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
Fold and Tape Please do not staple Fold and Tape |
_______________________________________________________________________________________ _I.
|
I
PLACE |
POSTAGE |
STAMP |
HERE |
|
|
|
|
|
|
|
IBM Deutschland Entwicklung GmbH I
Information Development [
Department 3248 |
Schoenaicher Strasse 220 |
71032 Boeblingen I
Germany |
|
|
|
|
|
|
|
|
JIr
7777777 FodandTape @~  Pleasedonotstaple =  FodandTape |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I Cut or Fold
|
|
|
|
|






SC33-8290-00



	Contents
	Updates for the October 2005 stream
	Chapter 1. Introduction
	Stand-alone tools
	VMDUMP

	Chapter 2. Using a DASD dump device
	Installing the DASD dump tool
	Initiating a DASD dump
	Copying the dump from DASD
	Using the zgetdump tool
	Using the lcrash tool
	Checking whether a dump is valid and printing the dump header



	Chapter 3. Using a tape dump device
	Installing the tape dump tool
	Initiating a tape dump
	Tape display messages

	Copying the dump from tape
	Preparing the dump tape
	Using the zgetdump tool
	Checking whether a dump is valid, and printing the dump header



	Chapter 4. Using a SCSI dump device
	Installing the SCSI disk dump tool
	SCSI dump tool parameters
	Example 1: Combined dump and target partition
	Example 2: Menu configuration with separate dump and target partitions

	Initiating a SCSI dump
	Printing the dump header

	Chapter 5. Using VMDUMP
	Intitiating a dump with VMDUMP
	Copying the dump to Linux
	Converting the dump

	Appendix A. Examples for initiating dumps
	z/VM
	Using DASD
	Using tape
	Using VMDUMP

	HMC or SE

	Appendix B. Obtaining a dump with limited size
	Appendix C. Command summary
	The zgetdump tool
	Examples
	Using zgetdump to copy a dump
	Using zgetdump to copy a multivolume tape dump
	Checking whether a multivolume tape dump is valid, and printing the dump header
	Checking whether a DASD dump is valid and printing the dump header


	The crash tool
	The lcrash tool
	The vmconvert tool
	Example


	Notices
	Trademarks

	Readers’ Comments — We'd Like to Hear from You

