IBM LTC Security Chat

LTC Security function - two teams
* Network Security
«Steve Bade
*Bill Hymas
*Joy Latten
* Dan Rabinovitz
e Security
*Doc Shankar
*Niki Rahimi
*Robb Romans
*Kent Soper
* Emily Ratliff
*IBM Research - Trent Jaeger




@

s - SOMe IBM LTC Projects

. +Bastille patches for TurboLinux and SuUSE (Niki)

. «IBM Cryptographic Accelerator device driver and
APl (Jon Grimm)

* USAGI IPSec contributions(Joy)

*Kerberos patches

e Linux Security Module - contributed to Openwall
module



Linux Security Module

« 2.5 Kernel Summit
* Peter Loscocco of NSA proposed SELinux become
part of kernel
«? other security projects - LIDS, RSBAC, Medusa
DS/9...
*Decision: No winner, implement hooks to allow
security enhancement be loaded as modules



LSM (continued)

«focus on access control
 Example modules
* SELinux
*DTE
*Openwall Project's kernel patch as module

example code and demo
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