Introduction

Securing U2 DB Server

To enable SSL on the U2 Soap Server to U2 DB Server, we need a U2 Server
Server Certificate. There are three possible methods to obtain the Server

Certificate:

1. Use U2 UniAdmin to generate a self signed certificate
2. Obtain one from a commercial site to get a “real” one.
3. Use the Java keytool program.
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Information and Naming Conventions

For the purposes of this document, UniAdmin will be used to generate the U2 DB
server root certificate request file, the U2 DB server root certificate file.

The U2 DB Server root certificate file is called U2DBroot.cer
The U2 DB Server qualified domain name is IBM-EF020C98DB8.usco.ibm.com

This document will demonstrate securing the components in the following
drawing:
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The following images demonstrate the UniAdmin tool:



1. Generate a U2 Server certificate Request
SSL->Configure->Certificate Request->Generate a Certificate Request
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Click Next

¢ Generate a Certificate Request - localhost (NT):UD ﬂ

L GUEHGIERLEN Welcome to the Generate Certificate Request
I RN Wizard

This wizard guides you through the process of generating an X 509
cerificate request. You can send the generated cerdificate requestto a
third-party CAto obtain a certificate or use it as input to the 'Generate
Certificate Wizard'.

MW Finisk

To continue, click Mext.

= Back [ et = Cancel




Select SHA1

Certificate Request File = C:\certs\U2DBServer\U2DBroot.req

Select Next

Certiticate Request file

- Enter name for the Certificate Request file to be generated.

%5 Generate a Certificate Request - localhost (NT):UD

Cerificate Reguest File ICI\CEHS\UQDBSENEHUQDBI’DDHEQ'

Digest Algorithm " mMDE  * SHAL

To continue, click Mext.

Browse.. |

Help |

= Back

Mext =

Cancel




For “Request Properties”, We assume the following values:

C

ST

L

O
ou
CN
Email

Next >

W Finizh

us

Colorado

Denver

IBM Corp.

U2 Support DB Server Certificate
IBM-EF020C98DB8.usco.ibm.com (U2 DB server domain name)
nikk@us.ibm.com

%5 Generate a Certificate Request - localhost (NT):UD ﬂ

Request Properties

- Specify the request properties.

C (Country Code) |US(UNITED STATES) |
ST (Province) (Dptiunal)lCDlDradD

L (Lacality) (nptiunal)lDenver

0 (Orgnization) [iEnt com.

QU (Qrgnization Unif) {optional) |U2 Support DB Server Cerificate

CM (Common Mame) IIEIM—EFDEDCQBDBE.uscn.ibm.cam

Etmnail (nptional)Inikk@us.ihm.cnm|

To continue, click Med.

Help | = Back Mext = Cancel




Select Generating new key Pair
Next >

&5 Generate a Certificate Request - localhost (NT):UD

Key Pair Selection

- Selectto use existing key pair ar generate new kay pair.

" Using existing key pair

' Generating new key pair

To cantinue, click Mext.

et =

Help |

Cancel




C:\certs\U2DBServer\U2DBroot.pvt
C:\certs\U2DBServer\U2DBroot.pub
Next >

¥ Generate a Certificate Request - localhost (NT):UD

Key Pair Info
- Select key algorithm and key file.

Key Algorithm (¢ RSA " DSA

KeyLength  |1024
Key File Farmat = FEM " DER

Earameter File | Erowese..

Frivate ey File IC:IcensluEDBSENEHUEDBrDDt.p\ft Browse...

11NN,

Fublic ey File IC:\censlu2DBSer\renU2DBrDDt.pub Browse...

Parameter file for DSA can he optional.

To continue, click Mext.

Help | = Back Mext = Cancel




Password for Private key = my password
Confirm Password = my password
Create

Password
- Type in Password for Private kKey.,

¢ Generate a Certificate Request - localhost (NT):UD

Password for Private key I*‘*‘“‘*‘*‘*‘“‘*‘*

I

Confirm Fassword

To generate cerdificate request file, click Create

Help | = Back

Create

Cancel




Select OK

%~ Creating certificate request - localhost (NT ﬂ

L
\%) Key pair and cedificate request were generated successtully

Finish
%#* Generate a Certificate Request - localhost (NT):UD

Certificate Request was generated successfiully

Cerificate Requestwas generated successiully.

Cerificate Request is in 'Clcerts\W2DEServenl)2DBroot req’
Its associated key is in 'Chlceds\2DBServenl)2DEBroot. pyt’

You can now send the requestto a CAfor issuance of cerdificate or use it as input to the 'Generate
Certificate Wizard'. Please keep keys secret. Failure to protect keys will compramise security of
the system.

Help | = Back

Cancel
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2. Generate a self signed U2 Server Certificate
SSL Configure->Certificate->Generate a Certificate
rwsann
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This wizard guides you through the process of generating an X509 cerificate.

It can also show you the details of existing certificate.
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Next >

M Finizh

#¢ Generate a Certificate - localhost (NT):UD

Welcome to the Generate Certificate Wizard

This wizard guides vou through the process of generating an X509
cedificate.

[t can also show you the details of existing cedificate.

To continue, click Mext.

x|

= Back M ext = Cancel
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Certificate File = C:\certs\U2DBServer\U2DBroot.cer
Next >

%5 Generate a Certificate - localhost (NT):UD ﬂ

Certiticate File
= - Enter name for the Cedificate File to be generated or displayed.

B Certificate Request Fil Certficate File :I:::'I.n::Er‘[:z:'l.l._.l:-'li:lE:Eier'-.-'er'l.l._.lEI::lE:rn:u:nt.l::er Browse... |

W alidity Period
Shonwe

To continue, click Mesxt.

W Finizh

Help | = Back Mext = Cancel
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Certificate Request File = C:\certs\U2DBServer\U2DBroot.req

Next >

Certiticate Request File

- Enter name for the Cedificate Request File.

%5 Generate a Certificate - localhost (NT):UD

X

To continue, click Mext.

W Finizh

Certficate Request File I:ETTS'LUEDESENEI’LUEDBFDDt.rEQl Browse... |

Help |

= Back

Mext =

Cancel
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Validity Period = 1826
Next >

Yalidity Period

- Set expiration time for the Cedificate.

%5 Generate a Certificate - localhost (NT):UD

Walidity Period [1826 j days

To continue, click Mext.

W Finizh

Help |

Mext =

Cancel
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Certificate Type = Self Sign
Next >

Certificate Type
- Select the cedificate type.

%5 Generate a Certificate - localhost (NT):UD

X

Cerificate Type € Self Sign

To continue, click Mext.

A Sign

i Leaf GA Sign

Help |

= Back |

Cancel |
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Private Key File = C:\certs\U2DBServer\U2Server.pvt

Next >

Private Key File
- Selectthe Private Key File.

%5 Generate a Certificate - localhost (NT):UD

X

To continue, click Mext.

Frivate Key File IC:Icertsll_lEDESEWEI‘LUEDBrDDt.mﬂ

Browwse... |

Help |

= Back

Mext =

Cancel
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Password = my password
Create

Password
- Type in password for Private Key.

%5 Generate a Certificate - localhost (NT):UD

Fassword for Private key I"""“"“"“"‘"ﬂ

To generate cerdificate file, click Create.

Help | = Back

Create

Cancel
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OK
Ed

"
\\1’) Certificate was generated successtully

Finish

E R EEEEEE

#¢ Generate a Certificate - localhost (NT):UD

Certificate was generated successfully

Cetificate was generated successiully.

Cedificate is in 'Clcets\2DBSemnen)20DBrant. cer'
Its associated key is in 'Clcens\W20BServenl) 2D Broot. pt'

Help | = Back |

i Cancel |
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3. Generate a U2 Server Security Context Record
SSL Configure->Security Context Record
Select SCR DataBase down arrow->Demo->Add
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Next >

W r Caificaias

W Frivaie Vay
W Random File

M Cinhers

W Firish

&5 New SCR Record - localhost (NT):UD

Welcome to the Security Context Record
(SCR) Wizard

This wizard guides you through the process of creating a U2
Security Context Record (SCRY needed for secured
communication through S50 It assumes that keys and cedificates
have already heen generated. Ifyou have not generated the
necessary keys and cedificates, please exit this wizard and run
Generate Certificate Request Wizard' and 'Generate Certificate
Wizard'.

To continue, click Mext.

x|

= Back |

i Cancel |
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Security Context Record ID = U2Server
Next >
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SCR for Server
Next >

23



For this example, we are going to enable strict authentication strength.
Select Authentication Strength = Strict
Next >

Note: To use the strict option, you need a certified CA certificate.
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Certificate Path Rule is default
Next >
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Self Certificate File = C:\certs\U2DBServer\U2DBroot.cer
Next >
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Private Key File = C:\certs\U2DBServer\U2DBroot.pvt
Password for Private Key = my password
Next >
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Next >
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Next >
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Next >
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Next >
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Password for SCR Record = my password
Confirm Password for SCR Record = my password
Create
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Finish
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4. Configure a U2 UniRPC Connection Service Name
SSL-Configure->Configure
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Detall

Sevice Name = udcs

SCR Database = Demo

SCR Record = U2Server
Password Seed = my password
OK

OK
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5. Import U2 Database Certificate into Key Store

Once you have created the U2DBroot.cer, you will need to copy this file to the U2
soap server. The next steps will demonstrate how to import the U2 database root
certificate into the Java cacerts keystore.

a. Import Root Certificate into Java Keystore

Assumptions:

Key Store is cacerts

U2 Soap Server Root Certificate tied to alias U2uojkey
Key password is “my password”

Key Store password is changeit”

U2DBroot.cer located in c:\certs\U2DBServer

Soap server is teklap4.usco.ibm.com

keytool -import -file C:\certs\U2DBServer\u2DBroot.cer -alias U2uojkey -keypass
"my password" -keystore cacerts -storepass "changeit"”

C:\IBM\UniDK\JRE2\jre\lib\security>

Proceed to the “U2 Soap Server Setup - document 3”
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