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Securing U2 DB Server 
 
Introduction 
 
To enable SSL on the U2 Soap Server to U2 DB Server, we need a U2 Server 
Server Certificate. There are three possible methods to obtain the Server 
Certificate: 

1. Use U2 UniAdmin to generate a self signed certificate 
2. Obtain one from a commercial site to get a “real” one. 
3. Use the Java keytool program. 
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Information and Naming Conventions 
 
For the purposes of this document, UniAdmin will be used to generate the U2 DB 
server root certificate request file, the U2 DB server root certificate file.  
 
The U2 DB Server root certificate file is called U2DBroot.cer  
The U2 DB Server qualified domain name is IBM-EF020C98DB8.usco.ibm.com 
 
This document will demonstrate securing the components in the following 
drawing: 
 
 

 
 
The following images demonstrate the UniAdmin tool: 
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1. Generate a U2 Server certificate Request 
SSL->Configure->Certificate Request->Generate a Certificate Request 
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Click Next 
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Select SHA1 
Certificate Request File = C:\certs\U2DBServer\U2DBroot.req 
Select Next 
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For “Request Properties”, We assume the following values: 
 C US 
 ST Colorado 
 L Denver 

O IBM Corp. 
 OU U2 Support DB Server Certificate 
 CN IBM-EF020C98DB8.usco.ibm.com (U2 DB server domain name) 
 Email   nikk@us.ibm.com 
Next > 
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Select Generating new key Pair 
Next > 
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C:\certs\U2DBServer\U2DBroot.pvt 
C:\certs\U2DBServer\U2DBroot.pub 
Next > 
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Password for Private key = my password 
Confirm Password = my password 
Create 
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Select OK 

 
Finish 
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2. Generate a self signed U2 Server Certificate 
SSL Configure->Certificate->Generate a Certificate 
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Next > 
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Certificate File = C:\certs\U2DBServer\U2DBroot.cer 
Next > 
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Certificate Request File = C:\certs\U2DBServer\U2DBroot.req 
Next >  

 



 15 

Validity Period = 1826 
Next > 
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Certificate Type = Self Sign 
Next > 

 



 17 

Private Key File = C:\certs\U2DBServer\U2Server.pvt 
Next > 
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Password = my password 
Create 
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OK 

 
 
Finish 
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3. Generate a U2 Server Security Context Record 
SSL Configure->Security Context Record 
Select SCR DataBase down arrow->Demo->Add 
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Next > 
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Security Context Record ID = U2Server 
Next > 
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SCR for Server 
Next > 
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For this example, we are going to enable strict authentication strength.  
Select Authentication Strength = Strict 
Next > 

 
Note: To use the strict option, you need a certified CA certificate. 
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Certificate Path Rule is default 
Next > 
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Self Certificate File = C:\certs\U2DBServer\U2DBroot.cer 
Next > 
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Private Key File = C:\certs\U2DBServer\U2DBroot.pvt 
Password for Private Key = my password 
Next > 
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Next > 
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Next > 
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Next > 
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Next > 
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Password for SCR Record = my password 
Confirm Password for SCR Record = my password 
Create 
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Finish 
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4. Configure a U2 UniRPC Connection Service Name 
SSL-Configure->Configure 
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Detail 
Sevice Name = udcs 
SCR Database = Demo 
SCR Record = U2Server 
Password Seed = my password 
OK 

 
 
OK 
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5. Import U2 Database Certificate into Key Store 
 
Once you have created the U2DBroot.cer, you will need to copy this file to the U2 
soap server. The next steps will demonstrate how to import the U2 database root 
certificate into the Java cacerts keystore. 
 
a. Import Root Certificate into Java Keystore 
 
Assumptions: 
Key Store is cacerts 
U2 Soap Server Root Certificate tied to alias U2uojkey 
Key password is “my password” 
Key Store password is changeit” 
U2DBroot.cer located in c:\certs\U2DBServer 
Soap server is teklap4.usco.ibm.com 
 
keytool -import -file C:\certs\U2DBServer\u2DBroot.cer -alias U2uojkey -keypass 
"my password" -keystore cacerts -storepass "changeit" 
 
C:\IBM\UniDK\JRE2\jre\lib\security> 
 

 
 
 
Proceed to the “U2 Soap Server Setup - document 3”  
 


