
Scenario Implementation and setup document 
Usage based metering and billing for multi-tenant service resources using 

IBM Tivoli Usage and Accounting Manager 
 
 
 
This document is intended for users who want to deploy scenario artifacts from the 
Downloads section. The demo will be published from 
http://www.ibm.com/isv/marketing/saas/demo_series.htm for this scenario. 
 
Pre-requisites and Services Infrastructure setup 
 
Software requirements 
 
For deploying Service Usage Logging Component and related artifacts: 
 

1. Rational application developer v6.1/WebSphere Integration Developer v6.1 or 
WebSphere Application Server Toolkit v6.1 

2. WebSphere Application Server Enterprise Edition (v6.1) / WebSphere 
Application Server Community Edition (v2.0.0.2) 

3. IBM Tivoli Usage and Accounting Manager ( v7.1.0) 
4. IBM DB2 Enterprise Server Edition (v8 and above) or Express Edition 

 
For deploying sample services and portal artifacts: 
 

1. WebSphere Process Server (v6.1) 
2. WebSphere Integration Developer (v6.1) 
3. Tivoli Access Manager  (TAM/TDS v6) 
4. DB2 Enterprise Server (v9.1) 

 
We assume that the following pre-requisites are configured: 
 

�  Two credit score web service instances (ExpoCreditScore and 
ExpoCreditScoreTenant2, one per tenant ) is deployed on a single instance of 
WebSphere Process Server v6.1. Ear files with configuration are attached.  

�  LDAP is configured with multi-tenant directory structure for FirstBank N.A and 
Second Canada Bank. The LDIF files are attached to the demo page. 

�  ITUAM v7.1 server is installed. Please refer to the infocenter at 
http://publib.boulder.ibm.com/infocenter/tivihelp/v3r1/index.jsp?topic=/com.ibm.
ituam.doc_7.1/welcome.htm for installation instructions. 

 
The following section describes various implementation artifacts and steps to configure 
them on development/hosting environment. 
 



1. Setting up the development environment on WebSphere Integration Developer 
v6.1 for the Service Usage Logging Component – for WebSphere Process Server 
target runtime environment. 
 

1. Import the following projects into the WebSphere Integration Developer v6.1 
workspace. 

a. UsageLogging – Contains the source code for JMX MBeans and Custom 
Service implementing the service usage logging component. 

b. ServiceUsageLoggerHandler – JAX-RPC Handler for invoking the 
“logUsage” operation in the Service Usage Logging component installed 
in the same application server. 

c. ServiceUsageLoggerRemoteHandler - JAX-RPC Handler code for 
invoking the “logUsage” operation in the Service Usage Logging 
component installed in a different application server. 

d. UsageLoggingClient – Helper classes for the JAX-RPC Handler code. 
 

2. Make sure that the projects are built properly.  
 

 
Figure – JMX Usage Logger development workspace 
 
Note: If you have installed WebSphere Business Services Fabric runtime, the java 

build path libraries may have duplicate entries. Remove the runtime that is not used 
for deploying this component. 

 
3. Configuring the DB connection. 

 
Modify the getConnection method of DBProcessor.java to connect to the database 
on which the service usage logging needs to be done. 
 
dbconn  = DriverManager. getConnection (     

  "jdbc:db2://rt3.in.ibm.com:50000/SRVUSGDB" , "db2admin" , 



       "admin1234" ); 
 

4. Export the UsageLogging project as a JAR file (UsageLogging.jar) to the file 
system for configuring the WebSphere Application Server. 

5. Use the ServiceLogger_v2.ddl to create the SRVUSGDB database and the 
associated tables. 

 
2. Setting up the development environment using Application Server Toolkit v6.1 – 
for WebSphere Application Server v6.1 target runtime environment. 
 
 

1. Make sure that the JRE build level is set to 5.0. Click on Window �  Preferences 
�  Compiler as shown in the figure below. 
 

 
 

2. Define a WAS v6.1 server in order to make sure that the imported project 
interchange files are compiled with the WAS libraries included. 

 

 
 

3. Import the following projects into the workspace. 



 

 
 
 

Sl. No Project Name Description 
1 ServiceUsageLoggerHandler A SOAP Handler implementation to 

invoke the Service Usage Logger JMX 
component locally (hosted on the same 
server as that of the web service). 

2 ServiceUsageLoggerRemoteHandler A SOAP Handler implementation to 
invoke the Service Usage Logger JMX 
component hosted on a remote server. 

3 UsageLoggingClient Utility project for the SOAP handler 
projects. This project contains the JMX 
client classes to connect to the JMX 
server, along with the objects transferred 
between JMX server and JMX client. 
 
This project can be used to build other 
types of clients to invoke JMX service 
usage logging. For example, a portal 
client, a stand alone java test application, 
etc. 

4 UsageLogging Server side component for defining JMX 
custom service. 

5 UsageLoggingWebservice Server side component to provide the 
JMX Service Usage Logging facility as a 
web service. (Optional – to provide other 
types of clients (like DataPower device, 
or a .NET client) to invoke the service 
usage logging component.). 

 
4. Note that this development environment can be setup using Rational Application 

Developer v7. 
5. Export the SOAP handler jar files for WAS v6.1 web services target environment.  
 

If the web service is hosted locally as that of the JMX component, export 
ServiceUsageLoggerHandler and UsageLoggingClient projects. Use the File �  
Export  �  Jar file option as shown in the figure below. 



 
 
Similarly export ServiceUsageLoggerRemoteHandler and UsageLoggingClient 
projects to ServiceUsageLoggingHandler_WAS61_Remote.jar. 

 
 
 
3. Installing a custom service for the “Service Usage Logging” component on 
WebSphere Application Server version 6.1 
 
The following steps explains how to configure the Log Service Usage Component on 
WebSphere Process Server environment. This usage logging component consists of Java 
Management eXtensions (JMX) MBeans. The usage logging MBeans are instantiated 
using the Custom Service for WebSphere Application Server. 
 

1. Copy the UsageLogging.jar to a local folder (Ex: c:\temp\) on the server on which 
WebSphere Process Server is installed. Please refer to step 1.3 for changing the 
database server information in DBProcessor.java. 

2. If not already created, create the SRVUSGDB database using the 
ServiceLogger_v2.ddl. 

3. Login to the WebSphere Application Server (or WebSphere Process Server) 
administration console.  



4. Click on Servers �  Application Servers �  server1 �  Server Infrastructure  
�  Administration  �  custom services. 

5. Click New to configure a new custom service as shown in the figure below. 
 

 
Figure – Configuring the custom service. 
 
Enter the general property fields: 
  
Classname  �  usagelogging.usageLoggingCustomService 
Display Name � UsageLogBean 
Description �  Usage Log MBeans for metering and billing 
Classpath �  <path to the UsageLogging.jar copied in step 1> 
 

6. Click on Custom Properties and define the following two configurable custom 
properties used by the JMX implementation as shown below. 

 

 
Figure – Custom properties for Usage Logger MBean 
 
BufferSize �  100 (Buffer size used to store the usage records in-memory). 
PersistPeriod �  20 (Value in seconds to invoke the persist timer thread). 
 



Note: You can modify the above parameters to properly tune the environment for 
Service Usage Logging. 
 

7. Bring up the rmiregistry on port 9999 as shown in the figure below. 
 

 
Figure – RMI registry running on port 9999 
 

8. Restart the server.  
 

Note: The MBeans are registered in the rmi server. Make sure that the rmiregistry 
is running when the server is restarted. 

 
 

 
4. Configuring usage based metering for multi-tenant web services using 
WebSphere Integration Developer v6.1 (target runtime environment – WebSphere 
Process Server). 

 
 

1. Import ServiceUsageLoggingHandler and UsageLoggingClient projects into the 
workspace of credit score composite business service in WebSphere Integration 
Developer v6.1. 
 
Note: We are assuming that the ServiceUsageLoggingHandler invokes the 
Service Usage Logging  JMX operation logUsage on the local server. If the JMX 
usage logging MBeans are configured on a remote server, use the 
ServiceUsageLoggingRemoteHandler instead of 
ServiceUsageLoggingHandler. 
 

2. Open the dependencies for the web module and add 
ServiceUsageLoggingHandler and UsageLoggingClient projects. 

 



 
Figure – Dependencies for the web service module. 
 
Note: Export the ServiceUsageLoggingHandler (remote or local) and the 
UsageLoggingClient projects as jar files, so that they can be included in the EAR 
project of the web service. This is helpful in case of EJB’s exposed as web 
services. 
 

3. Open the deployment editor for the web services module using the context menu. 
4. Click on the exports tab and click on the web service export for which usage 

logging needs to be enabled. The figure shows the example of a credit score 
service export. 

 

 
Figure – Export configuration options in  web service deployment editor 
 



5. Expand JAX-RPC Handler and the service usage logger handler as shown in the 
figure below. 
 

 
Figure – adding a Service Usage Logger JAX-RPC Handler. 
 

6. Specify the configuration parameter for metering as shown in the figure below. 
 

 
Figure – Configuration parameters for Service Usage Logger Handler. 
 
The configuration parameters to be specified are : 
 

a.  serviceName � Name of the service being logged. Please note that this 
service should have been registered in the Registered services database 
(SRVUSGDB). 

b. appServerName �  Application server on which the service is deployed. 
c. usageCount �  Number of usage counts. (For example, aggregate the 

usage parameter in case of composite services.). 
d. userName �  Name of the User. This is an optional initialization 

parameter.  
e. userRole �  Role of the User. This is an optional initialization parameter. 
f. tenantID �  Tenant ID. This is an optional initialization parameter.  



Note: The user information (userName, userRole and tenantID) are extracted 
from the LTPA token, if not explicitly mentioned in the SOAP Handler’s 
initialization parameters. 

 
7. Re-deploy and start the application.  

 
5. Using Application Server Toolkit to enable service usage logging for existing 
applications – for WebSphere Application Server v6.1 web services runtime. 
 
 

1. Open a new workspace in WebSphere Application Server Toolkit (AST) v6.1. 
2. Make sure that the Java Compiler compliance level is set to 5.0 and a target 

runtime environment (WAS v6.1) is configured as shown in step A.1 and A.2. 
3. Switch to J2EE perspective and import the existing web services EAR application 

into this new workspace using File �  Import  �  EAR file. Click Next. 
4. Select the EAR file and the target environment as shown in the figure below. 

AST, tooling will create an EAR project. For illustration purposes, 
Simple.WS.meterEAR.ear is provided in the Downloads section. 

 

 
 

5. Select the WAR files included in this EAR file and click Finish. 
6. The AST Project Explorer creates an Enterprise Application project and 

associated WAR projects. A sample is shown in the figure below. 
 



 
 

7. Copy the ServiceUsageLoggingHandler_WAS61_Local.jar to the WEB-INF\lib 
folder of the WAR module which contains the web service definitions. An 
example is shown in the figure below. 

 

 
 

Note 1: You can use the Ctrl+C and Ctrl+V option provided by Windows 
Explorer to copy – paste the jar file into the lib folder. An alternate way is to use 
the “Import” option from the context menu. 

 



Note 2: Choose the right jar file 
(ServiceUsageLoggingHandler_WAS61_Local.jar or 
ServiceUsageLoggingHandler_WAS61_Remote.jar) depending on the hosting 
topology of the web services environment.  
These jar files include JAX-RPC handler components which invoke the usage 
logging web service.  
ServiceUsageLoggingHandler_WAS61_Local.jar should be used when the 
metered web service is hosted on the same server as the usage logging web 
service. ServiceUsageLoggingHandler_WAS61_Remote.jar should be used when 
the metered web service is hosted on a different physical server than the usage 
logging web service.  
 

 
8. Open the webservices.xml file and click on the Handlers TAB as shown in the 

figure below. 
 

 
 
9. Select the web service and the port for which the usage logging needs to be 

enabled. Click on Add and select the ServiceUsageLoggingSOAPHandler as 
shown in the figure below. Click OK. 

 



 
 
Note: AST v6.1 may not refresh this view, depending on the fix pack level you 
are in. Save the webservices.xml, close it and open it again if you observe this 
behavior. 
 

10. Specify the initialization parameters as shown in the figure below. 
 

 
 
Note that the serviceName should be a registered service for the reference 
implementation and should have “logging” enabled. For more information on 
the initialization parameters, please refer to section 4.6. 
 

11. Save webservices.xml and re-export the EAR application as shown in the figure 
below.  

 



 
 
Note: Observe that the EAR file size has increased because of our inclusion of the 
usage logging SOAP handler jar. 
 

12. Re-deploy the application using the WAS admin console and ensure that the web 
service is running. For more details on how to test web services using the Web 
Services Explorer, please refer to Section 11.  

 

 
 
Note: You can use tools like SOAP Scope, JMeter or Apache Bench to test this 
service and ensure that the JMX service usage logging is storing the usage details 



in the SRVUSGDB database. The database entries can be verified using a DB2 
command prompt and executing the following db2 commands: 
 
db2 connect to SRVUSGDB user <db2admin> using <password> 
db2 select count(*) from SERVICEUSAGELOG 
 

 
6. Configuring multi-tenant usage based metering for DB2 
 

1. To configure a DB2 instance for metering using TUAM, please follow the 
detailed instructions for setting up the TUAM DB2 data collector in the ITUAM 
infocenter at 
http://publib.boulder.ibm.com/infocenter/tivihelp/v3r1/topic/com.ibm.ituam.doc_
7.1/admin_win_dc/t_setting_up_the_windb_db2_collector.html . 
 

2. In order to process the database metering information from the ITUAM job files, 
configure the ITUAM environment variable DEST to a folder on the ITUAM 
server as shown in the code snippet below. This is done in NT_config_par.bat 
present in c:\data\collectors\windb\Data folder where database metering needs to 
be enabled. 
 
rem DEST must be defined. Uncomment and set to 
appropriate value. BE SURE TO INCLUDE 
rem THE "\" AT THE END. 
 
set DEST=\\<ituam_server>\Accounting\rt3\ 
 

3. We will configure data collection for the metric: “number of DB2 logins” and we 
will use different DB2 user ids for different tenants for the database connections 
from the websphere application server. 

 
7. Configuring the LDAP Collector for ITUAM  
 
The LDAP collector generates a Comma Separated Value (CSV) file for the multi-tenant 
user structure present in the Tivoli Directory Server. This CSV file contains the number 
of total users for all the base domain names configured in the LDAP. 
 

1. Unzip the LDAPCollector.zip to a folder in the local file system (Ex: 
c:\LDAPCollector) where Tivoli Directory Server (LDAP) is installed. 

2. Edit the ldapcollector.bat file and set the variables TDS_HOME and 
JAVA_HOME. Examples are shown below. 
 
set TDS_HOME=C:\IBM\LDAP\V6.0\ 
set JAVA_HOME=C:\Java142 
 

3. Run the ldapcollector.bat when report for the number of users for tenant groups is 
needed. (Monthly once, as explained in the scenario). 



 
Note: Alternatively, use the schedulers (Windows Schedulers or cron jobs in unix) 
to run the ldapcollector script (bat/sh). 
 

4. Share this folder on the network, so that the ITUAM job files can pick-up the 
ldapcollector_yyyymmdd.csv files for generating metering and data. In our 
example, we shared the c:\LDAPCollector from LDAP Server to Y: of the 
ITUAM server. 

 
 

8. Optionally, installing the “Service Usage Logging Manager” portlet. 
 

1. Login to the admin console of Portal Server using the administration user ID and 
password. Portal admin console URL is http://<portal_server>:10038/wps/portal. 
 

2. Click on the Launch button at the top left corner and select Administration. 
Expand the Portlet Management link on the left navigation and select Web 
Modules. 

 
3. On the Manage Web Modules page click on the install button which opens a page 

to browse and specify the location of the web archive file 
MeteringScenario_Portlets.war. Click Next. 

 
4. The portal administration window lists the two portlets as shown in the figure 

below. Click Finish to install these portlets to the portal server. 
 

 
Figure – Service Usage Logging Manager and Portal Usage Logging portlets. 

 
5. Logout the administration session. 

 
6. Login to the Virtual Portal for Service Provider using administration user ID and 

password. Service Provider Virtual Portal link is  
http://<portalserver>:10038/wps/portal/serviceProvider. 

 
7. Click on the Launch button at the top left corner and select Administration. Then 

expand the Portlet User Interface link on the left navigation and select Manage 
Pages. 



 
8. Click on context root Service Provider Portal then select Home page. Click on 

New page button to create a new page named “Metering and Logging” on Home 
page. 

 
9. Once this page is created, click on the Edit Page Layout button and add the 

“Service Usage Logging Portlet” and say Done. The service provider 
administrator can access this page to manage the service resources for usage 
logging.  

 
9. Configuring the WebSphere Portal Server virtual portal for metering usage 
 
Virtual portals dedicated to tenants are metered using a hidden portlet on the front page 
of each virtual portal. We use a hidden (blank) portlet called PortalUsagePortlet as 
installed using Step 6.4 in the front page of each virtual portal dedicated to tenants. 
 
This portlet invokes the “logUsage” method of the JMX MBean to meter a usage record 
for the virtual portal. 
 

1. Login to the virtual portal using the administrator user ID and password. 
2. Click on “Administration ” from the drop down list. Click Portal User Interface 

�  Manage Pages. Click on Home page as shown in the figure below. 
 

 
Figure – Adding a hidden portlet to the front page of the virtual portal dedicated to 
First Bank N.A 
 
3. Click on the Edit Page Layout �  Add Portlets. Add the PortalUsagePortlet as 

shown in the figure below. 



 
Figure – PortalUsagePortlet with blank title on the front page of the portal. 
 
This portlet doesn’t have a “title”, as it is intended to be hidden on the front page 
of the virtual portal server. You can search this portlet by “Description” as shown 
in the figure below. 
 

 
Figure – Searching the Usage logger hidden portlet by description 

 
10. Configuring IBM Tivoli Usage and Accounting Manager for metering multi-
tenant service usage 
 
 

a. Configure  rate groups for grouping service usage rates 
 

Rate groups are created in ITUAM in order to group the charges (rate codes) on 
various resources used by tenants. for different tenants. We will create two rate 
groups. First one to store the rate codes for service based billing and the second 
one to store the rate codes for user based billing. 
 
1. Login to the admin console of ITUAM using the administration user ID and 

password. The URL for the administration console on a ITUAM server  looks 
like http://<ituam_server_name>:11052/ibm/console. 

 
2. Navigate to Usage and Accounting Manager �  Chargeback Maintenance 

�  Rate Groups and click New Rate group at the root of the tree structure. 



 
3. Create two rate groups called JivaroBankingServiceRatesApril2008 and 

JivaroBankingUserBasedRatesApril2008 as shown in the figure below. 
 

 
Figure – Creating rate codes for service usage and user based usage metering 
 
Note: These are place holders for grouping the rate codes to be created in the 
subsequent steps. They need not follow the naming convention as explained in 
this step. 

  
b. Configure rate codes for different types of application resources shared between 

multiple tenants 
 

 
1. Login to the admin console of ITUAM using the administration user ID and 

password. The URL for the administration console on a ITUAM server  looks 
like http://<ituam_server_name>:11052/ibm/console. 

 
2. Navigate to Usage and Accounting Manager �  Chargeback Maintenance 

�  Rates and click New as shown in the figure below. 
 

 
Figure – Creating a new rate code using ITUAM administration console 

 



3. Create a rate code for credit score web service usage by the tenant First Bank 
N.A and add them to the rate group: JivaroBankingServiceRatesApril2008. 
 
Enter the following details as shown in the figure below. 

 
Rate Code �  CSS1 
Rate Value �  2 
Description �  Credit Score Service (First Bank N.A) 
Rate Group �  JivaroBankingServiceRatesApril2008 
Resource Conversion �  Multiply by Conversion Factor (Select from the 
dropdown list). 
Conversion Factor �  0.1 
 
 

 
Figure – Creating rate code CSS1 for Credit Score Service for First Bank N.A 
 
Click OK. 



 
4. In a similar manner, create the other rate codes for other shared resources 

using the table shown below. 
 

Rate codes in the JivaroBankingServiceRatesApril2008 rate group. 
 
 

Rate 
Code 

Resource 
Type 

Tenant Resource 
Description 

Rate 
Value 
in $ 

Resource 
Conv. 

Conv. 
Factor 

CSS1 ���������	�� 
�����

�������

��������	���������	��    

CSS2 ���������	�� ��	����
�������

����

��������	���������	���

 
2 Multiply 

by 
Conversio
n Factor 

0.1 

AMS1 ���������	�� 
�����

�������

�		����������������
�����	���

4 Multiply 
by 
Conversio
n Factor 

0.1 

AMS2 ���������	�� ��	����
�������

����

�		����������������
�����	���

4 Multiply 
by 
Conversio
n Factor 

0.1 

CVP1 �������� 
�����

�������

������������������������� 6 Multiply 
by 
Conversio
n Factor 

0.1 

CVP2 ������� ��	����
�������

����

������������������������� 6 Multiply 
by 
Conversio
n Factor 

0.1 

CPS1 ���������	�� 
�����

�������

����������������������	�� � 1 Default - 

CPS2 ���������	�� ��	����
�������

����

����������������������	�� � 1 Default - 

BNK1DB ��������� 
�����

�������

������������
 �!������ � 4 Multiply 
by 
Conversio
n Factor 

0.1 

BNK2DB ��������� ��	����
�������

����

������������
 �!������ � 4 Multiply 
by 
Conversio
n Factor 

0.1 

 
Rate codes in the JivaroBankingUserBasedRatesApril2008 rate group. 



 
 

Rate 
Code 

Resource 
Type 

Tenant Resource 
Description 

Rate 
Value 
in $ 

Resource 
Conv. 

Conv. 
Factor 

USERCN
T1 

"����������
������ ���
!���#��


�����

�������

��#� ��� "����������
���������� $� 
����� 
����
���

20 Default - 

USERCN
T2 

"����������
������ ���
!���#�

��	����
�������

����

��#� ��� "����������
���������� %� ��	����
�������
����

20 Default - 

 
 

c. Configuring account codes for each tenant  
 

ITUAM uses account codes for identifying entities for billing and reporting for 
clients. We use an account code to aggregate usage data for tenant specific usage 
of different types of resources. The following steps describe how to create 
account codes for each tenant organization using ITUAM administration console. 
 

1. Using the ITUAM administration console, navigate to Usage and 
Accounting Manager �  Chargeback Maintenance �  Clients and click 
New. 

2. Create an account code called FB1 for charging First Bank N.A based on 
the individual services used by the bank. Enter the following fields as 
shown in the figure below. 
 
Account Code �  FB1 
Account Name �  First Bank N.A Tenant Account 
 

 
Figure – Creating account code for First Bank N.A 
 

3. Click on “Budgets” button and add the rate codes by clicking the root 
element and then selecting “Add Resource Budget”. These rate codes are 



explained in Step 8.a. For First Bank N.A add the rate codes AMS1, 
BNKDB1, CPS1, CSS1, CVP1 as shown in the figure below. 

 

 
Figure – Rate codes for FB1 account code 
 

4. In a similar manner create the following account codes and their 
associated rate codes. 

 
Account 
Code 

Account Name Rate Codes (Resource 
Budget) 

FB1 First Bank NA Tenant 
Account. 

AMS1, BNK1DB, CPS1, 
CSS1, CVP1 

FB2 No. of Registered Customers 
Account code for First Bank 
N.A 

USRCNT1 

SB1 Second Canada Bank Tenant 
Account 

AMS2, BNK2DB, CPS2, 
CSS2, CVP2 

SB2 No. of Registered Customers 
Account code for Second 
Canada Bank. 

USRCNT2 

 
 

d. Configuring users groups and users 
 

1. Using the ITUAM administration console, navigate to Usage and 
Accounting Manager �  System Maintenance �  User Groups and 
click New User group at the root of the tree structure. 

2. Create a user group for the Service Provider users called Service Provider 
Group with Group ID SPGROUP as shown in the figure below.  



 

 
Figure – Creating user groups for service provider users. 
 

3. Similarly create administrator’s group for each tenant banks. 
i. Bank1 Admin Group with Group ID BANK1GRP 

ii. Bank2 Admin Group. with Group ID BANK2GRP 
4. Click on Usage and Accounting Manager �  System Maintenance �  

Users and click on New. Create the following users with their respective 
user groups. 

·  Adam Nelson – Bank1 Admin Group – First Bank NA 
administrator 

·  Sandy Carter – Bank2 Admin Group – Second Canada Bank 
administrator 

·  Sam Peters – Service Provider Admin – Service Provider  
 

5. Using the “User Groups” tab, expand Bank1 Admin Group �  Clients 
Allowed. Add the account codes FB1 and FB2 to this group. 

6. Similarly, add SB1 and SB2 account codes to Bank1 Admin Group. The 
following figure shows the clients allowed for the client administrator’s 
group. 
 



 
Figure – Clients allowed for tenant administrator groups 
 

e. Configuring Report Groups and Reports 
 

In this step, we configure various groups of reports that the service provider 
administrator can generate for tenant organizations.  
 
1. Using the ITUAM administration console navigate to Usage and Accounting 

Manager �  System Maintenance �  Report Groups and click New Report 
Group at the root of the tree structure. 

2. Create two report groups with the following names. 
a. Service Resource Usage & Billing Reports 
b. User Based Billing and Reports 

3. Navigate to Usage and Accounting Manager �  System Maintenance �  
Reports and click on New to create a new report. Create a new report for 
fetching detailed service usage report for First Bank N.A as shown in the 
figure below. 
 
Name: Detailed Service Usage Report (First Bank NA) 
File:  RDRIR001.rdl 
 



 
Figure – Creating report for First Bank N.A using ITUAM admin console. 
 

4. Similarly, create other reports as per the table shown below. 
 
Sl. 
No. 

Report Name File 

1 Detailed Service Usage Report (First Bank 
NA) 

"�"&"''(#����

2 Detailed Service Usage Report (Second 
Canada Bank ) 

"�"&"''(#����

3 Service Usage Billing Invoice (First Bank NA) ")*��''(#����

 
4 Service Usage Billing Invoice (Second Canada 

Bank) 

")*��''(#����

 

5 Service Usage & Billing Report (First Bank 
NA) 

�&���'' #����

6 Service Usage & Billing Report (Second 
Canada Bank) 

�&���'' #����

7 User Based Billing Invoice (First Bank NA) ")*��''(#����

 
8 User Based Billing Invoice (Second Canada 

Bank) 

")*��''(#����

 

9 No. of Regd. Customers (First Bank NA) "�"&"''(#����

10 No. of Regd. Customers (Second Canada 
Bank) 

"�"&"''(#����

 
5. Using the “Report Groups” tab, click on Service Resource Usage & Billing 

Reports to open the context menu as shown in the figure below. 
 



 
Figure – Adding reports to report groups using ITUAM admin console 
 

6. Click on Add Reports to Report Group and add the following Reports to 
Service Resource Usage and Billing Reports. 
 

a. Detailed Service Usage Report (First Bank NA) 
b. Detailed Service Usage Report (Second Canada Bank) 
c. Service Usage Billing Invoice (First Bank NA) 
d. Service Usage Billing Invoice (Second Canada Bank) 
e. Service Usage & Billing Report (First Bank NA) 
f.  Service Usage & Billing Report (Second Canada Bank) 
 

7. Similarly, add the following reports to User Based Billing and Reports. 
 

a. No. of Regd. Customers - (First Bank NA) 
b. No. of Regd. Customers (Second Canada Bank) 
c. User Based Billing Invoice (First Bank NA) 
d. User Based Billing Invoice (Second Canada Bank) 

  
 

e. Configuring the ITUAM Job files 
 

A job file in ITUAM is an XML file that defines the data collection and 
processing. The job file definitions include the applications that you want to 
collect usage data for and the location of the applications. The job file also defines 
the conversion file to be used to convert the data and the other Usage and 
Accounting components required to process the data and load it into a database. In 
order to configure the Job files for this scenario: 
 
1. Unzip the MeteringScenarioJobs.zip to a local folder on the ITUAM server. 

(Example: c:\MeteringScenarioJobs). 
2. Using the ITUAM administration console, navigate to Usage and Accounting 

Manager �  Job Runner ��� �  Job Files. Click on New. Enter the path for the 
job file as shown in the figure below. 
 



 
Figure – Creating a new job file in ITUAM administration console 
 
Click OK. 
 

3. In a similar manner, create all the other job files, as shown in the table below. 
 

Job File Name Purpose 
Bank1DB2Job.xml Collect DB2 usage data for bank1 
Bank2DB2Job.xml Collect DB2 usage data for bank2 
Bank1ServicesJob.xml Collect WebService Usage data for bank1 
Bank2ServicesJob.xml Collect WebService Usage data for bank2 
Bank1TDSJob.xml Collect user count data from LDAP for 

bank1 user based billing 
Bank2TDSJob.xml Collect user count data from LDAP for 

bank2 user based billing 
 
4. You can click on Validate from the Job Runner tab to make sure that the 

ITUAM has imported these job files successfully as shown in the figure 
below. 

 

 
 
Figure – Validating the ITUAM job files using the administration console. 
 

5. These job files can be run manually or can be scheduled. For more 
information on scheduling of these jobs, please refer to the infocenter at 
http://publib.boulder.ibm.com/infocenter/tivihelp/v3r1/topic/com.ibm.ituam.d
oc_7.1/admin_processing/c_data_processing_architecture.html 

 
 
     f. Generating and Publishing usage and billing reports to tenant administrators 
 



 
In order to generate usage and billing reports, a service provider administrator 
(Sam), uses the ITUAM report server to generate and publish reports that are 
specific to tenants. 
 
a) Login to ITUAM report server using the user credentials for Sam Peters. 

Please refer to Step 8.c for creating users and groups. The ITUAM report 
server can be accessed by URL http://<ituam_server_name>/TUAM/ 

b) Click on Reports �  Run Reports. As Sam Peters is one of the 
administrators, he can view the report groups and reports as shown in the 
figure below. 
 

 
Figure – Reports that can be generated by the Service Provider Administrator 
 

c) Enter the search criteria to select the tenant bank’s account codes and date 
range as expected by different reports. These fields are guided by the report 
file type that we selected in Step 8.d. An example report generated for First 
Bank N.A is shown in the figure below. 

 

 
Figure – Detailed Service Usage Report for First Bank N.A 

 



d) Use the “Publish” link on the right hand top corner of this page to publish this 
report to First Bank N.A administrator user group. Choose the BANK1GRP 
from the drop down list to make sure that the First Bank N.A administrator 
can see this report as shown in the figure below. 
 

 
Figure – Publishing the reports to BANK1GRP user group. 
 

e) Similarly, publish the reports required by First Bank N.A and Second Canada 
Bank to BANK1GRP and BANK2GRP respectively. 

f) The published reports can be seen by the tenant administrators by logging 
onto the ITUAM report server and selecting Reports �  Published Reports. 
The following diagram shows the published reports for First Bank N.A 
administrator Adam Nelson. 

 

 
Figure – Published reports for First Bank N.A administrator 

 
11. Testing the Credit Score Web Service with WebSphere Application Server 
Toolkit v6.1 
 



Web services can be tested in multiple ways. In this section we describe how to use 
WebSphere Application Server Toolkit v6.1 to test the credit score web service. 
 

1. Open a new workspace in WebSphere Application Server Toolkit v6.1. 
2. Create a Simple project TestCreditScore_webservice. 
3. In order to test the web service, we need the WSDL files along with the 

interface and input/output business object definitions. Extract these service 
definition files packaged in CreditServices_ThirdParty_ClientGenerator.zip to 
a temporary folder. 

4. Import all the files from this temporary folder to TestCreditScore_webservice 
project created in step 2 using File �  Import  �  File System. 

5. Right click on the imported WSDL and select Web Services �  Test with 
Web Services Explorer from the context menu. 

6. A WSDL navigator with available operations are listed by the Web Services 
Explorer as shown in the figure below. 
 

 
Figure – Web Services Explorer in WebSphere Application Server Toolkit  

 
7. Add the socialSecurityNumber parameter required for retrieving the Credit 

Score. 
8. Upon selecting the correct endpoint on which the service is installed, click 

“Go”. 
9. The web services response is displayed in the “Status” tab as shown in the 

figure below. 
 



 
Figure – Credit Score Web Service Response. 

 
 
12. Downloads 
 
Sl.No. File Name Description 
1. UsageLogging.jar (WAS/WPS v6.1) JMX Usage Logging Custom 

Service Component 
2.  JMX_Logging_Component_ 

developmentWorkspace_20080812.zip 
JMX Service Usage Logging 
Project workspace for 
WebSphere Integration 
Developer v6.1 and 
Application Server Toolkit 
v6.1 

3. ServiceLogger_v2.ddl DDL for creating the Service 
Usage Logging Database on 
DB2 

4. ExpoThirdParty_for_FirstBankNA_PI.zip 
ExpoCreditScore_Tenant1.ear 

Expo Third Party Credit 
Score Service for First Bank 
N.A 

5. ExpoThirdParty_for_SecondCanadaBank_PI.zip 
ExpoCreditScore_Tenant2.ear 

Expo Third Party Credit 
Score Service for Second 
Canada Bank (Tenant2). 

6. MeteringScenarioJobs.zip Metering Scenario Job files 
7. LDAPCollector.zip LDAP Collector for ITUAM 
8. MeteringScenario_Portlets.war Service Usage Logging 

Manager and Virtual Portal 
Metering Hidden Portlet 
Web Archive 

9. CREDIT_SCORE.ddl DDL for creating Credit 
Score Database. 



10. Tenant_Banks_LDAP_Structure.ldif LDIF file for creating a 
multi-tenant LDAP user tree. 

11. CreditServices_ThirdParty_ClientGenerator.zip Client generator for testing 
the credit score service 
endpoints. 

12. Simple.WS.meterEAR.ear Simple Web Services EAR 
file used with WebSphere 
Application Server Toolkit 
v6.1 

   
 

 
 
 



12.Configuring WebSphere Community Edition to run the Bank Portal and the 
Usage Logging MBean 
 
 
The following products are required to be installed in order to run the Bank portal, the 
Usage Logging  MBean and the Usage Logging manager portlet on  WebSphere 
Community Edition. 
 
Throughout the rest of this section the directory  referred to as unzip_dir  is the folder in 
which you unzipped the download file ituam-saas-demo-wasce-1.0-bin.zip 
 
 

Product Where to get it Notes 

OpenLDAP  http://www.openldap.org/software/download/ OpenLDAP is available for 
download in source code only. 
However the binary version  is 
usually packaged with most Linux 
distros.  If you're using Linux, check 
your distro's documentation to see if 
OpenLDAP is available in binary 
form and follow the instructions for 
installing it. OpenLDAP is not 
typically used on Windows and  it 
has not been tested extensively on 
Windows. See 
http://www.openldap.org/faq/d
ata/cache/300.html for 
instructions on building OpenLDAP 
for the Cygwin environment.  

WebSphere Application 
Server Community Edition 
2.0.0.1 

http://www.ibm.com/developerworks/downlo
ads/ws/wasce/ 

Installation instructions are available 
at the download site. You can 
accept the defaults during 
installation.  

Eclipse Ganymede or 
Europa  for J2EE 
Developers 

http://www.eclipse.org/downloads/ Used for invoking the Credit Score 
Service to test the usage logging 
scenario 

 
Setting up the Operating System 
 

1. Resolve virtual hosts 
 

a) Edit the hosts file on your operating system (/etc/hosts on Linux, 
WINDOWS_HOME/system32/driver/etc/hosts on Windows) 
 

b) Add hostnames used in demo to the entry for localhost as shown below 
 
 
 127.0.0.1 localhost bank1.com  spadmin.com 

 



c) Save the hosts file 
 

 
Setting up DB2  
 
You can use the same installation of DB2 that you used  for ITUAM 
 

1. Get a DB2 Command line environment 
 

a) For Linux enter su db2inst1 – from a terminal window  
For Windows enter db2cmd from the Run prompt or from a Command 
Window 
 

2. Create the databases and populate them 
 

a)  From the DB2 Command Window enter the following commands (in sequence) 
where unzip_dir  is the folder in which you unzipped the download file  
 
db2 create db SAASDB     note: this command will take a few minutes 
db2 connect to SAASDB 
db2 tvf /unzip_dir/db2/saasdb.ddl 
db2 connect reset 

                          db2 create db CREDHIST 
            db2 connect to CREDHIST 
            db2 -tvf /unzip_dir/db2/csdb.ddl 
  

 
 

Setting up OpenLDAP 
 
 
There is a configuration file called  slapd.conf  used by OpenLDAP. This file is located 
in different folders on different flavors of UNIX and Linux. Before starting make sure 
that you know where this file is  on your system by doing a search or consulting the 
OpenLDAP documentation for your operating system. For example, on Red Hat the 
configuration file is /etc/openldap/slapd.conf on Ubuntu the file is /etc/ldap/slapd.conf 
 
Another operating system specific piece of information is how to start and stop the 
OpenLDAP daemon.  Enter the command man slapd from a terminal window or consult 
the OpenLDAP documentation for your operating system for the precise instructions.  
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ldapadd -x -D “cn=admin,dc=bank1,dc=com” -W -f 
/unzip_dir/ldap/bank1.ldif 

 
����������� ldapadd -x -D “cn=admin,dc=bankingserviceprovider,d c=com” -W 
            -f /unzip_dir/ldap/spadmin.ldif   
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��  Copy all the jar files from the /unzip_dir/shared-lib folder to 

WASCE_HOME/var/shared/lib where WASCE_HOME is the WebSphere 
Community Edition install directory�
�

2. Start  OR Restart WebSphere Application Server Community Edition 
 
a) On Windows select All  Programs > IBM WebSphere > Application Server 

Community Edition > Start the server from the Start menu to launch the server. 
 
On Linux open a terminal window and go to the /WASCE_HOME/bin folder where 
WASCE_HOME is the installation folder for WebSphere  Application Server  
Community Edition. Run the following command 
 
 ./startup.sh  
 

b) Launch your browser and go to http://localhost:8080/console to launch the 
Administration Console 
 



c) Login using system  as the user id and manager as the password 
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b) Select Expert User in the Installed System Modules  portlet as shown below 
 



 
 

c) ����� org.apache.geronimo.configs/myfaces/2.0.1/car and 

 org.apache.geronimo.configs/myfaces-deployer/2.0.1 /car  by clicking on the Stop  
links shown below in the Installed System Modules portlet 
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a) In the Admin Console click on Common Libs under Console Navigation 
b) Click  on the Browse button next to the File text field  
c) Select the file /unzip_dir/ibm-faces/ibm-faces-jars-1.0.jar 
d) Enter com.ibm.faces in the Group field 
e) Click on Install 

 
3. Install DB2 JDBC drivers 

 
a) Copy the DB2  JDBC drivers from your DB2 9.5 installation (note: on Linux 

default DB2 home folder is /opt/ibm/db2/9.5 on Windows it is C:\Program 
Files\IBM\SQLLIB ). The files are DB2_HOME/java/db2jcc.jar  and 
DB2_HOME/java/db2jcc_license_cu.jar  

 
b) In the Admin Console click on Common Libs under Console Navigation 

 
c) Click  on the Browse button next to the File text field  

 
d) Select the file db2jcc.jar 

 



e) Enter com.ibm.db2 in the Group field 
 

f) Enter db2jcc in the Artifact field 
 

g) Enter 9.5 in the Version field 
 

h) Click on Install  
 

i) Click  on the Browse button next to the File text field  
 

j) Select the file db2jcc_license_cu.jar  
 

k) Enter com.ibm.db2 in the Group field 
 

l) Enter db2jcc in the Artifact field 
 

m) Enter 9.5 in the Version field 
 

n) Click on Install 
 

4. Install the Database Pool for the Credit Score service. 
 
a) Edit the the file /unzip_dir/plans/csdbpool.xml  and enter the appropriate 

values for the CREDHIST  database you created earlier. Modify the config-
property-settings for database user, password, host and port number to match 
the DB2 server where you installed the database. Save the file when you're 
done. 
 

b) In the Admin Console click on Deploy New under Console Navigation 
 

c) Click  on the Browse button next to the Archive text field  
 

d) Select the file WASCE_HOME/repository/org/tranql/tranql-connector-db2-
xa/1.1/tranql-connector-db2-xa-1.1.rar  where WASCE_HOME is the 
WebSphere Community Edition install directory 
 

e) Click on the Browse button next to the Plan text field  
 

f) Select the file /unzip_dir/plans/csdbpool.xml 
 

g) Click on Install 
 

5. Install the Database Pool for the Banking Portal 
 
a) Edit the the file /unzip_dir/plans/bkdbpool.xml  and enter the appropriate 

values for the  SAASDB database you created earlier. Modify the config-
property-settings for database user, password, host and port number to match 



the DB2 server where you installed the database. Save the file when you're 
done. 
 

b) In the Admin Console click on Deploy New under Console Navigation 
 

c) Click  on the Browse button next to the Archive text field  
 

d) Select the file WASCE_HOME/repository/org/tranql/tranql-connector-db2-
xa/1.1/tranql-connector-db2-xa-1.1.rar  where WASCE_HOME is the 
WebSphere Community Edition install directory 
 

e) Click on the Browse button next to the Plan text field  
 

f) Select the file /unzip_dir/plans/bkdbpool.xml 
 

g) Click on Install 
 

6. Install  the  Security Realm for the Banking Application Portal 
 
a) In the Admin Console click on Deploy New under Console Navigation 

 
b) Click on the Browse button next to the Plan text field  

 
c) Select the file /unzip_dir/plans/bank1-realm.xml 

 
d) Click on Install 

 
7. Install  the  Security Realm for the Service Provider Portal 

 
a) In the Admin Console click on Deploy New under Console Navigation 

 
b) Click on the Browse button next to the Plan text field  

 
c) Select the file /unzip_dir/plans/spadmin-realm.xml 

 
d) Click on Install 

 
8. Install the Usage Logging GBean 

 
a) Edit the file /unzip_dir/plans/usage-logging-gbean.xml and enter the 

appropriate values for the  SVRUSGDB database you created earlier. Modify 
the attributes for database user, password, host and port number to match the 
DB2 server where you installed the database. Save the file when you're done. 
 

b) In the Admin Console click on Deploy New under Console Navigation 
 

c) Click  on the Browse button next to the Archive text field  



 
d) Select the file /unzip_dir/installable-files/usage-logging-gbean-1. 0.jar 

 
e) Click on the Browse button next to the Plan text field  

 
f) Select the file /unzip_dir/plans/usage-logging-gbean.xml  

 
g) Click on Install 

 
9. Install  the Credit Score Service 

 
a) In the Admin Console click on Deploy New under Console Navigation 

 
b) Click  on the Browse button next to the Archive text field  

 
c) Select the file /unzip_dir/installable-files/credit-score-service-war-1.0.war 

 
d) Click on Install 

 
10. Install the Web Services used by the Banking Portal 

 
a) In the Admin Console click on Deploy New under Console Navigation 

 
b) Click  on the Browse button next to the Archive text field  

 
c) Select the file /unzip_dir/installable-files/webservices-ear-1.0.ear 

 
d) Click on Install 

 
11. Install the  Banking Portal 

 
a) In the Admin Console click on Deploy New under Console Navigation 

 
b) Click  on the Browse button next to the Archive text field  

 
c) Select the file /unzip_dir/installable-files/portal-bank1-ear-1.0.ear 

 
d) Click on Install 

 
12. Install the  Service Provider Admin Portal 

 
a) In the Admin Console click on Deploy New under Console Navigation 

 
b) Click  on the Browse button next to the Archive text field  

 
c) Select the file /unzip_dir/installable-files/portal-spadmin-ear-1.0.ear 

 



d) Click on Install  
  
 

 
Testing the  Usage Logging  
 
The portals are now available at the following URLs: 
 
Bank 1 – http://bank1.com:8080/bank1apps/portal 
 
Service provider–http://spadmin.com:8080/spadminapps/portal 
 
Below is login information for the portals 
 
Portal userid password 

Bank 1 Portal b1u1 b1u1b1u1 

Service Provider Portal spadmin spadminspadmin 
 
 

1. Register the Services and enable them for usage logging 
 

a) Open the Service Provide Portal in your browser using the following URL 
http://spadmin.com:8080/spadminapps/portal 
 

b) After logging in, register two  new services with the following attributes by 
clicking the Register button 

 
 

Service Name Descr LogType Tenant ID EnableLogging AppServerName 

CreditScoreService  DB 001 yes WASCE2.0 

CustomerVirtualPortal  DB 001 yes WASCE2.0 
 

2. Test the Customer Virtual Portal logging 
 

a) Open the Bank Portal in your browser using the following URL 
http://bank1.com:8080/bank1apps/portal 
 

b) Login in to the portal. 
 

c) Wait for 25 seconds and then verify that a new entry was created in the 
ServiceUsageLog table of the SRVUSGDB database. 
 

3. Testing the Credit Score Service logging 
 



a) Start your Eclipse IDE on with a workspace of your choice 
 

b) Once in Eclipse start the Web Services Explorer by selecting  Run->Launch the 
Web Services Explorer from the Eclipse menu. 
 

c) Either an internal Eclipse browser or your external browser will be launched 
depending on how Eclipse is configured. The Web Services Explorer defaults to 
the UDDI view. Click on the icon at the top right as shown below to get the 
WSDL view  
 

 
 



d) 
Click on WSDL Main  at the left to get the WSDL dialog at the right. 
 

e) Enter the URL for the Credit Score Service's WSDL . The URL is 
http://localhost:8080/jaxrpc-creditscore/getcreditscore?wsdl  Click on Go 
 
 
 

f) Click on the link for the getScore operation 
 

g) Enter 001  as the tenantId and 11122233  as the Social Security Number and click on 
Go 
 



 
 
 
 

h) A credit score should be return in the Status  area. 
 
 

i) Wait for 25 seconds and then verify that a new entry was created in the 
ServiceUsageLog table of the SRVUSGDB database. 


