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Welcome to the IBM Software-as-a-Service demonstration seriesslsehes, we will
demonstrate a set of architectural patterns exploiting featuredimiigidleware to build
software-as-a-service solutions.

In this demo, we will describe how organizations can apply a mediation proxy pattern to
mediate between SaaS consumers in different departments of a company aie &fult
party or internal service providers.

We will show how the central IT department of an organization can offer arydgist
departmental consumers to:

search for services from multipl& party service providers
enforce regulatory compliance and
meter the usage of*party services for chargeback.

We will use WebSphere DataPower SOA appliance, WebSphere ServicstsyRauil
Repository and Tivoli Usage and Accounting Manager to implement the scenario



Mediated Credit Check service for departmental SaaS Consumers
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In the scenario we focus on two JK Financial employees, Susan from the Crddit Ca
department and Larry from the Loan Processing department. Susan andredyoth
looking for a credit score service for their business processes.

Mary from the central IT department is responsible for IT regulatamyptiance issues
for the organization. Mary wants to ensure that Susan and Larry will usesoet
service providers who have controls in place to enforce compliance to regulator
standards. She identifies service providers that comply to regulatory stamteatiss
proxy services for those providers, create an internal registry for thoseeseso Susan
and Larry can find them, and finally audits and meters the use of those services.

<LIVE WSRR>

This is the internal service registry for JK Financials.

Susan and Larry both search the internal services registr{f foary credit score
services. From the list of service providers returned, they both select Expothierom
service details, they find the special price negotiated by the cEBnttapartment with
the Expo credit score service provider. They also find Mary’s contact infamati



Mary configures the internal mediation proxy layer to forward requests et 1
from departmental processes to 3 party service providers \
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In order to provide the Expo credit score service to both the credit card requess proces
and loan approval process, Mary adds two departments to the mediated proxy credit score
service layer.

She provides the WSDL definitions for the mediated proxy credit score serviceatdo Sus
and Larry. She also provides a web services client side handler component @ injec
department ID into the context of the service requests to this credit sooce se

<LIVE>

Susan now modifies the Credit Card BPEL process to invoke the Central IT coedit sc
service at the endpoint on port 9333. She also adds the handler component into the
process.

She tests the modified Credit Card BPEL and verifies that the credit sqomrided by
the Expo credit score service provider.

Similarly, Larry modifies the Loan Approval BPEL process to invoke therater

mediated credit score service endpoint on port 9333 (the same as Susan’s process). He
tests the modified Loan Approval BPEL process and verifies that the scedit is also
provided by Expo.

<TUAM recording>

After the modified departmental processes are put into production, Mary usasga bil
and reporting server to generate monthly usage information.



She generates a detailed usage report and observes that Susan’s crechiteasihg
department has used the third party service 100 times and hence is charged $20.

She exports this billing report as an Excel attachment and sends it to Susan.

Similarly, a report generated for the Loan Processing department showsetbeedit
score service has been used 50 times and hence resulted in a charge of $10.

<<Technical>>

Now, we will demonstrate the detailed steps followed by Mary to implement the
mediated proxy services for departmental consumers.
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In the first step, Mary configures an internal service registry uslagSphere Services
Registry and Repository (WSRR). Next, she creates a Web Service Proxy in a
WebSphere SOA DataPower appliance to receive requests from the twondepsdnd
route them to external service providers while enforcing security polmiesitiiting and
message confidentiality. Finally, she adds a metering function using Tisa¢jdJand
Accounting Manager (TUAM).

Stepl.

In the first step, Mary creates an internal service registry usi@BRV She creates a
concept for each credit score service provider. For example, for the Expo Service



Provider she creates the ExpoCheckCreditScore concept. She defines a custom
relationship to this concept called “serviceDocuments”. This relationshipiaesoihe
service provider concept to the WSDL documents for the service. Next, stieesetiie
repository for Expo Credit Score WSDL files (which have been added previously) and
adds the latest version to this relationship.

Step2.

<3:30>

Next, Mary configures a web service proxy using the web console for WeleSphe
DataPower XI 50 appliance. She integrates the datapower web service ftotyew
service registry by subscribing to the ExpoCheckCreditScore concept in VEBBR.
configures the web service proxy to poll the WSRR-based service regstry, t
synchronize any changes to the WSDL documents for the Expo Service Provider.
<3;44>

She defines a front side handler in the web service proxy to accept SOAP over HTTP
requests on port 9333.

<4.01>

She defines a policy with request and response rules which dictate how the web servi
proxy routes the credit score service requests and performs additional opdileions
metering, auditing and message confidentiality.

<4:10>

In order to specify the department ID for metering, she adds a custom XSL
transformation in the request rule. This transformation extracts the depalirfeom

the web service context of incoming requests and stores it temporarily irpawata
context variable called departmentID. This request is then routed to the Expoayeslit s
service endpoint address retrieved from the WSDL file stored in WSRR.

<4;18>

For message-level confidentiality needs, Mary configures the requett rierypt the
SOAP request sent to the Expo Service Provider using the Expo Public Key.

<4:36>

For metering, she adds a custom XSL transformation and a log action in the regfgnse r
to use a context variable called DepartmentID to log department-spesafje of the
mediated proxy web service.

<4:41>

For auditing, Mary adds a custom XSL transformation and a log action to invoke an
external web service for storing the audit records. The audit records includentheina
the department, the name of tHi’e[ﬂarty web service, the timestamp and other sensitive
information like social security number that was sent to theaBty.

Step 3.



Add metering using TUAM
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Next, Mary adds a metering function using Tivoli Usage and Accounting Mahgge

using a service usage data collector and configuration steps which are desaibed br
here.

For more details on the TUAM configuration step please see our earlier demo on usage
based metering of multi-tenant web services using Tivoli Usage and Actgpunt

Manager.

Conclusion



Conclusion

A mediation proxy service for departmental SaaS
consumers can allow the Central IT department to :

— Provide metering and chargeback &
— Enforce regulatory compliance

An internal mediation proxy layer for SaaS can be
implemented using

— WebSphere SOA DataPower appliances
— WebSphere Service Registry and Repository
— Tivoli Usage and Accounting Manager

In conclusion, we have shown how the central IT department can mediate between
departmental service consumers aficharty SaaS service providers to attain benefits
such as better IT controls for regulatory compliance and chargeback tolinterna
departments. We demonstrated how a WebSphere Datapower SOA appliance,
WebSphere Services Registry and Repository and Tivoli Usage and AccountingeMana
can be used to build mediated proxy services for departmental consumers.
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IBM has innovative resources and programs to help you manage change & become
relevant in the Software as a Service market. Whether you're an ISiénSgegrator

or Reseller, we can provide education, support and benefits to help you grow revenue and
differentiate yourself.

The first step will be to join the SaaS community. You will automatically bedwate
of new Saas technical benefits and workshops and get the enablement help that you need
to transform your application for delivery in the IBM Software as a Servicelmode

Then, as a member of IBM SaaS community, you can register at the VArtoahtion
Center (VIC) where you will get personalized access to product support aradieadltc
help build your Software as a Service knowledge and skills.

As an Advanced level member of PartnerWorld, you have the opportunity to gain access
to additional marketing and sales support by qualifying for the SoftwarSawige
(SaaS) specialty.

For more information, Visit our main site at www.ibm.com/partnerworld/saas.



