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Hi everybody. My name is Jeff Miller and I'd like to welcome you to another on demand demo from the IBM ISV and Developer Relations, Worldwide

Developer Skills Program. In this session we're going to discuss and demonstrate JAAS authentication, along with how Java 2 security policies
enable JAAS.
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All that JAAS

= Java Authentication and Authorization Service

= Java implementation of the
Pluggable Authentication Module (PAM) framework

= Allows applications to authenticate and authorize
independently from the underlying technology (userlD/pwd,
smart card, biometric, etc.)

= Before JAAS

» Java authentication was based only on digitally signed methods and
classes executing in the Java runtime

» Could not authorize based on the principal making a request to access a
resource, only on the code being used or where it came from

After JAAS we can authenticate based on who is executing the
code
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JAAS, the Java Authentication and Authorization Service, provides both authentication and authorization for the execution of Java code. The actual
authentication mechanism is pluggable and thus extremely flexible. JAAS service providers implement technology-specific authentication modules
that are loaded based on a configuration. The modules provide the same SPI to the application regardless of the underlying technology. JAAS is
part of JSE, the Java Platform Standard Edition.

Before JAAS, Java SE security was based on Java 2 security. There was no way to base authorization decisions on who was executing the code.
JAAS adds the "who" to the authorization decision.
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JAAS - page 2

= Two JAAS classes that are common to both authentication
and authorization are

* The javax.security.auth.Subject class

» A group of related entities around a user, a group, an app.
» Associated with the source of a request

= When authenticated, the Subject is populated with one or
more java.security.Principal objects

» ldentities associated with credentials of various types

» E.Q. a person’s social security number, their name, their employee
number, a digital certificate, each distinguishing the user
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There are two JAAS classes common to authentication and authorization. A Subject represents a grouping of related information for a single entity
like a person. Such information includes the Subject's identities, or "Principals,” as well as the Subject's security-related attributes like passwords and
cryptographic keys, called "credentials." Besides user-identifying data, a credential can also contain information that allows a subject to perform
specific activities. This type of credential might be a cryptographic key that allows the Subject to sign or encrypt data, for example. In fact, any class
can be a credential, so there is no specific credential class in JAAS.
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JAAS authentication classes and files

= LoginContext

= Configuration (file)
= LoginModule

= CallbackHandler

= Callback

= Policy file
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Let's look at the main JAAS authentication classes. These are the LoginContext, the Configuration, the LoginModule, the CallbackHandler, and the
Callback classes. We'll also use a Java 2 Policy file in this demonstration.
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JAAS authentication classes and files

= LoginContext

= Configuration (file)
= LoginModule

= CallbackHandler

= Callback

= Policy file
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We'll start with the LoginContext.
[Show DemoClient sample code]




import ...,

public c¢lass DemoClient
{
public static void main(String argv[])
{
// Create the Login context passing the desired
// configuration and callbackhandler

LoginContext ctx = null;
try {
ctx = new LoginContext ("AnimalLogin',

new DemoCallbackHandler () ),
} catch{(LoginException le) {

} catch(SecurityException se) {

.

}

// Perform the login
try {
ctx. login()
} catch{LoginException le) {

.y

}

// Success Now just quit
system.out.println("Anthentication succeeded. ™) ;
System.exit (-1);
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Here is the JAAS client application that we'll use in this demonstration. The LoginContext class is an application's entry point into JAAS
authentication. The LoginContext is instantiated by the application and uses a LoginModule for the basic methods to authenticate Subjects. The
LoginContext decides which LoginModule to load based on a Configuration whose name is passed by the application. The LoginContext reads the
Configuration and loads the appropriate LoginModules. The application also passes a CallbackHandler to the LoginContext. Then the application
simply calls login() on the LoginContext and authentication is performed.

In our simple client the LoginContext is passed "AnimalLogin" as the configuration name and DemoCallbackHandler as the type of CallbackHandler.
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JAAS authentication classes and files

= LoginContext

= Configuration (file)
= LoginModule

= CallbackHandler

= Callback

= Policy file
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AnimalTLogin {
AnimalLoginModule required;

L
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[show DemoConf code]

A Configuration specifies LoginModules for application login. It's usually a separate file but it can be from a database. It allows different
LoginModules to be plugged in without requiring any modifications to the application or LoginContext code itself. Here we see that the AnimalLogin
configuration specifies only the AnimalLoginModule.

Later when we run the demo client application we'll specify which Configuration file to use with the command line parameter

Djava.security.auth.login.config=demo.conf

The configuration file need not be in the same directory as the code but it is in this demonstration for simplicity.
Text Captions: -Djava.security.auth.login.config=demo.conf
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JAAS authentication classes and files

= LoginContext

= Configuration (file)
= LoginModule

= CallbackHandler

= Callback

= Policy file
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import ...,

public c¢lass AnimalLoginModule implements LoginModule {
private Subject subject;
private DemoPrincipal principal;
private CallbackHandler callbackhandler;
private static final int HOT OK = 0;
private static final int OK - =1;
private static final int COMMIT 2,
private int status;

// setup the subject, CallbackHandler, and options
public void initialize(Subject subject,
CallbackHandler callbackhandler,
Map state, Map options)

status = HOT OK;

principal = Hull;

this.subject = subject;

this.callbackhandler = callbackhandler;
}

// Do the actual login
public boolean login() throws LoginException
{

// Validate CallbackHandler

oy

// Create a new WameCallback with the user prompt
Callback callbacks[] = new Callback[1];
callbacks[0]
= new HameCallback({"Is your favorite animal a " +
"dog or a cat [Dog | Cat]?");
String name = null;

try {
// Prompt user wia the callbackHandler. handle()
callbackhandler.handle(callbacks) ;
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[show LoginModule sample code]

The LoginModule is implemented by a JAAS authentication provider.




public olass AnimalloginModuls implements Loginkoduls §
privats Subject subject
private DemoPrincipal principal
private CallbackHandlar callbackhandlar
private static final int HOT OK = 0O
private static final int OK = 1;
private static final int COMMIT = 2;
private int status;

f/ Setup the Subject, Callbacklan

public woid initialize(Sobject anbject,
CallbackHandlar callbackbhandler
Hap state, Hap options)

and options

1
status = HOT_OK;
principal = null:
thiz. subjeci = subject;
thiz callbackhandler = callbacklhandler
H
Arireatin
(RS x FIE
4 D the actidal Lesgiin "l,tn:::l_x'\r.tl:-:I
public Boeolean loegindd throws LoginExcept bon
i

Jf Talidate CallbackHandlar

i Create o neow HamsUallback with the aser prompt
Callback callbacks[] = new Callback[1];
callbacks [1]
= newd HameCallback{"Ts your §
"dowy oF a cat [[esy | Catb ]}

rar Ete animal a +

String name = nuall;

try |
£ Prompt user visa the callbackHandLer. handls{)
callbackhand ler handla{callbacks)

A Gat the URer's Fodpalfe

nama = { {HamsCallbackjcallbacks (0] ) . getHamas] )
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// setup the subject, CallkackHandler, and options
public void initialize(Subject subject,
CallbackHandler callbackhandler,
Map state, Map options)

status = HOT OK;

principal = Hull;

this.subject = subject;

this.callbackhandler = callbackhandler;
}

// Do the actual login
public boolean login() throws LoginException
{

// Validate CallbackHandler

oy

// Create a new WameCallback with the user prompt
Callback callbacks[] = new Callback[1];
callbacks[0]
= new HameCallback({"Is your favorite animal a " +
"dog or a cat [Dog | Cat]?");
string name = null;

try {
// Prompt user wia the callbackHandler. handle()
callbackhandler.handle(callbacks) ;

// Get the user's response
name = ((NameCallback)callbacks[0]).getHame()
} catch(java.io.IOException ioce) {

} catch{UnsupportedCallbackException ce) {

.

}

// Buthenticate the user If good, create and
// initialize a new Principal and set good status
if (name.egqualsIgnoreCase("cat )} {
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When loaded by the LoginContext, the LoginModule is initialized with a Subject, a CallbackHandler, shared state, and options.
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[scroll to login() method]

The LoginModule.login() method decides what type of Callbacks are needed and then uses the CallbackHandler to actually communicate with the
user. We'll look at that next. In our simple LoginModule, as long as the user enters "Cat" in response to the prompt, authentication will succeed.
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[scroll to commit() method]

Upon a successful login, the LoginModule.commit() method will associate the Principal created in the login() method with the now-authenticated
Subject. The LoginModule also has abort() and logout() methods.
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[show DemocCallbackHandler code]

The CallbackHandler interacts with a user identity based on a particular authentication technology. It is implemented by the application or application
server, passed to the LoginContext (along with the Configuration), and then forwarded to the LoginModule from which it's called.

A Callback stores authentication data. It is populated by CallbackHandler for use by LoginModule

. Examples of Callback classes that come with JAAS are

. NamecCallback to request the user’s name

. PasswordCallback to request the user’s password

. ChoiceCallback to display a list of choices

. ConfirmationCallback to ask for YES/NO or OK/CANCEL

. LanguageCallback to retrieve the Locale used for localizing text
. TextInputCallback to retrieve generic text information

. TextOutputCallback to display information, warning, and error messages
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Now we'll look at the interaction of the JAAS classes as a flow. In this example we show the client separate from the application, suggesting the client
is a browser and the application is a Web application. But they could be one and the same.

The LoginContext class provides the layer of independence between the application and the underlying authentication mechanism. The application
[2] instantiates and interacts with the LoginContext and the LoginContext loads one or more LoginModules based on the [3] Configuration the
LoginContext reads. The LoginContext then [4] instantiates and initializes the LoginModule or modules, passing it a Subject and a CallbackHandler,
and then [5] calls LoginModule.login().

LoginModule.login() [6] passes an array of Callbacks to the CallbackHandler's handle() method. Notice that a Callback is a data object. Based on its
type and the type of Callback, the CallbackHandler [7] retrieves credentials from the client application, and stores the values in the Callbacks. These
are [6] passed back to the LoginModule, which uses them to [8] authenticate the client. If authentication succeeds, LoginModule.login() creates a
new Principal and [9] returns true to the LoginContext(). The LoginContext then [10] calls LoginModule.commit(), during which the LoginModule
associates the Principal with the Subject. The user is now authenticated.

Sometimes the exact flow shown here can vary a bit, such as when the client creates a request context containing user credentials and passes that
request context to the application in advance. Then the CallbackHandler can use the passed request context without going back to the client
application.

JAAS can also be used for sinale sian-on bv sharina the securitv credentials or a JAAS shared state. This allows SSO access to multiple applications
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[Demo]

Now let's look at a demo of our code. In this simple demo there is no password necessary and as long as we enter "Cat" to the prompt, we will be
authenticated. Our first command will be
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java -Djava.security.auth.login.config=demo.conf DemoClient

With this command Java security is not enabled so we should have no problem creating a LoginContext or creating a Principal while authenticating
the user. Remember, we're looking for cat. When we answer incorrectly with "Dog" we should see the authentication fail. Then we'll run it again and
answer correctly with "Cat."
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Is your favorite animal a dog or a cat? *Dog*
Authentication failed. Login Failure: all modules ignored
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Is your favorite animal a dog or a cat? *Cat*
Authentication succeeded
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Is your favorite animal a dog or a cat? *Cat*
Authentication succeeded
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Now let's turn on security by running the DemoClient using the -Djava.security.manager command line option when we run the application again. The
execution will fail because with security enabled we do not have permission to create a LoginContext or create and modify a Principal.

java -Djava.security.manager -Djava.security.auth.login.config=demo.conf DemoClient
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java -Djava.security.manager -Djava.security.auth.login.config=demo.conf DemoClient
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LoginContext cannot be created. Access denied (javax.security.auth.AuthPermission createLoginContext.AnimalLogin)
Exception in thread "main" java.lang.NullPointerException

at DemoClient.main(DemoClient.java:17)

To gain permission we need to specify a policy file granting the two permissions we need to execute the code.

[show policy.txt]
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[show policy.txt]

The JAAS Policy file is an adaptation of the Java 2 policy file that grants permissions for code to execute based on the origin of the code. The JAAS
policy file adds the "who" to the permission. This demo's policy file is at the Java 2 security level. It authorizes the creation of a LoginContext and the
right to modify Principals, as you can see.
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Now let's run the application again, with security enabled, but this time specifying the policy file to use. This time we should have permission to
execute the application, and if | answer the question correctly, authentication should succeed.

java -Djava.security.manager -Djava.security.policy==policy.txt -Djava.security.auth.login.config==demo.conf DemoClient
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Is your favorite animal a dog or a cat? *Cat*

Authentication succeeded

The double == are used to override any default security policy.
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I hope this demonstration has given you a good introduction to JAAS, particularly JAAS authentication. Before JAAS, Java SE security was based on
Java 2 security. There was no way to base authorization decisions on who was executing the code. JAAS adds the "who" to the authorization
decision.
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And JAAS pluggable authentication allows different authentication mechanisms to be used independent of the application.

Thanks for watching!




