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In this series, learn about cloud computing using Amazon Web Services. Explore
how the services provide a compelling alternative for architecting and building
scalable, reliable applications. This article introduces you to the virtual servers
provided by Amazon Elastic Compute Cloud (EC2). Learn how EC2 can help you
configure your applications' computing requirements on the fly and adust capacity
based on demand.

Amazon EC?2

Amazon Elastic Compute Cloud (EC2) is the base platform for the cloud computing
environment provided by Amazon. EC2 makes it simple to create, launch, and
provision virtual instances—at any time—for your personal or business needs. You
pay for these instances based upon the type of instance and your actual hourly
usage. The virtual servers run inside the secure environment of Amazon’s own data
centers.

EC2 can give your Web-scale applications the ability to:
» Configure their computing requirements on the fly.
» Adjust capacity based upon demand.

What an invaluable proposition in today’s Web-driven world, where traffic can spike
to tsunami levels if your site is mentioned on the Yahoo front page—and an hour
later drop off the cliff. You can now ramp your capacity up and down in an elastic
fashion. Some of the most valuable features provided by this new model of elastic
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computing are:

Reliability
EC2 is designed to easily provision instances and then destroy them when
they're no longer needed.

Simplicity
Built on simple concepts, EC2 provides great flexibility for you to architect your
systems. Amazon provides all the building blocks you need; you can combine
them in different ways that match your application use cases.

Security
EC2 is designed to provide a high level of security. The instances all run inside
Amazon’s secure data centers, with the ability to configure firewall rules to
restrict all access to groups trusted by you.

Resilience
You can build resilience into your applications by placing your instances in
different geographical locations, and by using persistent storage volumes
whose life cycle is independent from a more ephemeral instance.

Low cost
EC2 service is charged at rates that make it a very economical and compelling
alternative for all your server needs.

The framework

This section explores the concepts that underpin the EC2 framework.
Amazon Machine Images

Amazon Machine Images (AMIs) are packaged server environments, based on
Linux®, that can run any software or application that you want. They are the heart of
the elastic computing environment provided by EC2. The current release of EC2
supports AMIs that are based on Linux, though there is also some initial support for
using OpenSolaris as the operating system in the EC2 environment.

There are three different kinds of machine images:

Private
Public
Paid

Amazon provides several command line tools that make it easy to create and
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manage machine images. The images themselves are stored on Amazon Simple
Storage Service (S3). Upon registering the image with EC2, a unique ID is assigned
to the image, which can be used for identifying it and launching an instance from it.
There are several different ways for you to create your own image. You can use an
existing public image as the basis for your own images, and use the following
workflow to create a new AMI:

1. Launch an instance from the existing AMI with your secure socket shell
(SSH) keypair.

2. SSH into the instance.

3. Customize the instance as you like.

4. Rebundle the running instance into a new AMI by using Amazon'’s tools.
5. Upload the bundle to S3 for storage using Amazon'’s tools.

6. Register this new image with EC2 using Amazon’s tools.

7. Launch a new instance from this new image, and repeat the
customization and rebundling until you are satisfied.

Another option is to create a new AMI using one of the publicly available scripts from
the EC2 community. The scripts let you create an AMI from scratch. Some of the
most popular scripts are:

* Ubuntu and Debian based AMI creation scripts provided by Eric
Hammond.
You can either use the prebuilt images from his site, or create one from
scratch with the scripts.

» If you're looking for images that can serve as the base for Ruby on Rails
applications, Paul Dowman provides a script that can create an Ubuntu
based image for running rails applications on EC2.

» RightScale provides both Ubuntu and CentOS based scripts for creating
your images from scratch.

Instances

Instances are the running virtual instances that use an AMI as a template. You can
launch an instance, view details about the instance, and terminate it using the tools
provided by Amazon. You can also use a variety of third-party libraries in different
languages to control the life cycle of the instances.
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The instances can be based on either 32-bit or 64-bit platforms and can be one of
the following types. Amazon also rates each instance type in terms of EC2 compute
units. Each EC2 compute unit (ECU) provides the equivalent processor capacity of a
1.0-1.2 GHz 2007 Opteron or 2007 Intel® Xeon™ processor. Pricing has details for
each instance type.
Small instance (m1l.small)
1.7GB memory, 1 EC2 compute unit (1 virtual core with 1 EC2 compute unit),
160GB instance storage, 32-bit platform, moderate 1/O performance

Large instance (ml.large)
7.5GB memory, 4 EC2 compute units (2 virtual cores, each with 2 EC2
compute units), 850GB instance storage, 64-bit platform, high I/O performance

Extra large instance (m1l.xlarge)
15GB memory, 8 EC2 compute units (4 virtual cores, each with 2 EC2 compute
units), 1690GB instance storage, 64-bit platform, high 1/0 performance

Medium instance (c1l.medium)
1.7GB memory, 5 EC2 compute units (2 virtual cores with 2.5 EC2 compute
units), 350GB instance storage, 32-bit platform, moderate /O performance

Extra large instance (cl.xlarge)
7GB memory, 20 EC2 compute units (8 virtual cores, each with 2.5 EC2
compute units), 1690GB instance storage, 64-bit platform, high 1/0
performance

Because the instances are charged based on the actual time they're used, you can
easily ramp your computation needs up or down based on the current load for your
application. You don't need to reserve a lot of compute capacity in advance.

Security groups

Any and all instances launched within the EC2 environment run inside a security
group. Each security group defines the firewall rules that specify the access
restrictions for instances that run within that group. You can grant or restrict access
by IP address or classless interdomain routing (CIDR) rules, which let you specify a
port range and transport protocol. You can also control access to specified security
groups, so any instances that are running within those security access groups will
automatically be granted or denied access to your instance.

Security keypairs

Security keypairs are public/private SSH keypairs that are specified when launching
an instance. They are needed to actually log in to the console of one of your
launched instances. EC2 will add the public part of the keypair to the launched
instance, and you can then use the private key to ssh into it.
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Security keypairs are different from your Amazon Web Services access key ID and
security key (available from your account information page), which are used for
uniquely identifying you as the user making the requests to Amazon Web Services
using the API. The security keypairs are mainly for enabling users to securely log in
to instances without requiring the use of passwords.

Availability zones

EC2 is made up of multiple data centers in separate geographical locations to
provide failure resiliency. You can place the instances that you launch in different
locations. The locations are geographical regions with availability zones within them.
The current release of EC2 provides access to a single region in the eastern United
States with three different availability zones within it. Each availability zone within a
region is engineered by Amazon to be insulated from failures in other availability
zones.

You can protect your applications from the failure of a single location by launching
instances in separate availability zones. If you do not specify an availability zone
when launching an instance, Amazon will automatically choose one for you based
on the current system health and capacity.

Elastic IP addresses

Each instance is automatically assigned a private and a public IP address on launch
by EC2. The public IP address can, of course, be used to access the instance over
the Internet. Each time you launch an instance, though, this address will change. If
you are using any kind of dynamic DNS mapping for connecting a DNS name to the
IP address, it can take as long as 24 hours before the change is propagated across
the Internet. EC2 introduced the concept of an elastic IP address to alleviate this
problem. Each elastic IP address is a static IP address that is associated with your
EC2 account, not to a specific instance, and is permanently associated with your
account unless you explicitly release it back to EC2.

You can also remap an elastic IP address among instances, and thus quickly
respond to any instance failures by just starting another instance and remapping it
(or using an existing instance). At any given time, you can only have a single
instance mapped to an elastic IP address.

Elastic Block Store (EBS)

EBS is a new form of persistent storage created by Amazon that lets you create
volumes that can be attached as block-level devices to a running instance. You can
also create snapshots from these volumes, and later recreate a volume from the
shapshot. Each snapshot represents the state of a volume at a specific point in time.
You can thus easily store files and data that need to persist beyond the lifetime of an
instance on an EBS volume, and then easily attach and reattach that volume to any
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instance you want.

The one caveat is that each EBS volume can only be attached to one instance at a
time. However, you can attach as many different volumes to a single instance as you
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want. Each EBS volume is associated and located in an availability zone. The
instance to which the volume is being attached must be in the same availability
zone. There is an account limit of 20 EBS volumes, but you can request that
Amazon Web Services increase the limit if you need to use more volumes.

Pricing

The charges for EC2 are calculated based on four criteria:

» The type of instance used. There are two standard types of instances,

each with a varying number of cores, memory, storage, and architecture.

Standard

Normal instances that can be used for most applications.

High-CPU

Instances that are more suitable for applications that require a lot of processor

power and are computation intensive.

Table 1 shows example pricing for small to large instance types.

Table 1. Pricing for instance type

Type
Standard small

Standard large

Standard extra
large

High-CPU medium

Servers on demand with EC2
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Details

1.7GB of memory,
1 EC2 compute
unit, 160GB of
storage, 32-bit
platform

7.5GB of memory,
4 EC2 compute
units, 850GB of
storage, 64-bit
platform

15GB of memory, 8
EC2 compute units,
1690GB of storage,
64-bit platform

1.7GB of memory,
5 EC2 compute
units, 35GB of
storage, 32-hit
platform
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Cost

$0.10 per
instance-hour

$0.40 per
instance-hour

$0.80 per
instance-hour

$0.20 per
instance-hour
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High-CPU extra
large
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7GB of memory, 20
EC2 compute units,
1690GB of storage,
32-bit platform

$0.80 per
instance-hour

The amount of data or bandwidth transferred to and from EC2. There is

no charge for data transferred between EC2, SimpleDB, and S3 buckets

located in the United States.

Data transferred between EC2 and

European S3 buckets is charged at the standard data transfer rates.

Table 2. Pricing for data transfer

Type of transfer

Internet data transfer

Availability data zone transfer

Public and elastic IP data transfer

Private IP data transfer

Cost

$0.100 per GB - all data transfer in
$0.170 per GB - first 10TB / month
data transfer out

$0.130 per GB - next 40TB / month
data transfer out

$0.110 per GB - next 100TB / month
data transfer out

$0.100 per GB - data transfer out /
month over 150TB

$0.00 per GB - all data transfer
between instances in the same data
zone

$0.01 per GB - all data transfer
between instances in different data
zones in the same region

$0.01 per GB - all data transfer
infout

$0.00 per GB - all data transfer
infout

» The storage used by the EBS volumes and snapshots.

Table 3. Pricing for EBS
Type
EBS volumes

EBS snapshots

Servers on demand with EC2
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Cost

$0.10 per GB-month
$0.10 per 1 million 1/O requests

$0.15 per GB-month

$0.01 per 1,000 PUT requests to
save snapshots

$0.01 per 10,000 GET requests to
load snapshots
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» The number of elastic IP addresses allocated to you that are unused.

Table 4. Pricing for elastic IP addresses

Type Cost
Elastic IP No cost for elastic IP addresses
while in use

$0.01 per nonattached elastic IP
address per complete hour

$0.00 per elastic IP address remap -
first 100 remaps / month

$0.10 per elastic IP address remap -
additional remap / month over 100

Check Amazon EC2 for the latest price information. You can also use the Amazon
Web Services Simple Monthly Calculator tool for calculating your monthly usage
costs for EC2 and the other Amazon Web Services.

Getting started with EC2

To start exploring EC2, you first need to create an Amazon Web Services account.
Part 2 of this series has detailed instructions for creating an Amazon Web Services
account. Once you have an account, you must enable Amazon EC2 service for your
account using the following steps.

1. Log in to your Amazon Web Services account.
2. Navigate to EC2.
3. Select Sign Up For This Web Service on the right side of the page.

4.  Provide the requested information and complete the sign-up process.

All communication with any of the Amazon Web Services is through either the SOAP
interface or the query/REST interface. In this article you'll use the query/REST
interface to communicate with EC2. You will need to obtain your access keys, which
you can access from your Web Services Account information page by selecting
View Access Key Identifiers.

You are now set up to use Amazon Web Services and have enabled EC2 service for
your account.

Interacting with EC2

Servers on demand with EC2
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For this example, you will use both the command line tools provided by Amazon and
an open source third-party Ruby library named ri ght _aws to interact with EC2.
Throughout this article you will:

» Set up alocal EC2 development environment.
e Launch an existing AMI.

» Customize the AMI to install the r i ght _aws library and other required
software.

* Rebundle the AMI, upload AMI to S3, and then register it.
* Launch the new customized AMI.

» Get familiar with the ri ght _aws API by running small snippets of code in
a Ruby shell.

Set up alocal EC2 development environment

The Amazon EC2 tools require that you have Java™, so be sure it is installed.

1. Download both the AMI management tools and the EC2 command line
tools.

2. Unzip the tools archives to the directory of your choice.

3. You need to set up some environment variables, and add the tools
directory to the shell path so you can actually find them when executing
from the command line. Listing 1 shows an example.

The commands below are specified for Linux. If you're using Microsoft®
Windows®, you can substitute the equivalent commands. You can
download the EC2 X.509 certificate and your EC2 private key file from
your account information page.

Listing 1. Set up the EC2 development environment

export EC2_HOVE=path_to_the_directory_w th_the_tools
export JAVA HOVE=path_to_the directory_w th_your_java_sdk

Add the directory to your PATH
export PATH=$PATH: $EC2_HOVE/ bi n

Export variables with the paths to your private key file and X 509 certificate
export EC2_PRI VATE KEY=path_t o_your _private_key
export EC2_CERT=path_to_your_x509_certificate

AHEH BHBH B B

4. Check to make sure everything is set up correctly by running the
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command shown below to list the version of your EC2 command line
tools.
Listing 2. Check the setup

$ ec2-ami -tool s-version
1. 3-20041 20071010

5. You need to create an SSH keypair to use for launching an instance and
then connecting to it at the command line shell. The following command in
Listing 3 creates a new keypair and subsequently prints the name of the
keypair, its fingerprint, and the private key data to the screen.

Listing 3. Create a new SSH keypair

$ ec2-add- keypai r devwor ks

KEYPAI R devwor ks 29:d1: 90: 7b: 3d: a4: 99: 52: 41: e0: 1f: 21: d5: 20: 97: d3: f0: 33: f d: 76
----- BEA N RSA PRI VATE KEY-----

M | Eom BAAKCAQEAyxaeXt 6nb+gzboVW 3ax7An8CUJj DaqwNi / PZmil GOAz OHGhuPl DXeh1GpJof
hky7Bg6VEY2Vf S5GBUt m zsG / JI quzVl / x3uyr i OzeCl w+nD7aSgUOBN3qW 741 ZxYYkx CYdBci
eZeKpr 8Mpvuz2sf ur RzQ0k UeHyuEai D1RRS7DGxx UXf pVYhG Pl t f N\2x RSM_TaOZz RnvRd SOc HUU
hC+GOKFDkp8nqQpd8i GUt p2&2DI 1pxRNAMye FZHWWh5t ¢l 01NTc 7pk FPGEW q6p06gl SECLqGPTL
+2AxJY5W0ZQoTW eOVWLpj JWOf nuf RsOM / M TP6SGK/ Ykr QOpr OM DAQABAoI BAFj 1UGy X9dnl

I bHAW noUSI Gel sHOGQ B5XEv YFt r 9xEoMs Rpdk 1f | f NM Zwgn3Qxeh6+Fnf 4381 UkwlUv 3MBD1 WY1
JJaJZUpMBZI Pwl cV2nBHWBK6+NCc YVQIG7VsZTvahusscssvMm13KsLt pwSVwb3WsoDf AZ6Li aT
Jk5i n20hTi i pCOpz0OKIDgQ / 76r 20ysUFpCymj 4EvQ Rkk5kBt si M xsJzi npUOr St RHc ORKE n
FKMBY/ DFE33zhP8BNDQRaDLGni Ol p+/ j P3EHM a41SSbnwz RcbXM H5f L3KAy Rs CEOocHY+cj Ung
HPYxI 1f f dLZUEWBWIDQFUTS/ v4ECQYEA9r 7HVVnr S2303zcl zCTGen/ W SVbpf | SKEYJOZpa8Rt Q
uFMOewf k ThBzf avLMVBYBBUANTW z5JAFSz| BaKDRCnhouUeeDi DIJVJd8Asbn1gCESUVETUO hy50
RIOORTt PNMry P7 AnoSMTuzsbwWORus 71 JvceWHBB4KCh652Uans Cg YEAOr Snmvdqui dkXf 5i Fpebc
6Wh/ qy+L1dkgz7+HTZI MATkx AAEf JFnqaQRPgJ5XYcLvk2] zxNQKJI Zvt BhCf VYhPJ2uB2YqgxvOp
OLXG01f ZSyhbY& axVymA3BHWVE2ULBbaFMyhO71 7zkz+Grgkyl ych59zJBSoUx SFSt pgNL7NhkEC
gYAPJI| or LMeJ64eZo1L] goFDx1COXHSRbQnj uxi Z1mJeYsj DZy V+W2+hbPDIh5+CuUGNyd t hnf s
9TbFl enAPMi9i ezk YgbLKyvv6xQLP5WHxnili OTQF4d9manilsc566Thl MHOMAPONgg9t 8CS16qEl 6
+PQs F3GY+gk@gq54QPYvQKBgDgwj sr Qd30x VI / | V7al Uyg3gt xe6JaVuadNNOLbc MpBHE64Ek A58
0ANzb97SoxDi EEuog4+40CAbKt zHH2wXPPPSRCeaCkwol S8gWhkHI Cp19XK]j f 6 Tp6k5cVkOUXC/ h
x DSIWXGQ7FA+VgEpP2NpSSj f ssKLt kincf hNRGxj Vz SOBAoGBALbBLS4Nbj s2Fco+ok NQPNf JNSvW
yW/7aéngf RzZV8B+BO6V1QRI R44bw/ Z740Q7t t t 8KOZENBSY zZwaVWFI G SO 4Nx++Ef 4pY5aPS
ZNpXcXCZgUdA67gn0 Lvr G7bnDR60dcBZVBI 7C npTl ccg7MD4CBs FIx+hGRPD2y | V94

----- END RSA PRI VATE KEY-----

6. Save the part of the output beginning with - - - - - BEG N RSA PRI VATE
KEY- - - - - to a local file. This will be the private key that you're going to
use for launching instances and for accessing them with SSH. Be sure
that you keep the file private and secure. If you launch an instance with
this key and then lose the key later, you will not be able to connect to your
instance using the shell anymore.

Name the key file pk- devwor ks and modify the permissions on the file
to make it more secure.

Listing 4. Change permissions for the private key
$ chnod 600 pk- devwor ks

Servers on demand with EC2
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You now have the development environment set up.

Launch the first instance

You're going to launch the first instance from one of the public images provided by
RightScale, which is based on CentOS. The AMI ID for this image is

am -d8a347bl.

Listing 5. Launch an instance

$ ec2-run-instances —k devworks -n 1 ani-d8a347bil

RESERVATI ON r-2691404f 710193521658 def aul t

I NSTANCE i -7f923516 anmi - d8a347b1l pendi ng
devwor ks 0 mL. smal | 2008- 09- 07T18: 05: 34+0000
us- east - 1c aki - 9b00e5f 2

A freshly launched instance is always in the pendi ng state. This instance cannot
yet be addressed in any way, as it is still starting up. In this state you can view the
following details about this instance:

» Time launched: The time when this instance was launched, displayed in
UTC.

* Instance type: You did not specify the type of instance on launch, so EC2
automatically chose the default m1.small instance for us.

« Availability zone: You did not specify an availability zone on launch, so
EC2 selected one based on the current system health and availability.

» Kernel: The Linux kernel used by this instance is also displayed. You can
either specify this on launch, or the AMI can be preconfigured with one as
the default.

» Security group: The instance was placed in the def aul t security group.
You can create your security groups, grant access permissions for them,
and then place the instance in those groups. You must specify the
security group on launch. You cannot change the group name once the
instance is launched, but you can change the grants for the group.

You can now list the instances that are running, and check their current state.
Listing 6. List instances

$ ec2-descri be-instances

RESERVATI ON r-2691404f 710193521658 def aul t

I NSTANCE i -7f923516 am - d8a347bl

ec2-67-202-28- 68. conput e- 1. anazonaws. com

domJ- 12- 31- 38- 00- 34- C8. conput e- 1. i nt er nal runni ng devwor ks 0
mlL. smal | 2008- 09- 07T18: 05: 34+0000 us- east - 1c aki - 9b00e5f

Servers on demand with EC2
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You can see that the instance is running, and more details about this instance, such
as:

* Public DNS Name: The DNS name that can be used to connect to this
instance across the Internet.

* Private DNS Name: The DNS name that is used to resolve this instance
within EC2’s local network within Amazon’s data center environment.

Connect to your first instance using SSH

You can now SSH into the instance using our private key and the public DNS name
for the instance.

Listing 7. SSH to the instance

$ ssh -i pk-devworks root @c2-67-202-28-68. conput e- 1. amazonaws. com

The authenticity of host 'ec2-67-202-28-68. conpute-1. amazonaws. com (10. 252. 59. 54)'
can't be established.

RSA key fingerprint is ae:e5:00:54: 75: 65: 1c: c5: 44: 53: 72: b9: e0: b5: 26: a9.

Are you sure you want to continue connecting (yes/no)? yes

War ni ng: Permanent|y added 'ec2-67-202-28-68. conput e- 1. amazonaws. com 10. 252. 59. 54'
(RSA) to the
I'ist of known hosts.

[ root @omJ 12- 31- 38- 00- 34- C8: ~]

You might see an error message after you log in above, but you can safely ignore it.
The AMI runs some custom RightScale scripts after startup, which are missing.

Customize and rebundle the instance

The RightScale AMI is very comprehensive, and contains everything you need to
start using it as your base image. It already contains the EC2 command line tools
installed in the directory/home/ec2.

1. Add the security certificates. These are the same files used earlier in
Listing 1.
Listing 8. Copy your certificates to the instance

$ scp -i pk-devworks path_to_your_private_key_cert
root @c2- 67-202- 28- 68. conput e- 1. amazonaws. com / hone/ ec2/

$ scp -i pk-devworks path_to_your_x509_cert
r oot @c2- 67-202- 28- 68. conput e- 1. anazonaws. com / hone/ ec2/

Servers on demand with EC2
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Set up the environment variables so you can use this as your own private
EC2 image. Edit the file /etc/profile.d/env.sh and set up each of the
variables. The account number and access keys are available from Web
services account information, while the cert and private key are the files
that you copied to the instance in the step above.

Listing 9. Customize the instance environment

$ vim/etc/profile.d/ env.sh

export
export
export
export
export
export
export

# Turn

EC2 HOVE=/ hone/ ec2
EC2 CERT=

EC2_PRI VATE_KEY=
AWS_ACCOUNT _NUVBER=
AWS_ACCESS_KEY_I D=

AWS_SECRET_ACCESS_KEY=
PATH=$PATH: / hone/ ec2/ bi n/

off the rightscripts so you don’t get the error on | ogin.

$ chkconfig --level 4 rightscale off

# Change the | ogi n nessage
$ echo “Wel cone to ny devworks test EC2 i mage” > /etc/notd

This image already has Ruby installed, but you need to install the Ruby
libraries that will be used later in this article to interact with EC2. First
you'll update the installed gems, and then install r i ght _aws gems and
any needed dependencies.

Listing 10. Install Ruby gems

$ gem updat e
$ geminstall right_aws

You're ready to rebundle this instance, upload it to S3, and register it with
EC2. First, rebundle it under the name devwor ks- ec2, and ignore the
/mnt and /tmp folders. You must also specify the EC2 private key, EC2
security certificate, and the Amazon Web Services account number.
Listing 11. Rebundle the instance

$ ec2-bundle-vol -d /mt -c /hone/ec2/your_ec2_x509 cert
-k /home/ ec2/your_ec2_private_key -u your_aws_account _nunber
-e /mt,/tnp -s 10240 -r i386 -p devworks-ec2

The rebundling process will create a bunch of files in the /mnt directory,
once complete. You'll upload these files, which comprise the newly
created AMI, to S3. The image will be placed in the bucket that you

specify.
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Replace the —b parameter in the command below with the name of the
bucket where you want your image files stored in S3.

Listing 12. Upload image to S3

$ ec2-upl oad-bundl e -b your_s3_bucket -m
/ mt / devwor ks- ec2. mani f est . xm
-a your_aws_access_key -s your_aws_secret _key

6. Your AMI is now safely stored on S3. All that's left to do is to register it
with EC2 so you can get an ID for the AMI, which can be used to launch
this image later.

Listing 13. Register the image with EC2

$ ec2-register -K /honme/ ec2/your_ec2_private_key
-C /home/ ec2/ your _ec2_x509_cert
your _s3_bucket / devwor ks- ec2. mani f est . xmi

I MAGE am -58c42031

7.  Exit from the SSH session, and terminate the running instance.
Listing 14. Terminate our instance

$ ec2-term nate-instances i-7f923516
I NSTANCE i -7f923516 runni ng shutting-down

You'll launch a new instance from the freshly created AMI in the next section, and
use it in the rest of this article for exploring EC2 using the ri ght _aws library.

Exploring EC2 with Ruby

RightScale provides a Ruby library, right_aws, which provides access to Amazon’s
EC2 service from Ruby. This battle-tested library is used by their own products, and
covers every facet of EC2, including the recently introduced EBS. The library is
packaged as a rubygem, along with the HTTP library right_http _connection, which
has robust retries and error handling. This article covers only some of the EC2
functions provided by this library. It is highly recommended that you review the
documentation provided with the library to get a comprehensive feel for the API.
Review the various configuration options for both the ri ght _aws library and the
supporting ri ght _htt p_connecti on library.

You'll use the Ri ght scal e: : Ec2 class, which provides the main interface for our
interaction with EC2. The medium of usage of this Ruby library will be the irb
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console. You will send messages to the Ri ght scal e: : Ec2 object, and examine
the responses returned by EC2 to the messages. This will help you become familiar
with the API while exploring the EC2 concepts.

1. Launch an instance from the new AMI.
Once the instance is in a running state, SSH into the instance. Then you'll
start using the irb console inside the instance.

Listing 15. Launch new instance and SSH into it

$ ec2-run-instances -k devworks -n 1 am -58c42031

RESERVATI ON r-5795443e 710193521658 defaul t

I NSTANCE i -1a9e3973 am - 58c42031 pendi ng devwor ks
0

ml. smal | 2008- 09- 07T21: 06: 37+0000 us-east-1c aki - 9b00e5f 2

$ ec2-descri be-instances

RESERVATI ON r-949544f d 710193521658 def aul t

I NSTANCE i - 5a9d3a33 am - 58c42031

ec2-75-101- 208- 95. conput e- 1. anazonaws. com

domJ 12- 31- 38- 00- 78- 04. corrpute 1.internal

runni ng devwor ks mlL. smal |

2008- 09- 07T21: 14: 27+0000 us- east - 1c aki - 9b00e5f 2

$ ssh -i pk-devworks root @c2-75-101-208- 95. conmput e- 1. amazonaws. com

2. Start up the Ruby shell and create a Ri ght scal e: : Ec2 object.
Listing 16. Ruby shell and new Rightscale::Ec2 object

$irb

i rb(main):001: 0> require 'rubygens'

=> true

irb(main):002:0> require 'right_aws'

=> true

i rb(main):003:0> @c2 = Rightscal e:: Ec2. new

ENV[ ' AW5_ACCESS _KEY_ID ], ENV['AWS_SECRET_ACCESS_KEY'])

You use this newly created variable @ec2 from this point on for exploring EC2. The
example is using the default configuration for this library. See the documentation for
the list of available configuration options.

1. Retrieving a list of your instances returns an array of hashes, with each
hash providing all of the relevant details for each instance. This is a
common pattern for the response format followed by almost all of the API
calls for this library. Listing 17 shows an example.

Listing 17. Describe your instances

Servers on demand with EC2
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i rb(main):004: 0> @c2.describe_instances()

=> [{:aws_l aunch_ti me=>"2008-09-07T21: 14: 27. 000Z", :aws_kernel _i d=>"aki - 9b00e5f 2",
:ssh_key nane=>"devworks", :aws_reservation_id=>"r-949544fd",

:aws_avail ability_zone=>"us- east-1c",

aws_state=>"runni ng", :aws_instance_i d=>"i-5a9d3a33", :aws_groups=>["default"],
:aws_i mage_i d=>"ami - 58c42031",

:aws_product _codes=>[], :dns_name=>"ec2-75-101-208-95. conput e- 1. anazonaws. cont',
:aws_st ate_code=>"16",

:private_dns_name=>"domJ 12- 31- 38- 00- 78- 04. conpute-1.internal ",

:aws_i nstance_type=>"nil. snal | ",

aws_reason=>"", :am _l aunch_i ndex=>"0"}]

2. Retrieve a list of your images.
Listing 18. Describe your images

i rb(main):005: 0> @c2.describe_i mages_by_owner ([ ENV[ ' AWS_ACCOUNT_NUMBER 11)

=> [{:aws_l ocati on=>"yl asti c_i mages/ devwor ks-ec2. nani fest . xm ",
:aws_ker nel _i d=>"aki - 9b00e5f 2", :aws_state=>"avail abl e", :aws_is_public=>fal se,
aws_architecture=>"i 386", :aws_id=>"am -58c42031", :aws_i mage_type=>"machi ne"}]

3. Create a new security group that can be used for placing your instances,
and for restricting or granting access to it.
Listing 19. Create a new security group and list groups

i rb(main):006: 0> @c2.create_security_group("devworks",
"Devwor ks Article Security G oup")

=> true
i rb(main):008: 0> @c2.describe_security_groups()

=> [{:aws_group_nanme=>"devwor ks", :aws_descripti on=>"Devworks Article Security
G oup”,
caws_perns=>[]}]

4.  Create a new security keypair and list all the keypairs in your account.
Listing 20. Create a new security keypair and list keypairs

i rb(main):018: 0> @c2.create_key_pair (' mykeypair')

=> {:aws_key_name=>"nykeypair",
caws_fingerprint=>"c6: 62: 22: 9e: 99: 05: 6a: 17: 13: 06: e0: 86: f 9: 55: 2a: 78: ff: 99: 6b: fa",

aws_material =>"----- BEG N RSA PRI VATE KEY-----

\ nM | EpAl BAAKCAQEAY RdAvi hBXDu3002uvQLh8xdl RLHSORj QAK4Yw5Y5DkaS41EE] nDwj O6sSEY51 \ n
I XSuzV] 1nkZ1VMPUVR3hl XHCMILaAO7 7 TaXZVCOyym UAy TcQL+hoVLI r CuVl 3dEY21WONTEDt ki \ nl |

XMM-Unhki aKr GHt 2y YLj r 754KQ& 7pNCpRwx PXB7br | pQ3gpapkr 7Xr KZppvW GBMCnPl Fx8POK\ no8Cd
mF9l Edns6uaJZnf s4Ls9HZHpsmOr 42GhQAkJEkj 7nE5zc3r XYpmCBZhj yHus0i Xj S/ n9oL\ nHWhV0a
wagj virs QgJPYgEsBeObpDb2l OZg50kQ e1YJTd1nBk8k7nmdw DAQABAOI BAQCKOI WsCem nP8f AQHVY
J+v1iwd3wZpBhLWsvvUn1RbCvz UKBUQL/ Pr Kh6Ga7W 0u4nmGY6JO0nmd ml YhWKhy ATUZBI \ nri h3uoCccC
Ef f/ 4T/ y9nnDvCtzL+xt at TAOSRdTdeu6vpPLSv 1uwCUbxr bXGSnsz VAbNMBdXGrsg\ nVK7 GCYQEB4p4
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Ft Jol DgGZdWAj 1u5/ AG bCl +PbkbCAr 055Sqnl 95WAl ogdQFngx| j W 9TEI sbr Hf \ nYZHt KHI mil vyeB
QVMALTIS7uf | 13/ GAevRxr i Ekx/ | IWGNQEOP2bXa6Ry 90Uy vWRPS6Zi / MD\ nf WWFAXNB6Ryssr +S
I Af pG6SGUMBE5A0GBAOr 7yPcvg/ 66f / Xd3Chpm 8l | f sXBb9xki 3pl Ef YAWD/ \ n2ToxpRYPTgr wwB1uf o
NPr 7ULC¥ zJvAvl TXVKf p4oUnssi 5sXwlokZm0D1hTOj OFNvsgM36zD8Z/ 9\ nngr Vr H+t BxVoYqr PM V\B
dnYhQXEGQq+UF2uPqoKDbs| 3Dkf t XTBr AoGBANs TdLf HhRi dk LCRKf Sj \ nUr bJ OSs UsRWGFuoqgD+DZL
ngKBTaBTd6 TVONSR2JvpVJo5hyi AXQ j QLXt sPAuJR6f i i RvDf gF7j \ nll plt sFpNYx2R4+eqoLr Hgl C
Ak1Ke8t WoD3NgQAFOTDf WHQHNOdpLeWINMUd2a1GVKp4hl oJal \ nAoGBAI TqM yObey Z9XNPMBZp+
+gl 15x0VCunu7VJCs+ZVI Gnsr p9eVKdux9TU3Yi Dsi QdMP8ul X\ n+sQHyg631 t +3EyCVC8ql YHNG VOV
aJql Or ovj bB+GNFabDWBKLbk MRt / MhBJ75SQaOmv Ski nomh\ n7up9q9nt g9cbHPI ¢ HHNWs5VNAOC GAKi

+Y7j r VWFQ JJO0PgzhgGSqug4l HSOnFJI9p/ T7uxj cm bl t 9\ nXa2DbnBqgPGhbYX8psKHRvdzvAH6/ hvp
5kL31xUl r CGdyqf 9AvZf QuaXl TDBnvpi wOsbQC+62b9a\ nD1Hr NQJI 2HI kNeGBcnHs Yl +et bFzgqj Tqu
TBua+i i y/ RHLECgYALI DgaAcd704V+ws+WGLEVTI ¢\ nJ6/ sBpu3JyKMsdJI Yl bgl bvHgr f bkhnEYuNh/ H
XNdr | 60eVeAr ugH H+A Ux0t Cg4Vl eQsz/ b7kPS\ nY14OMAswuHHy gl ZI gK4Xy/ R6SQrsc/ CUXWPK5I

UesJk5f 1VINXI qqw6+nl Eucdj gYUd5w==\ n- - - - - END RSA PRI VATE KEY- - - - - "1

i rb(main):020: 0> @c2.describe_key pairs()

=> [{:aws_key_name=>"nykeypai r",
caws_fingerprint=>"c6:62:22: 9e: 99: 05: 6a: 17: 13: 06: e0: 86: f 9: 55: 2a: 78: ff: 99: 6b: fa"}]

5. Create a new EBS volume. Specify the availability zone for this volume as
us- east - 1c. This volume, once created and available, can only be
attached to an instance that is running in the same availability zone. The
volume will initially be in the "creating"” state. Once the process is
complete, the volume will be "available."

Listing 21. Create a new EBS volume and list volumes

i rb(main):024: 0> @c2.create_volunme('', 1, 'us-east-1c')

=> {:aws_status=>"creating", :aws_created_at=>Mn Sep 08 00: 29: 35 UTC 2008,
:zone=>"us-east-1c", :aws_size=>1, :snapshot_id=>nil, :aws_id=>"vol-2f34d146"}

i rb(main):026: 0> @c2.descri be_vol unes()

=> {:aws_status=>"avai |l abl e", :aws_created_at=>Mon Sep 08 00: 29: 35 UTC 2008,
:zone=>"us-east-1c", :aws_size=>1, :snapshot_id=>nil, :aws_id=>"vol -2f34d146"}

6. Attach this volume to the current instance as block device / dev/ sdj , and
format it with the ext3 file system so it can actually be used.
Listing 22. Attach the new EBS volume and make file system

i rb(main):031: 0> @c2.attach_vol ume(' vol - 2f 34d146', 'i-5a9d3a33', '/dev/sdj"')
=> {:aws_i nstance_i d=>"i - 5a9d3a33", :aws_devi ce=>"/dev/sdj",
aws_attachnent _status=>"attachi ng", :aws_id=>"vol -2f 34d146",

:aws_attached_at=>Mon Sep 08 00:34: 03 UTC 2008}

$ nkfs.ext3 /dev/sdj

nke2fs 1.39 (29- May-2006)

/dev/sdj is entire device, not just one partition!
Proceed anyway? (y,n) y

Fi | esystem | abel =

OS type: Linux

Bl ock size=4096 (| o0g=2)

Servers on demand with EC2
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Fragnent size=4096 (| og=2)
131072 i nodes, 262144 bl ocks
13107 bl ocks (5.00% reserved for the super user
First data bl ock=0
Maxi mum fil esyst em bl ocks=268435456
8 bl ock groups
32768 bl ocks per group, 32768 fragnents per group
16384 i nodes per group
Super bl ock backups stored on bl ocks:
32768, 98304, 163840, 229376

Witing inode tables: done
Creating journal (8192 bl ocks): done
Witing superbl ocks and fil esystem accounting information: done

This filesystemw || be automatically checked every 39 nounts or
180 days, whichever cones first. Use tune2fs -c or -i to override.

7. Mount the newly formatted block device on a file system folder.
Listing 23. Mount the volume to a local directory and use it

$ mount /dev/sdj /mt/my-vol

$ echo “Hell o Devworks” > /mmt/my-vol/test.txt
# cat /mt/ny-vol/test.txt

Hel | o Devwor ks

Now you can use this EBS volume just like any other block device on your system.
You can read and write to and from the volume. When you're finished using the
volume, you can detach the volume from the running instance and then reattach to
another instance, or the same instance, whenever you want. This is persistent
storage that really takes EC2 to another level of usefulness. There are many ways to
leverage this asset, from using it for storing your valuable database data to Web
server logs, which need to exist beyond the life of an instance.

You can create a snapshot of an EBS volume that will hold the contents of the
volume at that point in time. The snapshots are themselves stored automatically on
S3, and are created by EC2 in a cumulative fashion. The first snapshot of a volume
will be a complete copy, but the ones after that will only store the change sets. There
is currently a limit of 500 snapshots allowed per Amazon Web Services account. If
you need to keep more than 500 snapshots, you can request an increase in your
account limit.

Listing 24. Creating a snapshot from an EBS volume

i rb(main):007: 0> @c2.create_snapshot (' vol - 2f 34d146")

=> {:aws_status=>"pendi ng", :aws_vol une_i d=>"vol - 2f 34d146",
aws_started_at =>Mon Sep 08 00: 49: 15 UTC 2008, :aws_progress=>"",
:aws_i d=>"snap- 13db3c7a"}

Servers on demand with EC2
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The snapshot is created by EC2 in the background. You can list all your snapshots
periodically to ensure that the creation has completed successfully.

Listing 25. Listing your EBS snapshots

i rb(main):008: 0> @c2.describe_snapshots()

=> [{:aws_status=>"conpl eted", :aws_volume_i d=>"vol - 2f 34d146",
aws_started_at =>Mon Sep 08 00:49: 15 UTC 2008,
:aws_progress=>"100%,

raws_| d=>"snap- 13db3c7a"}]

Finally, you can detach a volume from your instance. You can reattach the volume to
the same instance or to another instance at a later point.

Listing 26. Detaching an EBS volume

i rb(main):006: 0> @c2.detach_vol ume(' vol - 2f 34d146' )

=> {:aws_i nstance_i d=>"i - 5a9d3a33", :aws_devi ce=>"/dev/sdj",
:aws_attachnent _stat us=>"det achi ng", :aws_id=>"vol - 2f 34d146",
:aws_attached_at =>Mon Sep 08 00: 34: 03 UTC 2008}

Conclusion

This article introduced you to Amazon’s EC2 service, and covered the basic
concepts. You learned about some of the functions provided by ri ght _aws, an
open source Ruby library for interacting with EC2. We covered a lot of ground, but
EC2 is a very large and complex topic. It is highly recommended that you read the
Amazon EC2 Developer Guide for more information.

Stay tuned for Part 4, which will examine Amazon Simple Queue Service (SQS) for
reliable messaging in the cloud.

Servers on demand with EC2
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Resources

Learn
* Check out the other parts in this series:
e Part 1, "Introduction: When it's smarter to rent than to buy"

» Part 2, "Storage in the cloud with Amazon Simple Storage Service (S3)"

» Learn about specific Amazon Web Services:
 Amazon Simple Storage Service (S3)
* Amazon Elastic Compute Cloud (EC2)
« Amazon Simple Queue Service (SQS)
* Amazon SimpleDB (SDB)

» The Service Health Dashboard is updated by the Amazon team and
provides the current status of each service.

» The latest happenings in the world of Amazon Web Services are on the
blog.
* Sign up for an Amazon Web Services account.
* OpenSolaris is available in Amazon public Grid.

» The Amazon Web Services Developer Connection is the gateway to all the
developer resources.

* The Amazon Web Services team provides technical documentation, user
guides, and articles of interest to developers at EC2 Technical Resources.

» The Developer Guide for EC2 has information on the various components of the
EC2 service, along with advanced usage and configuration.

« Alist of all the public images is available on the AWS developer connection
website.

* Amazon provides several command line tools that make it easy to create and
manage images.

* Manage your keys and certificate, regenerate them, view account activity and
usage reports, and modify your profile information from the Web services
account information page.

» Use the Simple Monthly Calculator for calculating your monthly usage costs for
EC2 and the other Amazon Web Services.
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